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Abstract

The distributed event-triggered secure consensus control is discussed for multi-agent systems (MASs)
subject to DoS attacks and controller gain variation. In order to reduce unnecessary network traffic in
communication channel, a resilient distributed event-triggered scheme is adopted at each agent to decide
whether the sampled signal should be transmitted or not. The event-triggered scheme in this paper can be
applicable to MASs under denial-of-service (DoS) attacks. We assume the information of DoS attacks,
such as the attack period and the consecutive attack duration, can be detected. Under the introduced
communication scheme and the occurrence of DoS attacks, a new sufficient condition is achieved which
can guarantee the security consensus performance of the established system model. Moreover, the explicit
expressions of the triggering matrices and the controller gain are presented. Finally, simulation results
are provided to verify the effectiveness of the obtained theoretical results.
© 2019 The Franklin Institute. Published by Elsevier Ltd. All rights reserved.

1. Introduction

Consensus problem has been one of the most important and typical behaviors in multi-
agent systems (MASs) [1-3]. Increasing attention has been attracted on the consensus control
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problem of MASs due to its widespread applications in various areas such as smart robots,
power systems, formation control of vehicles, sensor networks and so on. A rich body of
publications has been available [4-8]. For example, in [4], the authors addressed the event-
triggered consensus tracking control for switched stochastic nonlinear MASs. A novel neural
network control approach was been studied for nonlinear MASs in [5]. However, most of the
literature assume that the network communication resources are unlimited and the communi-
cation channel between sensor and controller are safe. The observer-based consensus control
was been addressed in [6] for MASs with lossy sensors and cyber-attacks. In fact, many
factors can affect the desired system performance and result in secure crisis. Specially, the
data transmission in network communication channel may be interrupted by malicious agent,
which prompts us to investigate secure consensus control of MASs.

System secure is an important problem and stirring an ever-increasing research interests,
due to the fact that network information transmission is susceptible to be corrupted by ad-
versaries [9-11]. Recently, considerable effort has been devoted to investigate secure control
problem against malicious attacks [12—14] including deception attacks [15-17], denial of ser-
vice (DoS) attacks [18,19] and replay attacks [20] and so on. Various results dealing with
different type of cyber attacks can be available [15,17,20,21]. For instance, in [15], secure
control problem was studied for neural networks under deception attacks and decentralized
event-triggered scheme. Security controller design of event-triggered networked control sys-
tems was dealt with subject to periodic DoS attacks. The distributed event-triggered control
strategy was designed in [17] for networked control systems with stochastic cyber-attacks. The
authors in [20] studied the distributed Kalman fusion estimation for cyber-physical systems
under bandwidth constraints and replay attacks. A dynamic output feedback controller was
designed in [21] for a class of stochastic nonlinear systems subject to deception attacks. Up
to now, the influences of DoS attacks on consensus of nonlinear MASs have not been fully
explored yet, which motivates our present work.

In recent years, networked control systems have attracted much attention due to the rapid
development of network technology [22,23]. The issue of how to design appropriate data
transmission strategies for networked control systems has been one of the critical problems,
which aims to save the limited communication bandwidth and energy consumption while
ensure the desired system performance. There has been a growing number of publications
in the literature [24-27]. The existing transmission method can be categorized as follows:
time-triggered method [28], continuous event-triggered method [29], discrete event-triggered
method [30,31] and hybrid-triggered method [32]. Since the event-triggered method can ef-
fectively reduce the communication cost and alleviate network congestion, it has been widely
studied. Specifically, the authors in [29] investigated leader-following consensus of hetero-
geneous MASs under aperiodic sampling and DoS attack. In [29], the authors studied the
consensus problem for nonlinear MASs under continuous event-triggered scheme and cy-
ber attacks. A discrete event-triggered controller was designed in [30] for networked control
systems in which the sensor data did not need to be transmitted continuously. In [33], event-
triggered H., load frequency control was discussed for multiarea power systems subject to
DoS attacks and deception attacks. However, the majority of the available event-triggered
control strategies are not suitable to the addressed MASs in the presence of DoS attacks. Fur-
ther developments are needed to deal with the control problem under discrete event-triggered
scheme and DoS attacks.

It is noticed from the above mentioned references that the information transmission channel
is likely to be interrupted by the occurrence of DoS attacks in practical systems, leading to
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system performance decreased and even unstable. Moreover, It is necessary to utilize the scarce
resources effectively while guaranteeing the desired system performance. With these in mind,
in this paper, event-triggered consensus control problem for MASs under periodic attacks will
be addressed, which is still an interesting and challenging task. The main contributions can
be described as follows.

(1) The majority of the previous event-triggered control method of MASs did not consider
the impact of the DoS attacks, which can not be applied directly in the occurrence of
DoS attacks. In this paper, a distributed event-triggered scheme is developed to improve
the network communication efficiency, which can be adapt to the consensus control of
MASs under circumstance of DoS attacks. Each agent can decide its own triggering
instants based on the error between the current state and the latest released one.

(2) The parameters of controller and event generators are co-designed based on the con-
structed model of the discussed MASs. Compared with the published results, the ob-
tained distributed event-triggered controller is resilient to DoS attacks and the controller
gain variation, which is capable of guaranteeing the desired security performance of the
addressed MASs.

This paper is outlined as follows. The basic graph theory and problem formulation are given
in Section 2. In Section 3, the main proposed theoretical results are proposed. A simulation
example is presented in Section 4 to show the usefulness of our proposed method. Finally,
conclusions are drawn in Section 5.

Notation: N stands for the set of positive integer; Iy represents N-dimensional identity
matrix; The notation Q >0 stands for Q is a real symmetric and positive definite; / is the
identity matrix of appropriate dimension; R” denotes the n-dimensional Euclidean space;
R™™ is the set of real n x m matrices; For matrices A and B, AQB describes their Kronecker
product; AuA (AuinA) denotes the maximum (minimum) eigenvalue of matrix A; If ¢(7)
is a continuous function, || ¢(¢) [|,= Sup_p<s<otll s+ ), 1l (@ +s) |I}; The superscript T

denotes matrix transposition; For x(¢) € R", /xT (¢#)x(¢) is its vector norm. For matrix ¥ and

symmetric matrices X and Z, is a symmetric matrix, in which * is used to describe

X %
Y Z
the entries implied by symmetry.

2. Problem formulation

Graph theory: An undirected graph G = (V, &, A) is used to describe the communica-
tion topology of a multiagent system, where V = {1,2,..., N} represents the node set,
E={G, )i, jeV,i# j} denotes the edge set and A = (a;;)nxny is the weighted adja-
cency matrix. Edge (i, j) € £ indicates that agent i can get information from agent j.
N; = {j|G, j) € £} is the set of neighbors of agent i. a;>0if (i, j) € £, otherwise, a;; = 0.
Define D = diag{deg,,deg, ...,degy} as the in-degree matrix with deg; = ZjeN,- a;; for
agent i. The Laplacian matrix £ = (/;j)yxn of the graph G is defined as £L =D — A.

Consider the following nonlinear MAS consisting of N agents, in which the ith agent is
modeled by

Xi(1) = Axi(t) + Bu;(t) + E1 f (xi (1)) + Exh(xi(t — d (1)) ey
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where x;(t) € R" is the state vector of the ith agent, u;(f) represents the control input vector
of the ith agent, f(x;(f)) and h(x;(¢)) are nonlinear vector-valued functions satisfying certain
assumptions, which will be given later. d(¢) is a time-varying delay and 0 <d(¢) <dy. A, B,
E| and E, are known matrices with appropriate dimensions.

Similar to [34], we assume f(x;(f)) and h(x;(t — d(t))) satisfy the following conditions:

I f (@) 1<l Mxi(t) | 2

I hCxi(t —d@))) <l Hx;(t —d(@®)) | 3)

In this paper, the secure consensus problem will be considered for system (1) when con-

sidering distributed event-triggered scheme, DoS attacks and controller gain variation. The
system modeling method will be presented step by step as follows:

Consider the constriction of communication energy among agents, it is necessary to reduce
the data transmission rate. For each agent i, an event generator is implemented to decide
whether its state should be transmitted to its neighbors or not. The event-triggered condition
is designed as follows:

(b (1) el (t) < ox! (tih + r'h)Qux;(tih + r'h) 4)

where ef( (1) is the error between the latest transmission instant x; (t,ih) and the current sampling
instant x; (¢} h + r'h) for the ith agent, that is, e (t) = x;(t}h) — x;(t}h + r'h), i € {1,2,...,N},
o €[0, 1) is constant, 2; is the triggering matrix. t,fh is the latest released instant, & is the
sampling period. ' € N. Once condition (4) holds, the state x;(r{h + r'h) of agent i will be
discarded, otherwise, it will be transmitted to its neighbors, and x;(f;_ 1) = x;({th + r'h)

Assumption 1. The discussed MAS (1) is under a fixed network topology with a undirected
spanning tree. DoS attacks can only destroy the control input of each agent. The topology
graph cannot be changed.

Based on the distributed event-triggered scheme, the event-triggered controller is designed
as

u(t) = (K + AK) Z aij (i (W) — x;(¢ih)), t € [tih, 1}, h) 5)
JeN;

in which K is the controller gain to be determined later, AK denotes the structure CA(#)D, C
and D are the given constant matrices, A(f) is an unknown time-varying matrix and satisfies
ATOA@D<I.

Remark 1. Considering implementation errors or unknown noise, controllers inevitably have
some gain variation which could degenerate the desired control performance or make system
unstable. Hence, it is necessary to investigate the non-fragile controller design problem. In
this paper, AK is the corresponding uncertain matrix on implementation.

Note that the communication channel between the sensors and the corresponding controllers
in MASs are vulnerable to DoS attacks which have significant impact on the consensus
performance. In this paper, the attacker is assumed to be power-constraint which needs to
supply energy for the next attack. There exists an infinite sequence of time intervals [nT, nT +
T),n=0,1,2,..., I, = [aT,nT + T,ry) denotes the interval during which the network
works in a good condition, 7, , = [nT + T,ss, nT + T') is the interval during which the DoS



L. Zha, J. Liu and J. Cao/Journal of the Franklin Institute 356 (2019) 7071-7090 7075

attacks happen and the network communication is paralyzed. T,ss € [TO%Z‘, +00) denotes the

length of the time interval during which the network transmission is possible, T{,";}" is a given
positive constant.

Remark 2. With consideration of the fact that DoS attacks blocking the network communi-
cation intermittently, the event-triggered instants in this paper are

thh = At] Bl satisfying@). 1) b e Ty} JnT) (6)

where &, n,m € N. ¢} h is the instant at which the k™ sampled state of agent i is being sent
to the corresponding controller in n DoS attack occurring. Specifically, the event-triggered
instant is n7 if there is no event being triggered.

Remark 3. It should be pointed out that the presence of DoSs attacks is not taken into
consideration in most of the published results about the event-triggered consensus control of
MASs, which results that the existing event-triggered control strategies can not guarantee the
desired system performance. The modified event-triggered scheme (6) in this paper can not
only reduce the network transmissions, but also it can deal with the impact of the DoSs attacks.
Therefore, the developed event-triggered control method can be applied in the situation of
DoSs occurring.

Based on the above description, the following control protocol is designed:

(K + AK) Yo aij (et 0y = xi(ef ).t €[] bl ) N Tiw

7
0, Z‘EIQ’,, 7

u; (1) I{

where {t} 1} is the set of released instants at which the sampled sensor measurements are sent
to the controller successfully. k € {0, 1,2, ..., k(n)}, k(n) = sup{k € N|nT + T,yy > t/é,nh’ ne
N} £ K@) t§,hE (n— DT, h<T.

Similar to [18], the intervals [t,i’nh, t,iH’nh), k € KC(n) can be divided as [t,i’nh, tli-&-l,nh) =
Uno L% > Where LY, = [ o+ mh ] o+ mh+h), m=0,1,2, ... di, L =11} b+
dih, 1, ,h).

Note that Ty, = U ([t} bty ) N Tuat = Ul Un_o(Lly N T}, Set @2 =
L N Zi. Then I, = UL Uiy @7,

m
Define
t— tli,nh’ re (D?,k,n
‘ t—t h—h, red,,
W0 =1, ®)
t—ti h—dh, tedf
and
0, red
,- Xt ) =i h+h),  ted
¢, =1 ©)]
xi(t] ) = i o+ dih), 1 e O,

Obviously, based on the definitions of n; () and e} ,(r), we get 0 < ,(t) <h and
x(t ,h) = €}, () +x(t —ni, (@), t €[t} h, 10 )T
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Then, considering the event-triggered scheme and the DoS attacks, the controller (7) can
be rewritten as

(K + AK) Zje/\/i aijii(t), 1t e [tli,nh’tli-kl,nh)ml-l,"

u;(t) =
© 0, lEIzyn

(10)

in which (1) = el (1) +x;(t — ], (1)) — €} ,(t) = x;(t — 1}, ().

Remark 4. In the presence of DoS attacks, the released signal cannot arrive at the controller
successfully. In order to deal with this situation, a resilient event-triggered condition (6) is
developed in this paper with consideration of the DoS attacks. Based on the designed event-
triggered scheme, the controller (10) can be implemented to guarantee the secure consensus
performance of the discussed MASs if the DoSs occur.

For convenience, denote

x(t):_xlT(t) Ly - xg(t)j|r
f(x(,))zzf%(r)) o) - fr(xN(,))}r
h(x(t))ZZhT(xl(t—d(t))) W ot —da@)) --- hT(xN(t_d(t))):|T
x(t—nk,n(t))=:x{(t_”i,n(”) =, 0) xﬁ(t—niv,n(t))y
ek!n(,)zz(ei,n(f))T (eg, T - (efzn(t))T:|T

Based on the Kronecker product, the system (1) with (10) can be further written as
Uy ®A)x(t) + (L (B(K + AK)x(t — mea(®)) + (L Q (B(K + AK))ex ()
X)) =1 + UvQENSx(®)+ Uy ® Enh(x(t —d (1)), 1 €[t b, ti; ,h) (N Ti (11)
Uy ®@A)x(1) + (I @ EV) f(x(@)) + (In @ Ex)h(x(t —d(t))),t € Tr,

and we can obtain e ,(¢) satisfy the following inequality:
€ n (e (1) < ox" (¢ = men ()X — i (1)) (12)
where Q = diag{Q2;, Q0a, ..., 2y}

Inspired by [18], we define 6 (t) = {1, 2} as the state of the MAS (1). 6(¢) = 1 denotes ¢ €
Upex Zins 6() = 2 indicates ¢ € |, Zo. Set 8., = {”T’ I=1

nT + Tgff, =2
(81,05 83—1n41-1), O810) =1,0(5,,) =3 —1
According to the definition of 8(¢), Eq. (11) can be expressed as the following switched
system:
x(t) = (Iy @ A)x(t) + Boyx(t — nicn(t)) + Boyexn(t) + (Iv @ E1) f (x(1))
+ (v @ Ex)h(x(t — d(1))),t € [81,n, 83—1,n+1-1) (13)

where By = L ® (B(K + AK)), B, =0, the initial condition of the state x(¢) is x(t) =
c(t),t € [—h,0], ¢(r) is a continuous function on [—#A, 0].

obviously, Z; , =
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Remark 5. For t € 7, ,,, DoS attacks happen, there are no control inputs available for agent
i. For t € 7, ,, the released signal at the event generator is delivered and reach the controller.
Therefore, the discussed MAS can be modeled as a switching system (13) between two modes.

The control objective of this paper is to tackle the resilient event-triggered consensus
control of nonlinear MASs (13) subject to DoS attacks. The following lemmas are provided
which are necessary for the development of the main results:

Lemma 1. /35] For any matrices & € R™" and A € R™" that satisfy |:15T A/E\] >0, the
following inequality holds for 9 (t) € [0, ¥]:
o x0) ' -g * x
—ﬂ/ X (5)Bx(s)ds < | x(t — 0 (1)) BT AT 2B+ A+AT o«
=0 x(t —9) AT BT — AT —-E
x(t)
X | x(t —0()) (14)
x(t — 1)

Lemma 2. Suppose nT, T and T,y are known, for given h, a1, o, o and matrices K, M, H,
the function defined in Eq. (50) satisfies

Vi(t) < DDy (8, ) 1 € [80, 83 1msio1) L =1,2,n € N (15)

provided that there exist matrices P;>0, Q1;>0, 0y >0, R;;>0, Ry >0, matrices Q >0, Uy,
and Uy with compatible dimensions satisfying the following inequalities:

o * * oo
hTY (v @ POR}, Iy ® P) * £
g = | dyT! 0 —~(y®P)R'Uy®P) * x| <0 (16)
E41 0 0 -1 *
Es1 0 0 0o -7
Ry Un Ry Uy
> 0, >0 17
ot mlmo [ R n
Ry Up Ry Uxn
> 0, >0 18
[Ulrz Rlz} [U2T2 Rzz} (19
where
[, * * * * * * %]
H§2 1'[52 * * * * * *
e‘z"“hUzT1 1'[%2 l'[;3 * * * * *
gl = 21"1‘1;11 . 0 0 I'IA}4 *1 * * *
e MUY 0 0 Iy, Ts * * *
I, 0 0 0 0 - = x
Iy ® ElTPl 0 0 0 0 0 R
Iy ® E2TP1 0 0 0 0 0 O
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M, =Iy®PA+Iy@ATP, + Q11 + Q2 — e *"Ry; — e™"Ryy 4+ 2011y ® P,
My, = e 2" (=2Ry + Uy + UJ)), M}, = e 2" (Ryy — Uy,)
Mi; = —e*"(Qa1 + Rar), ()" = e "Ry —Un) + L ® PLB(K + AK)
ML, = oQ+ e 2"Uy, + UL —2R)), TTL, = e 24" (R, — U])
Mis = e "Ry — Qu1), (T§)" = L& PB(K + AK)

M=[yePA 0 0 IHT 0 ()" Iy®PE Iy®PE)]

Eqn=[lveM 0 0 0 0 0 0 O]
8s=[0 Iyv®H 0 0 0 0 0 0]
0 3, * * * * * * |
MRy —UL) T3,  * * * * *
e*ehyl n, ni = * * %
g3 = nz, 0 0 M3 x % %
e*hyl 0 0 Mmi mni& =« =x
Iy®E!P, 0 0 0 0 -1 =«
Iy®E]P, 0 0 0 0 0 -]

3, =Iy®PA+Iy@ATP + Q1n + 02 — € (Ryy + R12) — 2020y ® P3
I3, = " (—2Ry + Uy + U}, 3, = > (Ryy — UY)
M3, = " (Ui 4+ Uy — 2R1), N33 = =" (00 + Ry)
M35 = &"(Q + Rip). T3, = " (Rip — UY))
MP=[ly®PA 0 0 0 0 Iy®PE Iy®PE)]
Proof. See Appendix A. g

3. Main results
Based on the result in Lemma 2, we are now ready to present the exponential stability
criteria of the discussed system (13).

Theorem 1. Assume nT, T and T,y are known, let the following parameters h, o; € (0, 4-00),
M€ (1l,4+00) (I =1,2), o and matrices K, M, H are given, if there exist matrices P;>0,
01>0, 03>0, R;;>0, Ry>0, matrices >0, Uy and Uy with compatible dimensions
satisfying the following conditions:

0 <@ 2201 T,pr — 202(T — Tppp) — 2(a1 + 02)h — In(A12) (19)
In®@ P < (v ®P) (20)

Iy ® Py < 1@ty 4 )k 21
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Ou < 232101 31 (22)
O < 23102 31 (23)
Ry < A3 Ry 3 (24)
Ry < X3-1Rz 3 , (25)

Then, the swiiched system (13) is exponential stable with a decay rate y = 5

Proof. According to Lemma 2, it is easy to find

e 2 =8V (81 ), 1 € [81.0) Som
V) = { o o N

> =2V, (8,), 1 € [82,0, 81.041)
From Egs. (20)—(25), we can deduce

{szxa;n) —Vi(1.) = 0

27
eHatah) v, (5£n) —V2(62) =0 .

Noticed that V¢> 0, there exists n € N satisfying t€[81,, §2) Or t € [82.1, 81.n+1). We will
consider two cases below.

For t€ [y, 82,,), similar to the method in [18,19], one may conclude from Eqs. (26) and
(27) that

V(t) S )\-ze_zal(l_‘sl.n)vl (Sin)
=
< e "Vi(810) = e ""Vi(0) o

Since t < 8, = nT + T,ff, that is n > # Then, we can get

Plofs

V() <Vi(Sio)e e T (29)

For t € [62., 81.n+1), similar to above, we can obtain

Vi(81,0)
2

V) < e F! (30)

Tor
Define ag = max{e 7, -}, aj = min{Apin(P1), Apin (P2)}, @2 = max{ma (Pr), Aax (P},

az = as + hh,e (Q11 + O21) + hz—zkmdx (R11 + Rz1). Recalling the definition of V() in Eq. (50),
it follows from Egs. (29) and (30) that:

Vi) za L x@) 11>, Vi(0) <as || s(0) II; €29

Combining Eqgs. (30) and (31), we can obtain

Ix) 1= 28 g 1P, V=0 (32)
ap

which proves that the system (13) is exponential stable with a decay rate y = %
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On the basis of Theorem 1, we will provide the controller design method in the following
theorem: 0

Theorem 2. Assume nT, T and T,z are known. For given parameters h, a; € (0, +00), A; €
(1, 400), (I =1,2), €11, €21, €3, 0, &1, i, V1, X1 and matrix M, H, system (13) with controller
gain K = Yle_l can be exponential stable with a decay rate y = %, if there exist matrices
Yy, Qll > 0, Qzl > 0, Ié” > 0, Iézl > 0, fZ 01, and 02[ with compatible dimensions such
that Eq. (19) and the following linear matrix inequalities hold:

o

I * * * * * *
A @52 * * * * *
de‘1 0 @%3 * * * *
g'=| & 0 0 -1 * % | <0 (33)
éél 0 0 -1 * *
éél 83hﬁ2 £3dMﬁ2 0 0 —831 *
| &l 0 0 0 0 0 —esl
B @%1 * * %]
hi2 @%2 * * *
= |dyf? 0 823 x x|<0 (34)
g, 0 -1 %
& 0 0 0 -1
R (f“] >0, [’fz; ’fﬁ} >0 (35)
_U11 Ry U21 Ry,
13172 q12i| - 0. [1327% q22i| =0 (36)
_U12 Ri» U22 Ry
_A,ZIN R X, *
0 37
| vex —1N®X1]< .
2t hly @ X, * <0 (38)
Iv® X, “Iv® X
[ 232101 31 IN® X5 ] -0 (39)
| Ivn ® X3 —2&/(Iy ® X)) + €701 3
[ 232102 3 IN® X5 :| 0 (40)
| Iv® X3 =2y ® X)) + 130> 3
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[—)»3—11%1 31 Iy ® X3 . } <0
Iv®Xs_;  —2v(Iy®X) + ViR 3
[-Mﬂéz 3.1 Iy ® X34 ) } <0(=1.2)
Iy ® X3 —2xUUN ® X)) + xRz 3
where

ﬁh = Iy QAX; + Iy @ ATX) + 011 + 01 — e 2Ry — e 2Ryy 4 201y ® X,

M), = e 2" (=2Ry + Uy + U)), 11}, = e 2" (Ry, — U)

M} = —e 20y + Ryy), (ﬁ}u)T = e "Ry, — Uyy) + L ® BY,
I, = oQ+ e MOy + 05 —2Ry)), n, = e 2Ry, — 01T1)
M = e "Ry, — Oin), (L) = L ® BY;

8 =[s2 00 0 0 0 0 0, ' =L®BC

— A —_

I}, * * * * * * *
f[éz 1:[;2 * * * * *
e‘z‘i"hﬁ{l fléz ﬁ%3 x * * * *
a1 _ I, 0 0 oo * * %
I e’z‘i‘lhﬁfl 0 0 L Tk * *
I}, 0 0 0 0 - = *
W®ET 0 0 0 0 0 I =
N®El 0 0 0 0 0 0 -l
gl=[0 0 0 Iy®DX, 0 Iy®DX, 0 0]
i 12, * * * * * * |
e2h (R, - UL) lf[%z * * * x %
s ezaf/;Usz H%z H§3 A>x<2 * * *
e = I3, 0 0 Iy = * *
eyl 0 0 I3 0% s x
Iy®ET 0 0 0 0 -1 =
Iy®E;] o o0 o0 0 0 —I]

M2, = Iy ® AXy + Iy ® XoAT + Q15 + 00y — 2" (Ryy 4 R1p) — 22y ® X
M2, = " (=2Ry + Uy + UL), 12, = 2 (Ry, — UL)

M3, = " (U + Uy — 2R12), 113, = =" (02 + R2)

125 = " (012 + Ri), 112, = 2" (R, — U)

M=[lyv®AX, 0 0 L®BY, 0 L®BY, Iy®E Iy®E]
P=[ly@AX, 0 0 0 0 IW®E Iy®EK)]

Eh = =26y ® X)) + R, By = =260y ® X)) + e3 Ry

gy =[veMXx, 0 0 0 0 0 0 O]

&L =[0 Iy®HX, 0 0 0 0 0 0]/=12

7081

(41)

(42)
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Proof. Note that the inequality (16) with / = 1 can be equivalently expressed as
E' 4+ VU@ FNT + YT Iy @ Ft) Y <0 (43)
where

T =[L®PBC) 0, h(L®PBC)T (L®PBC)T 0 0]

T,=[0 0 0 Iy®D 0 Iy®D Oy

gl * * *
_ At~y ® P)HR; Iy ® Py) * s
E' = |dyl" 0 —(Iy®P)R v ®P) % *
E41 0 0 -1 *
| Es51 0 0 0 —1I
- I * * * * * * %]
i, M, =* * * * * *
e2ahyl ML, MY, x * ok ok
gl 21:[;1!1 . 0 0 1'1411‘4 >x<] * * *
11 e MUy, 0 0 I, T * * *
Hél 0 0 0 0 —Q x *
Iy ® EITP1 0 0 0 0 0 -1 *
 INV®E]PL 0 0 0 0 0 0 —I]

(My)" = e "Ry —Un) + L®PBK, ()" = L. ® P BK
M=[wyerPA 0 0 ([T 0 (1)) INvQPE Iy®PE)]

Notice that there exists a positive scalar €3 such that the following inequality can be
obtained from Eq. (43):

E' 4 e Y +e3'rI1 <0 (44)
By using Schur complement, Eq. (44) is equivalent to

1

=
o

k3 k3
&Yl —el * <0 (45)
Tz 0 —83] <0
Considering
[Rin — &), (I @ PDIR,'[Rn — &' (Iv @ P11 > 0(1 = 1, 2) (46)
we can get
—(Iy @ PR (Iy ® P1) < —2¢e11(Iy ® Py) + &1, R1 (47)
—(Iy ® PRy (Iy ® P) < —2e21(Iy ® Py) + &3,Ra (48)

Replace —(Iy ® Pl)RI’l1 Iy ® P;) and —(Iy ® P1)R2’11 (Iy ® P) by —2e11(Iy ® P1) + 8]21R11
and —2&(Iy @ P)) + e%lel in Eq. (45), respectively, one can get

5! * *
&3 TIT —esl * <0 (49)

T 0 —&31 <0
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in which
E! * * *
=11 .
art o EL O x *
=1 ~ =
8 = |dyl'! 0 Q%S * *
E41 0 0 —1I *
Es1 0 0 0o -1

8, = —2en(y ® Py) + &3 Ry;
é%g = 26 (Iy ® P) + &}, Ry

Denote X, = P, X, = Iy ® X, (| = 1,2), J = diagiX, ..., X1, Iy, Iy, X1, X1, Iv, In, I, Iy},
6

and introduce new variables Y| = KXI, QU —X1Q11X1, sz —XIQZIXl, Iéu —XlRUXl,
Rz[ X1R21X1, Q Xlel, U” —X[U][X[, U21 —X[Uz[X[ Pre- and post- multlplylng both
sides of Eq. (49) with J, and pre- and post-multiplying both sides of E' in Eq. (16), we
find that Eqs. (33) and (34) hold. Correspondingly, Egs. (35) and (36) can be derived from
Egs. (17) and (18), respectively. Moreover, inspired by [18], taking congruent transformation
to Eqs. (20) and (21) by X, and X, respectively, and applying the Schur complement, we
can conclude that Eqs. (37) and (38) are equivalent to Eqgs. (20) and (21), respectively. By
using similar derivations, we can find Eqs. (39)—(42) can be ensured by Eqgs. (22)—(25),
respectively. This completes the proof. [l

Remark 6. Many results on event-triggered consensus problem can be available in the lit-
erature. However, most of the existing results on event-triggered consensus problem do not
consider the occurrence of DoS attacks and controller variation, which may degrade control
performance of the addressed system. Different from the available results, in this paper, we
firstly address the event-triggered consensus control problem for MASs with consideration of
the influences of the controller gain variations, the DoS attacks and the limited bandwidth.
Thus, the obtained sufficient conditions in Theorem 2 and the designed controllers are able
to deal with these situations and ensure a stable and satisfactory consensus control for the
addressed MASs, while the existing ones can not be applied directly here.

4. Mlustrative example

In this section, to verify the main results, a simulation example will be provided. We
consider an nonlinear MAS with six agents in which the control input are vulnerable to DoS
attacks.

The dynamics of the ith agent is modeled by Eq. (1) with [29]

A [—1.175 0.9871 ],B _ [—0.194]’]51 _ |:O.1 O.2i|’

—8.458 —0.8776 —10.29 0 0.1
0.2 0.1 0.01 0
E, = [ 0 0'21|,C = [0.03 0. 01] [ 0 0.0l]
and

_ [anh@©4xa )] , _ Ttanh(0.5x1(t — d (1))
fl) = |:sin(0.3x,»2(t)) ]’h(x’(’ d) = [sin(O.Zx,-z(t — d(t))]
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Fig. 1. State response of the nonlinear MAS with 7' = 1s and T,;y = 0.75s.

The Laplacian matrix of the communication graph in the nonlinear MAS can be derived
as

Our objective is to joint-design the distributed triggering matrices and the controller gains.
Suppose that the DoS attacks occur periodically to paralyze the controlled MAS with T =
Is and T,rr = 0.75s. Let the sampled period & = 0.01, triggering parameter 0 = 0.1, a; =
00015, Oy = 05, dM =005, &3 = 1, €11 = 1, &1 = 1, & = 1, &y = 1, )\.l = 105, )\.2 =
1.05, ¢ =1, & =1, vi=8, v, =8, x1 =1, x» = 1. By applying Theorem 2, a feasible
solution is derived as follows:

—0.00197" 5.0034 0.0970 o 5.0035 0.0968
100046 | T 2T 100970 96711 [0.0968 9.6690
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Fig. 2. Attack sequence.

5.0024 0.1013
Gy =G5 =Gg =

0.1013  9.6435
In the following, choosing the initial conditions
q©O =01 1], xO)=[07 03], 50 =[04 -02]
x(0) =[-06 08]", x0)=[05 —0.1]", x%©0) =[09 —1]"

Then, the state responses of the MAS (1) are shown in Fig. 1. Fig. 2 denotes the sequence
of the DoS attack occurrence. The release instants and the intervals of agent 1 is depicted
in Fig. 3. From the above simulation results, we can find that the developed approach can
eliminate the impact of the DoS attack and alleviate the communication burden. Moreover,
the MAS can achieve consensus. The theoretical control methods developed in this paper have
been confirmed by the above simulation results.

As shown in Fig. 1, the addressed event-triggered nonlinear MASs can achieve consensus
control even under DoS attacks and controller gain variation. Some results about consensus
control for MASs can be available (see [14,28,29] and the references therein). However,
the authors in [14] and [28] did not take the limited network resources into condition. The
drawback of the event-triggered scheme in [29] is that it need to supervise the agent state
continuously and check whether it satisfies the triggering conditions or not, while the event-
triggered scheme in this paper can not only improve the efficiency of the network utilization,
but also it is more easier to be realized than the one in [29]. Moreover, the results obtained
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0.14 T T T T T T T T T

0.08 [

0.06

0.04

0.02

Event-based release instants and release interval

1

Fig. 3. Instants and intervals of agent 1 with 7 = 1s and T,ry = 0.75s.

in this paper can be applied to the consensus problem of MASs subject to limited network
resources, DoS attacks and controller gain variation.

5. Conclusion

In this paper, a new event-triggered secure consensus control of nonlinear MASs under
DoS attacks has been studied. An event-triggered controller is proposed with consideration
of the periodic DoS attacks. Considering the inaccurate implementation and DoS attacks, the
discussed system is modeled as a switched system with two modes. Based on the model of
MASS, by using the method of piecewise Lyapunov functional, exponential stability conditions
are achieved in the form of linear matrix inequalities. Furthermore, the desired controller
and triggering parameters are obtained. An illustrative example is used to demonstrate the
effectiveness of the obtained control strategy in this paper. In our future work, we will extend
the designed method in this paper to the studies of observer-based consensus of heterogeneous
MASs and event-triggered predictive control for nonlinear MASs.

Appendix A

Proof of Lemma 2. Construct the following Lyapunov—Krasovskii functional candidate as
described in [18] for system (13):

Vo (x(@)) = Vigoy(x(@)) + Va0 (x (1)) + V3 0¢)(x(2)) (50
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where
Vi () = x" (1) (Iy ® Pogy)x(t)

Voo (x(2)) =/ §0(°)XT(S)Q10(r)x(S)dS+/ @(®)x" (5)020()x(s)ds
t—h t—dy

/¢(')xT(V)R20(z)X(V)dvds

t—dy Js

Vo (1) = h / / ()3T (R1py () dvds + duy
t—hJs

2(_] )H(/)aﬁ(,) (t—s)

p(e) =¢

with Pg(,) >0, Q]g(,) >0, Qz@(,) >0, R]g(;) >0 and Rzg(l) > 0. ‘ ‘
Vk € K(n), n € N, taking the derivative of V,(¢) for ¢ € [t,’(ynh,t,’&l’nh) (\Z,., along the
trajectory of the system (13), we have
Vi(t) < =200 Vi(t) 4+ 2e0x” (1) (Iy @ P)x(t) + 25 (1) (Iy ® P)[(Iy ® A)x(1)
+ (L ® (B(K+AK))X(t—1n () +(L ® (B(K + AK)))ern(t) + (Iy @ E) f(x(1))
+ Iy ® E))h(x(t —d(O))]+x" ) Q1ix(t) — e > "xT (t — h)Qnix(t — h)
+ xT () Qa1x(t) — e72"xT (t — dy) Qa1x(t — dy) + 57 (¢) (W*Ry1 + dR21)% (1)

t t
— he~ b / T (9)R11%(s)ds — dye 4" / 1T ($)Ry%(s)ds (51)
t—h t—dy
Applying Lemma 1, for Ry, Ry, Uy and Uy, satisfy Eq. (17), one can get
t
—h/ M (Rnx(s)ds < ¢ ()Ti101(t) (52)
t—h
t
—dy / () Rui()ds < ¢ (2262 (1) (53)
t—dy
in which ¢;(1) = [ "¢ —ma) Le-n]7, @) =" FTa-do)y Lo-a]”,
—Ry * * —Ry * *
Y = |Ru-Uj —2Ry1 + Un + U], * , Yo = | Ru—UJ —2Ry1 + Ua + U}, *
T Ry 7U]Tl —2Ry; UZTI Ry 7U2T1 —2Ry;

Notice that Egs. (2) and (3) imply

@) f @) <x" @)Uy @ M)" (Iy ® M)x(t) (54)

AT (x(t —d(@O))h(x(t —d(@))) <x" (¢t —d(®)(Iy ® H)" (Iy ® H)x(t —d (1)) (55)
Combine Egs. (12) and (51)—(55), we obtain

Vi(t) < =20,Vi (1) + B, + 4T () (WPRyy + d3Ra)x(t) + xT (1) (Iy @ M)T (Iy ® M)x(t)
+x" @t —d@)Uy @H) (Iy ® H)x(t —d(t)) (56)

Using Schur complement, E! <0 in Eq. (16) can ensure

Bl + 3T () (WPRiy + dyRo)(t) +x" (1) Iy @ M)" (Iy ® M)x (1)
+xT(t—d)Uy  H) (Iy @ H)x(t —d(t)) <0 (57)
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which implies

Vi) < =2eVi(©),  t €t htipy ) ()T (58)
Due to the arbitrary of %, it yields that
Vi(t) < e 2 0TV(81,), 1 € [810, 820).n €N (59)

When t € [62.4, 81.0+1), 1 € N, the time derivative of V,(¢) along Eq. (13) becomes
Va(t) < —20aVa (1) — 200" (1) (Iy ©® Po)x(t) + 257 (1) (Iy ® Py)[(Iy ® A)x(t)
+ Uy @ EN) f(x(1) + Uy ® Ex)h(x(t —d ()] 4+ x" (1)(Q12 + 022)x(1)

— 2T (1 — B)Q1ax(t — h) — 2" xT (t — dy) Qoox(t — dyy)

t
+ 1" () PRz + dyRap) i () — he®™" / T ()R (s)ds
t—h

t
— dy " / 17 (s)Rpx(s)ds (60)
t—dy
By Lemma 1, from Eq. (18), we have
t
—h / & (9)Rpi(s)ds < ¢ (1)T381 (1) (61)
t—h
t
dy / A (YR (s)ds < ¢ (1) Tatar) 62)
t—dy
where
B _R12 k k 7
3 = Rlz—Ué —2R12+U12+U1€ *
| Up R — U, —2R); |
B —R22 * * 7
4= | Ry — Uzg —2Ry» + Uy» + Uzg *
U Ry — U, —2Ry, |

From Egs. (54)—(55) and Egs. (60)—(62), it follows:
Va(t) < 203Va (1) + E7; 4+ 47 () (WP Rz + dyRon)x (1) + x" (1) (Iy @ M) (Iy © M)x(1)
+xT(t—d@))Uy @ H) (Iy @ H)x(t — d(t)) (63)
Using Schur complement, it is clear that 82 <0 in Eq. (16) can guarantee

B + %7 () (WRix + dyyRon)(t) + x" (1) (Iy @ M)" (Iy ® M)x (1)

+xT(t—d@) Uy @H) Iy ® H)x(t —d(t)) <0 (64)
which implies
Va(t) < 200V5(1) (65)
It yields that
Va(t) < @270V (85,0), 1 € [0, S1ns1). n €N (66)

This complete the proof. [J
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