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Abstract 

This paper addresses security control for a class of Takagi-Sugeno (T-S) fuzzy systems with multi- 
sensor saturations and distributed event-triggered mechanism (DETM). As sensors can be located in 
different places, we will introduce a DETM to reduce the transmission rate of the network. The output 
measurements of each sensor are released into the network or not is dependent on the corresponding 
event-triggered condition. A new T-S fuzzy model is constructed, which characterizes the influences of 
multi-sensor saturations and cyber-attacks. Sufficient conditions are derived for ensuring the asymptotical 
stability of the augmented closed-loop system. The explicit expressions of the controller gains are 
obtained. Finally, the feasibility of the designed algorithm is shown by a numerical example. 
© 2020 The Franklin Institute. Published by Elsevier Ltd. All rights reserved. 
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. Introduction 

During the past decades, Takagi-Sugeno (T-S) fuzzy system technique has received much
ttention in approximating complex nonlinear systems by using a set of IF-THEN rules and a
roup of local linear systems [1–4] . Fruitful results on controller and filter design problem for
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nonlinear systems via T-S fuzzy model have been achieved [5–7] . For instances, considering 

the mismatched premises of the system and the controller, the event triggering parameters 
and controller gain were co-designed in [5] for networked T-S fuzzy systems. The authors
concentrated on the robust H ∞ 

control for nonlinear networked systems [6] with multiple 
missing measurements and multiple probabilistic delays. In [7] , the fault detection problem 

was addressed for continuous-time fuzzy semi-Markov jump systems via an interval type-2 

fuzzy approach. 
Compared with traditional control systems, networked control systems (NCSs) are superior 

in lower installation costs, more flexibility and simpler maintainability. In NCSs, controllers 
communicate information with the sensors and plants via network. However, the network 

bandwidth in NCSs are limited. It is necessary to design an suitable data communication 

scheme to reduce the transmitted data packets. In recent years, many efforts are devoted to
deal with this problem and various transmission mechanisms are proposed [8–15] . Specifi- 
cally, compared with time-triggered schemes, event-triggered mechanisms is more effective in 

lightening the load of networked communication, which has been proved by simulation results 
in related publications (see [9] for example). Event-triggered control and filtering problems 
have been investigated by lots of researchers. In [9] , the authors proposed an event-triggered
scheme which was implemented via monitoring the sampled system state at discrete instants. 
In [12] , the authors addressed the distributed event-triggered control for NCSs under hybrid 

wired-wireless networks. In [13] , the distributed event-triggered filtering problem over sensor 
networks was discussed. However, to the best of the authors’ knowledge, the security control
has not been addressed for T-S fuzzy systems subject to multi-sensor saturations and DETM
at present, which motivates this study. 

Moreover, the insertion of the network also brings the NCSs vulnerable to cyber-attacks 
[16–19] . The security of NCSs has become one of the main concerns in control field. The
attackers can launch denial of service (DoS) attacks or deception attacks [20–22] to destruct
the NCSs. The goal of DoS attacks is to interrupt the information communication between 

system components [23] . While deception attacks aim to tamper data packets [24] . Recently,
lots of researchers have taken the cyber-attacks into the analysis and design of networked 

systems [25–27] . Considering the effects of deception attacks, the authors in [25] investigated 

the distributed recursive filtering problem for discrete time-delayed systems with quantization. 
The security-guaranteed centralized filter was designed in [27] for linear time-invariant systems 
under deception attacks. 

To the best of our knowledge, event-triggered control for nonlinear networked systems 
has not been fully studied, not to mention the situation when the cyber-attacks and sensor
saturations are involved. Hence, it makes practical sense to take the sensor saturation and the
occurrence of cyber-attacks into account when investigating the security control for distributed 

event-triggered T-S fuzzy systems. To shorten such a gap, in this paper, the security control
problem is investigated for T-S fuzzy systems with multi-sensor saturations and DETM. The 
main contributions can be summarized as follows. First, a DETM is introduced to alleviate 
the burden of the network and increase the lifespan of the batteries of the sensors. Each
event generator at the corresponding sensor can determine triggered events based on the 
local information. Second, the influence of stochastic cyber-attacks and the sensor saturation 

phenomena are taken into consideration simultaneously. Third, a desired security controller is 
designed which can ensure the stability of the addressed system. 

The rest of this paper is organized as follows. A new T-S fuzzy model is constructed in
Section 2 . The main results are presented in Section 3 . A numerical example is given in
Section 4 . 
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. Problem formulation 

Consider the following T-S fuzzy model with r rules, the i th fuzzy rule is 
Plant Rule i : IF η1 ( x ( t )) is H 

i 
1 and . . . and ηl ( x ( t )) is H 

i 
l , THEN 

˙ x (t ) = A i x(t ) + B i u(t ) (1)

y(t ) = sat (C i x(t )) (2)

here η1 (x(t )) , η2 (x(t )) , . . . , ηl (x(t )) represent the premise variables, H 

i 
1 , H 

i 
2 , . . . , H 

i 
l are the

uzzy sets, i ∈ { 1 , 2, . . . , r} , r is the number of IF-THEN rules, x(t ) ∈ R 

n is the state vector,
(t ) ∈ R 

s denotes the control input, y ( t ) is the measurement output of the sensor with satura-
ion, A i , B i and C i are known matrices with appropriate dimensions, sat ( · ) is the saturation
unction. 

ssumption 1. [28] The saturation function sat ( C i x ( t )) can be decomposed into a linear func-
ion and a nonlinear function as follows: 

at (C i x(t )) = C i x(t ) − ϕ(C i x(t )) (3)

nd the nonlinear function ϕ( C i x ( t )) satisfies the following condition 

 

T (t ) C 

T 
i C i x(t ) ≥ ϕ 

T (C i x(t )) ϕ(C i x(t )) (4)

By the use of a singleton fuzzifier and center-average defuzzifier, from Eqs. (1) and (2) ,
e can get 

˙ x (t ) = 

r ∑ 

i=1 

h i (η(x)) [ A i x(t ) + B i u(t ) ] (5)

y(t ) = 

r ∑ 

i=1 

h i (η(x)) sat (C i x(t )) (6)

here η(x) = 

[
η1 (x) , . . . , ηl (x) 

]
, ηu ( x ) is the abbreviation of ηu (x(t )) , u = 1 , 2, . . . , l,

 i (η(x)) = 

μi (η(x)) 
r ∑ 

i=1 
μi (η(x)) 

, μi (η(x)) = 

l ∏ 

u=1 
H 

i 
u (ηu (x)) , H 

i 
u (ηu (x)) is the membership value of ηu ( x )

n H 

i 
u . The membership functions h i ( η( x )) satisfy h i ( η( x )) ≥0, 

r ∑ 

i=1 
h i (η(x)) = 1 . 

As is shown in Fig. 1 , the outputs y ( t ) are grouped into n nodes and y(t ) =
y 1 (t ) , . . . y n (t ) 

]T 
. Each sensor node is equipped with an event generator to decrease

he waste of network resources and reduce the amount of event-triggering events. The n sen-
ors sample their output measurements y p (t )(p = 1 , 2, . . . , n) from the plant, respectively.
he sampled signals are then transmitted to the corresponding event generator. Whether the
ampled data at each sensor are sent into the network transmission channel or not is subject
o the following judgement: 

e p k (t )) 
T �p e p k (t ) − σy p (t 

p 
k h + l p h) T �p y p (t 

p 
k h + l p h) < 0 (7)

here σ ∈ [0, 1), �p > 0, h is the constant sampling period, y p (t 
p 
k h) is the latest released sensor

easurement, y p (t 
p h + l p h) is the current sampled sensor measurement, e p (t ) = y p (t 

p h) −
k k k 
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Fig. 1. Control system structure subject to cyber-attacks and DETM. 
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y p (t 
p 
k h + l p h) is the error between the current sampled sensor measurement and the latest

released one. Only when condition (7) is satisfied, the newly sampled signal y p (t 
p 
k h + l p h)

will be transmitted trough the network. Obviously, if t p k h represents the latest released instant
when the sampled signal at the p th sensor is transmitted into the network, the next triggering
instants t p k+1 h for the p th sensor can be represented as follows: 

 

p 
k+1 h = t p k h + min 

l p ∈ S 
{
l p h| (e p k (t )) 

T �p e p k (t ) − σy p (t 
p 
k h + l p h) T �p y p (t 

p 
k h + l p h) < 0 

}
(8) 

With the effect of the DETM, the output measurements of each sensor can be transmitted
at different instants. The transmission times of the distributed sensors are not required to be
the same. That is, the triggering instant of each event generator is irrelevant. Motivated by
Ref. [29] , to make the introduced DETM practicable, we can set a series of buffers before the
controllers to store the triggered time-stamped sensor measurements. Notice that an identical 
time-stamp will be attached from the sensor to the controller if one local event-triggered 

condition is triggered. Only the latest available store signal from the buffers with the same
time-stamp can be selected as the controller input. Hence, the updated time sequence of the
controller is 

 k+1 h = t k h + lh (9) 

in which 

lh = ar gmi n p∈ S { l p h| �p (t ) < 0, p ∈ S } 
�p (t ) = (e p k (t )) 

T �p e p k (t ) − σy p (t 
p 
k h + l p h) T �p y p (t 

p 
k h + l p h) 

S = { 1 , 2, . . . } 
From Eq. (7) and the use of the buffers, we can deduce that the controller input satisfies 

(e k (t )) 
T �e k (t ) − σy(t k h + lh) T �y(t k h + lh) < 0 (10) 
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here � = diag{ �1 , . . . , �n } , e p k (t ) and y p (t 
p 
k h + l p h) in (7) represent the p th compo-

ents of e k ( t ) and y(t k h + lh) in Eq. (10) . 

emark 1. It should be noted that owing to the existence of transmission delay, the set of
eleased sensor measurements y p (t 

p 
0 h) , y p (t 

p 
1 h) , y p (t 

p 
2 h) , . . . will reach the controller at instants

 

p 
0 h + τt p 0 h 

, t p 1 h + τt p 1 h 
, t p 2 h + τt p 2 h 

, . . . , respectively. 

emark 2. The judgement algorithm (7) is implemented to decrease the waste of network
esources and reduce the amount of event-triggering events. Only when the newly sampled data
iolate (7) can they be released into the network. The use of judgement algorithm (7) leads
o low transmission frequency, reduction in the release times of the sensor and reduction in
alculation cost of controller. 

Similar to Ref. [9] , the control input keeps constant for the holding in-
erval 

[
t k h + τt k , t k+1 h + τt k+1 

)
, which can be represented as 

⋃ μ

l=0 U l , U l =
t k h + lh + τt k + l , t k h + lh + h + τt k + l+1 

)
(l = 0, 1 , . . . , μ) , μ = t k+1 − t k − 1 . Define

(t ) = t − t k h − lh, it is easy to see that 0 ≤ τt k + l ≤ τ (t ) ≤ τt k + l+1 + h � τM 

. Then,
ombining the equality (10) and the definition of τ ( t ), Eq. (10) can be rewritten as 

e k (t )) 
T �e k (t ) ≤ σy T (t − τ (t ))�y(t − τ (t )) (11)

emark 3. It is worth noting that the event-triggering condition designed in this paper is
ifferent from the ones in [30,31] . In [30] , from the aspect of privacy protection, the triggering
ondition is devised based on the control input. By applying the proposed event-triggered
pproach, the authors in [30] investigated the secure consensus problem in multiagent systems
ith denial-of -service attacks. In [31] , the event-driven criterion was related to the error
etween the current measurements and the latest transmitted ones, and the event-driven fault-
etection issue was addressed for discrete-time interval type-2 fuzzy systems. Different from
he results in [30,31] , the distributed event-triggering condition in this paper is designed with
onsideration of the occurrence of sensor saturation, based on the DETM, we consider the
ecurity control for T-S fuzzy systems with cyber-attacks. 

Based on the above definition e k ( t ) and τ ( t ), combining (3) and (6) , for t ∈
t k h + τt k , t k+1 h + τt k+1 

)
, the controller input under the DETM can be expressed as follows 

¯ (t ) = y(t k h) 

= y(t − τ (t )) + e k (t ) 

= 

r ∑ 

i=1 

h i (η(x )) [ C i x (t − τ (t )) − ϕ(C i x(t − τ (t ))) + e k (t ) ] (12)

Considering the fact that the network may suffer malicious attacks, the information ȳ (t )
ransmitted through the network channel may be tampered with by the attackers, which means
hat the controller may not receive the accurate information ȳ (t ) . In this paper, the normal
ransmission data ȳ (t ) is assumed to be replaced by the malicious signal f ( x ( t )) randomly,
hen, the real inputs of the controller can be expressed as 

ˆ  (t ) = α(t ) f (x(t − d(t ))) + (1 − α(t )) ̄y (t ) (13)

here f (x(t − d(t ))) = 

[
f T 1 (x 

1 (t − d(t ))) , . . . , f T n (x 
n (t − d(t ))) 

]T 
, d ( t ) ∈ [0, d M 

], d M

s a known constant. α( t ) ∈ {0, 1} is a Bernoulli distributed variable with E { α(t ) } = ᾱ. Then,
he mathematical variance of α( t ) is easily to obtained as μ2 = ᾱ(1 − ᾱ) . 
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In this paper, considering the DETM and the stochastic occurring cyber-attacks, the j th
rule of the fuzzy controller is designed as 

Controller Rule j : IF η1 ( x ( t )) is H 

j 
1 and . . . and ηl ( x ( t )) is H 

j 
l , THEN 

u(t ) = K j ̂  y (t ) (14) 

where K j denotes the output feedback controller parameter to be determined, j ∈ { 1 , 2, . . . , r} .
Then, the fuzzy output feedback controller can be described as 

u(t ) = 

r ∑ 

j=1 

h j (η(x) K j ̂  y (t ) (15) 

Remark 4. As is well known that limited resources and cyber-attacks are unavoidable in
network. In this paper, we only assume that only the network channel between sensors and
controller is subject to limited resources and cyber-attacks. The network between controller 
and actuator is assumed to work normally. 

Remark 5. For equality (13) , when α(t ) = 1 , the malicious signals will replace the normal
transmitted data, the real input of the controller is ˆ y (t ) = f (x(t − d(t ))) . When α(t ) = 0,

the triggered signals are delivered through the network without being attacked and can arrive
at the controller successfully, that is ˆ y (t ) = ȳ (t ) . 

Substitute (13) into (15) , the output feedback controller (15) can be rewrited as 

u(t ) = 

r ∑ 

j=1 

h j (η(x) K j { α(t ) f (x(t − d(t ))) + (1 − α(t ))[ y(t − τ (t )) + e k (t )] } (16) 

By combining equality (5) and (16) , the closed-loop output feedback control system is 

˙ x (t ) = 

r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η(x )) { A i x (t ) + (1 − α(t )) B i K j 
[
C j x(t − τ (t )) + e k (t ) 

−ϕ(C j x(t − τ (t ))) 
] + α(t ) B i K j f (x(t − d(t ))) 

}
(17) 

Assumption 2. [32] f ( x ( t )) in Eq. (13) is a continuous function, there exists a matrix F such
that 

|| f (x(t )) || 2 ≤ || F x(t ) || 2 (18) 

Remark 6. The key idea of this paper is to discuss the security control for distributed event-
triggered T-S fuzzy systems with muti-sensor saturations and cyber-attacks. The distributed 

event-triggered scheme in this paper is motivated by the scheme proposed in Ref. [9] . The
simulation results in Ref. [9] have shown the event-triggered scheme is superior to some
existing ones by comparison. It is worth mentioning that numerous methods were proposed 

to address sensor saturation and the cyber-attacks. In [33] , the saturation and the network
resource limitation were considered for event-triggered control for multi-agent systems with 

sensor faults, while the cyber-attacks are not. In [34] , the multiple attacks was considered for
state-dependent uncertain systems with limited communication resources, however, the sensor 
saturation is not. The strategies in [9,33,34] may not effective if the three phenomena occur
simultaneously. It is meaningful to think about the three factors together. Therefore, we firstly
investigate the security control for T-S fuzzy systems against sensor saturations, cyber-attacks 
and limited network resources. 
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. Main results 

In the following, sufficient conditions will be derived to guarantee the stability of the
ontrolled plant (1) . The controller and the DETM will be co-designed. 

heorem 1. Let time delays τM 

, d M 

, ᾱ, triggering scalar σ , matrices F and K j be given, the
symptotically stability of augmented system (17) is achieved if there exist matrices P > 0,
 q > 0, R q > 0, U q > 0 (q = 1 , 2) , and � such that 

	i j + 	 ji < 0(i, j = 1 , 2, . . . , r, i ≤ j) (19)

[ 

R q ∗
U q R q 

] 

≥ 0 (20)

here 

	i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 


11 
i j ∗ ∗ ∗


21 
i j 
22 

i j ∗ ∗

31 

i j 0 
33 
i j ∗


41 
i j 0 0 
44 

i j 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

n which 


11 
i j = 

[ 


111 
i j ∗


112 
i j 
113 

i j 

] 

, 
111 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

�11 
i j ∗ ∗ ∗

�21 
i j �22 

i j ∗ ∗
U 1 R 1 − U 1 −Q 1 − R 1 ∗

R 2 − U 2 0 0 �44 
i j 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

�11 
i j = PA i + A 

T 
i P + Q 1 + Q 2 − R 1 − R 2 , 

�21 
i j = ᾱ1 C 

T 
j K 

T 
j B 

T 
i P + R 1 − U 1 


112 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

U 2 0 0 R 2 − U 2 

ᾱ1 K 

T 
j B 

T 
i P 0 0 0 

ᾱK 

T 
j B 

T 
i P 0 0 0 

−ᾱ1 K 

T 
j B 

T 
i P −σ�C i 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 


113 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

−Q 2 − R 2 ∗ ∗ ∗
0 −� ∗ ∗
0 0 −I ∗
0 0 0 −I + σ�

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

�22 
i j = 

˜ � − 2R 1 + U 1 + U 

T 
1 , ᾱ1 = 1 − ᾱ, ˜ � = C 

T 
j σ�C j 

�44 
i j = −2R 2 + U 2 + U 

T 
2 , 
21 

i j = 

[ 

0 C j 0 0 0 0 0 0 

0 0 0 F 0 0 0 0 

] 
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22 
i j = diag{−I , −I } , 
31 

i j = 

[

311 

i j 
312 
i j 

]


311 
i j = 

[ 

τM 

PA i ᾱ1 τM 

P B i K j C j 0 0 0 

d M 

PA i ᾱ1 d M 

P B i K j C j 0 0 0 

] 


312 
i j = 

[ 

ᾱ1 τM 

P B i K j ᾱτM 

P B i K j −ᾱ1 τM 

P B i K j 

ᾱ1 d M 

P B i K j ᾱd M 

P B i K j −ᾱ1 d M 

P B i K j 

] 


41 
i j = 

[

411 

i j 
412 
i j 

]
, 
411 

i j = 

[ 

0 −μτM 

P B i K j C j 0 0 0 

0 −μd M 

P B i K j C j 0 0 0 

] 


412 
i j = 

[ −μτM 

P B i K j μτM 

P B i K j μτM 

P B i K j 

−μd M 

P B i K j μd M 

P B i K j μd M 

P B i K j 

] 


33 
i j = 
44 

i j = diag{−P R 

−1 
1 P, −P R 

−1 
2 P } 

Proof. See Appendix A. �
Based on Theorem 1 , next, a new method to design the security output feedback controller

(16) will be given for the discussed plant (1) . 

Theorem 2. Given time delays τM 

, d M 

, ε1 , ε2 , ᾱ, triggering scalar σ , ω, matrix F , the
asymptotically stability of the augmented system (17) is met with output feedback gain K j =
X 

−1 Y j if there exist matrices P > 0, Q q > 0, R q > 0, U q > 0 (q = 1 , 2) , �, Y j and D such that 

	̄i j + 	̄ ji < 0(i, j = 1 , 2, . . . , r, i ≤ j) (21) 

[ 

R q ∗
U q R q 

] 

≥ 0 (22) 

[ 

ωI ∗
P B i − B i X −I 

] 

, ω → 0 (23) 

where 

	̄i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 


̄11 
i j ∗ ∗ ∗


21 
i j 
22 

i j ∗ ∗

̄31 

i j 0 
̄33 
i j ∗


̄41 
i j 0 0 
̄44 

i j 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

in which 


̄11 
i j = 

[ 


̄111 
i j ∗


̄112 
i j 
̄113 

i j 

] 

, 
̄111 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

�11 
i j ∗ ∗ ∗

�̄21 
i j �22 

i j ∗ ∗
U 1 R 1 − U 1 −Q 1 − R 1 ∗

R 2 − U 2 0 0 �44 
i j 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 
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̄112 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

U 2 0 0 R 2 − U 2 

ᾱ1 Y 

T 
j B 

T 
i 0 0 0 

ᾱY 

T 
j B 

T 
i 0 0 0 

−ᾱ1 Y 

T 
j B 

T 
i −σ�C j 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 


̄113 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

−Q 2 − R 2 ∗ ∗ ∗
0 −� ∗ ∗
0 0 −I ∗

!‘!‘0 0 0 −I + σ�

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 


̄31 
i j = 

[

̄311 

i j 
̄312 
i j 

]
, 
̄311 

i j = 

[ 

τM 

PA i ᾱ1 τM 

B i Y j C j 0 0 0 

d M 

PA i ᾱ1 d M 

B i Y j C j 0 0 0 

] 


̄312 
i j = 

[ 

ᾱ1 τM 

B i Y j ᾱτM 

B i Y j −ᾱ1 τM 

B i Y j 

ᾱ1 d M 

B i Y j ᾱd M 

B i Y j −ᾱ1 d M 

B i Y j 

] 

, 
̄41 
i j = 

[

̄411 

i j 
̄412 
i j 

]


̄411 
i j = 

[ 

0 −μτM 

B i Y j C j 0 0 0 

0 −μd M 

B i Y j C j 0 0 0 

] 


̄412 
i j = 

[ −μτM 

B i Y j μτM 

B i Y j μτM 

B i Y j 

−μd M 

B i Y j μd M 

B i Y j μd M 

B i Y j 

] 

�̄21 
i j = ᾱ1 C 

T 
j Y 

T 
j B 

T 
i + R 1 − U 1 


̄33 
i j = 
̄44 

i j = diag{−2ε1 P + ε2 
1 R 1 , −2ε2 P + ε2 

2 R 2 } 
roof. Due to 

R k − ε−1 
k P ) R 

−1 
k (R k − ε−1 

k P ) ≥ 0, (k = 1 , 2) (24)

hen, −P R 

−1 
k P ≤ −2εk P + ε2 

k R k can be obtained. 
Notice there are many nonlinear terms PB i K j C i and PB i K j in Eq. (19) , we can not solve the

ontroller gain K j directly. Motivated by Zha et al. [35] , in order to obtain feasible controller
ains, we define B i Y j = P B i K j , P B i = B i X, which implies the controller gains K j = X 

−1 Y j ,

here X and Y j are matrices with appropriate dimensions to be solved. 
Replace PB i K j C i , PB i K j and −P R 

−1 
k P by B i Y j C i , B i Y j and −2εk P + ε2 

k R k , respectively,
hen Eq. (21) can be derived from Eq. (19) . 

Since P B i = B i X is not a strict inequality, note that (P B i − B i X ) T (P B i − B i X ) = 0 can
e derived from P B i = B i X, then we transform this problem into the following optimization
roblem 

ωI ∗
P B i − B i X −I 

]
, ω → 0 (25)

hich is Eq. (23) . 
This completes the proof. �
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Remark 7. It is noted that the results in [36,37] are distinct from this paper in the following
aspects. (1) The work in [36] dealt with adaptive fuzzy control for stochastic switched non-
linear systems with full state constraints. The work in [37] studied the problem of adaptive
neural network control for multi-input and multi-output nonlinear systems. However, this pa- 
per addresses security control for T-S fuzzy systems with sensor saturation and cyber-attacks. 
(2) The methodologies of the system performance analysis and the controller design approach 

are obviously different. The results in [36,37] were obtained based on the backstepping tech-
nique. Whereas the main results in this paper are obtained by using the Lyapunov functional
method and linear matrix inequality technique. (3) The cyber-attacks, sensor saturation and 

the limited network resources are considered in this paper, while [36,37] did not take these
phenomena into consideration. 

When the plant (1) is without cyber-attacks, the closed-loop control system can be formu-
lated as 

˙ x (t ) = 

r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η( ̂  x )) 
{
A i x(t ) + B i K j 

[
C j x(t − τ (t )) + e k (t ) − ϕ(C j x(t − τ (t ))) 

]}
(26) 

Similar to the proof of Theorem 2 , the following Corollary can be derived. 

Corollary 1. For given τM 

, ω, ε1 , triggering scalar σ , the augmented system (26) with output
feedback gain K j = X 

−1 Y j is asymptotically stable if there exist matrices P > 0, Q 1 > 0, R 1 > 0,
U 1 > 0, �, Y j and D such that Eq. (23) and the following equalities hold 

ˆ 	i j + 

ˆ 	i j < 0(i, j = 1 , 2, . . . , r, i ≤ j) (27) [ 

R 1 ∗
U 1 R 1 

] 

≥ 0 (28) 

where 

ˆ 	i j = 

⎡ 

⎢ ⎢ ⎣ 

ˆ 
11 
i j ∗ ∗

ˆ 
21 
i j −2ε1 P + ε2 

1 R 1 ∗
ˆ 
31 

i j 0 −I 

⎤ 

⎥ ⎥ ⎦ 

�̄11 
i j = PA i + A 

T 
i P + Q 1 − R 1 , �̄21 

i j = C 

T 
j Y 

T 
j B 

T 
i + R 1 − U 1 

ˆ 
11 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

�̄11 
i j ∗ ∗ ∗ ∗

�̄21 
i j �̄22 

i j ∗ ∗ ∗
U 1 R 1 − U 1 −Q 1 − R 1 ∗ ∗

Y 

T 
j B 

T 
i 0 0 −� ∗

Y 

T 
j B 

T 
i −σ�C j 0 0 −I + σ�

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�̄22 
i j = −2R 1 + U 1 + U 

T 
1 + 

˜ �

ˆ 
21 
i j = 

[
τM 

PA i τM 

B i Y j C j 0 τM 

B i Y j −τM 

B i Y j 
]

ˆ 
31 = 

[
0 C 0 0 0 

]

i j j 
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Fig. 2. The state response of x ( t ). 

4

 

f

w

. Illustrative example 

In this section, the feasibility of the proposed design method will be illustrated by the
ollowing numerical example. 

Consider system (5) with the following system matrices 

A 1 = 

⎡ 

⎢ ⎣ 

−2. 1 0. 1 0 

1 −2 0 

0 0 −1 

⎤ 

⎥ ⎦ 

, A 2 = 

⎡ 

⎢ ⎣ 

−1 . 9 0 0 

−0. 2 −1 . 1 0 

0 0 −0. 1 

⎤ 

⎥ ⎦ 

, B 1 = 

⎡ 

⎢ ⎣ 

−1 . 1 

0. 1 

1 

⎤ 

⎥ ⎦ 

B 2 = 

⎡ 

⎢ ⎣ 

−1 . 1 

−1 . 2 

0. 9 

⎤ 

⎥ ⎦ 

, C 1 = 

⎡ 

⎢ ⎣ 

1 0. 2 0 

0. 3 0. 1 0 

0 0 0. 1 

⎤ 

⎥ ⎦ 

, C 2 = 

⎡ 

⎢ ⎣ 

1 0 0 

0. 5 −0. 6 0 

0 0 0. 3 

⎤ 

⎥ ⎦ 

h 1 (η(x)) = sin 

2 x, h 2 (η(x)) = 1 − h 1 (η(x)) 

The cyber-attack is assumed to be 

f (x(t )) = 

⎡ 

⎢ ⎣ 

tanh (0. 1 x 1 (t )) 

tanh (0. 3 x 2 (t )) 

tanh (0. 5 x 3 (t )) 

⎤ 

⎥ ⎦ 

hich satisfies Assumption 2 with F = diag{ 0. 1 , 0. 2, 0. 1 } . 
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Fig. 3. Event-triggered instants of sensor 1. 

Fig. 4. Event-triggered instants of sensor 2. 



L. Zha, J. Liu and J. Cao / Journal of the Franklin Institute 357 (2020) 2851–2867 2863 

Fig. 5. Event-triggered instants of sensor 3. 
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For simulation purpose, we can set the initial state as x 0 = 

[−0. 5 0. 3 −0. 3 

]T 
. 

For given ᾱ = 0. 1 and σ = 0. 3 , sampling period h = 0. 01 , time delays τM 

= 0. 4, d M 

=
. 3 , ε1 = ε2 = 1 . By using LMI toolbox in MATLAB, the controller gains can be obtained
s follows 

K 1 = 

[
0. 0036 0. 0011 −0. 0000 

]
K 2 = 

[
0. 0006 −0. 0002 −0. 0025 

]

� = 

⎡ 

⎢ ⎣ 

47 . 3956 0 0 

0 47 . 6031 0 

0 0 47 . 7026 

⎤ 

⎥ ⎦ 

The response of the state is presented in Fig. 2 . The event-triggered instants and releasing
ntervals of the three trigger schemes are represented in Figs. 3–5 . From the simulated results
bove, we can see that the stability of the output feedback control system is ensured by the
esigned output feedback controller and the network communication is alleviated considerably.
t can be found that the derived output feedback controller method is effective even if the
ugmented system is subject to sensor saturation and cyber-attacks. 

. Conclusion 

In this paper, the security output feedback control problem has been investigated for T-S
uzzy systems by considering multi-sensor saturations and DETM. To mitigate the burden of
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V

 

networked traffic, a DETM is applied in T-S fuzzy systems. Considering the effects of multi-
sensor saturations and cyber-attacks, a mathematical model is built. Sufficient conditions have 
been obtained to guarantee the stability of the discussed nonlinear system. Furthermore, a new 

design method of the output feedback controller gains has been derived. Finally, a numerical 
example shows the effectiveness of the designed algorithm. 
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Appendix A 

Proof of Theorem 1. Consider the following Lyapunov functional 

 (x t ) = V 1 (x t ) + V 2 (x t ) + V 3 (x t ) (29) 

where 

V 1 (x t ) = x T (t ) P x(t ) 

V 2 (x t ) = 

∫ t 

t−τM 

x T (s) Q 1 x(s) ds + 

∫ t 

t−d M 

x T (s) Q 2 x(s) ds 

V 3 (x t ) = τM 

∫ t 

t−τM 

∫ t 

s 
˙ x T (v ) R 1 ̇  x (v ) dv ds + d M 

∫ t 

t−d M 

∫ t 

s 
˙ x T (v ) R 2 ̇  x (v ) dv ds 

Take the derivative and mathematical expectation of equality (29) , the following equalities 
can be obtained 

E 

{ ˙ V 1 (x t ) 
} = 

r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η(x ))2x T (t ) P A i j (30) 

E 

{ ˙ V 2 (x t ) 
} = x T (t )(Q 1 + Q 2 ) x(t ) − x T (t − τM 

) Q 1 x(t − τM 

) − x T (t − d M 

) Q 2 x(t − d M 

) (31) 

E 

{ ˙ V 3 (x t ) 
} = E 

{ 

˙ x T (t ) ̃  R ̇  x (t ) 
} 

− τM 

∫ t 

t−τM 

˙ x T (s) R 1 ̇  x (s) ds − d M 

∫ t 

t−d M 

˙ x T (s) R 2 ̇  x (s) ds (32) 

where 

A i j = A i x(t ) + (1 − ᾱ) B i K j 
[
C j x(t − τ (t ) + e k (t ) − ϕ(C j x(t − τ (t ))) 

] + ᾱB i K j f (x(t − d(t )))

https://doi.org/10.13039/501100001809
https://doi.org/10.13039/501100010023
https://doi.org/10.13039/501100002858
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w

σ

 

 

 

Note that 

E 

{ 

˙ x T (t ) ̃  R ̇  x (t ) 
} 

= 

r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η(x)) 
{ 

A 

T 
i j 

˜ R A i j + μ2 B 

T 
i j 

˜ R B i j 

} 

(33)

n which 

˜ 
 = τ 2 

M 

R 1 + d 

2 
M 

R 2 , B i j = B i K j 
[

f (x(t − d(t ))) + ϕ(C j x(t − τ (t )) − C j x(t − τ (t )) − e k (t ) 
]

By using Lemma 1 in [22] , if there exist U 1 and U 2 satisfying Eq. (20) , one can get 

τM 

∫ t 

t−τM 

˙ x T (s) R 1 ̇  x (s) ds ≤ ς 

T 
1 (t ) M 1 ς 1 (t ) (34)

d M 

∫ t 

t−d M 

˙ x T (s) R 2 ̇  x (s) ds ≤ ς 2 (t ) 
T M 2 ς 2 (t ) (35)

here 

ς 1 (t ) = 

⎡ 

⎢ ⎣ 

x(t ) 

x(t − τ (t )) 

x(t − τM 

) 

⎤ 

⎥ ⎦ 

, ς 2 (t ) = 

⎡ 

⎢ ⎣ 

x(t ) 

x(t − d(t )) 

x(t − d M 

) 

⎤ 

⎥ ⎦ 

M q (t ) = 

⎡ 

⎢ ⎣ 

−R q ∗ ∗
R q − U q −2R q + U q + U 

T 
q ∗

U q R q − U q −R q 

⎤ 

⎥ ⎦ 

, q = 1 , 2 

From Eqs. (11) and (2) , one has 

[ C j x(t − τ (t )) − ϕ(C j x(t − τ (t )))] T �[ C j x(t − τ (t )) − ϕ(C j x(t − τ (t )))] − e T k (t )�e k (t ) ≥ 0 

(36)

Recalling Assumption 1 , we have 

x T (t − τ (t )) C 

T 
j C j x(t − τ (t )) − ϕ 

T (C j x(t − τ (t ))) ϕ(C j x(t − τ (t ))) ≥ 0 (37)

Based on Assumption 2 , we get 

x T (t − d(t )) F 

T F x(t − d(t )) − f T (x(t − d(t ))) f (x(t − d(t ))) ≥ 0 (38)

Define 

ξT (t ) = 

[
ξT 

1 (t ) ξT 
2 (t ) 

]T 

ξT 
1 (t ) = 

[
ς 

T 
1 (t ) x T (t − d(t )) x T (t − d M 

) e T k (t ) 
]T 

ξT 
2 (t ) = 

[
f T (x(t − d(t ))) ϕ 

T (C j x(t − τ (t ))) 
]T 
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Combining Eqs. (30) –(38) , it yields that 

E 

( ˙ V (x t ) 
) ≤

r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η(x )) 
{
2x T (t ) P A i j + x T (t )(Q 1 + Q 2 ) x(t ) 

−x T (t − τM 

) Q 1 x(t − τM 

) − x T (t − d M 

) Q 2 x(t − d M 

) + A 

T 
i j 

˜ R A i j + μ2 B 

T 
i j 

˜ R B i j 

+ σ [ C j x(t − τ (t )) − ϕ(C j x(t − τ (t )))] T �[ C j x(t − τ (t )) − ϕ(C j x(t − τ (t )))] 

−e T k (t )�e k (t ) + x T (t − τ (t )) C 

T 
j C j x(t − τ (t )) − ϕ 

T (C j x(t − τ (t ))) ϕ(C j x(t − τ (t ))) 

+ x T (t − d(t )) F 

T F x(t − d(t )) − f T (x(t − d(t ))) f (x(t − d(t ))) 

+ ς T 1 (t ) M 1 ς 1 (t ) + ς T 2 (t ) M 2 ς 2 (t ) 
}

≤
r ∑ 

i=1 

r ∑ 

j=1 

h i (η(x)) h j (η(x)) 
{
ξT (t )
11 

i j ξ (t ) + x T (t − τ (t )) C 

T 
j C j x(t − τ (t )) 

+ x T (t − d(t )) F 

T F x(t − d(t )) + A 

T 
i j 

˜ R A i j + μ2 B 

T 
i j 

˜ R B i j 

} 

(39) 

By using Schur complement, we obtain that E 

( ˙ V (x t ) 
)

< 0 can be guaranteed by (19) in
Theorem 1 . 

This completes the proof. �
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