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Abstract: In this paper, the problem of controller design for networked control systems with stochastic cyber-attacks

is investigated. Firstly, considering the network-induced delay and cyber-attacks, a mathematical controller model for

networked control systems is constructed for analysis. Secondly, based on this model, sufficient conditions for the stabil-

ity of controller design and gain parameters of desired controller are achieved by using Lyapunov function approach and

linear matrix inequality techniques. Finally, a simulated example is given to show the usefulness of designed controller

for networked system with stochastic cyber-attacks.
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1 Instructions

In the past few years, networked control systems(NCSs)

have attracted persistent increasing research interests due

to its appealing advantages in low cost, high flexibility, re-

duced wiring and simple installation [1] and so on. There-

fore, NCSs have a large number fruitful applications in a

broad range of areas, such as industrial fields, spacecrafts,

vehicles, manufacturing plants and remote surgeries [2, 3].

However, there still exists various challenging problems

because of the insertion of network in the control systems

like packet dropouts [4, 5], network-induced delays [6, 7]

and randomly occurring nonlinearities [8, 9]. It is worth

pointing out that lots of methods are proposed to reduce the

bad impact of these phenomena. For example, the introduc-

tion of event-triggered scheme in the NCSs can effectively

save the bandwidth of communicated channels and reduce

the burden of network [10, 11], so along with the quanti-

zation in the NCSs [12, 13]. Nevertheless, the other phe-

nomena named cyber-attacks can be more destroyable, it is

hard to detect and weaken the effect of the cyber-attacks

via conventional approaches [14].

Recently, networked security protection has been arisen un-

expectedly for the existence of malevolent attacks, which

can result in the loss of transmitted data and deterioration

of the networked systems. As is well known, the cyber-

attacks are consist of three types including Denial of Ser-

vice (DoS) attacks [15], relay attacks [16, 17] and decep-
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tion attacks [18, 19]. When under the circumstance of DoS

attacks, various resources can’t run effectively and deliver

service normally on the internet, it poses a severe threat to

the network. The limited network bandwidth and resources

are depleted by a substantial amount of useless packets, it

causes a permanent cessation. Replay attacks is another

type of attacks, it occurs repeatedly by capturing some of

the messages exchanged between two entitles. The last in-

ternet attacks named deception attacks, under this circum-

stance, the adversaries try to inject the incorrect data into

sensor measurements on the transmission from the sensor

and the controller. It is obvious that the cyber-attacks usu-

ally launch in a consecutive or random manner with a min-

imum number or a minimum probability [17, 14]. With

the development of network, what can not be neglected is

the negative influence cyber-attacks have brought. So lots

of researches take the cyber-attacks into consideration un-

der the networked systems. In [20], considering the cyber

attacks, the authors investigate the observer-based event-

triggering consensus control problem with lossy sensor; In

[21], this paper describes how to design optimal security

mechanism for the Kalman filtering of NCSs with cyber-

attacks under limited resources.

Motivated by the aforementioned discussions, there are

few achievements focusing on the exploring in the net-

worked systems regarding cyber attacks [22]. In this pa-

per, we concentrate on designing a stable controller with

stochastic cyber-attacks for networked systems. In the typ-

ical networked control systems, the networked links among

sensors, controllers and actuators are vulnerable to cyber-

attacks which can destroy the transmitted data through the

network communication and make the plant unstable. But

the traditional networked control systems choose to ignore

the existence of cyber-attacks. Unlike the traditional con-

troller design, in this paper, not only the network-induced

delay is introduced, but also the random cyber-attacks are

taken into consideration, it can be highly possible to imitate
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Figure 1: The structure of controller design system with

cyber-attacks

the networked transmission in real life.

The rest of this paper is organized as follows. Section II

describes the designing controller briefly by constructing a

mathematical model for networked systems by taking the

network-induced delay and cyber-attacks into considera-

tion. In the Section III, we obtain the sufficient conditions

to guarantee the augmented system being stable and present

the designing algorithm for desired controller parameters.

And finally Section IV gives a simulated example to illus-

trate the feasibility of desired controller.

Notation: Rn and Rn×m denote the n-dimensional

Eculidean space, and the set of n × m real matrices; the

superscript “T ′′ stands for matrix transposition; I is the

identity matrix of appropriate dimension; ‖ · ‖ stands for
the Euclidean vector norm or the induced matrix 2-norm

as appropriate; the notation X > 0(respectively, X ≥ 0),
for X ∈ Rn×n means that the matrix X is real symmetric

positive definite (respectively,positive semi-definite).

2 System description

Consider the following system:

ẋ(t) = Ax(t) +Bu(t) (1)

where x(t) ∈ Rn and u(t) ∈ Rm denote the state vec-

tor and control vector, respectively; A and B are parameter

matrices with appropriate dimensions.

In this paper, we concentrate on designing a controller with

stochastic cyber-attacks for networked control systems, the

structure of controller design system is shown as Fig.1. As-

sume that the sensor is time-driven, the sampler samples

the data periodically in the interval time h. And the system
(1) is controlled through a network. If only taking the ef-

fect of transmission delay into consideration, the controller

can be described as follows.

u(t) = Kx(tkh), t ∈ [tkh+ τtk , tk+1h+ τtk+1) (2)

Where tkh represent the sampling instants, k =
{0, 1, 2, 3, . . .}, tkh + τtk represent the instants the sam-

pling data arrive at the controller, τtk is the corresponding
network-induced delay. Then we can take the method in

[23] as a reference, define τ(t) = t−tkh, (2) can be rewrit-
ten as

u(t) = Kx(t− τ(t)) (3)

where τ(t) ∈ [0, τM ], τM is the upper bound of the net-

worked delay.

Remark 1: As is well known, cyber-attacks are the main
threats to the stability and safety of the networked sys-

tem when signals transmitted through the network. Differ-

ent from the traditional controller designing for networked

control systems, we suppose that the procession of trans-

mission through network may be attacked randomly and

consecutively by the malicious signals. Except the network

between the sensor and the controller, there still exists net-

work between the controller and the actuator. However, in

this paper, just the network between the sampler and the

controller is taken into account for simplicity.

This paper aims to design a controller with stochastic

cyber-attacks, suppose that there exists an unknown non-

linear function f(x(t)) to describe the stochastic cyber-

attacks, and it satisfies the following condition.

||f(x(t))||2 ≤ ||Gx(t)||2 (4)

where G is a constant matrix representing the upper bound

of the nonlinearity.

Remark 2: Since the method in [24] make upper bounds
information to be the constraint condition of nonlinear per-

turbation, similarly, in this paper matrix G is chosen to be

the upper bounds of proposed stochastic cyber-attacks, thus

its value is closely related to the actual situation of net-

worked attacks.

Remark 3: Due to the random and untraceable cyber-

attacks, we can’t judge precisely what instant the hostile

operation may occur to the networked control systems.

Normal data transmitted from the sampler to the controller

may be attacked at any time except that the cyber-attacks

only launch at the very moment when normal data reach

the controller. While no matter when the malicious signal

launch attacks, they are always transmitted through the net-

work, so time-varying delay of aggressive signals must be

taken into consideration.

As shown in Fig.1, when the network suffers from cyber-

attacks which represented by function f(x(t)), and vari-
able d(t) is used to represent the delay of cyber-attacks, the
controller can be described as follows.

u(t) = Kf(x(t− d(t))) (5)

where d(t)∈[0, dM ],
Considering that the malicious signals are stochastic and ir-

regular, similar to the methods in [20], in this paper we use

variable θ(t) to describe the probability of stochastic cyber-
attacks which obeys the Bernoulli distribution. Combine

(3) and (5), then the real control input can be written as

u(t) = (1− θ(t))Kx(t− τ(t))

+θ(t)Kf(x(t− d(t))) (6)

Remark 4: Some literatures adopt Bernoulli random vari-

able to describe the probability of stochastic delay for net-

worked control system [25], or to represent the random

changes in complex dynamic behavior of networked iso-

lated nodes [26]. In this paper, the Bernoulli distribution

is introduced here to describe the probability of stochastic

8021



cyer-attacks. When θ(t) = 0, it means that the data is trans-
mitted through the network without cyber-attacks, equation

(6) can be described as u(t) = Kx(t − τ(t)). Otherwise,
when θ(t) = 1, the system is under cyber-attacks totally,

equation (6) can be written as u(t) = Kf(x(t − d(t))).
However, most of the system original states can not reach

the controller due to the long duration of cyber-attacks,

which cause the instability of the system. In other words,

θ̄ has a maximum upper bound to guarantee the stability of

designed controller, and the maximum probability of cyber-

attacks will be given in this paper.

According to (6), then the system (1) can be described as

follows

ẋ(t) = Ax(t) + (1− θ(t))BKx(t− τ(t))

+θ(t)BKf(x(t− d(t))) (7)

Here the expectation of stochastic variable θ(t) can be

shown as

E{θ(t)} = θ̄, E{(θ(t)− θ̄)2} = θ̄(1− θ̄) = γ2

where 0 ≤ θ̄ ≤ 1, θ̄ represent the expectation of θ(t), γ2 is
utilized to represent the mathematical variance of θ(t).
In the following, we will introduce some definitions and

lemmas which can be used in the proof of the stability of

system later.

Definition 1:[27] For a given function V:

Cb
F0
([−τM , 0], Rn) × S, its infinitesimal operator L

is defined as

L(Vη(t)) = lim
�→0+

1

� [E(V (ηt +�) | ηt)− V (ηt)] (8)

Lemma 1:[28] For any vectors x, y ∈ Rn, and positive

definite matrix Q ∈ Rn×n, the following inequality holds.

2xT y ≤ xTQx+ yTQ−1y (9)

Lemma 2:[29] Suppose τ(t) ∈ [0, τM ], d(t) ∈ [0, dM ],
Ξ1, Ξ2, Ξ3, Ξ4 and Ω are matrices with appropriate dimen-

sions, then

τ(t)Ξ1 + (τM − τ(t))Ξ2

+d(t)Ξ3 + (dM − d(t))Ξ4 +Ω < 0

if and only if

τMΞ1 + dMΞ3 +Ω < 0

τMΞ2 + dMΞ3 +Ω < 0

τMΞ1 + dMΞ4 +Ω < 0

τMΞ2 + dMΞ4 +Ω < 0

3 Main results

In this section, main results shall be established based on

LMI techniques. The sufficient conditions will be given to

demonstrate the stability of the controller described in (7).

Theorem 1: For given positive parameters θ̄, τM , dM ,

matrix G and K, the system (7) is exponentially stable if
there exist matrixes P > 0, Qi > 0, Ri > 0 (i = 1, 2), and
M , N , T , S with appropriate dimensions satisfying

Ω(s) < 0, s = 1, 2, 3, 4 (10)

where

Ω(s) =

⎛
⎜⎜⎜⎜⎝

Ω11 + Γ + ΓT ∗ ∗ ∗ ∗
Ω21(s) Ω22 ∗ ∗
Ω31 0 Ω33 ∗ ∗
Ω41 0 0 Ω44 ∗
Ω51 0 0 0 −P

⎞
⎟⎟⎟⎟⎠

Ω11 =

⎛
⎜⎜⎜⎜⎜⎜⎝

φ11 ∗ ∗ ∗ ∗ ∗
0 0 ∗ ∗ ∗ ∗
0 0 −Q1 ∗ ∗ ∗
φ22 0 0 0 ∗ ∗
0 0 0 0 −Q2 ∗
φ33 0 0 0 0 −θ̄P

⎞
⎟⎟⎟⎟⎟⎟⎠

φ11 = PA+ATP +Q1 +Q2

φ22 = (1− θ̄)KTBTP, φ33 = θ̄KTBTP

Γ =
(
M + T N −M −N S − T −S )

Ω21(1) =

( √
dMMT

√
τMTT

)
,Ω21(2) =

( √
dMMT

√
τMST

)

Ω21(3) =

( √
dMNT

√
τMTT

)
,Ω21(4) =

( √
dMNT

√
τMST

)

Ω31 =
(
ψ11 ψ12

)
,Ω41 =

(
ψ21 ψ22

)

ψ11 =

( √
dMR1A 0 0√
τMR2A 0 0

)
, ψ21 =

(
0 0 0
0 0 0

)

ψ12 =

(
(1− θ̄)

√
dMR1BK 0 θ̄

√
dMR1BK

(1− θ̄)
√
τMR2BK 0 θ̄

√
τMR2BK

)

ψ12 =

( −r√dMR1BK 0 r
√
dMR1BK

−r√τMR2BK 0 r
√
τMR2BK

)

Ω51 =
(

0
√
θ̄PG 0 0 0 0

)
Ω22 = Ω33 = Ω44 = diag{−R1,−R2}
MT =

(
MT
1 MT

2 MT
3 MT

4 MT
5 MT

6

)
NT =

(
NT
1 NT

2 NT
3 NT

4 NT
5 NT

6

)
TT =

(
TT
1 TT

2 TT
3 TT

4 TT
5 TT

6

)
ST =

(
ST
1 ST

2 ST
3 ST

4 ST
5 ST

6

)
Proof: Choose the following Lyapunov functional candi-
date as

V (t) = V1(t) + V2(t) + V3(t) (11)

where

V1(t) = xT (t)Px(t)

V2(t) =

t∫
t−dM

xT (s)Q1x(s)ds+

t∫
t−τM

xT (s)Q2x(s)ds

V3(t) =

t∫
t−dM

t∫
s

ẋT (v)R1ẋ(v)dvds+

t∫
t−τM

t∫
s

ẋT (v)
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R2ẋ(v)dvds, P > 0, Qi > 0, Ri > 0(i = 1, 2).

By applying the infinitesimal operator (7) for Vk(t)(k =
1, 2, 3) and taking expectation on it, and combining the

definition of f(t, x(t)), the inequality can be written as fol-
lows with

E{LV (t)} ≤ ξT (t)(Υ + d(t)MR−1
1 MT

+(dM − d(t))NR−1
1 NT + τ(t)TR−1

2 TT

+(τM − τ(t))SR−1
2 ST )ξ(t)

where

Υ = Ω11 + Γ + ΓT + CT R̃C +DT R̃D +ΩT
51PΩ51

R̃ = (dMR1 + τMR2)

C =
(
A 0 0 (1− θ̄)BK 0 θ̄BK

)
D =

(
0 0 0 −γBK 0 γBK

)

Similar to [2, 31], by using free-weighting matrixes method

and reciprocally convex approach, along with Schur com-

plement and lemma 2, we can obtain that (10) is sufficient

condition to guarantee E{L(V (t))} < 0. the proof can be
completed.

Based on the Theorem 1, we have obtained the sufficient

conditions to ensure the stability of controller, next we are

in a position to design the feedback gainK under the cyber-

attack by using linear matrix inequality techniques.

Theorem 2: For given positive parameters θ̄, τM , dM and

εi (i = 1, 2), matrix G, the system (7) under the cyber-
attack condition is exponentially stable if there exist posi-

tive matrixes X > 0, Q̃i > 0, R̃i > 0 (i = 1, 2), and M̃ ,

Ñ , T̃ , S̃, Y with appropriate dimensions satisfying

Ω̃(s) < 0, s = 1, 2, 3, 4 (12)

where

Ω̃(s) =

⎛
⎜⎜⎜⎜⎝

Ω̃11 + Γ̃ + Γ̃T ∗ ∗ ∗ ∗
Ω̃21(s) Ω̃22 ∗ ∗
Ω̃31 0 Ω̃33 ∗ ∗
Ω̃41 0 0 Ω̃44 ∗
Ω̃51 0 0 0 −X

⎞
⎟⎟⎟⎟⎠

Ω̃11 =

⎛
⎜⎜⎜⎜⎜⎜⎝

φ̃11 ∗ ∗ ∗ ∗ ∗
0 0 ∗ ∗ ∗ ∗
0 0 −Q̃1 ∗ ∗ ∗
φ̃22 0 0 0 ∗ ∗
0 0 0 0 −Q̃2 ∗
φ̃33 0 0 0 0 −θ̄X

⎞
⎟⎟⎟⎟⎟⎟⎠

φ̃11 = AX +XAT + Q̃1 + Q̃2

φ̃22 = (1− θ̄)Y TBT , φ̃33 = θ̄Y TBT

Γ̃ =
(
M̃ + T̃ Ñ − M̃ −Ñ S̃ − T̃ −S̃ )

Ω̃21(1) =

( √
dMM̃T

√
τM T̃T

)
, Ω̃21(2) =

( √
dMM̃T

√
τM S̃T

)

Ω̃21(3) =

( √
dM ÑT

√
τM T̃T

)
, Ω̃21(4) =

( √
dM ÑT

√
τM S̃T

)

Ω̃31 =
(
ψ̃11 ψ̃12

)
, Ω̃41 =

(
ψ̃21 ψ̃22

)

ψ̃11 =

( √
dMAX 0 0√
τMAX 0 0

)
, ψ̃21 =

(
0 0 0
0 0 0

)

ψ̃12 =

(
(1− θ̄)

√
dMBY 0 θ̄

√
dMBY

(1− θ̄)
√
τMBY 0 θ̄

√
τMBY

)

ψ̃12 =

( −r√dMBY 0 r
√
dMBY

−r√τMBY 0 r
√
τMBY

)

Ω51 =
(

0
√
θ̄GX 0 0 0 0

)

Ω22 = Ω33 = Ω44 = diag{−R̃1,−R̃2}
Ω33 = Ω44 = diag{−2ε1X + ε21R̃1,−2ε2X + ε22R̃2}
M̃T =

(
M̃T
1 M̃T

2 M̃T
3 M̃T

4 M̃T
5 M̃T

6

)
ÑT =

(
ÑT
1 ÑT

2 ÑT
3 ÑT

4 ÑT
5 ÑT

6

)
T̃T =

(
ÑT
1 ÑT

2 ÑT
3 ÑT

4 ÑT
5 ÑT

6

)
S̃T =

(
S̃T
1 S̃T

2 S̃T
3 S̃T

4 S̃T
5 S̃T

6

)

Moreover, the controller gain is given as following if the

conditions above are feasible.

K = Y X−1 (13)

Proof: Due to

(Ri − ε−1i P )R−1
i (Ri − ε−1i P ) ≥ 0, (i = 1, 2)

we have

−PR−1
i P ≤ −2εiP + ε2iRi

Substitute−PR−1
i P with−2εiP+ε2iRi. Then defineX =

P−1, Q̃i = XQiX , R̃i = XRiX , M̃ = XMX , Ñ =
XNX , T̃ = XTX , S̃ = XSX , Y = KX and F =
diag{X,X,X,X,X,X,X,X,X,X,X,X,X}. Multiply
the matrix by F from the left side and its transpose from

the right side, then we can obtain (12). According to Y =
KX , it is easily derived that the parameter of controller

gain isK = Y X−1. This completes the proof.

4 Simulation examples

In this section, an simulated example is given to demon-

strate the effectiveness of designed controller. Consider

the continuous controller system described by the follow-

ing mathematical model.

ẋ(t) = Ax(t) +Bu(t) (14)

where

A =

(
0 1
−1 −2

)
, B =

(
0
1

)

In addition, in this paper, the main task is to design a stable

controller with stochastic cyber-attacks, the real input of

the controller is shown as follows.

u(t) = (1− θ(t))Kx(t− τ(t)) + θ(t)f(x(t− d(t)))
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Suppose that function f(x(t)) which represent-

ing the cyber-attacks can be shown as f(x(t)) =( −tanh(0.1x2(t))
−tanh(0.05x1(t))

)
, and according to the limiting

condition of nonlinear stochastic cyber-attacks (4), we can

calculate the upper bound G =

(
0.05 0
0 0.1

)
.

We can easily see that the system is unstable without a con-

troller. The initial state is given as x0 =
( −0.5 0.5

)
.

Then, we will give two cases to demonstrate the feasibility

of designed controller.

Case 1: Set θ̄ = 0, the model of controller system (14) can
be described as

ẋ(t) = Ax(t) +BKx(t− τ(t))

In the following, we will consider three possible situa-

tions, which will illustrate the effectiveness of the pro-

posed two channel communication schemes. It means that

the data transmission is normal which avoiding the cyber-

attacks. Set initial value x0 =
(
2 −2 )T

, networked

delay τM = 0.1, dM = 0.3 and regulating parameters

ε1 = ε2 = 1, we can get the controller gain parameter
K =

(
0.0116 −0.2259 )

based on the Theorem. 2.

According to the figure of the system state shown in Fig. 2,

we can see that the system is stable.

Case 2: Set θ̄ = 0.5, the model of controller system (14)
can be described as

ẋ(t) = Ax(t) + (1− θ(t))BKx(t− τ(t))

+θ(t)f(x(t− d(t)))

It means that probability of the cyber attacks is 50%.

Set initial value x0 =
(
1 −1 )T

, networked delay

τM = 0.1, dM = 0.3 and regulating parameters ε1 =
ε2 = 1, we can get the controller gain parameter K =(
0.0777 −0.0614 )

by using Theorem. 2. Fig. 3 rep-

resents the function of cyber-attacks which is nonlinear,

and according to the figure of the system state shown in

Fig.4, we can see that the system is stable with stochas-

tic cyber-attacks. According to the set value of θ̄, we can
derive that the maximum probability of cyber-attacks is

99.6%, the designed controller can be a failure if θ̄ is be-
yond the threshold value. Set θ(t) = 0.996, the initial value

x0 =
(
2 −2 )T

, networked delay τM = 0.1, dM = 0.3
and regulating parameters ε1 = ε2 = 1, we can get the con-
troller gain parameter K =

(
0.0011 −0.0007 )

. From

the figure of the system state shown in Fig.5, we can see

that the system is still stable.

According to the simulated examples shown above, we can

summarize that the designed controller is stable even in the

case of suffering stochastic cyber-attacks from the mali-

cious signals, it also demonstrates the feasibility of pro-

posed designing method.

5 Conclusion

In this paper, a controller design for network control sys-

tems with cyber-attacks is considered. In order to be con-

sistent with the real life, the network-induced delay and

Figure 2: θ̄ = 0, the response state of x(t)

Figure 3: the function of cyber attacks f(x(t))

Figure 4: θ̄ = 0.5, the response state of x(t)

Figure 5: θ̄ = 0.996, the response state of x(t)

8024



cyber-attacks are both to be given to construct the math-

ematical model of desired controller. Based on this model,

sufficient conditions are obtained to guarantee the stabil-

ity of the system by using Lyapunov function approach and

linear matrix inequality techniques. Also, the parameters of

desired controller are acquired. Lastly a simulated exam-

ple is utilized to demonstrate the feasibility of the designed

controller.
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