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Abstract

This paper concentrates on investigating H,, filtering for networked systems with hybrid-triggered
communication mechanism and stochastic cyber attacks. Random variables satisfying Bernoulli distri-
bution are introduced to describe the hybrid-triggered scheme and stochastic cyber attacks, respectively.
Firstly, a mathematical H,, filtering error model with hybrid-triggered communication mechanism is
constructed under the stochastic cyber attacks. Secondly, by using Lyapunov stability theory and linear
matrix inequality (LMI) techniques, the sufficient conditions which can guarantee the stability of aug-
mented filtering error system are obtained and the parameters of the designed filter can be presented in
an explicit form. Finally, numerical examples are given to demonstrate the feasibility of the designed
filter.
© 2017 The Franklin Institute. Published by Elsevier Ltd. All rights reserved.

1. Introduction

Networked control systems (NCSs) are a kind of control systems wherein feedback signals
and control signals are exchanged through a network in a form of information package. It’s
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characterized by enabling the execution of several tasks far away when it connects cyber
space to physical space [1]. Due to the advantages such as high flexibility, low cost and
simple installation [2,3], NCSs are applied in different kinds of fields referring to aircrafts,
automobiles, vehicles and so on [4-6]. Therefore, NCSs are attracting more and more interest
owing to the development and the advantages of the Internet [7]. In [8], the robust H,, con-
troller is designed for networked control systems with uncertainties such like network-induced
delay and data dropouts. The synchronization problem of feedback control is investigated in
[9] with time-varying delay for complex dynamic networks. The authors in [10] study the
robust fault tolerant control problem for distributed network control systems.

In the past few years, time-triggered method (periodic sampling) is widely adopted for
system modeling and analysis in the NCSs [11], however, periodic sampling will generate lots
of redundant signals if all the sampled data is transmitted through the network. To make full
use of the limited network resource, lots of researchers propose the event-triggered schemes
to overcome the problem caused by periodic sampling, for example, a novel event-triggered
scheme is proposed in [12], in which a Hy, controller is designed for NCSs. The core idea of
the novel event-triggered scheme in [12] is that whether the newest sampled data is released or
not is dependent on a threshold, and the adoption of event-triggered scheme can largely help
alleviate the burden of the network [13]. Consequently, there are large numbers of researchers
interested in the investigations about the novel event-triggered scheme proposed in [12]. An
event-triggered non-parallel distribution compensation control problem in [14] is addressed
for networked Takagi—Sugeno (T-S) fuzzy systems. The authors of [15] consider the event-
triggered filtering problem for discrete-time linear system with package dropouts satisfying
Bernoulli distribution. In [16], a discrete event-triggered scheme is proposed for fuzzy filter
design in a class of nonlinear NCSs. Inspired by the aforementioned event-triggered scheme in
[12], the hybrid-triggered scheme which consists of time-triggered scheme and event-triggered
scheme is firstly proposed in [17], which investigates the problem of control stabilization for
networked control systems under the hybrid-triggered scheme. Based on the hybrid-triggered
scheme above, the authors in [18] are concerned with the hybrid-driven-based reliable control
design for a class of T-S fuzzy systems with probabilistic actuator faults and nonlinear
perturbations. Motivated by the proposed hybrid-triggered scheme in [17], this paper is devoted
to the hybrid-triggered H, filtering subject to stochastic cyber attacks on the measurement
outputs.

Due to the insertion of the network in the control systems, challenges including packet
dropouts, network-induced delay and randomly occurring nonlinearities [19-22] are inevitable.
It is nonnegligible that another phenomena named cyber attacks can be more destroyable. Cy-
ber attacks are offensive maneuvers which target networked information systems, infrastruc-
tures and networked devices by various means of malicious acts. By hacking into a susceptible
system, cyber attacks can be the biggest threat to the security of network. As the description
in [23], there are three kinds of common attacks containing denial of service attacks [24,25],
relay attacks [26,27] and deception attacks [28,29]. With the rapid development of the net-
work, the influence of cyber attacks can not be neglected any more. Based on the cyber attacks
mentioned above, lots of researches are investigated and impressive results are yielded. The
authors are concerned with extended Kalman filter design for stochastic nonlinear systems
under cyber attacks in [30]. The distributed recursive filtering problem is studied in [31] with
quantization and deception attacks for a class of discrete time-delayed systems. In [32], a
novel state filtering approach and sensor scheduling co-design with random deception attacks
are presented.
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This paper addresses the issue about H, filtering for networked systems under stochastic
cyber attacks with hybrid-triggered communication mechanism. The main contributions of this
paper are as follows. (1) In order to make full use of networked bandwidth and guarantee
the desired system performance, the hybrid-triggered scheme which consists of time-triggered
scheme and event-triggered scheme is introduced. (2) Due to the insertion of network, the
stochastic cyber attacks are considered, and the launching probability of cyber attacks is
governed by Bernoulli random variable. (3) By taking the hybrid-triggered communication
mechanism and stochastic cyber attacks into consideration, an H,, filter is designed for net-
worked systems. Although there are several researches concerned with filter design, to the
best of our knowledge, there is no research investigating the H,, filter design for networked
systems by considering both hybrid-triggered scheme and cyber attacks.

The rest of this paper is organized as follows. In the Section 2, a filtering error system
is constructed by introducing the hybrid-triggered communication mechanism and taking the
stochastic cyber attacks into account. Section 3 gives the sufficient conditions which can guar-
antee the augmented filtering system stable by using Lyapunov functional approach and LMI
techniques. Moreover, the design algorithm of H, filter is presented and the filtering param-
eters are obtained in an explicit form. Section 4 gives illustrative examples to demonstrate
the usefulness of desired H,, filter.

Notation: R" and R"*™ denote the n-dimensional Euclidean space, and the set of nxm
real matrices; the su-perscript T stands for matrix transposition; I is the identity matrix of
appropriate dimension; the notation X >0 (respectively, X >0), for X€ R"*" means that the
matrix X is real symmetric positive definite (respectively, positive semi-definite). For a matrix

A x*

B and two symmetric matrices A, C and B C

denotes a symmetric matrix, where *

denotes the entries implied by symmetry.

2. Problem description and preliminaries

In this paper, the problem of H,, filtering for networked system with hybrid-triggered
communication mechanism and stochastic cyber attacks is investigated. The framework of
hybrid-triggered H,, filtering for networked systems under stochastic cyber attacks is shown
as Fig. 1. From Fig. 1, one can see that the framework consists of the sensor, the hybrid-
triggered scheme, the filter, a zero-order-hold (ZOH), a network channel.

Consider the following continuous-time linear system.

%(t) = Ax(t) + Bw(t)
y(t) = Cx(1) (1)
2(t) = Lx(t)

where x(f) € R" is the state vector, y(f) € R" is the ideal measurement, z(¢) € R” is the signal to
be estimated, w(t) € L,[0, +00) represents the disturbance input vector, A, B, C and L are
known real matrices with appropriate dimensions.
The purpose of this paper is to design a hybrid-triggered H, filter under stochastic cyber
attacks for networked systems. Consider the following filter system.
{xf(t) =Apxs(t) + Bpy(t) @)
Zf(t) = Cf)Cf([)
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Sensor

ZOH Network < < Zs
Cyber attacks

Fig. 1. The framework of H, filtering for networked systems with hybrid-triggered scheme and stochastic cyber
attacks.

where x/(7) is the filter state vector, y(r) is the real input of the filter, z«7) is the estimation
of the z(¢), Ay, Bf and Cy are filter parameters to be determined.

Remark 1. Different from the classic filter design, this paper investigates the H,, filtering
problem with hybrid-triggered scheme and stochastic cyber attacks. As is shown in Fig. 1,
the data transmission is assumed to work in a non-ideal network condition, hence some
uncertainties such as network-induced delay and packet dropouts along with cyber attacks are
taken into consideration.

Considering the limitation of the networked resources, a hybrid-triggered scheme in
Fig. 1 is used for data transmission to alleviate the burden of the networked communica-
tion, which consists of time-triggered scheme and event-triggered scheme. Both of the two
schemes are discussed in detail in the following, respectively.

Time-triggered scheme: Suppose that the sensor is time-triggered and each process signal
is sampled at periodic intervals. The ideal measurement y;(#) can be expressed as follows:

vi(t) =Cx(teh), t € [tkh + 7, tih + 10,,) 3)

where & represents the sampling period, # (k = {0, 1,2, ...}) are integers and {1, t>, 13, ...} C
{1,2,3,...}, the corresponding network-induced delay is represented by ;. Similar to [8],
define 7(t) =t — f;h, Eq. (3) can be written as follows.

i) =Cx(t — (1)) “4)

where ©(f) €[0, Ty, Ty is the upper bound of the networked delay.

Event-triggered scheme: To further enhance the bandwidth utilization, by taking [12] as a
reference, an event-triggered scheme is applied to determine whether the current measurements
should be transmitted or not. We use kh and £k to represent the sampling instants and the
triggering instants. Once y(f;h) is transmitted, whether the next triggered instant y(tx41h)
should be transmitted or not is determined by comparing the latest transmitted sampled-data
with the error which is shown as follows:

tieih = teh+ inf(Ihle] (i) Qew(tih) > 0y (1) Q1)) 5)
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where >0, 0 €[0, 1) and [ = 1, 2,.... The threshold error e, (txh) = y(trh) — y(txh + Lh).

For analyzing more easily, the interval [fih + 7, tii1h + 1;,,) can be divided into several
subintervals. Suppose that there exists a constant g which satisfies [txh + 7, ipih + 7,,) =
U}g:] Aj, where A =[Hh+1h+ e, th+1h+h+n00], [={1,2,...,8, §="ty1 —
ty — 1. Define n(t) =t —tth—1h, 0 <1, <n@) <h+n,,,, 2 ny. Let ex(t) = x(txh) —
x(txh + lh), the measurement y,(¢) can be written as

y2(t) = Cx(t — (1)) + Cex (1) (6)

Remark 2. From the event-triggered judgement algorithm above, for a given period #, the
sampler samples the data can be found at time kA, and the next sensor measurement is at
time (k + 1)h. Suppose that toh, t\h, t:h, - - - are the release time, then it is easily obtained
that s;h = t;;1h — t;h denote the release period of event generator in (5), where s;2 mean that
the sampling instants between the two conjoint releasing instants.

Remark 3. According to the event-triggered algorithm (5), a set of the releasing instants
{t1,tr,13,...} {0, 1,2, ---}. Learning from the research [8], it is not required that #;; > #.
The packet dropouts will not occur only when {t|, 7,1, ...} ={1,2,3,...}. f 1 = + 1,
then h + 7, > 7, two special cases about 7, = 7 and 7, < h imply the packet dropouts and
the network-induced delay, where 7 is a constant. Thus, the frequency of releasing instants
depends on the value of o and the variations of the sensor measurements.

Combine Eq. (4) in time-triggered scheme and Eq. (6) in event-triggered scheme, similar
o [17], the measurement y(¢) via hybrid-triggered scheme can be expressed as follows:

y@) =a@)yi () + (1 —a(@)y(t)
=a()Cx( — () + A —a@)[Cx —n()) + Cer(1)] (7

where «(f) € [0, 1], @ is utilized to represent the expectation of «(f), and 1012 represents the
mathematical variance of «(z).

Remark 4. To describe the stochastic switching rule between the time-triggered scheme and
the event-triggered scheme, the random variable «(f) which satisfies the Bernoulli distribution
is introduced. In (7), when a(t) =1, y(t) = Cx(t — t(t)), it is observed that the data is
transmitted via time-triggered scheme; When «a (1) =0, y(r) = Cx(t — n(t)) + Cer(t), then,
the event-triggered scheme is activated in data transmission.

The cyber attacks in this paper belong to deception attacks which aim to destroy the
stability and performance of networked system. A nonlinear function flx(r)) is utilized to
describe the deception attacks which is assumed to satisfy the following assumption:

Assumption 1. Suppose that deception attacks f(x(¢)) satisfy the following condition:

f @Dz < 11Gx(@)]l2 ®)
where G is a constant matrix representing the upper bound of the nonlinearity.

Remark 5. In order to describe the restrictive condition of nonlinear perturbation, the infor-
mation of upper bound is introduced in [36,37]. Similarly, we use matrix G to represent the
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upper bound of stochastic cyber attacks in Assumption 1, and its value depends on the actual
situation of networked attacks.

In the transmitting process, normal signals are subject to cyber attacks randomly in the
networked channel, then we use variable d(f) to represent the time-varying delay of the
aggressive signals which are delivered to the filter.

By using the similar methods in [23,33], the Bernoulli variable 6(¢) is introduced to govern
the stochastic cyber attacks, then the real input y(z) of filter can be written as

Y6 =0NCf(x(t —d@))) + (1 —6@)y@)
=0@)Cf(x(t—=d))+1=0@O)){a@®)Cx(t—1(1)+(1—a @) [Cx(t—n(1))+Cer (1)1}
€))

where d(f) € [0, dyl, 6¢) € [0, 1]. 0 is utilized to represent the expectation of 6(¢), ,o% is
utilized to represent the mathematical variance of 6(¢).

Remark 6. Bernoulli variables are used to describe the stochastic characteristic in the control
systems. In [34], the stochastic delay is described by random Bernoulli variable for NCSs.
In [35], the occurring probability of the two different sampling periods are described by
Bernoulli variable. In this paper, the random variables a(f) and 6(f) which satisfy Bernoulli
distribution are used to describe the stochastic switching changes between the two different
schemes and the stochastic cyber attacks, respectively. It is noted that the Bernoulli variables
a(f) and O(¢) are mutually independent.

According to (9), we can obtain the real input y(z) of the filter. Substitute y(r) into Eq.
(2), then the filter can be written as follows:

Xp(t) = Apxs(t) + BHO@CS (x(t —d (1)) + (1 — 0(){a(t)Cx(t — (1))
+ (1 —a@)[Cx(t —n()) + Cer ()]} (10)
zp(t) = Cpxp(t)

Define

() = [;;((tt))},zm =)~ 5 0)

Based on Eqgs. (1) and (10), the filtering error system can be described as

é(t) = Ase(t)+(1—6(t)a(t)BpHe(t—7 (1)) +Bw(t)+(1—60 (1)) (1—a(t))BrHe(t—n(1))
+ (1 =0@)(1 —a(t))Brex(t) +0(1)Byf (x(t —d(1))) (11)
() = Cre(r)

where

ar=[s alB=[sc|B= 0= 0= -c

Some important lemmas are introduced in the following:

Lemma 1 ([38]). For any vectors x, y € R", and positive definite matrix Q € R"*", the following
inequality holds:

2Ty <x"Qx +y"07 'y (12)
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Lemma 2 ([39]). Suppose t(t) €[0, Ty], d(t) €[0, dyl, n(®) €[0, nul, E1, Ez, B3, B4, Es,
Eg¢ and Q are matrices with appropriate dimensions, then

T(OE + (ty — 1) B +d()E3 + (dy —d () Es +n(©)Es + (nu —n(1))Ee + 2 <0

(13)
if and only if
B +dyB3+nuBs + Q2 <0, twEr+dyE3+nuBs+Q2 <0
wmE +dyBs+nuBEs +Q <0, w8y +duEs+nuEs+R2 <0 (14)

TME]+dME3+7’}M36+Q<O, TMEQ+dME3+T)M86+Q<0
WME +dyBs + B+ Q2 <0, TEr+dyBs+nuBe+ N2 <0

3. Main results

In this section, by using Lyapunov functional approach, the main results will be summarized
and the sufficient conditions which can guarantee the stability of networked system will be
obtained.

Theorem 1. For given positive parameters 9_, &, Ty, Mm, Ay, 0, pi (i = 1,2) and matrix G,
with hybrid-triggered communication mechanism and cyber attacks, system (11) is asymptoti-
cally stable with an H, disturbance attenuation level y, if there exist matrices P> 0, Q) >0,
Ri>0 (k=1,2,3), >0 and M, N, U, S, W, V with appropriate dimensions satisfying

[Q+T+T7T % x
921 —I x
Q3 0 -I

Q41 ()

Q(s) = Qs

*
*
*
*
* <0(s=1,---,8) (15)
*

*

* K K K K K KX

Qgg *
0 Qo |

ooooo§***
=

oooo?****
W
ooo?*****

()}
oo?******
~J

)
=
cocococoo

where

Q=

Dy —C'QC

BP
| 6B P 0
@y = PA; + AP+ Q) + Oy + O3, &3y = 6,aH" B P, 3y = 6,a,H" B} P
®33 = oC"H' QHC, &4y = 6,0/B} P, Y\ = 6,aPByH, Y, = 6,a,PB;H

r=M+U+W N-M -N -U+S -§ -W+V -V 0 0 0]

(e
S OO OO O OO K
|
YN********
~
* Xk K K X X K ¥ *

oooooo@***
W
|
OO OO % ¥ ¥ ¥ ¥

*
*
*
*
*
*
*
T
0
0

OOOOO@****
OOOl******
>

SO OO OOQ ¥ ¥

)
o)
|
D)
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Q1=[C; 00000000 0,2 =[000006&GH 000 0]

[ JTuM" ] [ /TuM™] [ /oM M
Qu) = | ymU" |,Qu(2) = | yimuUT |, Q1 3) = | JyimS" |, Qu4) = | J/imS"
Nl N | W | N
_4/‘EMNT_ _A/tMNT_ _A/TMNT_ _A/TMNT
Qu(5) = | yimU" |, Qu6) = | yinUT |, Qu (1) = | ymuS" |, Qu(®) = | /mmuS”
| VW | Va7 | N | Vv

_4/1'MPA_f A/TMTl 0 A/TMTQ 000 910[14/‘L’MPB70 a/‘L'MPB QA/TMPBf
9512 1/77MPAf ~/77MT1 0 ,/UMTQ 000 910[1,/)7MPBf ,/YIMPB QA/T]MPBJ(
\/dMPAf \/dMTl 0 \/dMTz 000 QlalvdMPBf \/dMPB deMPBf
O 91,014/‘L'MPBfH 0 —91p14/‘CMPBfH 000 —91,014/‘L'MPBf 00
Q61 = |0 9_1,01«/T)MP€,¢ 0 —91/01~/77MPBfH 000 —91,01«/77MPBf 00
_O lelx/dMPBfH 0 —Glplx/dMPBfH 000 —ledePBf 00
_0 &,024/TMPBFfH 0 &1p24/‘L'MPBfH 0O 0 O &1p24/TMPEf 0 0
Q71 =10 Olpz./T}MPBfH 0 Ollpz,/T)MPBfH 0 0 0 Ol],Oz./T]MPBf 0 0
_0 Ol,Oz«/dMPBfH 0 Ollpza/dMPBf 0 0 0 (X],Oz«/dMPBf 0 0
[0 plpz«/tMPlEfH 0 _plp2\/fMPBifH 000 _,OIPZ«/TMPlif 00
Qg1 = |0 p1o2y/quPBrH 0 —pip2y/quPBeH 0 0 0 —p1p2/nuPBy 0 0
_0 p1,02\/dMPBfH 0 —,01,02«/dMPBfH 000 —p1,02«/dMPBf 00
[0 0 0 0 0 0 0 0 0 poyuPBf
9912 0O 0 0 0 00 0 0 O pz‘/T}MPBf
(0 0 0 0 0 0 0 O O p/duPBy
0 =1-0,6,=1—a,p>=ad, p> =060, = V8, = diag{—R,, —R», —R3)
Qss = Qop = Q77 = Qg = Q9 = {—PR;'P, —PR;'P, —PR; ' P}
MTz[MTMTOOOOOOOO]NT [ONTNTOOOOOOO]
ul=[ul 00Ul 000000.5"=[0003S] ST 0000 0]
wi=[w 0000w 0000,vi=[00000V VS o0oO0O0]
Proof. Choose the following Lyapunov functional candidate as
V() =Vi@t) +Va@t) + V3(1) (16)

where

t t

Vi@t) = e (t)Pe(t)

Va(t) = / e’ (5)Q1e(s)ds + / e’ (s)Qre(s)ds + / e’ (5)Qse(s)ds

t—ty t—nm t—dy
t t t t t t
Vi(t) = / / T (W)Ré(v)dvds + / / éT (VRré(v)dvds + / f T (V)Rzeé(v)dvds
t—Ty S t—nym S t—dy s

and P> 0, Oy >0, R, >0 (k=1,2,3).
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By applying the infinitesimal operator (15) for Vi(f) (k =1,2,3) and taking expectation
on it, we can obtain

E(LVi(t)} = 2¢" (1)P[Ase(t) + 61aBrHe(t — t(t)) + 61a,BpHe(t — n(t)) + 0101B e (1)
+ Bw(t) + 0B, f(x(t —d(1)))] (17)

E{LV2 (1)} = e (1)(Q1 + Q2 + Q3)e(r) — €' (1 — ty)Qre(t — ty) — e’ (t — ) Qae(t — )
— e (t — dy)Qse(t — du) (18)

t t

E{LV;5(t)} = E{é" (1) (zuR + nuRa + duR3)é(t) }— / éT ($)R1é(s)ds — / éT (s)Ryé(s)dss

=1y t—=ny

t

- / éT (s)Rs3é(s)ds (19)
t—dy
Notice that
E{e” (t)(tmR1 + nuRa + duR3)é(t)}) = ATRA + 67 pi B] RB: + p3BL RB: + pip3 B] RB
+03f" (x(t —d())BIRByf (x(t —d (1)) (20)
where
A=Are(t) +60,aBsHe(t —T(t)) + 61aBrHe(t — (1)) + 0101 Brex (t) + Bw(t)
+0Bsf(x(t —d(t)))
By = By[He(t —t(1)) — He(t — (1)) — ex(1)]
By = BplaHe(t — T(1)) + aiHe(t — n(t)) + ajex(1)]
R = tyRy + nuR> + duRs
From the assumption in Eq.(8), we can obtain
Oe" (t —d(t))HTGTGHe(t —d(t)) — 0T (x(t —d(t)) f(x(t —d(1))) =0 (21)
Applying the free-weighting matrices method [8,40], it can be obtained that

t

26T M| et) —e(t — T(1)) — / e(s)d, | =0 (22)
1=t (1)
B t—1(t)
26T(ON | et —T(1)) — et — ) — / é(s)ds:| =0 23)

1

26T (U | e(t) —e(t —n()) — / e(s)dy | =0 (24)

t=n(r)
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1—=n(t)
267 (1)S {e(t —n@) —el —nu) — / é(s)ds:| =0

I=nm

2gT(z)W[e(t)e(td(r)) / é(s)ds]—o

t—d(t)

t—d(t)
26T (1)V |:e(t —d@)) —e(t —dy) — / é(s)dsj| =0

t—dy

where N, M, T, S, W, V are matrices with appropriate dimensions, and

oy =0 & w0)]
goy=[e"@) ft—t@) et—m) et—n@t) e —nul
G =[lt—dt) eft—dy) e @t) w'@®) flae—dmn)]
By Lemma 1, we have

1

—2eT(Hm f é(s)ds < t(t)ET (MR MTE() + / el ($)R1é(s)ds

t—1(t) t—1(1)

t—1(t) =1 ()
2T ()N f é(s)ds < (ty — T (0)ET ()NR'NTE(t) + f el (5)R1é(s)ds

=ty =ty

t t

=2t (U f é(s)ds < n)ETUR'UTE(t) + f éT (s)Raé(s)ds

t=n(t) t=n(t)

t—n(t) t—n(t)
(M / é(s)ds < (qu — n()E" (1)SR;'STE (1) + / ¢’ (s)Rpé(s)ds

t—nym I=nm

—2eT (W / é(s)ds <dET(O)WRT'WTE () + / e (s)Rszé(s)ds
t—d(t) 1—d(t)
t—d(t) t—d(t)

—2eT 1)V / é(s)ds < (dy —d)ET(O)VRT'VTE®) + / e (s)Rszé(s)ds

t—dy t—du

8499

(25)

(26)

27)

(28)

(29)

(30)

€29

(32)

(33)
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Considering the condition of event-triggered scheme (5), we can obtain that
oel (t —n(t))CTHT QHCe(t — n(t)) — e} (t)CTQCe;(t) > 0 (34)

By applying free-weighting matrices method and reciprocally convex approach, combining
Egs. (16)—(34), we can obtain that

E{LV (1) + 27 (0)Z() — y*w! ()w(1)}
<ETOIQ +T+T7T —QF Q) — QF PQ3; + QF, Q5551 + Q4 Qe6Q61 + Q3277971
+QF Qa5 Q1 + Q2 Qo901 + TEOMR'MT + (v — T(t))NRI'NT + n()UR;'UT
+(r — n()SR'ST +d(OWRT'WT + (dy — d())VR;'VTIE() (35)

Similar to [13.41], by using Schur complement and Lemma 2, we can obtain that (15) can
guarantee E{L(V (¢)) + z' (t)Z(t) — y*w! (t)w(t)} < 0. The proof is completed. [J

Based on Theorem 1, the sufficient conditions have been obtained which can guarantee
the stability of system. In order to solve the nonlinear terms in Theorem 1, LMI techniques
are used to compute the parameters of the desired filter in the following:

Theorem 2. For given positive parameters vy, 0, & Tu, nm, dy, o, p; (i=1,2) and €,
matrix G, system (11) is asymptotically stable with hybrid-triggered scheme and stochastic
cyber attacks, zfthere exist matrices P1 >0, Py > 0, Qk >0, R >0 k=1,2,3), >0, Af,
B ’s C 't M, N, U, S, W,V are matrices with appropriate dimensions, such that the following
LMIs hold:

[Q +T+T7T % % % % * * * % |
Qo1 -1 * = * * * * *
Q31 0 —I =x * * * * *
S~241 (s) 0 0 Q44 * * * * *
Q(s) = Qs 0 0 0 55 x * * * | <0s=1,---,8)
Q1 0 0 O 0 Q¢ * * *
Q) 00 0 0 0 Q5 % =«
Qs 0 0 0 0 0 0 S =
L Qo 00 0 0 0 0 0 ]
(36)
P — 133 >0 (37)

where

S =Y+ + 0+ 02+ 05, Y31 = [CTé; CTB;], Yar = [B"P B"P]

PA A CTBT CTBT oCTQC 01 ~ [P p
I/f11=|:—1 Af:|,1/f21=|: Of :|1/f44—[ 0 0:|,P=[—1 _g:|

r=M+U0+W N-M -N -U+S§S -§ -W+V -V 0 0 0
Qu=[¢ss 0 0 0 0 0 0 0 0 O],ysi=[L —Cf]
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Qi (1)

Qu(5) =
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011921
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011731
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Vo
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VW ]
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S O O O O O O O O ¥

Qi (2) =

,Q41(6) =

8501

k k k k k k k

k k k k k k k

*k * * *k * * *

Yag k% % * * *

0 -0, x * * * *

0 0 0 * * * *

0 0 0 -0 * * *

0 0 0 0 —CcTqQc * *

0 0 0 0 0 2 %

0 0 0 0 0 0  —6I]
9_2G 0 0 0 O], Q44 = diag{—ﬁl, —Iéz, —Rg,}

/M ] /M ] [ JtuM”

SO [, Qa3 = | JimST |, Qu @) = | JomS"

| Vdy VT ] | VAW | | Ay VT

JTNT ] [ TN ] [ /TN

V0T |, Qu (D) = | ST |, Qa®) = | /nuST

e | VAW | Vdu VT

§255 = Q66 = S~277 = Qgg = S~299 = { — Zélﬁ + 612151, —262]3 + 622R52, —2€3f~’ + €§R3}

Qs1

[tV 016yl 0 0@ /Tyl 00 0 010 /Tl VTVl 0wl
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=0 Gipy/auvl;, 0 —Gior/nuyd, 0 0 0 —OipJ/umyd, 0 0
10 Oip1v/ dMlﬁle 0 —0i1p1v dMWle 0 0 0 —bipv deﬂ 0 0
[0 appy/m¥s, O aipoyTu¥l, 0 0 0 apoy/muyd;, 0 O
=10 apy/m¥y O @o/inyy 0 0 0 &Goy/muPyy; 0 0
0 apVayyl, 0 apVduyl 0 0 0 apdyvl 0 0
[0 pioay/u¥d, 0 —pipayau¥d, 0 0 0 —pipo/uyd, 0 O
=10 opon¥y, 0 —pio2/im¥y, 0 0 0 —pipo/muy; 0 0
0 pipVduy], 0 —pippNduyl, 0 0 0 —pipav/dudy, 0 0
[0 0 0 0 0 0 0 0 0 poyTm¥l,
={0 00 0 0 0 0 0 0 p/iImVh
_O o 0 0 0 0 0 0 O pzx/dMllfélTl
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Moreover, if the above conditions are feasible, the parameter matrices of the filter are given
by

Af = AAfP;]
B = By (38)
Cr=CyPy!

Proof. Due to
Ry — . 'P)R;' (R — ¢,'P) > 0, (k=1,2,3)
we have
—PR'P < —2¢/P + ¢l Ry
Substitute —PRk_lP with —2¢,P + e,ka into Eq. (15), we obtain Eq. (39) above.

Qu+T+T7 % % % * * * * % ]
5221 -1 x * * * * * *
5231 0 —-I =% * * * * *
fZ41 (s) 0 O ~44 * * * * *

Q(S)Z Qs 0 0 0 s = * * * | <0 (s=1,---,8)

Qe 0 0 0 0 6 * *
Q7 0 0 0 0 0 Qp *x =*
Q1 0 0 0 0 0 0 g *

L Qg 00 0 0 0 0 0 oo

A

Qss = Qs = Q77 = Qg = Qoo = {26/ P + €2R|, —26,P + €3Ry, —2€3P + €2R3) (39)
Since P; > 0, there exist P, and P3 >0 satisfying Py = PZT Py p,.

Define
P Pl I 0 .
P = 2|, J = |, x =diagJ,---,J, 1,--- 1,J,---,J
[Pz P3:| [o PIP; 1} X s SL LT )
7 5 18
By Schur complement, P>0 is equivalent to P; - P;>0. Multiplying Eq.

(39) by x from the left side and its transpose from the right side, and defin-
ing P=JPJT = [g‘ 23], O =JOJT, Re=JRJ"(k=1,2,3), My, =JIM,J",

3 3
Nip = INJ", Uz = JURIT, Sy4 = JSud T, Wos = IWisJ T, Vig = Vel T, (1 = 1,250, =
2,3;vs=1,4;v4 =4,5;vs = 1,6; vg = 6,7), then, we can derive Eqgs. (36) and (37). Define
variables

Af‘ = Af]%,zif = PzTAfP{T

B =P]B; (40)

éf = éfﬁ3, éf = CfP{T

Based on the descriptions above, similar to the analysis of [42], the filter parameters (A,

By, Cp) can be expressed by (P, TA Py, P; T By, C¢Py), the filter model (2) can be written as

{Xf (t) = Py TAgPoxs (1) + Py T By5(t)

. (41)
Zf(l) = CszXf(l)
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Define x(1) = Pszf (t), Eq.(41) can be written as follows.

{)ef(t) = A1) + Bf(t)

X 42
2 (1) = CR(t) “42)

That is why (Af, By, Cy) can be chosen as the filter parameters. This completes the
proof. O

According to Theorem 2, the H., filtering parameters are obtained in an explicit form
when the designed filter is under the hybrid-triggered scheme. To make the main results
more abundant and more substantial, two corollaries are given to describe the time-triggered
filtering error system and event-triggered filtering error system, respectively. Thus, the filtering
parameters are expressed precisely.

Corollary 1. For given positive parameters y, 0, Ty, dy, o, p> and €, matrix G, system is
asymptotically stable with time-triggered scheme and stochastic cyber attacks, if there_exist
matrices P; >0, Py > 0, Qk > 0, Rk >0 (k=1,2), >0, Af, Bf, Cf, , N W V are
matrices with appropriate dimensions, such that the following LMIs hold:

En+0+07T « * * *
o1 -1 * *
B3 0o -I * ¥ | <0,(s=1,2,3,4) 43)
841 (s) 0 0 Eu *
Es1 0 0 0 Es5
P —Py>0 (44)
where
(Vu+v[+0+0 x  x x % * * ]
91 WZI 0 k k k %
0 0 -0, = * * *
B = 0 0 0 0 * * *
0 0 0 0 -0 s *
Y 0 0 0 0 —y2 *
B OYra 0O 0 0 O 0 —01 |

®@=[M+W N-M -N -W+V -V 0 0]
Ex=[¥si 0 0 0 0 0 0],Ei=[0 0 0 6G 0 0 0]
~ i T
En(D) = |V | 842 = B (3) = ol En@ = \
41( ) _\/d_[vﬂ}VT:| 41( ) |:\/_VT:| 41( ) [mwr} 41( ) |:\/d_VT
[Vanyn O/l 0 0 0 v, 0V,
g = Vdyy  Odyyl 0 0 0 Vduyyl  0Jduvi,
0 pa/¥s, 0 0 0 0 P2V,
0 paNdyyd, 0 0 0 0 NI
B4 = diag{— Rl, —Rz}, Ess = {— 26115 + €1R1, —262P + 62R2, —261P
+€2R), —26,P 4 €2R5)
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Besides, the parameters matrices of the filter under the time-triggered scheme are obtained
if the conditions above are hold.

A _AfIS71
By = Bf (45)
Cr=CrPy!

Corollary 1 has discussed the filtering error system which is under the time-triggered
scheme. In Corollary 2, the case of event-triggered scheme is described meticulously and the
filtering parameters are expressed accurately.

Corollary 2. For given positive parameters y, 0, 0y, dy, o, pa and €, matrix G, system is
asymptotically stable with event-triggered scheme and stochastic cyber attacks, if there_exist
matrices Py >0, P3 > 0, Qk > 0, Rk >0 (k=2,3), >0, Af, Bf, Cf, , S, W, V are
matrices with appropriate dimensions, such that the following LMIs hold:

En +_® +07  « * * *
Ea1 o * *
_Ea 0 -1 = x | <0,(s=1,2,3,4) (46)
E‘ll (S) 0 0 E44 _>I<
Es1 0 0 0 ss
P —Py>0 47)
where
_1ﬂ11+1ﬁ1T1+Q2+Q3 * * * * * * x|
01921 Vg * * * * * *
0 0 -0, =x * * * *
= 0 0 0 0 * * * *
s 0 0 0 0 -0 * * *
01931 0 0o 0 0 -=cr'ac * *
/7 0 0 0 0 0 —]/21 *
i 031 o 0 0 0 0 0 —0I|
O=[0+W -U+S -§ -W+V -V 0 0 0
Ex=[¥ss 0 0 0 0 0 0 O0,E;=[0 0 0 6G 0 0 0 0

_ _ 7T _ oT
Ea(l) = ﬁ%r] En(2) = [*/\/leg ] En() = [ﬁ; } En) = [%ﬁr}
«/W_Mwll 9:1«/77_MW21 0 0 0 '9:1«/77_MW3| «/77_M¢4T1 ‘9:\/77_MW3TI
S, — Yy 0/dyyl, 00 0 6Vdyyl Vauyl  0Vduyl
: 0 oV 0 0 0 pomvl 0 Pa STV,
0 oAy, 0 0 0 poJduyly 0 pa/ A,

é44 = diag{— Rz, —Rz}, u55 ={—26P + €2R2, —263P + 63R3, —262P
+€2R2, —2€3P + €3R3}
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Fig. 2. The cyber attacks fix(#)) in Example 1 and Example 3.

The parameter matrices of the filter under the event-triggered scheme are given as follows:

Ap=AsP;
By =B, (48)
Cy=CyPy!

Remark 7. In this section, two corollaries are added to make a comparison with Theo-
rem 2 which presents the accurate expressions of filtering parameters under the case of hybrid-
triggered scheme. By comparing with the reference [34] which investigates the problem of H,
filtering for systems with time-varying delay, Corollary | describes that the H, filter design
with stochastic cyber attacks is feasible when the system is under the time-triggered scheme. In
[43], the event-based H, filtering for networked systems with communication delay is inves-
tigated. Compared with the reference [43], an extension is made in Corollary 2 which shows
the algorithm of designed event-triggered H, filter with stochastic cyber attacks. Moreover,
in the simulation section, three examples are given to demonstrate the effectiveness of the
designed H,, filter with stochastic cyber attacks under hybrid-triggered scheme, time-triggered
scheme and event-triggered scheme, respectively.

4. Simulation examples

In this section, three examples are given to demonstrate the effectiveness of the designed
filter.

Example 1. Consider the system (1) with the following matrix parameters.

91 0 | I, 5<r=<10
Az[ 0 _2},B= [_0_2},C= [0.80.6],L =[-0.2 03], w(t) = (;1, llssegtgzo

The function of cyber attacks f{x(¢)) which is shown in Fig. 2 is supposed as f(x(t)) =

|: —tanh(0.1x,(t))

—tanh(0.01x, (t)):|' According to Assumption 1, the upper bound G = diag{0.01, 0.1} can
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Fig. 3. Response of Z(t) in Example 1.
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Fig. 4. The event-triggered instants and intervals in Example 1.

be derived, it can be verified easily that the upper bound confirm to the restrictive condition
of nonlinear stochastic cyber attacks (8).

Set the sampling period & = 0.3, networked-induced delays t); = 0.2, dyy = 0.2, 5y = 0.1
and y =6.7. Let 9=0.1, @ =05 and o = 0.8, then, the H, filter is under the hybrid-
triggered scheme and stochastic cyber attacks. With the initial condition x(0) = [1 —I]T,

xp(0) =[0.8 —0.8]T, by using Eq. (38) in Theorem 2, we can derive the filtering parameters
as follows:

—2.1992  0.1169 —1.4374
Af = , Dy =

—0.5097 —1.5204 0.6644]’Cf = (00024 =0.0005]

Fig. 3 shows the response of z(¢#) when the designed filter is under the hybrid-triggered
scheme (9). The diagram of event-triggered release instants and intervals is shown in Fig. 4,
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Fig. 5. Bernoulli distribution of «(#) in Example 1.

and Fig. 5 presents the Bernoulli distribution of variable «(f). According to the figures above,
it is easy to know that the designed H, filter for networked systems with event-triggered
communication mechanism and stochastic cyber attacks is feasible.

Example 2. Consider a mechanical example borrowed from [34], x; and x, are the positions
of masses m; and my, respectively, and k; and k, are the spring constants. ¢ denotes viscous
friction coefficient between the massed and the horizontal surface. The parameters of this
system (1) are given as follows.

0 0 1 0 0
0 0 0 1 0
a=| btk kol po| 1 |.c=p1 00 olL=[010 0]
kml mk] mg m_l
22 ey X 0
my nmy ny

where m; = 1, my = 05, k] = k2 = 1, c=0.5.

This example discusses the case when the designed Hy, filtering system is under
the time-triggered scheme and cyber attacks. Suppose that f7 (x(¢)) = [—tanh” (x,(t)) —
tanh” (0.05x,(t)) — tanh” (x4(t)) —tanh” (0.1xy(t) + 0.1x3(¢) + 0.1x4(¢))]”, then, by ap-

0 1 0 0
plying Assumption 1, the upper bound G = 0'(())5 8 g (1) which satisfies the
0 0.1 0.1 0.1
inequality (8) can be obtained. As is shown in Fig. 6, it indicates the diagram of cyber
attacks.

Choose h = 0.01 as sampling period and w(f) is assumed to be the same in Example 1.
Set the probability of cyber attacks 6 = 0.1, disturbance attenuation level y = 1, time delay
ty = 0.1, dy = 0.1. Set the initial condition x(0) = [1; 1; —=1; —1], x,(0) = [1; I; —1; —1].
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Fig. 7. Response of z(t) in Example 2.

Based on the Eq. (45) in Corollary 1, we can derive the filtering parameters as follows:

—0.3029  0.1825 2.5359 —1.6726 —1.7394
A — 0.2703  —-0.7889 —1.5524  2.2522 | 0.0979
F=1-0.7796 —0.0019 —1.3047 0.1534 |~/ ~ | 0.2549
0.1257  —-0.9524 —-0.6249  0.4390 —0.4362

C;=[-0.0443 —0.3874 0.0819 0.1254]

Fig. 7 represents the response of Z(t) when the designed filter is under the time-triggered
scheme, which illustrates the effectiveness of the designed filter with stochastic cyber attacks.

Example 3. Consider that the designed filter is under the event-triggered scheme, the system
parameters and the function of cyber attacks are supposed to be the same in Example 1.
Set sampling period 7 = 0.5, 8 = 0.1, y =5 and the triggered factor o = 0.2, time delay
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ny = 0.1, dy = 0.1. By applying Eq. (48) in Corollary 2, the parameters of the designed
filter are obtained as follows:

A _ [ 60963 08104] , _ [-0.8326
F=1-16.1440 1.1743 "7/ ~ | 8.4596

i|, Cr= [0.0034 —0.0007]

Under the event-triggered scheme, Fig. 8 depicts the response of zZ(¢) in Eq.(11) and Fig. 9
represents the event-triggered released instants and intervals. According to Fig. 8, one can
see that the designed H,, filtering with event-triggered scheme and stochastic cyber attacks
is useful.
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5. Conclusion

This paper is devoted to the investigation of the hybrid-triggered H, filtering problem
for networked systems under stochastic cyber attacks. In order to alleviate the burden of the
network, a hybrid-triggered scheme is introduced, in which the switching rule between the
time-triggered scheme and the event-triggered scheme is described by Bernoulli variable. By
taking the hybrid-triggered scheme and the effects of stochastic cyber attacks into consider-
ation, a mathematical H, filtering model has been constructed for networked systems. By
applying Lyapunov stability theory and the LMI techniques, sufficient conditions for the sta-
bility of filtering error system have been developed. In addition, the parameters of designed
H, filter are obtained in an explicit form. Illustrative examples are given to demonstrate the
usefulness of desired filter under hybrid-triggered scheme and cyber attacks.
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