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a b s t r a c t 

This paper investigates the problem of H ∞ 

filter design for neural networks with hybrid 

triggered scheme and deception attacks. In order to make full use of the limited network 

resources, a hybrid triggered scheme is introduced, in which the switching between the 

time triggered scheme and the event triggered scheme obeys Bernoulli distribution. By 

considering the effect of hybrid triggered scheme and deception attacks, a mathematical 

model of H ∞ 

filtering error system is constructed. The sufficient conditions that can en- 

sure the stability of filtering error system are given by using Lyapunov stability theory and 

linear matrix inequality (LMI) techniques. Moreover, the explicit expressions are provided 

for the designed filter parameters that is in terms of LMIs. Finally, a numerical example is 

employed to illustrate the design method. 
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1. Introduction 

Nowadays, neural networks have been triumphantly applied in many areas such as image processing, associative storage,

signal optimization, large volume of high speed data processing. Over the last decades, rapidly increasing attention has been

paid to the research of neural networks, and a great number of achievements have been obtained by researchers [1–5] . Due

to the certain theory meaning and application value of filter design for neural networks, the research on filter design for

delayed neural networks has attracted extensive attention in recent years [6–9] . In [7] , the authors investigate the resilient

finite-time filtering problem for discrete-time uncertain Markov jump neural networks with packet dropouts. The authors

in [8] investigate the robust H ∞ 

filtering problem for neural delay differential systems with parametric uncertainties. In

literature [9] , the authors are concerned with H ∞ 

filter design for a class of neural network systems with event-triggered

communication scheme and quantization. 

During the past few decades, time triggered scheme (periodic sampling) that is applied for the sensor sampling in the

analysis and design of control systems has been widely studied by lots of researchers [10,11] . For example, a model of net-

worked control systems is constructed by taking the effects of network-induced delay and data dropout into consideration in

[11] . Based on the constructed model of networked control systems above, the design of robust H ∞ 

controllers for uncertain

networked control systems is investigated in [11] . However, if all sampling data is delivered via the network, it will result in

plenty of waste for the limited network resources. To avoid the drawbacks of periodic sampling, many researchers propose
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Fig. 1. The structure of hybrid-driven-based H ∞ filter for neural networks subject to deception attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

event triggered schemes to reduce the burden of network and enhance the efficiency of transmission. For example, a new

event triggered scheme is proposed in [12] to investigate the problem of event-triggered controller design for networked

control systems. The basic idea of event triggered scheme in [12] is that whether the pre-designed condition is violated or

not can be the key rule of transmission for newly sampling data, in other words, it only be delivered when newly sampling

data violates the pre-designed conditions. Based on the research achievement in [12] , large numbers of researchers have

arisen interest in the investigation of event triggered scheme and obtained fruitful achievements [13–16] . For instance, the

authors in [13] investigate the problem of event-triggered state estimation for complex network systems with quantization.

A decentralized event triggering communication scheme for large-scale systems is investigated in [14] under network envi-

ronments. The authors of [15] are devoted to the design of H ∞ 

event-triggered filter for a class of T-S fuzzy systems. Drawing

lessons from existing researches on the event-triggered scheme in [12] , the authors in [17] propose a new hybrid triggered

scheme, in which the stochastic switching between the time triggered scheme and event triggered scheme is described by

a variable obeying Bernoulli distribution. On the basis of hybrid triggered scheme in [17] , the problem of reliable control for

hybrid-driven T-S fuzzy systems with actuator faults and probabilistic nonlinear perturbations is investigated in [18] . In this

paper, inspired by the proposed hybrid triggered scheme in [17] , an H ∞ 

filter design is investigated with hybrid triggered

scheme and deception attacks. 

Cyber attacks are aggressive behaviors aiming at destroying communication systems, real sampling data, networked in-

frastructures and devices. As is described in [19] , Denial of Service attacks, replay attacks and deception attacks are three

categories of cyber attacks. One of the most important attack modes on the safety of network is the deception attacks that

include an incorrect sensor measurement or a mistaken identity of the receiving equipment. In view of the significance of

network security, the risks of deception attacks should not be ignored any more with the fast development of network. On

the basis of the deception attacks mentioned above, more and more researchers are devoting to the exploration of decep-

tion attacks [19–21] . For example, the attack scheduling problem for a class of stochastic linear systems with χ2 detectors

is studied in [19] . The authors investigate the distributed recursive filtering problem for a class of discrete time-delayed

stochastic systems subject to both uniform quantization and deception attack effects on the measurement outputs in [20] . A

novel event based distributed estimator is proposed in [21] to defend against the false injection attack. Based on the decep-

tion attacks proposed in [19] , this paper is concerned with hybrid-driven-based H ∞ 

filter design for neural networks subject

to deception attacks. 

Motivated by the observations above, this paper addresses the issue of H ∞ 

filter design for neural networks with hybrid-

triggered scheme and deception attacks. The hybrid triggered scheme that consists of time triggered scheme and event

triggered scheme is introduced to reduce the pressure of network bandwidth. A mathematical model of H ∞ 

filtering error

system is constructed by taking the effect of hybrid triggered scheme and deception attacks into consideration. Sufficient

conditions that can guarantee the stability of filtering error system for neural networks are obtained by using Lyapunov

stability theory and LMI techniques. Moreover, the parameters of the filter are obtained in explicit expression. A simulation

example is provided to show the usefulness of the proposed method. 

This paper is organized as follows. In Section 2 , a filtering error system is considered for the neural networks with hybrid

triggered scheme and deception attacks. Section 3 gives sufficient conditions which can guarantee the stability of filtering

error system for neural networks. A numerical example is given in Section 4 to show the usefulness of the proposed method.

The conclusion is drawn in the final part. 

Notation: R n and R n × m deno te the n-dimensional Euclidean space, and the set of n × m real matrices; Matrix X > 0, for

X ∈ R n × n means that the matrix X is real symmetric positive definite. I is the identity matrix of appropriate dimension. In

addition, T stands for the transpose of matrix. For a matrix B and two symmetric matrices A and C , [ A ∗
B C 

] denotes a symmetric

matrix, where ∗ denotes the entries implied by symmetry. 

2. System description 

In this paper, a hybrid-driven-based H ∞ 

filter design for neural networks subject to deception attacks is investigated.

As is shown in Fig. 1 , supposing that the sampling data is transmitted in a non-ideal networked environment, the hybrid

triggered scheme is introduced to reduce the pressure of network bandwidth. The neural networks with n neurons is given
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as follows: ⎧ ⎨ 

⎩ 

˙ x (t) = −Ax (t) + W 0 g(x (t)) + W 1 g(x (t − φ(t))) + A ω ω(t) 

y (t) = Cx (t) 

z(t) = Lx (t) 

(1) 

where x (t) = [ x 1 , x 2 , . . . , x n ] 
T ∈ R n is the state vector of neural networks. A = diag{ a 1 , a 2 , . . . , a n } is a diagonal matrix with

positive entries a i > 0. W 0 and W 1 are the connection weight matrix and the delayed connection weight matrix, respec-

tively. g(x (t)) = [ g 1 (x 1 (t)) , g 2 (x 2 (t)) , . . . , g n (x n (t))] T denotes the neuron activation function, and φ( t ) denotes the time-

varying bounded state delay taking values on the interval [ φm 

, φM 

], where φm 

and φM 

are the lower and upper bounds

of φ( t ). ω( t ) ∈ L 2 [0, ∞ ) is the external disturbance. A ω , C , and L are the parameter matrices with appropriate dimension.

y (t) = [ y 1 , y 2 , . . . , y r ] 
T ∈ R r is the measurement output. z(t) = [ z 1 , z 2 , . . . , z p ] 

T ∈ R p are the output vector. 

The purpose of this paper is to design the following filter system (2): {
˙ x f (t) = A f x f (t) + B f ̂  y (t) 

z f (t) = C f x f (t) 
(2) 

where x f ( t ) ∈ R n is the state estimation of x ( t ). z f ( t ) ∈ R n is the output of the filter representing a estimation of z ( t ); A f ∈ R n × n ,

B f ∈ R n × m , C f ∈ R p × n are the filter parameter matrices to be determined. ˆ y (t) is the real input of the filter. 

In this paper, the problem of hybrid-driven-based H ∞ 

filter design for system (1) is investigated. As is shown in Fig. 1 ,

the hybrid triggered scheme which consists of time triggered scheme and event triggered scheme is firstly adopted in neural

networks. The detailed discussion about the two triggered scheme is given in Case A and Case B , respectively. 

Case A : As is shown in Fig. 1 , when the selecting switch in the hybrid triggered scheme turns to “time triggered scheme”,

the H ∞ 

filter design for neural networks becomes the classical networked H ∞ 

filter design for neural networks. Then, uti-

lizing methods in [17,22] , the input signal y 1 ( t ) of the filter transmitted through the network channel can be described

as: 

y 1 (t) = Cx (t k h ) , t ∈ [ t k h + τt k , t k +1 h + τt k +1 
) (3) 

where h is the sampling period, t k h is the instants when the sampling data arrives at the filter, τt k 
is the network-induced

delay. By using the method in [23,24] , define the network allowable equivalent delay τ (t) = t − t k h, Eq. (3) can be rewritten

as follows: 

y 1 (t) = Cx (t − τ (t)) (4) 

where τ ( t ) ∈ [0, τM 

], τM 

is the upper bound of τ ( t ). 

As is well known, the time triggered scheme is widely used along with the transmitting of large repetitive signals, which

leads to the waste of network resources. In order to reduce the waste of network resources and improve the system per-

formance, the event triggered scheme is introduced to decide whether the newly sampling data should be transmitted or

not. 

Case B : As is shown in Fig. 1 , when the selecting switch in the hybrid triggered scheme turns to ”event triggered

scheme”, the H ∞ 

filter design for neural networks becomes the event triggered H ∞ 

filter design for neural networks. The

event generator function can be defined as the following judgement algorithm, which is the same as [25] : 

[ y (((k + j) h )) − y (kh )] T �[ y (((k + j) h ) − y (kh )] ≤ σy T ((k + j) h )�y ((k + j) h ) (5) 

where � is a symmetric positive define matrix, j = 1 , 2 , . . . , σ ∈ [0, 1), y ((k + j) h ) is the current sampling data and y ( kh ) is

the latest one. The sampling data y ((k + j) h ) that satisfies the pre-design condition (5) will not be delivered, only the one

that violates the pre-design condition in (5) will be transmitted. 

Remark 1. According to the event triggered algorithm (5), it is evident that the sampling data is sampled at instant kh by

sampler with a given period h , and the next sampling data is sampled at instant (k + 1) h . Suppose that the release times are

t 0 h , t 1 h , t 2 h , ���, it is easily deduced that νi h = t i +1 h − t i h denotes the released period, where ν i h represents the sampling

interval between the two conjoint transmitted instants. In accordance with the event triggered algorithm (5), the set of the

release instants { t 0 h, t 1 h, t 2 h, . . . } ⊆ { 0 , 1 , 2 , . . . } . The amount of { t 0 h, t 1 h, t 2 h, . . . } depends on the value of σ and the variation

of sampling data. 

Similar to [26] , the interval [ t k h + τt k 
, t k +1 h + τt k +1 

) is divided into several subintervals like subsets 	 = 

⋃ ∞ 

j=1 [ t k h + jh +
ηt+ j , t k h + jh + h + ηt+ j+1 ) , j = { 1 , 2 , . . . , t k +1 − t k − 1 } . Define η(t) = t − t k h − jh, 0 ≤ τt k 

≤ η(t) ≤ h + ηt k + j+1 
� ηM 

, e k (t) =
x (t k h ) − x (t k h + jh ) . With the event triggered scheme, the input signal of the filter y 2 ( t ) can be written as: 

y 2 (t) = Cx (t − η(t)) + Ce k (t) (6) 

Combine Case A and Case B , utilizing the methods in [17] , the hybrid triggered scheme is introduced to reduce the pres-

sure of network bandwidth. The stochastic switching between the time triggered scheme and the event triggered scheme is

described by a random variable which obeys the Bernoulli distribution. The input signal ˜ y (t) of the filter via the network

channel can be expressed as follows: 
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˜ y (t) = α(t) y 1 (t) + (1 − α(t )) y 2 (t ) 

= α(t) Cx (t − τ (t)) + (1 − α(t)) [ Cx (t − η(t)) + Ce k (t) ] (7)

where α( t ) ∈ [0, 1], α( t ) has the following statistical properties. 

E { α(t) } = ᾱ, E { (α(t) − ᾱ) 2 } = ᾱ(1 − ᾱ) = γ 2 
1 

ᾱ represents the expectation of α( t ), γ 2 
1 

is utilized to represent the mathematical variance of α( t ). 

Remark 2. Different from the communication strategies in the existing publications, the hybrid triggered scheme in this

paper is based on a switching between the time triggered scheme and the event triggered scheme. α(t) = 1 means the time

triggered scheme is activated. α(t) = 0 means the event triggered scheme is activated. 

As is shown in Fig. 1 , the transmitting data is susceptible to aggressive signals. In this paper, the H ∞ 

filter design with

hybrid triggered scheme is investigated by taking the effect of deception attacks into consideration. The aggressive signals

combined with real sampling data are transmitted to the filter after the deception attacks launched. It is assumed that the

time-varying delay of aggressive signals can be described by variable d ( t ) and deception attacks f (x (t − d(t))) meet the

following criterion: 

|| f (x (t − d(t))) || 2 ≤ || Gx (t − d(t)) || 2 (8)

where G is a constant matrix representing the upper bound of the nonlinearity. 

Remark 3. The upper bounds information of the nonlinearity is introduced in [27,28] to describe the inhibiting condition

of nonlinear disturbance. Analogously, in this paper, matrix G is used to represent the upper bound of deception attacks

mentioned above, and its value depends on the practical state of deception attacks. 

Taking the hybrid triggered scheme (7) and the deception attack (8) into consideration, the real input ˆ y (t) of filter can

be written as: 

ˆ y (t) = (1 − θ (t )) ̃  y (t ) + θ (t) C f (x (t − d(t))) 

= (1 − θ (t )) α(t ) Cx (t − τ (t )) + (1 − θ (t))(1 − α(t)) [ Cx (t − η(t)) + Ce k (t) ] + θ (t) C f (x (t − d(t))) (9)

where d ( t ) ∈ [0, d M 

], θ ( t ) ∈ [0, 1], θ ( t ) is used to describe the occurring probability of deception attacks. 

It is assumed that Bernoulli variables α( t ) and θ ( t ) are independent of each other. θ ( t ) have the following statistical

properties. 

E { θ (t) } = θ̄ , E { (θ (t) − θ̄ ) 2 } = θ̄ (1 − θ̄ ) = γ 2 
2 

where θ̄ represents the expectation of θ ( t ), γ 2 
2 

is utilized to represent the mathematical variance of θ ( t ). 

Remark 4. In this paper, θ ( t ) obeying Bernoulli distribution is utilized to depict the randomly occurring cyber attacks.

When θ (t) = 1 , the real input of the filter in (9) is ˆ y (t) = C f (x (t − d(t))) , which means that the real signal is replaced

by the deception attacks. When θ (t) = 0 , the real input of the filter can be expressed as ˆ y (t) = α(t ) Cx (t − τ (t )) + (1 −
α(t)) [ Cx (t − η(t)) + Ce k (t) ] according to (9) , which means that the data is delivered in the network without deception at-

tacks. 

Remark 5. In [29,30] , the missing measurements are described by a binary switching sequence satisfying Bernoulli distribu-

tion. In this paper, the stochastic switching between the two different triggered schemes is described by a variable satisfying

Bernoulli distribution. The occurring probability of the stochastic cyber-attacks is also described by Bernoulli variables. 

Combine (9) and (2), the filter system can be written as follows: ⎧ ⎨ 

⎩ 

˙ x f (t) = A f x f (t) + B f θ (t) C f (x (t − d(t))) + B f (1 − θ (t )) α(t ) Cx (t − τ (t )) 

+ B f (1 − θ (t))(1 − α(t)) Cx (t − η(t)) + B f (1 − θ (t))(1 − α(t )) Ce k (t ) 

z f (t) = C f x f (t) 

(10)

By setting e (t) = [ x T (t) x T 
f 
(t)] T , ˜ z (t) = z(t) − z f (t) , the following augmented system can be obtained from (1) and (10) :⎧ ⎨ 

⎩ 

˙ e (t) = Ā f e (t) + W̄ 0 g(x (t)) + W̄ 1 g(x (t − φ(t))) + (1 − θ (t )) α(t ) ̄B f He (t − τ (t )) + Ā ω ω(t) 

+ (1 − θ (t))(1 − α(t)) ̄B f He (t − η(t)) + (1 − θ (t))(1 − α(t )) ̄B f e k (t ) + θ (t) ̄B f f (x (t − d(t))) 

˜ z (t) = C̄ f e (t) 

(11)

where 

Ā f = 

[
−A 0 

0 A f 

]
, B̄ f = 

[
0 

B f C 

]
, W̄ 0 = 

[
W 0 

0 

]
, W̄ 1 = 

[
W 1 

0 

]
, Ā ω = 

[
A ω 

0 

]
, H 

T = 

[
I 
0 

]
, C̄ T f = 

[
L 

−C f 

]
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Definition 1 [31] . For given function V : C b 
F 0 

([ −τM 

, 0] , R n ) × S, its infinitesimal operator L is defined as: 

L (V η(t) ) = lim 

�→ 0+ 
1 

� 

[ E (V (ηt + � ) | ηt ) − V ( ηt )] (12) 

Assumption 1 [32] . The neural activation function satisfies one of the following conditions, and U 1 , U 2 are real constant

matrices and satisfy U 2 − U 1 ≥ 0 : 

[ g(x ) − U 1 x ] 
T [ g(x ) − U 2 x ] ≤ 0 (13) 

Lemma 1 [33,34] . For the given instant τ 1 and matrix R > 0, the following inequalities are established: 

−τ1 

∫ t 

t−τ1 

˙ x T (s ) R ̇

 x (s ) ≤
[

x (t) 
x (t − τ1 ) 

]T [−R R 

R −R 

][
x (t) 

x (t − τ1 ) 

]
(14) 

Lemma 2 [35] . For any vector x , y ∈ R n and matrix Q ∈ R n × n with appropriate dimensions, the following inequality is estab-

lished: 

2 x T y ≤ x T Qx + y T Q 

−1 y (15) 

Lemma 3 [36] . Supposed τ ( t ) ∈ [0, τM 

], φ( t ) ∈ [ φm 

, φM 

], η( t ) ∈ [0, ηM 

], d ( t ) ∈ [0, d M 

], �i (i = 1 , . . . , 8) are matrices with ap-

propriate dimensions, the inequality (φ(t) − φm 

)�1 + (φM 

− φ(t))�2 + τ (t)�3 + (τM 

− τ (t))�4 + η(t)�5 + (ηM 

− η(t))�6 + 

d(t)�7 + (d M 

− d(t))�8 + � < 0 is established, if and only if the following inequalities are established: ⎧ ⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎨ 

⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎩ 

(φM 

− φm 

)�2 + τM 

�4 + ηM 

�6 + d M 

�8 + � < 0 , (φM 

− φm 

)�2 + τM 

�4 + ηM 

�6 + d M 

�7 + � < 0 

(φM 

− φm 

)�2 + τM 

�4 + ηM 

�5 + d M 

�8 + � < 0 , (φM 

− φm 

)�2 + τM 

�4 + ηM 

�5 + d M 

�7 + � < 0 

(φM 

− φm 

)�2 + τM 

�3 + ηM 

�6 + d M 

�8 + � < 0 , (φM 

− φm 

)�2 + τM 

�3 + ηM 

�6 + d M 

�7 + � < 0 

(φM 

− φm 

)�2 + τM 

�3 + ηM 

�5 + d M 

�8 + � < 0 , (φM 

− φm 

)�2 + τM 

�3 + ηM 

�5 + d M 

�7 + � < 0 

(φM 

− φm 

)�1 + τM 

�4 + ηM 

�6 + d M 

�8 + � < 0 , (φM 

− φm 

)�1 + τM 

�4 + ηM 

�6 + d M 

�7 + � < 0 

(φM 

− φm 

)�1 + τM 

�4 + ηM 

�5 + d M 

�8 + � < 0 , (φM 

− φm 

)�1 + τM 

�4 + ηM 

�5 + d M 

�7 + � < 0 

(φM 

− φm 

)�1 + τM 

�3 + ηM 

�6 + d M 

�8 + � < 0 , (φM 

− φm 

)�1 + τM 

�3 + ηM 

�6 + d M 

�7 + � < 0 

(φM 

− φm 

)�1 + τM 

�3 + ηM 

�5 + d M 

�8 + � < 0 , (φM 

− φm 

)�1 + τM 

�3 + ηM 

�5 + d M 

�7 + � < 0 

(16) 

3. Main results 

In this section, by using Lyapunov stability theory and LMI techniques, the sufficient conditions will be derived which

guarantee the stability of the filtering error system. 

Theorem 1. For given parameters φm 

, φM 

, τM 

, ηM 

, d M 

, σ , ᾱ, θ̄ and matrix G , by considering hybrid triggered scheme (7) and

deception attacks (8) , the augmented system (11) is asymptotically stable with an H ∞ 

disturbance attention level γ , if there exist

matrices P > 0, Q > 0, Q k > 0, R k > 0 (k = 1 , 2 , 3 , 4 , 5) , �> 0, K , Y , M , N , S , Z , W , V , with appropriate dimension and parameters

α > 0, β > 0 satisfying: 

�(s ) = 

⎡ 

⎢ ⎢ ⎣ 

�11 + � + �T ∗ ∗ ∗ ∗
�21 �22 ∗ ∗ ∗
�31 0 �33 ∗ ∗
�41 0 0 �44 ∗

�51 (s ) 0 0 0 �55 

⎤ 

⎥ ⎥ ⎦ 

< 0 , s = 1 , 2 , 3 , . . . , 16 (17) 

where 

�11 = 

[ 

�1 ∗ ∗
�2 �3 ∗
�4 0 �5 

] 

� = 

[
M + Z + W K −K + Y −Y −M + N −N −Z + S −S −W + V −V 0 0 0 0 0 

]

�1 = 

⎡ 

⎢ ⎢ ⎣ 

	1 ∗ ∗ ∗ ∗
R 2 −Q 1 − R 2 ∗ ∗ ∗
0 0 0 ∗ ∗
0 0 0 −Q 2 ∗

	2 0 0 0 −βŪ 1 

⎤ 

⎥ ⎥ ⎦ 

, �2 = 

⎡ 

⎢ ⎢ ⎣ 

0 0 0 0 0 

	3 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

, �4 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

	4 0 0 0 0 

W̄ 

T 
1 P 0 0 0 −βŪ 

T 
2 

	5 0 0 0 0 

Ā 

T 
ω P 0 0 0 0 

θ̄ B̄ 

T 
f 
P 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

�3 = diag{−Q 3 , σC T H 

T �HC, −Q 4 , 0 , −Q 5 } , �5 = diag{−αI, −βI, −C T �C, −γ 2 I, −θ̄Q} 
	1 = P Ā f + Ā 

T 
f P + Q 1 + Q 2 + Q 3 + Q 4 + Q 5 − R 2 − αŪ 1 , 	2 = (1 − θ̄ ) ̄αH 

T B̄ 

T 
f P 

	3 = (1 − θ̄ )(1 − ᾱ) H 

T B̄ 

T 
f P, 	4 = W̄ 

T 
0 P − αŪ 

T 
2 , 	5 = (1 − θ̄ )(1 − ᾱ) ̄B 

T 
f P 



J. Liu et al. / Applied Mathematics and Computation 320 (2018) 158–174 163 
�21 = 

[
C̄ f 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

√ 

θ̄GQH 0 0 0 0 0 0 

]
, �22 = diag{−I, −Q} 

�31 = 

[ 

�6 �7 �8 �9 

0 �10 0 �11 

0 �12 0 �13 

] 

, �41 = 

[
0 �14 0 �15 

0 0 0 �16 

]

�6 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

κP Ā f 0 0 0 

φm 

P Ā f 0 0 0 

√ 

τM 

P Ā f 0 0 0 

√ 

ηM 

P Ā f 0 0 0 √ 

d M 

P Ā f 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �7 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄ακP B̄ f H 0 θ̄1 ̄α1 κP B̄ f H 0 

θ̄1 ̄αφm 

P B̄ f H 0 θ̄1 ̄α1 φm 

P B̄ f H 0 

θ̄1 ̄α
√ 

τM 

P B̄ f H 0 θ̄1 ̄α1 
√ 

τM 

P B̄ f H 0 

θ̄1 ̄α
√ 

ηM 

P B̄ f H 0 θ̄1 ̄α1 
√ 

ηM 

P B̄ f H 0 

θ̄1 ̄α
√ 

d M 

P B̄ f H 0 θ̄1 ̄α1 

√ 

d M 

P B̄ f H 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�8 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 κW̄ 0 P κW̄ 1 P 

0 0 φm 

W̄ 0 P φm 

W̄ 1 P 

0 0 

√ 

τM 

W̄ 0 P 
√ 

τM 

W̄ 1 P 

0 0 

√ 

ηM 

W̄ 0 P 
√ 

ηM 

W̄ 1 P 

0 0 

√ 

d M 

W̄ 0 P 
√ 

d M 

W̄ 1 P 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �9 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄α1 κP B̄ f κ Ā ω P θ̄κ B̄ f P 

θ̄1 ̄α1 φm 

P B̄ f φm 

Ā ω P θ̄φm ̄

B f P 

θ̄1 ̄α1 
√ 

τM 

P B̄ f 

√ 

τM 

Ā ω P θ̄
√ 

τM ̄

B f P 

θ̄1 ̄α1 
√ 

ηM 

P B̄ f 
√ 

ηM 

Ā ω P θ̄
√ 

ηM ̄

B f P 

θ̄1 ̄α1 

√ 

d M 

P B̄ f 

√ 

d M 

Ā ω P θ̄
√ 

d M ̄

B f P 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�10 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 γ1 κP B̄ f H 0 −θ̄1 γ1 κP B̄ f H 0 

θ̄1 γ1 φm 

P B̄ f H 0 −θ̄1 γ1 φm 

P B̄ f H 0 

θ̄1 γ1 
√ 

τM 

P B̄ f H 0 −θ̄1 γ1 
√ 

τM 

P B̄ f H 0 

θ̄1 γ1 
√ 

ηM 

P B̄ f H 0 −θ̄1 γ1 
√ 

ηM 

P B̄ f H 0 

θ̄1 γ1 

√ 

d M 

P B̄ f H 0 −θ̄1 γ1 

√ 

d M 

P B̄ f H 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

−θ̄1 γ1 κP B̄ f 0 0 

−θ̄1 γ1 φm 

P B̄ f 0 0 

−θ̄1 γ1 
√ 

τM 

P B̄ f 0 0 

−θ̄1 γ1 
√ 

ηM 

P B̄ f 0 0 

−θ̄1 γ1 

√ 

d M 

P B̄ f 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�12 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱγ2 κP B̄ f H 0 ᾱ1 γ2 κP B̄ f H 0 

ᾱγ2 φm 

P B̄ f H 0 ᾱ1 γ2 φm 

P B̄ f H 0 

ᾱγ2 
√ 

τM 

P B̄ f H 0 ᾱ1 γ2 
√ 

τM 

P B̄ f H 0 

ᾱγ2 
√ 

ηM 

P B̄ f H 0 ᾱ1 γ2 
√ 

ηM 

P B̄ f H 0 

ᾱγ2 

√ 

d M 

P B̄ f H 0 ᾱ1 γ2 

√ 

d M 

P B̄ f H 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �13 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱ1 γ2 κP B̄ f 0 0 

ᾱ1 γ2 φm 

P B̄ f 0 0 

ᾱ1 γ2 
√ 

τM 

P B̄ f 0 0 

ᾱ1 γ2 
√ 

ηM 

P B̄ f 0 0 

ᾱ1 γ2 

√ 

d M 

P B̄ f 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�14 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

κ	6 H 0 −κ	6 H 0 

φm 

	6 H 0 −φm 

	6 H 0 

√ 

τM 

	6 H 0 −√ 

τM 

	6 H 0 

√ 

ηM 

	6 H 0 −√ 

ηM 

	6 H 0 √ 

d M 

	6 H 0 −
√ 

d M 

	6 H 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �15 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

−κ	6 0 0 

−φm 

	6 0 0 

−√ 

τM 

	6 0 0 

−√ 

ηM 

	6 0 0 

−
√ 

d M 

	6 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �16 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 κγ2 P B̄ f 

0 0 φm 

γ2 P B̄ f 

0 0 

√ 

τM 

γ2 P B̄ f 

0 0 

√ 

ηM 

γ2 P B̄ f 

0 0 

√ 

d M 

γ2 P B̄ f 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

	6 = γ1 γ2 P B̄ f , κ = 

√ 

φM 

− φm 

, ᾱ1 = 1 − ᾱ, θ̄1 = 1 − θ̄ , γ1 = 

√ 

ᾱ(1 − ᾱ) , γ2 = 

√ 

θ̄ (1 − θ̄ ) 

�33 = diag{ ϒ, ϒ, ϒ} , �44 = diag{ ϒ, ϒ} , ϒ = diag{−P R 

−1 
1 P, −P R 

−1 
2 P, −P R 

−1 
3 P, −P R 

−1 
4 P, −P R 

−1 
5 P } 

�51 (1) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (2) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (3) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (4) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�51 (5) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (6) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (7) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (8) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κY T 

√ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 
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�51 (9) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (10) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (11) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (12) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�51 (13) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (14) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (15) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �51 (16) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κK 

T 

√ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�55 = diag{−R 1 , −R 3 , −R 4 , −R 5 } 
Y T = 

[
0 0 Y T 3 Y T 4 0 0 0 0 0 0 0 0 0 0 0 

]
K 

T = 

[
0 K 

T 
2 K 

T 
3 0 0 0 0 0 0 0 0 0 0 0 0 

]
N 

T = 

[
0 0 0 0 N 

T 
5 N 

T 
6 0 0 0 0 0 0 0 0 0 

]
M 

T = 

[
M 

T 
1 0 0 0 M 

T 
5 0 0 0 0 0 0 0 0 0 0 

]
S T = 

[
0 0 0 0 0 0 S T 7 S T 8 0 0 0 0 0 0 0 

]
Z T = 

[
Z T 1 0 0 0 0 0 Z T 7 0 0 0 0 0 0 0 0 

]
V 

T = 

[
0 0 0 0 0 0 0 0 V 

T 
9 V 

T 
10 0 0 0 0 0 

]
W 

T = 

[
W 

T 
1 0 0 0 0 0 0 0 W 

T 
9 0 0 0 0 0 0 

]
Proof. Choose the following Lyapunov functional candidate as: 

V (t) = V 1 (t) + V 2 (t) + V 3 (t) (18) 

where 

V 1 (t) = e T (t) P e (t) 

V 2 (t) = 

∫ t 

t−φm 

e T (s ) Q 1 e (s ) ds + 

∫ t 

t−φM 

e T (s ) Q 2 e (s ) ds + 

∫ t 

t−τM 

e T (s ) Q 3 e (s ) ds + 

∫ t 

t−ηM 

e T (s ) Q 4 e (s ) ds + 

∫ t 

t−d M 

e T (s ) Q 5 e (s ) ds 

V 3 (t) = 

∫ t−φm 

t−φM 

∫ t 

s 

˙ e T (v ) R 1 ̇ e (v ) d v d s + φm 

∫ t 

t−φm 

∫ t 

s 

˙ e T (v ) R 2 ̇ e (v ) d v d s + 

∫ t 

t−τM 

∫ t 

s 

˙ e T (v ) R 3 ̇ e (v ) d v d s 

+ 

∫ t 

t−ηM 

∫ t 

s 

˙ e T (v ) R 4 ̇ e (v ) d v d s + 

∫ t 

t−d M 

∫ t 

s 

˙ e T (v ) R 5 ̇ e (v ) d v d s 

Applying the infinitesimal operator ( Definition 1 ) for V k ( t ) (k = 1 , 2 , 3) and taking expectation on it, we can obtain: 

E {L V 1 (t) } = 2 e T (t) P [ ̄A f e (t) + W̄ 0 ̄g (x (t)) + W̄ 1 ̄g (x (t − φ(t))) + Ā ω w (t) + θ̄1 ̄αB̄ f He (t − τ (t)) + θ̄1 ̄α1 ̄B f He (t − η(t)) 

+ θ̄1 ̄α1 ̄B f e k (t) + θ̄ B̄ f f (x (t − d(t)))] (19) 

E {L V 2 (t) } = e T (t)(Q 1 + Q 2 + Q 3 + Q 4 + Q 5 ) e (t) − e T (t − φm 

) Q 1 e (t − φm 

) − e T (t − φM 

) Q 2 e (t − φM 

) 

− e T (t − τM 

) Q 3 e (t − τM 

) − e T (t − ηM 

) Q 4 e (t − ηM 

) − e T (t − d M 

) Q 5 e (t − d M 

) (20) 

E {L V 3 (t) } = E 

{
˙ e T (t) ̃  R ̇

 e (t) 
}

−
∫ t−φm 

t−φM 

˙ e T (s ) R 1 ̇ e (s ) ds − φm 

∫ t 

t−φm 

˙ e T (s ) R 2 ̇ e (s ) ds −
∫ t 

t−τM 

˙ e T (s ) R 3 ̇ e (s ) ds 

−
∫ t 

t−ηM 

˙ e T (s ) R 4 ̇ e (s ) ds −
∫ t 

t−d M 

˙ e T (s ) R 5 ̇ e (s ) ds (21) 

in which 

E ( ̇ e T (t) ̃  R ̇

 e (t)) = A 

T ˜ R A + θ̄2 
1 γ

2 
1 B 

T 
1 ̃

 R B 1 + γ 2 
2 B 

T 
2 ̃

 R B 2 + γ 2 
1 γ

2 
2 B 

T 
1 ̃

 R B 1 + γ 2 
2 F 

T 
c B̄ 

T 
f 

˜ R ̄B f F c (22) 

where 

A = Ā f e (t) + W̄ 0 ̄g (e (t)) + W̄ 1 ̄g (e (t − φ(t))) + Ā ω w (t) + θ̄1 ̄αB̄ f He (t − τ (t)) 

+ ̄θ1 ̄α1 ̄B f He (t − η(t)) + θ̄1 ̄α1 ̄B f e k (t) + θ̄ B̄ f f (x (t − d(t))) 
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B 1 = B̄ f [ He (t − τ (t)) − He (t − η(t)) − e k (t)] , B 2 = B̄ f [ ̄αHe (t − τ (t)) + ᾱ1 He (t − η(t)) + ᾱ1 e k (t)] 

˜ R = (φM 

− φm 

) R 1 + φ2 
m 

R 2 + τM 

R 3 + ηM 

R 4 + d M 

R 5 , F c = f (x (t − d(t))) 

From the definition of f ( t , x ( t )) in (8) which is the limited condition of deception attacks, there exists a symmetric matrix

Q satisfying the following inequality: 

θ̄e T (t − d(t)) H 

T G 

T QGHe (t − d(t)) − θ̄ f T (x (t − d(t)) Q f (x (t − d(t))) ≥ 0 (23)

Applying the free-weighting matrices method [11,37] , it can be obtained that: 

2 ξ T (t) K 

[
e (t − φm 

) − e (t − φ(t)) −
∫ t−φm 

t −φ(t ) 

˙ e (s ) d s 

]
= 0 (24)

2 ξ T (t) Y 

[
e (t − φ(t)) − e (t − φM 

) −
∫ t −φ(t ) 

t−φM 

˙ e (s ) d s 

]
= 0 (25)

2 ξ T (t) M 

[
e (t) − e (t − τ (t)) −

∫ t 

t −τ (t ) 

˙ e (s ) d s 

]
= 0 (26)

2 ξ T (t) N 

[
e (t − τ (t)) − e (t − τM 

) −
∫ t −τ (t ) 

t−τM 

˙ e (s ) d s 

]
= 0 (27)

2 ξ T (t) Z 

[
e (t) − e (t − η(t)) −

∫ t 

t −η(t ) 

˙ e (s ) d s 

]
= 0 (28)

2 ξ T (t) S 

[
e (t − η(t)) − e (t − ηM 

) −
∫ t −η(t ) 

t−ηM 

˙ e (s ) d s 

]
= 0 (29)

2 ξ T (t) W 

[
e (t) − e (t − d(t)) −

∫ t 

t −d(t ) 

˙ e (s ) d s 

]
= 0 (30)

2 ξ T (t) V 

[
e (t − d(t)) − e (t − d M 

) −
∫ t −d(t ) 

t−d M 

˙ e (s ) d s 

]
= 0 (31)

where K , Y , N , M , Z , S , W , V are matrices with appropriate dimensions, and ξ T ( t ) is defined as follows: 

ξ T (t) = 

[
ξ T 

1 (t) ξ T 
2 (t) 

]
ξ T 

1 (t) = 

[
e T (t) e T (t − φm 

) e T (t − φ(t)) e T (t − φM 

) e T (t − τ (t)) e T (t − τM 

) e T (t − η(t) e T (t − ηM 

) 
]

ξ T 
2 (t) = 

[
e T (t − d(t) e T (t − d M 

) ḡ T (He (t)) ḡ T (He (t − φ(t))) e T 
k 
(t) w 

T (t) f T (He (t − d(t))) 
]

By using Lemma 2 , we have 

−2 ξ T (t) K 

∫ t−φm 

t −φ(t ) 

˙ e ( s ) ds ≤ (φ(t) − φm 

) ξ T (t) K R 

−1 
1 K 

T ξ (t) + 

∫ t−φm 

t −φ(t ) 

˙ e T (s ) R 1 ̇ e (s ) ds (32)

−2 ξ T (t) Y 

∫ t −φ(t ) 

t−φM 

˙ e ( s ) ds ≤ (φM 

− φ(t)) ξ T (t) Y R 

−1 
1 Y T ξ (t) + 

∫ t −φ(t ) 

t−φM 

˙ e T (s ) R 1 ̇ e (s ) ds (33)

−2 ξ T (t) M 

∫ t 

t −τ (t ) 

˙ e ( s ) ds ≤ τ (t) ξ T (t) M R 

−1 
3 M 

T ξ (t) + 

∫ t 

t −τ (t ) 

˙ e T (s ) R 3 ̇ e (s ) ds (34)

−2 ξ T (t) N 

∫ t −τ (t ) 

t−τM 

˙ e ( s ) ds ≤ (τM 

− τ (t)) ξ T (t) N R 

−1 
3 N 

T ξ (t) + 

∫ t −η(t ) 

t−ηM 

˙ e T (s ) R 3 ̇ e (s ) ds (35)

−2 ξ T (t) Z 

∫ t 

t −η(t ) 

˙ e ( s ) ds ≤ η(t) ξ T (t) Z R 

−1 
4 Z T ξ (t) + 

∫ t 

t −η(t ) 

˙ e T (s ) R 4 ̇ e (s ) ds (36)

−2 ξ T (t) S 

∫ t −η(t ) 

t−ηM 

˙ e ( s ) ds ≤ (ηM 

− η(t)) ξ T (t) SR 

−1 
4 S T ξ (t) + 

∫ t −η(t ) 

t−ηM 

˙ e T (s ) R 4 ̇ e (s ) ds (37)

−2 ξ T (t) W 

∫ t 

t −d(t ) 

˙ e ( s ) ds ≤ d(t) ξ T (t) W R 

−1 
5 W 

T ξ (t) + 

∫ t 

t −d(t ) 

˙ e T (s ) R 5 ̇ e (s ) ds (38)

−2 ξ T (t) V 

∫ t −d(t ) 

t−d M 

˙ e ( s ) ds ≤ (d M 

− d(t)) ξ T (t) V R 

−1 
5 V 

T ξ (t) + 

∫ t −d(t ) 

t−d M 

˙ e T (s ) R 5 ̇ e (s ) ds (39)
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Considering the condition of event-triggered scheme (5) , we can obtain that: 

σ e T (t − η(t)) H 

T C T �CHe (t − η(t)) − e T k (t) C T �Ce k (t) ≥ 0 (40) 

By using Lemma 1 , notice that: 

−φm 

∫ t 

t−φm 

˙ e T (s ) R 2 ̇ e (s ) ds ≤
[

e (t) 
e (t − φm 

) 

]T [−R 2 R 2 

R 2 −R 2 

][
e (t) 

e (t − φm 

) 

]
(41) 

By employing Assumption 1 , we obtain that: [
e (t) 

ḡ (H(e (t))) 

]T [
Ū 1 Ū 2 

Ū 2 I 

][
e (t) 

ḡ (H(e (t))) 

]
≤ 0 , (42) 

where Ū 1 = H 

T ˆ U 1 H , Ū 2 = −H 

T ˆ U 2 , ˆ U 1 = 

U T 
1 

U 2 + U T 2 
U 1 

2 , ˆ U 2 = 

U T 
1 

+ U T 
2 

2 . 

There exists the parameters α > 0, β > 0, it is easy to get: 

−α

[
e (t) 

ḡ (H(e (t))) 

]T [
Ū 1 Ū 2 

Ū 2 I 

][
e (t) 

ḡ (H(e (t))) 

]
≥ 0 , (43) 

−β

[
e (t) 

ḡ (H(e (t − φ(t)))) 

]T [
Ū 1 Ū 2 

Ū 2 I 

][
e (t) 

ḡ (H(e (t − φ(t))) 

]
≥ 0 , (44) 

Combine (18) − (44) , we can obtain that: 

E {L V (t) + ̃

 z T (t ) ̃ z (t ) − γ 2 w 

T (t ) w (t ) } 
≤ 2 e T (t) P A + e T (t)(Q 1 + Q 2 + Q 3 + Q 4 + Q 5 ) e (t) − e T (t − φm 

) Q 1 e (t − φm 

) − e T (t − φM 

) Q 2 e (t − φM 

) 

− e T (t − τM 

) Q 3 e (t − τM 

) − e T (t − ηM 

) Q 4 e (t − ηM 

) − e T (t − d M 

) Q 5 x (t − d M 

) 

+ 

[
e (t) 

e (t − φm 

) 

]T [−R 2 R 2 

R 2 −R 2 

][
e (t) 

e (t − φm 

) 

]
+ (φ(t) − φm 

) ξ T (t) K R 

−1 
1 K 

T ξ (t) + 2 ξ T (t) K 

∫ t−φm 

t −φ(t ) 

˙ e ( s ) ds 

+ (φM 

− φ(t)) ξ T (t) Y R 

−1 
1 Y T ξ (t) + 2 ξ T (t) Y 

∫ t −φ(t ) 

t−φM 

˙ e ( s ) ds + τ (t) ξ T (t) M R 

−1 
3 M 

T ξ (t) + 2 ξ T (t) M 

∫ t 

t −τ (t ) 

˙ e ( s ) ds 

+ (τM 

− τ (t)) ξ T (t) N R 

−1 
3 N 

T ξ (t) + 2 ξ T (t) N 

∫ t −τ (t ) 

t−τM 

˙ e ( s ) ds + η(t) ξ T (t) Z R 

−1 
4 Z T ξ (t) + 2 ξ T (t) Z 

∫ t 

t −η(t ) 

˙ e ( s ) ds 

+ (ηM 

− η(t)) ξ T (t) SR 

−1 
4 S T ξ (t) + 2 ξ T (t) S 

∫ t −η(t ) 

t−ηM 

˙ e ( s ) ds + d(t) ξ T (t) W R 

−1 
5 W 

T ξ (t) + 2 ξ T (t) W 

∫ t 

t −d(t ) 

˙ e ( s ) ds 

+ (d M 

− d(t)) ξ T (t) V R 

−1 
5 V 

T ξ (t) + 2 ξ T (t) V 

∫ t −d(t ) 

t−d M 

˙ e ( s ) ds + A 

T ˜ R A + θ̄1 γ
2 

1 B 

T 
1 ̃

 R B 1 

−α

[
e (t) 

ḡ (H(e (t))) 

]T [
Ū 1 Ū 2 

Ū 2 I 

][
e (t) 

ḡ (H(e (t))) 

]
− β

[
e (t) 

ḡ (H(e (t − φ(t)))) 

]T [
Ū 1 Ū 2 

Ū 2 I 

][
e (t) 

ḡ (H(e (t − φ(t)))) 

]
+ γ 2 

1 γ
2 

2 B 

T 
1 ̃

 R B 1 + γ 2 
2 f 

T (x (t − d(t))) ̄B 

T 
f 

˜ R ̄B f f (x (t − d(t))) + σ e T (t − η(t)) H 

T C T �CHe (t − η(t)) 

+ γ 2 
2 B 

T 
2 ̃

 R B 2 − e T k (t) C T �Ce k (t) − γ 2 w 

T (t) w (t) + e T (t) ̄C T f C̄ f e (t) + θ̄e T (t − d(t)) H 

T G 

T QGHe (t − d(t)) 

− θ̄ f T (x (t − d(t)) Q f (x (t − d(t))) 

≤ ξ T (t)( �11 + � + �T ) ξ (t) + (φ(t) − φm 

) ξ T (t) K R 

−1 
1 K 

T ξ (t) + (φM 

− φ(t )) ξ T (t ) Y R 

−1 
1 Y T ξ (t) 

+ τ (t) ξ T (t) M R 

−1 
3 M 

T ξ (t) + (τM 

− τ (t )) ξ T (t ) N R 

−1 
3 N 

T ξ (t) + η(t ) ξ T (t ) Z R 

−1 
4 Z T ξ (t) 

+ (ηM 

− η(t)) ξ T (t) SR 

−1 
4 S T ξ (t) + d(t) ξ T (t) W R 

−1 
5 W 

T ξ (t) + (d M 

− d(t )) ξ T (t ) V R 

−1 
5 V 

T ξ (t) 

+ A 

T ˜ R A + θ̄2 
1 γ

2 
1 B 

T 
1 ̃

 R B 1 + γ 2 
2 B 

T 
2 ̃

 R B 2 + γ 2 
1 γ

2 
2 B 

T 
1 ̃

 R B 1 + γ 2 
2 f 

T (x (t − d(t))) ̄B 

T 
f 

˜ R ̄B f f (x (t − d(t))) 

+ θ̄e T (t − d(t)) H 

T G 

T QGHe (t − d(t)) − θ̄ f T (x (t − d(t)) Q f (x (t − d(t))) (45) 

By using Lemma 3 and Schur complement, combining Eqs. (17) and (45) , we can obtain that (11) is sufficient to guarantee

E {L (V (t)) + ̃  z T (t) ̃ z (t) − γ 2 w 

T (t) w (t) } < 0 . The proof is completed. 

Based on Theorem 1 , the parameters of desired filter are given in the following theorem. 

Theorem 2. For given positive parameters θ̄ , ᾱ, γ , φm 

, φM 

, τM 

, ηM 

, d M 

, σ , εk (k = 1 , 2 , 3 , 4 , 5) and matrix G , if there exist

matrices P 1 > 0, P̄ 3 > 0 , Q > 0, ˜ Q k > 0 , ˜ R k > 0 (k = 1 , 2 , 3 , 4 , 5) , �> 0, ˜ K , ˜ Y , ˜ M , ˜ N , ˜ S , ˜ Z , ˜ W , ˜ V , ˆ A f , 
ˆ B f , ˆ C f with appropriate
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dimensions and parameters α > 0, β > 0, the filtering error system (11) with hybrid triggered scheme (7) and deception attacks (8)

is asymptotically stable if the following LMIs hold: 

˜ �(s ) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗ ∗
˜ �31 0 

˜ �33 ∗ ∗
˜ �41 0 0 

˜ �44 ∗
˜ �51 (s ) 0 0 0 

˜ �55 

⎤ 

⎥ ⎥ ⎥ ⎦ 

< 0 , s = 1 , 2 , 3 , · · · , 16 (46)

P 1 − P̄ 3 > 0 (47)

where 

˜ �11 = 

⎡ 

⎣ 

˜ �1 ∗ ∗
˜ �2 

˜ �3 ∗
˜ �4 0 

˜ �5 

⎤ 

⎦ 

˜ � = 

[
˜ M + 

˜ Z + 

˜ W 

˜ K − ˜ K + 

˜ Y − ˜ Y − ˜ M + 

˜ N − ˜ N − ˜ Z + 

˜ S − ˜ S − ˜ W + 

˜ V − ˜ V 0 0 0 0 0 

]

˜ �1 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ 	1 ∗ ∗ ∗ ∗
R 2 − ˜ Q 1 − ˜ R 2 ∗ ∗ ∗
0 0 0 ∗ ∗
0 0 0 − ˜ Q 2 ∗
˜ 	2 0 0 0 

˜ 	3 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �2 = 

⎡ 

⎢ ⎢ ⎣ 

0 0 0 0 0 

˜ 	4 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

, ˜ �4 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ 	5 0 0 0 0 

˜ 	6 0 0 0 

˜ 	7 

˜ 	8 0 0 0 0 

˜ 	9 0 0 0 0 

˜ 	10 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �3 = diag{− ˜ Q 3 , �3 , − ˜ Q 4 , 0 , − ˜ Q 5 } , ˜ �5 = diag{−αI, −βI, −C T �C, −γ 2 I, −θ̄Q} 
˜ 	1 = �1 + �T 

1 + + ̃

 Q 1 + 

˜ Q 2 + 

˜ Q 3 + 

˜ Q 4 + 

˜ Q 5 − ˜ R 2 − �2 , ˜ 	2 = 

[
(1 − θ̄ ) ̄αC T ˆ B 

T 
f 

(1 − θ̄ ) ̄αC T ˆ B 

T 
f 

0 0 

]
˜ 	3 = 

[
−β

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, ˜ 	4 = 

[
(1 − θ̄ )(1 − ᾱ) C T ˆ B 

T 
f 

(1 − θ̄ )(1 − ᾱ) C T ˆ B 

T 
f 

0 0 

]
, 

˜ 	5 = 

[
W 

T 
0 P 1 + α U 1 + U 2 

2 
W 

T 
0 P̄ 3 

]
˜ 	6 = 

[
W 

T 
0 P 1 W 

T 
0 P̄ 3 

]
, ˜ 	7 = β

U 

T 
1 + U 

T 
2 

2 

, ˜ 	8 = 

[
θ̄1 ̄α1 C 

T ˆ B 

T 
f 

θ̄1 ̄α1 C 
T ˆ B 

T 
f 

]
, ˜ 	9 = 

[
A 

T 
ω P 1 A 

T 
ω ̄P 3 

]
˜ 	10 = 

[
θ̄C T ˆ B 

T 
f 

θ̄C T ˆ B 

T 
f 

]
, �1 = 

[
−P 1 A 

ˆ A f 

−P̄ 3 A 

ˆ A f 

]
, �2 = 

[
α

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, �3 = 

[
σC T �C 0 

0 0 

]

˜ �21 = 

[
�4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

√ 

θ̄GQ 0 0 0 0 0 0 

]
, �4 = 

[
L − ˆ C f 

]
, ˜ �22 = diag{−I, −Q} 

˜ �31 = 

⎡ 

⎣ 

˜ �6 
˜ �7 

˜ �8 
˜ �9 

0 

˜ �10 0 

˜ �11 

0 

˜ �12 0 

˜ �13 

⎤ 

⎦ , ˜ �41 = 

[
0 

˜ �14 0 

˜ �15 

0 0 0 

˜ �16 

]
, ˜ �33 = diag{ ̃  ϒ, ˜ ϒ, ˜ ϒ} , ˜ �44 = diag{ ̃  ϒ, ˜ ϒ} 

˜ ϒ = diag{−2 ε1 ̃
 P + ε2 

1 ̃
 R 1 , −2 ε2 ̃

 P + ε2 
2 ̃

 R 2 , −2 ε3 ̃
 P + ε2 

3 ̃
 R 3 , −2 ε4 ̃

 P + ε2 
4 ̃

 R 4 , −2 ε5 ̃
 P + ε2 

5 ̃
 R 5 } 

˜ �6 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

κ�5 0 0 0 

φm 

�5 0 0 0 

√ 

τM 

�5 0 0 0 

√ 

ηM 

�5 0 0 0 √ 

d M 

�5 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, ˜ �7 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄ακ�T 
6 0 θ̄1 ̄α1 κ�T 

6 0 

θ̄1 ̄αφm 

�T 
6 0 θ̄1 ̄α1 φm 

�T 
6 0 

θ̄1 ̄α
√ 

τM 

�T 
6 0 θ̄1 ̄α1 

√ 

τM 

�T 
6 0 

θ̄1 ̄α
√ 

ηM 

�T 
6 0 θ̄1 ̄α1 

√ 

ηM 

�T 
6 0 

θ̄1 ̄α
√ 

d M 

�T 
6 0 θ̄1 ̄α1 

√ 

d M 

�T 
6 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 

˜ �8 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 κ�T 
7 κ�T 

8 

0 0 φm 

�T 
7 φm 

�T 
8 

0 0 

√ 

τM 

�T 
7 

√ 

τM 

�T 
8 

0 0 

√ 

ηM 

�T 
7 

√ 

ηM 

�T 
8 

0 0 

√ 

d M 

�T 
7 

√ 

d M 

�T 
8 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 
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˜ �9 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄α1 κ�T 
9 κψ 

T 
10 θ̄κ�T 

9 

θ̄1 ̄α1 φm 

�T 
9 φm 

ψ 

T 
10 θ̄φm 

�T 
9 

θ̄1 ̄α1 
√ 

τM 

�T 
9 

√ 

τM 

ψ 

T 
10 θ̄

√ 

τM 

�T 
9 

θ̄1 ̄α1 
√ 

ηM 

�T 
9 

√ 

ηM 

ψ 

T 
10 θ̄

√ 

ηM 

�T 
9 

θ̄1 ̄α1 

√ 

d M 

�T 
9 

√ 

d M 

ψ 

T 
10 θ̄

√ 

d M 

�T 
9 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, ˜ �10 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 γ1 κP �T 
6 0 −θ̄1 γ1 κ�T 

6 0 

θ̄1 γ1 φm 

P �T 
6 0 −θ̄1 γ1 φm 

�6 
T 0 

θ̄1 γ1 
√ 

τM 

P �T 
6 0 −θ̄1 γ1 

√ 

τM 

�T 
6 0 

θ̄1 γ1 
√ 

ηM 

P �T 
6 0 −θ̄1 γ1 

√ 

ηM 

�T 
6 0 

θ̄1 γ1 

√ 

d M 

P �T 
6 0 −θ̄1 γ1 

√ 

d M 

�T 
6 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

˜ �11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

−θ̄1 γ1 κ�T 
9 0 0 

−θ̄1 γ1 φm 

�T 
9 0 0 

−θ̄1 γ1 
√ 

τM 

�T 
9 0 0 

−θ̄1 γ1 
√ 

ηM 

�T 
9 0 0 

−θ̄1 γ1 

√ 

d M 

�T 
9 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, ˜ �12 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱγ2 κ�T 
6 0 ᾱ1 γ2 κ�T 

6 0 

ᾱγ2 φm 

�T 
6 0 ᾱ1 γ2 φm 

P �T 
6 0 

ᾱγ2 
√ 

τM 

�T 
6 0 ᾱ1 γ2 

√ 

τM 

�T 
6 0 

ᾱγ2 
√ 

ηM 

�T 
6 0 ᾱ1 γ2 

√ 

ηM 

�T 
6 0 

ᾱγ2 

√ 

d M 

�T 
6 0 ᾱ1 γ2 

√ 

d M 

�T 
6 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 

˜ �13 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱ1 γ2 κ�T 
9 0 0 

ᾱ1 γ2 φm 

�T 
9 0 0 

ᾱ1 γ2 
√ 

τM 

�T 
9 0 0 

ᾱ1 γ2 
√ 

ηM 

�T 
9 0 0 

ᾱ1 γ2 

√ 

d M 

�T 
9 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

˜ �14 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

κγ1 γ2 �
T 
6 0 −κγ1 γ2 �

T 
9 0 

φm 

γ1 γ2 �
T 
6 0 −φm 

γ1 γ2 �
T 
9 0 

√ 

τM 

γ1 γ2 �
T 
6 0 −√ 

τM 

γ1 γ2 �
T 
9 0 

√ 

ηM 

γ1 γ2 �
T 
6 0 −√ 

ηM 

γ1 γ2 �
T 
9 0 √ 

d M 

γ1 γ2 �
T 
6 0 −

√ 

d M 

γ1 γ2 �
T 
9 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 

˜ �15 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

−κγ1 γ2 �
T 
9 0 0 

−φm 

γ1 γ2 �
T 
9 0 0 

−√ 

τM 

γ1 γ2 �
T 
9 0 0 

−√ 

ηM 

γ1 γ2 �
T 
9 0 0 

−
√ 

d M 

γ1 γ2 �
T 
9 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, ˜ �16 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 κγ2 �
T 
9 

0 0 φm 

γ2 �
T 
9 

0 0 

√ 

τM 

γ2 �
T 
9 

0 0 

√ 

ηM 

γ2 �
T 
9 

0 0 

√ 

d M 

γ2 �
T 
9 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

κ = 

√ 

φM 

− φm 

, ᾱ1 = 1 − ᾱ, θ̄1 = 1 − θ̄ , γ1 = 

√ 

ᾱ(1 − ᾱ) , γ2 = 

√ 

θ̄ (1 − θ̄ ) , �5 = 

[ 

−P 1 A 

ˆ A f 

−P̄ 3 A 

ˆ A f 

] 

�6 = 

[
C T ˆ B 

T 
f 

C T ˆ B 

T 
f 

0 0 

]
, �7 = 

[
W 

T 
0 P 1 W 

T 
0 P̄ 3 

]
, �8 = 

[
W 

T 
1 P 1 W 

T 
1 P̄ 3 

]
, �9 = 

[
C T ˆ B 

T 
f 

C T ˆ B 

T 
f 

]
�10 = 

[
Ā 

T 
ω P 1 Ā 

T 
ω ̄P 3 

]

˜ �51 (1) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (2) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (3) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (4) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �51 (5) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (6) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (7) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (8) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ Y T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �51 (9) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (10) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (11) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (12) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �51 (13) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (14) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (15) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �51 (16) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κ ˜ K 

T 

√ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎥ ⎥ ⎦ 
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˜ �55 = diag{− ˜ R 1 , − ˜ R 3 , − ˜ R 4 , − ˜ R 5 } 
˜ Y T = 

[
0 0 

˜ Y T 3 
˜ Y T 4 0 0 0 0 0 0 0 0 0 0 0 

]
˜ K 

T = 

[
0 

˜ K 

T 
2 

˜ K 

T 
3 0 0 0 0 0 0 0 0 0 0 0 0 

]
˜ N 

T = 

[
0 0 0 0 

˜ N 

T 
5 

˜ N 

T 
6 0 0 0 0 0 0 0 0 0 

]
˜ M 

T = 

[
˜ M 

T 
1 0 0 0 

˜ M 

T 
5 0 0 0 0 0 0 0 0 0 0 

]
˜ S T = 

[
0 0 0 0 0 0 

˜ S T 7 
˜ S T 8 0 0 0 0 0 0 0 

]
˜ Z T = 

[
˜ Z T 1 0 0 0 0 0 

˜ Z T 7 0 0 0 0 0 0 0 0 

]
˜ V 

T = 

[
0 0 0 0 0 0 0 0 

˜ V 

T 
9 

˜ V 

T 
10 0 0 0 0 0 

]
˜ W 

T = 

[
˜ W 

T 
1 0 0 0 0 0 0 0 

˜ W 

T 
9 0 0 0 0 0 0 

]
Moreover, in condition of feasible conditions above, the parameter matrices of the filter are given by ⎧ ⎨ 

⎩ 

A f = 

ˆ A f P̄ 
−1 
3 

B f = 

ˆ B f 

C f = 

ˆ C f P̄ 
−1 
3 

(48)

Proof. Due to (R i − ε−1 
i 

P ) R −1 
i 

(R i − ε−1 
i 

P ) ≥ 0 , (i = 1 , 2 , 3 , 4 , 5) , we have −P R −1 
i 

P ≤ −2 εi P + ε2 
i 

R i . Substitute −P R −1 
i 

P with

−2 εi P + ε2 
i 

R i into (17), we obtain 

ˆ �(s ) = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗ ∗
˜ �31 0 

˜ �33 ∗ ∗
˜ �41 0 0 

˜ �44 ∗
˜ �51 (s ) 0 0 0 

˜ �55 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

< 0 , s = 1 , 2 , 3 , . . . , 16 (49)

P 1 − P̄ 3 > 0 

where 

˜ �33 = diag{ ̃  ϒ, ˜ ϒ, ˜ ϒ} , ˜ �44 = diag{ ̃  ϒ, ˜ ϒ} 
˜ ϒ = diag{−2 ε1 ̃

 P + ε2 
1 ̃

 R 1 , −2 ε2 ̃
 P + ε2 

2 ̃
 R 2 , −2 ε3 ̃

 P + ε2 
3 ̃

 R 3 , −2 ε4 ̃
 P + ε2 

4 ̃
 R 4 , −2 ε5 ̃

 P + ε2 
5 ̃

 R 5 } 
Since P̄ 3 > 0 , there exist P 2 and P 3 > 0 satisfying P̄ 3 = P T 2 P 

−1 
3 

P 2 . 

Define 

P = 

[
P 1 P T 2 

P 2 P 3 

]
, J = 

[
I 0 

0 P T 2 P 
−1 
3 

]

	 = diag 

⎧ ⎨ 

⎩ 

J, . . . , J ︸ ︷︷ ︸ 
10 

, I, . . . , I ︸ ︷︷ ︸ 
7 

, J, . . . , J ︸ ︷︷ ︸ 
29 

⎫ ⎬ 

⎭ 

Multiplying 	 and 	T on both sides of (17) , respectively, and define 

˜ Q i = J Q i J 
T , ˜ R i = J R i J 

T (i = 1 , 2 , 3 , 4 , 5) , ˜ K i = J K i J 
T (i = 2 , 3) 

˜ Y i = J Y i J 
T (i = 3 , 4) , ˜ M i = J M i J 

T (i = 1 , 5) , ˜ N i = J N i J 
T (i = 5 , 6) , ˜ S i = J S i J 

T (i = 7 , 8) 

˜ Z i = J Z i J 
T (i = 1 , 7) , ˜ W i = J W i J 

T (i = 1 , 9) , ˜ V i = J V i J 
T (i = 9 , 10) 

Define variables ⎧ ⎪ ⎨ 

⎪ ⎩ 

ˆ A f = 

˜ A f P̄ 3 , ˜ A f = P T 2 A f P 
−T 
2 

ˆ B f = P T 2 B f 

ˆ C f = 

˜ C f P̄ 3 , ˜ C f = C f P 
−T 
2 

(50)

On the basis of the descriptions above, utilizing the methods in [25] , the filter parameters ( A f , B f , C f ) can be expressed

by (P −T 
2 

˜ A f P 2 , P 
−T 
2 

ˆ B f , ˜ C f P 2 ) , the filter system (2) can be written as {
˙ x f (t) = P −T 

2 
˜ A f P 2 x f (t) + P −T 

2 
ˆ B f ̂  y (t) 

z f (t) = 

˜ C f P 2 x f (t) 
(51)
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Fig. 2. The cyber-attacks f ( x ( t )). 

 

 

 

 

 

Similar to the analysis of [25] , define ˆ x (t) = P T 2 x f (t) , from (51), we can obtain {
ˆ x f (t) = 

ˆ A f ̂  x (t) + 

ˆ B f ̂  y (t) 

z f (t) = 

ˆ C f ̂  x (t) 
(52) 

From (50) and (52), we can obtain the parameters of the designed filter given by (48). This completes the proof. �

4. Simulation examples 

In this section, a numerical example is given to demonstrate the effectiveness of the designed H ∞ 

filter for neural net-

works. 

The parameters of system (1) are given as follows: 

A = 

[
2 0 

0 1 

]
, A ω = 

[
0 . 1 

0 . 2 

]
, C = 

[
0 . 9 0 . 8 

]
, L = 

[
0 . 2 −0 . 5 

]
, W 0 = 

[
0 . 3 −0 . 4 

−0 . 4 0 . 3 

]
, W 1 = 

[
0 . 3 0 . 3 

0 . 3 0 . 3 

]
, 

U 1 = 

[
0 . 3 0 . 2 

0 0 . 2 

]
, U 2 = 

[
0 . 5 0 . 2 

0 0 . 95 

]
, ω(t) = 

{ 

1 , 5 ≤ t ≤ 10 , 

−1 , 15 ≤ t ≤ 20 , 

0 , else 

The neuron activation function g ( x ( t )) in (11) is defined as 

g(x (t)) = 

[
0 . 5 x 1 (t) − tanh (0 . 2 x 1 (t)) + 0 . 2 x 2 (t) 

0 . 95 x 2 (t) − tanh (0 . 75 x 1 (t)) 

]
. 

In (8) , supposing the deception attack f (x (t)) = [ −tanh (0 . 2 x 2 (t)) 
−tanh (0 . 02 x 1 (t)) 

] , there exists a matrix G = diag{ 0 . 02 , 0 . 2 } which satisfies

the inequation || f ( x ( t ))|| 2 ≤ || Gx ( t )|| 2 . 

Suppose the initial condition x (0) = [1 − 1] T , x f (0) = [0 . 8 − 0 . 8] T , sampling period h = 0 . 1 , φm 

= 0 . 1 , φM 

= 0 . 2 , τM 

=
0 . 2 , ηM 

= 0 . 2 , d M 

= 0 . 15 , γ = 7 and εk = 1 (k = 1 , 2 , 3 , 4 , 5) . 

In the following, three cases will be given to illustrate the effectiveness of designed H ∞ 

filter subject to deception attacks.

Case 1 : Set ᾱ = 1 , as is shown in Fig. 1 , the selecting switch turns to “time triggered scheme”. When the probability of

deception attacks θ̄ = 0 . 1 , the following matrices can be obtained by applying Theorem 2 : 

P̄ 3 = 

[
1835 . 3 −630 . 2 

−630 . 2 792 . 3 

]
, ˆ A f = 

[
−3157 . 1 522 . 1 

698 . 9 −664 . 7 

]
, ˆ B f = 

[
49 . 927 

−660 . 973 

]
, ˆ C f = 

[
−0 . 167 0 . 4908 

]
By using Eq. (48) in Theorem 2 , the corresponding parameters of designed filter can be obtained as follows: 

A f = 

[
−2 . 0552 −0 . 9758 

0 . 1276 −0 . 7374 

]
, B f = 

[
49 . 927 

−660 . 973 

]
, C f = 

[
0 . 0 0 02 0 . 0 0 08 

]
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Fig. 3. The filtering error z(t) − z f (t) in case 1. 

Fig. 4. The filtering error z(t) − z f (t) in case 2. 

 

 

 

 

 

The function of deception attacks f ( x ( t )) is shown in Fig. 2 . Fig. 3 shows the response of filtering error z(t) − z f (t) when

the “time triggered scheme” is selected in the hybrid triggered scheme. It can be found that the proposed method is useful

and the designed filter can satisfy the system performance. 

Case 2 : Set ᾱ = 0 , the triggered parameter σ = 0 . 2 , as is shown in Fig. 1 , the selecting switch turns to “event triggered

scheme”. Let θ̄ = 0 . 2 , the following matrices can be derived as follows by applying Theorem 2 : 

P̄ 3 = 

[
1466 . 6 −407 . 7 

−407 . 7 460 . 6 

]
, ˆ A f = 

[
−2549 . 9 375 . 2 

526 . 9 −290 . 9 

]
, ˆ B f = 

[
24 . 7349 

−241 . 5662 

]
, ˆ C f = 

[
−0 . 1438 0 . 483 

]
Applying Eq. (48) in Theorem 2 , the corresponding filter parameters are shown as follows: 

A f = 

[
−2 . 0059 −0 . 9609 

0 . 2437 −0 . 4159 

]
, B f = 

[
24 . 7349 

−241 . 5662 

]
, C f = 

[
0 . 0 0 03 0 . 0013 

]
Fig. 4 depicts the response of the estimation error when the “event triggered scheme” is selected in the hybrid triggered

scheme. The release instants and intervals are shown in Fig. 5 . From Fig. 4 , it demonstrates the usefulness of designed filter

with event triggered scheme subject to deception attacks. 
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Fig. 5. Release instances and release interval in case 2. 

Fig. 6. The filtering error z(t) − z f (t) in case 3. 

 

 

 

 

 

Case 3 : Let ᾱ = 0 . 5 , the triggered parameter σ = 0 . 2 , as is shown in Fig. 1 , the designed filter is under the hybrid

triggered scheme. Set the probability of deception attacks θ̄ = 0 . 2 , the following matrices can be obtained by Theorem 2 : 

P̄ 3 = 

[
1263 . 1 −342 . 2 

−342 . 2 469 . 8 

]
, ˆ A f = 

[
−2149 . 5 279 . 6 

412 . 6 −294 . 1 

]
, ˆ B f = 

[
3 . 2576 

−274 . 9055 

]
, ˆ C f = 

[
−0 . 1033 0 . 4735 

]
According to Eq. (48) in Theorem 2 , the parameters of designed filter are obtained as follows: 

A f = 

[
−1 . 9192 −0 . 8029 

0 . 1956 −0 . 4837 

]
, B f = 

[
3 . 2576 

−274 . 9055 

]
, C f = 

[
0 . 0 0 02 0 . 0012 

]
Fig. 7 describes the stochastic switch between time triggered scheme and event triggered scheme. The response of esti-

mation error is shown in Fig. 6 . From Fig. 6 , it can be easily seen that the H ∞ 

filter design for neural networks subject to

deception attacks is feasible. 

5. Conclusion 

This paper is concerned with H ∞ 

filter design for neural networks with hybrid triggered scheme and deception attacks.

The hybrid triggered scheme which consists of time triggered scheme and event triggered scheme is introduced to reduce
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Fig. 7. Bernoulli distribution α( t ) in case 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

the pressure of network bandwidth. By taking the hybrid triggered scheme and the deception attacks into consideration

for neural networks, the mathematical model of filtering error system has been constructed. Particularly, the switching rule

between the two triggered schemes and the occurring probability of deception attacks are described by variables obeying

Bernoulli distribution. Sufficient conditions that can guarantee the stability of filtering error system for neural networks

have been developed with the application of Lyapunov stability theory and LMI techniques. In addition, the parameters of

designed H ∞ 

filter are derived in an explicit form. An illustrative example is given to demonstrate the usefulness of desired

filter with the hybrid triggered scheme and deception attacks. 

Acknowledgments 

This work is partly supported by the National Natural Science Foundation of China (nos. 61403185 , 61473156 ), the Natural

Science Foundation of Jiangsu Province of China (no.BK20171481), Six Talent Peaks Project in Jiangsu Province (no.2015-

DZXX-21), major project supported by the Natural Science Foundation of the Jiangsu Higher Education Institutions of China

(no.15KJA120 0 01), a Project Funded by the Priority Academic Program Development of Jiangsu Higher Education Institutions

(PAPD), and Jiangsu Overseas Research & Training Program for University Prominent Young & Middle-aged Teachers and

Presidents. 

References 

[1] J.H. Park , A new stability analysis of delayed cellular neural networks, Appl. Math. Comput. 181 (1) (2006) 200–205 . 

[2] H.P. Ju , Further result on asymptotic stability criterion of cellular neural networks with time-varying discrete and distributed delays, Appl. Math.
Comput. 182 (2) (2006) 1661–1666 . 

[3] H.P. Ju , C.H. Park , O.M. Kwon , S.M. Lee , A new stability criterion for bidirectional associative memory neural networks of neutral-type, Appl. Math.
Comput. 199 (2) (2008) 716–722 . 

[4] Y. Wei , J.H. Park , H.R. Karimi , Y.C. Tian , H. Jung , Improved stability and stabilization results for stochastic synchronization of continuous-time semi–

Markovian jump neural networks with time-varying delay, IEEE Trans. Neural Netw. Learn. Syst. 99 (2017) 1–14 . 
[5] Y. Liu , S.M. Lee , H.G. Lee , Robust delay-depent stability criteria for uncertain neural networks with two additive time-varying delay components,

Neurocomputing 151 (151) (2015) 770–775 . 
[6] M.S. Ali , R. Saravanakumar , C.K. Ahn , H.R. Karimi , Stochastic h ∞ filtering for neural networks with leakage delay and mixed time-varying delays, Inf.

Sci. 388–389 (2017) 118–134 . 
[7] M. Chen , L. Zhang , H. Shen , Resilient h ∞ filtering for discrete-time uncertain Markov jump neural networks over a finite-time interval, Neurocomputing

185 (2016) 212–219 . 

[8] J.H. Park , O. Kwon , S. Lee , S. Won , On robust h ∞ filter design for uncertain neural systems: LMI optimization approach, Appl. Math. Comput. 159 (3)
(2004) 625–639 . 

[9] J. Liu , J. Tang , S. Fei , Event-triggered h ∞ filter design for delayed neural network with quantization, Neural Netw. 82 (2016) 39–48 . 
[10] J.Q.L.W.H.Y.J.Y. Wei , J.H. Park , Sliding mode control for semi-Markovian jump systems via output feedback, Aumatica 81 (2017) 133–141 . 

[11] D. Yue , Q.L. Han , J. Lam , Network-based robust protect h ∞ control of systems with uncertainty, Automatica 41 (6) (2005) 999–1007 . 
[12] Y. Dong , E. Tian , Q.L. Han , A delay system method for designing event-triggered controllers of networked control systems, IEEE Trans. Autom. Control

58 (2) (2013) 475–481 . 

[13] J. Liu , F. Wu , L. Zha , S. Fei , Co-design of event generator and state estimator for complex network systems with quantization, J. Frankl. Inst. 353 (17)
(2016) 4565–4582 . 

[14] C. Peng , E. Tian , J. Zhang , D. Du , Decentralized event-triggering communication scheme for large-scale systems under network environments, Inf. Sci.
380 (2015) 132–144 . 

[15] C. Zhang , J. Hu , J. Qiu , Q. Chen , Event-triggered nonsynchronized h ∞ filtering for discrete-time t-s fuzzy systems based on piecewise Lyapunov func-
tions, IEEE Trans. Syst. Man Cybern. Syst. 47 (8) (2017) 2330–2341 . 

https://doi.org/10.13039/501100001809
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0001
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0001
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0002
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0002
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0003
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0003
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0003
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0003
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0003
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0004
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0005
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0005
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0005
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0005
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0006
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0006
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0006
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0006
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0006
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0007
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0007
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0007
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0007
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0008
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0008
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0008
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0008
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0008
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0009
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0009
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0009
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0009
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0010
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0010
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0010
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0011
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0011
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0011
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0011
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0012
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0012
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0012
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0012
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0013
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0013
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0013
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0013
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0013
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0014
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0014
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0014
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0014
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0014
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0015
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0015
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0015
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0015
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0015


174 J. Liu et al. / Applied Mathematics and Computation 320 (2018) 158–174 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[16] S. Hu , Y. Dong , Event-triggered control design of linear networked systems with quantizations, ISA Trans. 51 (1) (2012) 153–162 . 
[17] J. Liu , L. Zha , J. Cao , S. Fei , Hybrid-driven-based stabilisation for networked control systems, IET Control Theory Appl. 10 (17) (2016) 2279–2285 . 

[18] L. Zha , J.A. Fang , J. Liu , E. Tian , Reliable control for hybrid-driven t-s fuzzy systems with actuator faults and probabilistic nonlinear perturbations, J.
Frankl. Inst. 354 (8) (2017) 3267–3288 . 

[19] D. Ding , G. Wei , S. Zhang , Y. Liu , F.E. Alsaadi , On scheduling of deception attacks for discrete-time networked systems equipped with attack detectors,
Neurocomputing 219 (2017a) 99–106 . 

[20] D. Ding , Z. Wang , D.W.C. Ho , G. Wei , Distributed recursive filtering for stochastic systems under uniform quantizations and deception attacks through

sensor networks, Automatica 78 (2017b) 231–240 . 
[21] W. Yang, L. Lei, C. Yang, Event-based distributed state estimation under deception attack, Neurocomputing. https://doi.org/10.1016/j.neucom.2016.12. 

109 . 
[22] X. Xie , D. Yue , T. Ma , X. Zhu , Further studies on control synthesis of discrete-time t-s fuzzy systems via augmented multi-indexed matrix approach,

IEEE Trans. Cybern. 44 (12) (2014) 2784–2791 . 
[23] E. Tian , D. Yue , C. Peng , Brief paper: reliable control for networked control systems with probabilistic sensors and actuators faults, Control Theory

Appl. IET 4 (8) (2010) 1478–1488 . 
[24] Y. Liu , B.Z. Guo , H.P. Ju , S.M. Lee , Nonfragile exponential synchronization of delayed complex dynamical networks with memory sampled-data control,

IEEE Trans. Neural Netw. Learn. Syst. 99 (2016) 1–11 . 

[25] J. Liu , S. Fei , E. Tian , Z. Gu , Co-design of event generator and filtering for a class of t-s fuzzy systems with stochastic sensor faults, Fuzzy Sets Syst. 273
(2015) 124–140 . 

[26] C. Peng , T.C. Yang , Event-triggered communication and h ∞ mathcontainer loading mathjax control co-design for networked control systems, Automat-
ica 49 (5) (2013) 1326–1332 . 

[27] X. Lin , X. Li , S. Li , Y. Zou , Finite-time boundedness for switched systems with sector bounded nonlinearity and constant time delay, Appl. Math.
Comput. 274 (2016) 25–40 . 

[28] E. Tian , D. Yue , Decentralized control of network-based interconnected systems: a state-dependent triggering method, Int. J. Robust Nonlinear Control

25 (8) (2013) 1126–1144 . 
[29] Z. Wang , F. Yang , D.W.C. Ho , X. Liu , Robust filtering for stochastic time-delay systems with missing measurements, IEEE Trans. Signal Process. 54 (7)

(2006) 2579–2587 . 
[30] J. Zhang , Z. Wang , D. Ding , X. Liu , h ∞ state estimation for discrete-time delayed neural networks with randomly occurring quantizations and missing

measurements, Neurocomputing 148 (2015) 388–396 . 
[31] X. Mao , Exponential stability of stochastic delay interval systems with Markovian switching, Syst. Control Lett. 47 (10) (20 0 0) 1604–1612 . 

[32] N. Li , J. Hu , J. Hu , L. Li , Exponential state estimation for delayed recurrent neural networks with sampled-data, Nonlinear Dyn. 69 (69) (2012) 555–564 .

[33] K. Gu , V.L. Kharitonov , J. Chen , Introduction to time-delay systems, Syst. Control Found. Appl. 72 (4) (2003) 591–597 . 
[34] H. Li , X. Sun , P. Shi , H.K. Lam , Control design of interval type-2 fuzzy systems with actuator fault: sampled-data control approach, Inf. Sci. 302 (2015)

1–13 . 
[35] Y. Wang , L. Xie , C.E.D. Souza , Robust control of a class of uncertain nonlinear systems, Syst. Control Lett. 19 (2) (1997) 139–149 . 

[36] D. Yue , E. Tian , Y. Zhang , C. Peng , Delay-distribution-dependent stability and stabilization of T-S fuzzy systems with probabilistic interval delay, IEEE
Trans. Syst. Man Cybern. Part B Cybern. 39 (2) (2009) 503–516 . 

[37] Y. He , M. Wu , J.H. She , G.P. Liu , Parameter-dependent Lyapunov functional for stability of time-delay systems with polytopic-type uncertainties, IEEE

Trans. Autom. Control 49 (5) (2004) 828–832 . 

http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0016
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0016
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0016
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0017
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0017
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0017
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0017
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0017
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0018
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0018
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0018
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0018
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0018
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0019
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0020
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0020
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0020
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0020
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0020
https://doi.org/10.1016/j.neucom.2016.12.109
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0021
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0021
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0021
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0021
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0021
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0022
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0022
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0022
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0022
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0023
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0023
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0023
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0023
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0023
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0024
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0024
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0024
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0024
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0024
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0025
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0025
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0025
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0026
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0026
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0026
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0026
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0026
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0027
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0027
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0027
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0028
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0028
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0028
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0028
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0028
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0029
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0029
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0029
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0029
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0029
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0030
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0030
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0031
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0031
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0031
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0031
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0031
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0032
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0032
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0032
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0032
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0033
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0033
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0033
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0033
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0033
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0034
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0034
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0034
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0034
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0035
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0035
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0035
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0035
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0035
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0036
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0036
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0036
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0036
http://refhub.elsevier.com/S0096-3003(17)30627-6/sbref0036

	Hybrid-driven-based H filter design for neural networks subject to deception attacks
	1 Introduction
	2 System description
	3 Main results
	4 Simulation examples
	5 Conclusion
	 Acknowledgments
	 References


