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a b s t r a c t 

This paper is concerned with the issue of quantized state estimation for neural networks with cyber at- 

tacks and hybrid triggered communication scheme. In order to reduce the pressure of the network trans- 

mission and save the network resources, the hybrid triggered scheme and quantization are introduced. 

The hybrid triggered scheme consists of time triggered scheme and event triggered scheme, in which the 

stochastic switch is described by a variable satisfying Bernoulli distribution. First, by taking the effect of 

hybrid triggered scheme and quantization into consideration, a mathematical model for estimating the 

state of neural networks is constructed. Second, by using linear matrix inequality (LMI) techniques and 

Lyapunov stability theory, the sufficient conditions are given which can ensure the stability of estimat- 

ing error system under hybrid triggered scheme, and the designing algorithm of desired state estimator 

is also presented in terms of LMIs. Finally, a numerical example is given to show the usefulness of the 

proposed approach. 

© 2018 Elsevier B.V. All rights reserved. 
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. Introduction 

In recent years, the dynamic behaviors of neural networks have

een paid increasing attention due to their potential applications

n automation, image recognition, data compression and large vol-

me of high speed data processing. It is well known that under-

tanding the neuron states is an indispensable step to apply the

eural networks and realize the desired performance in practi-

al application. A large number of researchers have made great

chievements in the neuron state estimation problem [1–4] . In [1] ,

he authors investigate the variance-constrained state estimation

roblem for a class of networked multi-rate systems with network-

nduced probabilistic sensor failures and measurement quantiza-

ion. The authors in [2] concentrate on the problem of stochastic

nite-time state estimation for discrete time-delay neural networks

ith Markovian jumps. In literature [3] , the authors consider the

roblem of state estimation with guaranteed performance for a

lass of switching fuzzy neural networks. 

Over the past few decades, time triggered scheme (periodic

ampling) is intensively applied for systems modeling in con-

entional control systems [5–7] . In [5] , the authors consider the

obust H ∞ 

filtering problem for a class of uncertain nonlinear
∗ Corresponding author. 
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ime-delay stochastic systems. In view of the limited network re-

ources, the drawback of time triggered scheme which contains the

ransmitting of large repetitive signals is prominent day by day. To

void the shortcoming of time triggered scheme, another triggered

cheme named event triggered scheme is proposed, which is used

o deal with many issues of data transmission for networked con-

rol systems. For example, a novel event triggered scheme, which

s used to reduce the communication load of the network, is pro-

osed in [8] to investigate the problem of H ∞ 

controllers design

or networked control systems with network-induced delay. Differ-

nt from the time triggered scheme, the main idea of event trig-

ered scheme mentioned above is that whether the settled thresh-

ld is violated or not can be the key rule of newly sampling data

ransmission. Based on the proposed event triggered scheme in

8] , a large number of scholars concentrate on the investigations

f event triggered scheme and have obtained abundant research

esults [9–12] . For example, an adaptive event-triggered commu-

ication scheme is proposed in [9] which is applied for a class

f networked Takagi–Sugeno (T–S) fuzzy control systems. In [10] ,

he problem of event-triggered reliable H ∞ 

filtering for networked

ystems with multiple sensor distortions is investigated. The au-

hors in [11] are devoted to the design of event-triggered non-

ragile state estimator for delayed neural networks subject to ran-

omly occurring sensor nonlinearity. On the basis of the proposed

vent triggered scheme in [8] , another triggered scheme named

ybrid triggered scheme is proposed in [13] , which is used to

https://doi.org/10.1016/j.neucom.2018.02.060
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investigate the design of hybrid driven controller for networked

control systems with network-induced delays. Inspired by the work

mentioned above, some researchers make a further study about

hybrid triggered scheme [14–17] . The authors in [14] are devoted

to the reliable controller design for hybrid-driven nonlinear sys-

tems via T–S fuzzy model with probabilistic actuator faults and

probabilistic nonlinear perturbations. The problem of H ∞ 

filter

design for neural networks is investigated in [15] with hybrid

triggered scheme and deception attacks. The hybrid-triggered H ∞ 

filtering problem is considered for networked systems under

stochastic cyber attacks in [16] . In this paper, the hybrid triggered

scheme is introduced to investigate the state estimation for neural

networks with cyber attacks. 

Recently, the quantitative processing has drawn much attention

which is an effective way to save the network resources besides

the event triggered scheme mentioned above. In networked con-

trol systems, the quantitative processing which contains the com-

pression and decompression of sampling data aims at reducing the

pressure of transmission and save network resources. Motivated

by the merit of quantization mentioned above, many researchers

have taken the effect of quantization into consideration for net-

worked systems [18–20] . The problem of H ∞ 

output feedback con-

trol for event-triggered Markovian jump system is investigated in

[18] with measured output quantizations. In [19] , an event-driven

networked control systems has been studied subject to quantiza-

tion and packet losses. The authors in [20] investigate the dynamic

output-feedback control problem for a class of discrete-time non-

linear stochastic systems with uniform quantization effects. In this

paper, due to the quantitative processing which can reduce the

pressure of network transmission in networked systems, the quan-

tization is introduced in the investigation of state estimation for

neural networks. To the best of authors’ knowledge, the state es-

timation for neural networks with hybrid triggered scheme and

quantization has not been investigated yet, which is the motiva-

tion of this paper. 

The insertion of network has posed many conveniences in data

transmission, but it also brings a lot of challenges such as packet

losses, nonlinear disturbance and network-induced delay. In addi-

tion, another offensive behavior named cyber attacks aims at de-

stroying data transmission system, real-time sampling data, com-

munication infrastructures and networked devices. According to

descriptions in [21,22] , cyber attacks, which include an inaccurate

sampling data and misidentification of the receiving devices, have

generated greater threats to the safety of network. Given the im-

portance of network security, enough attention should be paid to

the risks of the cyber attacks. In recent years, large numbers of

researchers are devoted to the investigations of cyber attacks and

have obtained abundant research results [23–25] . For example, a

novel approach of state filtering scheme and the sensor schedul-

ing co-design for cyber–physical systems subject to random decep-

tion attacks is investigated in [23] . The authors in [24] investigate

online deception attack strategy against remote state estimation

with sensor-to-estimator communication rate constraint. A novel

distributed state estimator with an event-triggered scheme is pro-

posed in [25] to defend against false data injection attack. Drawing

lessons from the existing achievements about cyber attacks, this

paper is concerned with the design of state estimator for neural

networks under hybrid triggered scheme subject to cyber attacks. 

Motivated by the observations above, this paper is concerned

with state estimation for neural networks with hybrid triggered

scheme and quantization subject to cyber attacks. The hybrid trig-

gered scheme and quantization are introduced to reduce the pres-

sure of network transmission. Cyber attacks are also considered to

make the state estimation for neural networks closer to the work-

ing condition of the actual system. Finally, a numerical example is

given to show the usefulness of the proposed method. 
This paper is organized as follows. In Section 2 , a mathematical

odel of the estimating error system is constructed by taking the

ffects of hybrid triggered scheme and cyber attacks into consid-

ration. Sufficient conditions which can guarantee stability of the

stimating error system are established and a state estimator de-

ign method is provided in Section 3 . A numerical example is given

n Section 4 to show the usefulness of the proposed method. The

onclusion is given in the final part. 

Notation: R 

n and R 

n ×m denote the n -dimensional Euclidean

pace, and the set of n × m real matrices; Matrix X > 0, for X ∈ R 

n ×n

eans that the matrix X is real symmetric positive definite. E (X )

epresents the mathematical expectation of X . For a matrix B and

wo symmetric matrices A and C , [ 
A ∗
B C 

] denotes a symmetric ma-

rix, where ∗ denotes the entries implied by symmetry. I is the

dentity matrix of appropriate dimension. In addition, T stands for

he transpose of matrix. 

. System description 

This paper is concerned with state estimation for neural net-

orks with hybrid triggered scheme and quantization subject to

yber attacks. As is shown in Fig. 1 , the hybrid triggered scheme

nd quantization are introduced to reduce the pressure of network

ransmission. A random variable which satisfies Bernoulli distribu-

ion is employed to describe the stochastic switch between the

ime triggered scheme and event triggered scheme in the hybrid

riggered scheme. Consider the following neural networks with

ime-varying delays and n neurons [4,26,27] : 

˙ x (t) = −Ax (t) + W 0 g(x (t)) + W 1 g(x (t − φ(t))) 

y (t) = Cx (t) 
(1)

here x (t) = [ x 1 (t) , x 2 (t ) , · · · , x n (t )] T ∈ R 

n is the state vector of

eural networks and y (t) = [ y 1 (t) , y 2 (t ) , · · · , y r (t )] T ∈ R 

r is the

easurement output; A = diag{ a 1 , a 2 , · · · , a n } is a diagonal matrix

ith positive entries a i > 0; W 0 and W 1 are the connection weight

atrix and the delayed connection weight matrix, respectively; C

s a given constant matrix of appropriate dimensions. g(x (t)) =
 g 1 (x 1 (t)) , g 2 (x 2 (t)) , · · · , g n (x n (t))] T denotes the neuron activation

unction, and φ( t ) denotes the time-varying bounded state delay

atisfying φ( t ) ∈ [ φm 

, φM 

], where φm 

and φM 

are the lower and up-

er bounds of φ( t ). 

In order to estimate the state of neural network system (1) , the

ollowing state estimation system [28,29] is introduced: 

˙ ˆ x (t) = −A ̂

 x (t) + K( ̃  y (t) − ˆ y (t)) 

ˆ y (t) = C ̂  x (t) 
(2)

here ˆ x (t) ∈ R 

n is the estimated state vector and K is the estima-

or gain matrix to be determined. ˜ y (t) is the actual input of the

stimator and ˆ y (t) is the estimated measurement output. 

In this paper, the state estimation for neural networks is in-

estigated with hybrid triggered scheme and quantization subject

o stochastic cyber attacks. The structure of the state estimator is

hown in Fig. 1 . The sensor measurements are sampled at time kh

ith a period h . 

As is shown in Fig. 1 , when “time triggered scheme” is chosen,

y using the similar arguments in [30] , the actual input of the es-

imator can be written as follows without considering the effect of

uantization. 

 1 (t) = Cx (t k h ) , t ∈ [ t k h + τt k , t k +1 h + τt k +1 
) (3)

here h is the sampling period, t k h is the instant that the sampled

ata is transmitting, τt k 
is the corresponding network-induced de-

ay. Similar to [31] , define the network allowable equivalent delay

(t) = t − t k h, Eq. (3) can be written as follows 

 1 (t) = Cx (t − τ (t)) (4)
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Fig. 1. The structure of hybrid-driven-based state estimator for neural networks with quantization subject to cyber attacks. 
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here τ ( t ) ∈ [0, τM 

], τM 

is the upper bound of time-delay. 

As is shown in Fig. 1 , when “event triggered scheme” is acti-

ated in the hybrid triggered scheme, the event generator function

an be defined as the following judgment algorithm, which is sim-

lar in [8,32] : 

 y (((k + j) h )) − y (kh )] T �[ y ((k + j) h ) − y (kh )] 

≤ σy T ((k + j) h )�y ((k + j) h ) (5) 

here �> 0 is a symmetric positive define matrix, j = 1 , 2 , · · · ,

∈ [0, 1), y ((k + j) h ) is the newly sampling data, and y ( kh ) is the

atest delivered data. The sampled signal y ((k + j) h ) which satis-

es the inequality (5) will not be transmitted, only the one that

xceeds the threshold in (5) will be delivered. 

As a matter of convenience, the interval [ t k h + τt k 
, t k +1 h +

t k +1 
) can be divided into several subintervals. Suppose that

here exists a constant ϱ which satisfies [ t k h + τt k 
, t k +1 h + τt k +1 

) =
 � 
j=1 

� j , where � j = [ t k h + jh + ηt k + j , t k h + jh + h + ηt k + j+1 ] , j =
 0 , 1 , 2 , · · · , �} � = t k +1 − t k − 1 . Define η(t) = t − t k h − jh, 0 ≤
t k 

≤ η(t) ≤ h + ηt k + j+1 
� ηM 

. Let e k (t) = y (t k h ) − y (t k h + jh ) . Un-

er the event triggered scheme, the input signal of the filter y 2 ( t )

an be written as follows: 

 2 (t) = Cx (t − η(t)) + e k (t) (6)

emark 1. An effective triggered scheme named hybrid triggered

cheme is proposed in [13] , in which the stochastic switch between

he time triggered scheme and the event triggered scheme is de-

cribed by a random variable satisfying Bernoulli distribution. In

his paper, by utilizing the methods in [13] , the hybrid triggered

cheme is introduced to alleviate the burden of network and in-

rease utilization of network resources. Based on the hybrid trig-

ered scheme, the state estimation for neural networks is investi-

ated in this paper with quantization and cyber attacks. 

By applying the modeling approach of hybrid triggered scheme

n [13] , the real input of the state estimator ȳ (t) under the hybrid

riggered scheme can be written as follows: 

¯
 (t) = α(t) y 1 (t) + (1 − α(t )) y 2 (t ) 

= α(t) Cx (t − τ (t)) + (1 − α(t)) [ Cx (t − η(t)) + e k (t) ] (7) 

here α( t ) ∈ [0, 1], α( t ) has the following statistical properties. 

 { α(t) } = ᾱ, E { (α(t) − ᾱ) 2 } = ᾱ(1 − ᾱ) = ρ2 
1 

¯ represents the expectation of α( t ), ρ2 
1 

is utilized to represent the

athematical variance of α( t ). 

Inspired by the effect of quantization in [33,34] , the quantita-

ive process is introduced to save the bandwidth of the network

urther in the design of state estimator. The following function is

ntroduced: 

 (y ) = diag{ q 1 , q 2 , . . . , q m 

} , (8)

here q ( ·) is symmetric, that is q (−y ) = −q (y ) . 
i i i i 
The logarithmic quantizer can be defined as follows: 

 i (y i ) = 

⎧ ⎪ ⎨ 

⎪ ⎩ 

u 

(i ) 
l 

, i f 
1 

1 + δq i 

u 

(i ) 
l 

< y i < 

1 

1 − δq i 

u 

(i ) 
l 

, y i > 0 , 

0 , i f y i = 0 , 

−q i (−y i ) , i f y i < 0 

(9) 

here δq i = 

1 −ρq i 
1+ ρq i 

(0 < ρq i < 1) , ρq i is quantization resolution. For

implicity, we assume that δq i = δq , δq is a constant, q ( ·) (i =
 , 2 , · · · , m ) can be described as follows: 

 (y ) = (I + �q ) y (10)

n which �q = diag{ �q 1 , �q 2 , · · · , �q m } . 
Combine (7) and (10) , the real input of the state estimator can

e written as: 

¯
 (t) = (I + �q ) α(t) Cx (t − τ (t)) + (I + �q )(1 − α(t)) 

× [ Cx (t − η(t)) + e k (t) ] (11) 

emark 2. The quantitative process which aims at saving limited

andwidth and network resources further has drawn much atten-

ion of many researchers in recent years [18,19,33] . In this paper,

he quantization is considered for the state estimation of neural

etworks with hybrid triggered scheme subject to cyber attacks. 

As is shown in Fig. 1 , the sampling data is vulnerable to the

alicious signals. In this paper, when the sampling data is deliv-

red in the network, the effect of cyber attacks is considered. After

he cyber attacks lunched, the real sampling data combined with

he aggressive signals is delivered to the state estimator. The real

nput of the state estimator can be described as follows: 

˜ 
 (t) = (1 − θ (t )) ̄y (t ) + θ (t) C f (x (t − d(t))) 

= (1 − θ (t))(I + � q ) α(t) Cx (t − τ (t)) + (1 − θ (t))(I + � q ) 

× (1 − α(t)) [ Cx (t − η(t)) + e k (t) ] + θ (t) C f (x (t − d(t))) 

(12) 

here f ( x ( t )) represents cyber attacks, d ( t ) is time-varying delay of

yber attacks, d ( t ) ∈ [0, d M 

], d M 

is the upper bound of d ( t ). θ ( t ) is

sed to describe the occurring probability of the stochastic cyber

ttacks, θ ( t ) ∈ [0, 1]. 

emark 3. As is described in [21,22] , cyber attacks are essentially

 kind of methods, processes, or means which are utilized to ma-

iciously reduce network reliability. In this paper, in order to be

loser to the actual situation of neural network, cyber attacks are

onsidered for the state estimation of neural networks with hybrid

riggered scheme and quantization. 

It should be noted that Bernoulli variables α( t ) and θ ( t ) are in-

ependent of each other. θ ( t ) has the following statistical proper-

ies. 

 { θ (t) } = θ̄ , E { (θ (t) − θ̄ ) 2 } = θ̄ (1 − θ̄ ) = ρ2 
2 

here θ̄ represents the expectation of θ ( t ), ρ2 
2 is utilized to repre-

ent the mathematical variance of θ ( t ). 
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Remark 4. In (12) , θ ( t ) which satisfies Bernoulli distribution is

employed to depict the randomly occurring probability of cyber

attacks. When θ (t) = 1 , the aggressive signals are delivered in-

stead of real sensor measurement, the real input in (12) is ˜ y (t) =
f (x (t − d(t))) . θ (t) = 0 means the network environment is safe

and the effect of cyber attacks does not be taken into considera-

tion, the real input can be expressed as ˜ y (t) = α(t)(I + � q ) Cx (t −
τ (t)) + (1 − α(t))(I + � q ) [ Cx (t − η(t)) + Ce k (t) ] . 

Remark 5. In [35–38] , random variables which satisfy Bernoulli

distribution are employed to described the stochastic disturbance

and missing measurements. In this paper, α( t ) obeying Bernoulli

distribution describes the stochastic switch between the time trig-

gered scheme and the event triggered scheme. θ ( t ) which obeys

Bernoulli distribution is employed to describe randomly occurring

probability of cyber attacks. It should be noted that α( t ) and θ ( t )

are independent of each other. 

Define e (t) = x (t) − ˆ x (t) , combine (1), (2), (10) and (12) , one

can get 

˙ e (t) = −(A + KC) e (t) + KCx (t) − (1 − θ (t )) α(t ) 

× KC(I + �q ) x (t − τ (t)) 

−(1 − θ (t))(1 − α(t)) KC(I + �q ) x (t − η(t)) 

− (1 − θ (t))(1 − α(t)) K(I + �q ) e k (t) 

− θ (t) KC f (x (t − d(t))) + W 0 g(x (t)) + W 1 g(x (t −(φ(t)))) 

(13)

Let x̄ (t) = [ x T (t) e T (t)] T , combine (1) and (13) , the following

augmented system can be obtained: 

˙ x̄ (t) = Ā ̄x (t) + (1 − θ (t )) α(t ) ̄B ̄x (t − τ (t )) 

+ (1 − θ (t))(1 − α(t)) ̄B ̄x (t − η(t)) 

+ (1 − θ (t))(1 − α(t )) ̄C e k (t ) + θ (t ) ̄D f (H ̄x (t −d(t ))) 

+ W̄ 0 g(H ̄x (t)) + W̄ 1 g(H ̄x (t − φ(t))) (14)

where 

Ā = 

[
−A 0 

KC −(A + KC) 

]
, B̄ = 

[
0 0 

−KC(I + �q ) 0 

]
, 

C̄ = 

[
0 

−K(I + �q ) 

]
, D̄ = 

[
0 

−KC 

]

¯
 0 = 

[
W 0 

0 

]
, W̄ 1 = 

[
W 1 

0 

]
, H 

T = 

[
I 
0 

]
In the following, a definition, some lemmas and assumptions

will be introduced, which will help us in deriving the main results.

Definition 1 [39] . For given function V : C b 
F 0 

([ −τM 

, 0] , R n ) × S, its in-

finitesimal operator L is defined as 

L (V η(t) ) = lim 

�→ 0+ 
1 

� 

[ E (V (ηt + � ) | ηt ) − V (ηt )] (15)

Assumption 1 [15,40] . Cyber attacks f ( x ( t )) satisfy the following

condition: 

|| f (x (t)) || 2 ≤ || Gx (t) || 2 (16)

where G is a constant matrix representing the upper bound of the

nonlinearity. 

Assumption 2 [41] . The neural activation function satisfies the fol-

lowing condition, and U 1 , U 2 are real constant matrices and satisfy

 2 − U 1 ≥ 0 : 

[ g(x ) − U 1 x ] 
T [ g(x ) − U 2 x ] ≤ 0 (17)
emma 1 [42] . For the given instant τ 1 and matrix R > 0, the follow-

ng inequality is established: 

τ1 

∫ t 

t−τ1 

˙ x T (s ) R ̇

 x (s ) ≤
[

x (t) 
x (t − τ1 ) 

]T [−R R 

R −R 

][
x (t) 

x (t − τ1 ) 

]
(18)

emma 2 [43] . For any vector x , y ∈ R n and matrix Q ∈ R n × n with

ppropriate dimensions, the following inequality is established: 

 x T y ≤ x T Qx + y T Q 

−1 y (19)

emma 3 [44] . Given matrices M , N and P of appropriate dimensions,

upposing P is symmetrical, 

 + MF (t) N + N 

T F T (t) M 

T < 0 (20)

or any F ( t ) satisfying F ( t ) T F ( t ) ≤ I , if and only if there exists a param-

ter ε > 0 such that 

 + ε−1 M M 

T + εN N 

T < 0 (21)

emma 4 [45] . Supposed τ ( t ) ∈ [0, τM 

], φ( t ) ∈ [ φm 

, φM 

], η( t ) ∈ [0,

M 

], d ( t ) ∈ [0, d M 

], �i (i = 1 , · · ·, 8) are matrices with appropri-

te dimensions, the inequality (φ(t) − φm 

)�1 + (φM 

− φ(t))�2 +
(t)�3 + (τM 

− τ (t))�4 + η(t)�5 + (ηM 

− η(t))�6 + d(t)�7 + 

(d M 

− d(t))�8 + � < 0 is established, if and only if the following

nequalities are established: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

φ1 �2 +τM 

�4 +ηM 

�6 +d M 

�8 +�< 0 , φ1 �2 +τM 

�4 +ηM 

�6 

+ d M 

�7 +�< 0 

φ1 �2 +τM 

�4 +ηM 

�5 +d M 

�8 +�< 0 , φ1 �2 +τM 

�4 +ηM 

�5 

+ d M 

�7 +�< 0 

φ1 �2 +τM 

�3 +ηM 

�6 +d M 

�8 +�< 0 , φ1 �2 +τM 

�3 +ηM 

�6 

+ d M 

�7 +�< 0 

φ1 �2 +τM 

�3 +ηM 

�5 +d M 

�8 +�< 0 , φ1 �2 +τM 

�3 +ηM 

�5 

+ d M 

�7 +�< 0 

φ1 �1 +τM 

�4 +ηM 

�6 +d M 

�8 +�< 0 , φ1 �1 +τM 

�4 +ηM 

�6 

+ d M 

�7 +�< 0 

φ1 �1 +τM 

�4 +ηM 

�5 +d M 

�8 +�< 0 , φ1 �1 +τM 

�4 +ηM 

�5 

+ d M 

�7 +�< 0 

φ1 �1 +τM 

�3 +ηM 

�6 +d M 

�8 +�< 0 , φ1 �1 +τM 

�3 +ηM 

�6 

+ d M 

�7 +�< 0 

φ1 �1 +τM 

�3 +ηM 

�5 +d M 

�8 +�< 0 , φ1 �1 +τM 

�3 +ηM 

�5 

+ d M 

�7 +�< 0 

(22)

here φ1 = φM 

− φm 

. Main results 

In this section, by applying Lyapunov functional approach and

inear matrix inequality technique, considering the hybrid triggered

cheme and cyber attacks, the sufficient conditions will be derived

hich guarantee the stability of the estimation error system (14) . 

heorem 1. For given parameters: the bounds of time-delay φm 

,

M 

, τM 

, ηM 

and d M 

, the event triggered parameter σ , the expecta-

ions of Bernoulli variables ᾱ and θ̄ , the constant matrix G , the aug-

ented system (14) is asymptotically stable, if there exist matrices

 > 0, Q k > 0, R k > 0 (k = 1 , 2 , 3 , 4 , 5) , �> 0, L , Y , M , N , W , V , Z , S

ith appropriate dimension and parameters α > 0, β > 0 satisfying: 

(s ) = 

⎡ 

⎢ ⎣ 

�11 + � + �T ∗ ∗ ∗
�21 �22 ∗ ∗
�31 0 �33 ∗

�41 (s ) 0 0 �44 

⎤ 

⎥ ⎦ 

< 0 , 

s = 1 , 2 , 3 , · · · , 16 (23)
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w
here 

�11 = 

[ 

�1 ∗ ∗
�2 �3 ∗
�4 0 �5 

] 

, � = 

[
�1 �2 

]
, 

�1 = 

[
M + Z + W L −L + Y −Y −M + N 

]
�2 = 

[
−N −Z + S −S −W + V −V 0 0 0 0 

]

�1 = 

⎡ 

⎢ ⎢ ⎣ 

�1 ∗ ∗ ∗ ∗
R 2 −Q 1 − R 2 ∗ ∗ ∗
0 0 −βŪ 1 ∗ ∗
0 0 0 −Q 2 ∗

�2 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

, 

�2 = 

⎡ 

⎢ ⎢ ⎣ 

0 0 0 0 0 

�3 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

�4 = 

⎡ 

⎢ ⎣ 

�4 0 0 0 0 

W̄ 

T 
1 P 0 −βŪ 

T 
2 0 0 

�5 0 0 0 0 

θ̄ D̄ 

T P 0 0 0 0 

⎤ 

⎥ ⎦ 

, 

�3 = diag{−Q 3 , σC T H 

T �HC, −Q 4 , θ̄H 

T GGH, −Q 5 } 
�5 = diag{−αI , −βI , −�, −θ̄ I } , �1 = P Ā + Ā 

T P + Q 1 + Q 2 

+ Q 3 + Q 4 + Q 5 − R 2 − αŪ 1 

�2 = (1 − θ̄ ) ̄αB̄ 

T P, �3 = (1 − θ̄ )(1 − ᾱ) ̄B 

T P, 

�4 = W̄ 

T 
0 P − αŪ 

T 
2 , �5 = (1 − θ̄ )(1 − ᾱ) ̄C T P 

ᾱ1 = 1 − ᾱ, θ̄1 = 1 − θ̄ , ρ1 = 

√ 

ᾱ(1 − ᾱ) , 

ρ2 = 

√ 

θ̄ (1 − θ̄ ) 

�21 = 

[ 

�6 �7 �8 �9 

0 �10 0 �11 

0 �12 0 �13 

] 

, �31 = 

[
0 �14 0 �15 

0 0 0 �16 

]
, 

κ = 

√ 

φM 

− φm 

�6 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κR 1 ̄A 0 0 0 

φm 

R 2 ̄A 0 0 0 √ 

τM 

R 3 ̄A 0 0 0 √ 

ηM 

R 4 ̄A 0 0 0 √ 

d M 

R 5 ̄A 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�7 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄ακR 1 ̄B 0 θ̄1 ̄α1 κR 1 ̄B 0 

θ̄1 ̄αφm 

R 2 ̄B 0 θ̄1 ̄α1 φm 

R 2 ̄B 0 

θ̄1 ̄α
√ 

τM 

R 3 ̄B 0 θ̄1 ̄α1 
√ 

τM 

R 3 ̄B 0 

θ̄1 ̄α
√ 

ηM 

R 4 ̄B 0 θ̄1 ̄α1 
√ 

ηM 

R 4 ̄B 0 

θ̄1 ̄α
√ 

d M 

R 5 ̄B 0 θ̄1 ̄α1 

√ 

d M 

R 5 ̄B 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

�8 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 κR 1 W̄ 0 κR 1 W̄ 1 

0 0 φm 

R 2 W̄ 0 φm 

R 2 W̄ 1 

0 0 

√ 

τM 

R 3 W̄ 0 
√ 

τM 

R 3 W̄ 1 

0 0 

√ 

ηM 

R 4 W̄ 0 
√ 

ηM 

R 4 W̄ 1 

0 0 

√ 

d M 

R 5 W̄ 0 

√ 

d M 

R 5 W̄ 1 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 

�9 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄α1 κR 1 ̄C θ̄κR 1 ̄D 

θ̄1 ̄α1 φm 

R 2 ̄C θ̄φm 

R 2 ̄D 

θ̄1 ̄α1 
√ 

τM 

R 3 ̄C θ̄
√ 

τM 

R 3 ̄D 

θ̄1 ̄α1 
√ 

ηM 

R 4 ̄C θ̄
√ 

ηM 

R 4 ̄D 

θ̄1 ̄α1 

√ 

d M 

R 5 ̄C θ̄
√ 

d M 

R 5 ̄D 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 
�10 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ρ1 κR 1 ̄B 0 −θ̄1 ρ1 κR 1 ̄B 0 

θ̄1 ρ1 φm 

R 2 ̄B 0 −θ̄1 ρ1 φm 

R 2 ̄B 0 

θ̄1 ρ1 
√ 

τM 

R 3 ̄B 0 −θ̄1 ρ1 
√ 

τM 

R 3 ̄B 0 

θ̄1 ρ1 
√ 

ηM 

R 4 ̄B 0 −θ̄1 ρ1 
√ 

ηM 

R 4 ̄B 0 

θ̄1 ρ1 

√ 

d M 

R 5 ̄B 0 −θ̄1 ρ1 

√ 

d M 

R 5 ̄B 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�11 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

−θ̄1 ρ1 κR 1 ̄C 0 

−θ̄1 ρ1 φm 

R 2 ̄C 0 

−θ̄1 ρ1 
√ 

τM 

R 3 ̄C 0 

−θ̄1 ρ1 
√ 

ηM 

R 4 ̄C 0 

−θ̄1 ρ1 

√ 

d M 

R 5 ̄C 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�12 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

ᾱρ2 κR 1 ̄B 0 ᾱ1 ρ2 κR 1 ̄B 0 

ᾱρ2 φm 

R 2 ̄B 0 ᾱ1 ρ2 φm 

R 2 ̄B 0 

ᾱρ2 
√ 

τM 

R 3 ̄B 0 ᾱ1 ρ2 
√ 

τM 

R 3 ̄B 0 

ᾱρ2 
√ 

ηM 

R 4 ̄B 0 ᾱ1 ρ2 
√ 

ηM 

R 4 ̄B 0 

ᾱρ2 

√ 

d M 

R 5 ̄B 0 ᾱ1 ρ2 

√ 

d M 

R 5 ̄B 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�13 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

ᾱ1 ρ2 κR 1 ̄C 0 

ᾱ1 ρ2 φm 

R 2 ̄C 0 

ᾱ1 ρ2 
√ 

τM 

R 3 ̄C 0 

ᾱ1 ρ2 
√ 

ηM 

R 4 ̄C 0 

ᾱ1 ρ2 

√ 

d M 

R 5 ̄C 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�14 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κρ1 ρ2 R 1 ̄B 0 −κρ1 ρ2 R 1 ̄B 0 

φm 

ρ1 ρ2 R 2 ̄B 0 −φm 

ρ1 ρ2 R 2 ̄B 0 √ 

τM 

ρ1 ρ2 R 3 ̄B 0 −√ 

τM 

ρ1 ρ2 R 3 ̄B 0 √ 

ηM 

ρ1 ρ2 R 4 ̄B 0 −√ 

ηM 

ρ1 ρ2 R 4 ̄B 0 √ 

d M 

ρ1 ρ2 R 5 ̄B 0 −
√ 

d M 

ρ1 ρ2 R 5 ̄B 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�15 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

−κρ1 ρ2 R 1 ̄C 0 

−φm 

ρ1 ρ2 R 2 ̄C 0 

−√ 

τM 

ρ1 ρ2 R 3 ̄C 0 

−√ 

ηM 

ρ1 ρ2 R 4 ̄C 0 

−
√ 

d M 

ρ1 ρ2 R 5 ̄C 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, �16 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

0 κρ2 R 1 ̄D 

0 φm 

ρ2 R 2 ̄D 

0 

√ 

τM 

ρ2 R 3 ̄D 

0 

√ 

ηM 

ρ2 R 4 ̄D 

0 

√ 

d M 

ρ2 R 5 ̄D 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�6 = ρ1 ρ2 P B̄ , �22 = diag{ ϒ, ϒ, ϒ} , �33 = diag{ ϒ, ϒ} , 
ϒ = diag{−R 1 , −R 2 , −R 3 , −R 4 , −R 5 } 

�41 (1) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (2) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

, 

�41 (3) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (4) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

�41 (5) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (6) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

, 

�41 (7) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (8) = 

⎡ 

⎢ ⎣ 

κY T √ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

�41 (9) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (10) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

N 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

, 

�41 (11) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (12) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

N 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 
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�41 (13) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (14) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

M 

T 

√ 

ηM 

S T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

, 

�41 (15) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

V 

T 

⎤ 

⎥ ⎦ 

, �41 (16) = 

⎡ 

⎢ ⎣ 

κL T √ 

τM 

M 

T 

√ 

ηM 

Z T √ 

d M 

W 

T 

⎤ 

⎥ ⎦ 

�44 = diag{−R 1 , −R 3 , −R 4 , −R 5 } , 
Y T = 

[
0 1 ×2 Y T 3 Y T 4 0 1 ×10 

]
, 

L T = 

[
0 L T 2 L T 3 0 1 ×11 

]
N 

T = 

[
0 1 ×4 N 

T 
5 N 

T 
6 0 1 ×8 

]
, 

M 

T = 

[
M 

T 
1 0 1 ×3 M 

T 
5 0 1 ×9 

]
, 

S T = 

[
0 1 ×6 S T 7 S T 8 0 1 ×6 

]
Z T = 

[
Z T 1 0 1 ×5 Z T 7 0 1 ×7 

]
, 

V 

T = 

[
0 1 ×8 V 

T 
9 V 

T 
10 0 1 ×4 

]
, 

W 

T = 

[
W 

T 
1 0 1 ×7 W 

T 
9 0 1 ×5 

]
Proof. Choose the following Lyapunov functional candidate as 

 (t) = V 1 ( ̄x t ) + V 2 ( ̄x t ) + V 3 ( ̄x t ) (24)

where 

 1 ( ̄x t ) = x̄ T (t) P ̄x (t) 

 2 ( ̄x t ) = 

∫ t 

t−φm 

x̄ T (s ) Q 1 ̄x (s ) ds + 

∫ t 

t−φM 

x̄ T (s ) Q 2 ̄x (s ) ds 

+ 

∫ t 

t−τM 

x̄ T (s ) Q 3 ̄x (s ) ds + 

∫ t 

t−ηM 

x̄ T (s ) Q 4 ̄x (s ) ds 

+ 

∫ t 

t−d M 

x̄ T (s ) Q 5 ̄x (s ) ds 

 3 ( ̄x t ) = 

∫ t−φm 

t−φM 

∫ t 

s 

˙ x̄ T (v ) R 1 ̇
 x̄ (v ) d v d s+ φm 

∫ t 

t−φm 

∫ t 

s 

˙ x̄ T (v ) R 2 ̇
 x̄ (v ) d v d s

+ 

∫ t 

t−τM 

∫ t 

s 

˙ x̄ T (v ) R 3 ̇
 x̄ (v ) d v d s 

+ 

∫ t 

t−ηM 

∫ t 

s 

˙ x̄ T (v ) R 4 ̇
 x̄ (v ) d v d s + 

∫ t 

t−d M 

∫ t 

s 

˙ x̄ T (v ) R 5 ̇
 x̄ (v ) d v d s

Apply the infinitesimal operator ( Definition 1 ) for V k ( t ) (k =
1 , 2 , 3) and take expectation on it, one can get: 

E {L V 1 ( ̄x t ) } = 2 ̄x T (t) P [ ̄A ̄x (t) + W̄ 0 ̄g (H ̄x (t)) + W̄ 1 ̄g (H ̄x (t − φ(t))) 

+ θ̄1 ̄αB̄ ̄x (t − τ (t)) + θ̄1 ̄α1 ̄B ̄x (t − η(t)) + θ̄1 ̄α1 ̄C e k (t)

+ θ̄ D̄ f (H ̄x (t − d(t)))] (25)

E {L V 2 ( ̄x t ) } = x̄ T (t)(Q 1 + Q 2 + Q 3 + Q 4 + Q 5 ) ̄x (t) 

− x̄ T (t − φm 

) Q 1 ̄x (t − φm 

) 

− x̄ T (t − φM 

) Q 2 ̄x (t − φM 

) − x̄ T (t − τM 

) Q 3 ̄x (t − τM 

) 

− x̄ T (t − ηM 

) Q 4 ̄x (t − ηM 

) − x̄ T (t − d M 

) Q 5 ̄x (t − d M 

) 

(26)

E {L V 3 ( ̄x t ) } = E 

{
˙ x̄ T (t) ̃  R ̇

 x̄ (t) 
}

−
∫ t−φm 

t−φM 

˙ x̄ T (s ) R 1 ̇
 x̄ (s ) ds 

−φm 

∫ t 

t−φm 

˙ x̄ T (s ) R 2 ̇
 x̄ (s ) ds −

∫ t 

t−τM 

˙ x̄ T (s ) R 3 ̇
 x̄ (s ) ds 

−
∫ t 

t−η

˙ x̄ T (s ) R 4 ̇
 x̄ (s ) ds −

∫ t 

t−d 

˙ x̄ T (s ) R 5 ̇
 x̄ (s ) ds (27)
M M 
n which 

 ( ̇ x̄ T (t) ̃  R ̇

 x̄ (t)) = A 

T ˜ R A + θ̄2 
1 ρ

2 
2 B 

T 
1 ̃

 R B 1 

+ ρ2 
2 B 

T 
2 ̃

 R B 2 + ρ2 
1 ρ

2 
2 B 

T 
1 ̃

 R B 1 + ρ2 
2 F 

T 
c D̄ 

T ˜ R ̄D F c (28)

here 

A = Ā ̄x (t) + W̄ 0 ̄g (H ̄x (t)) + W̄ 1 ̄g (H ̄x (t −φ(t))) + θ̄1 ̄αB̄ ̄x (t −τ (t)) 

+ θ̄1 ̄α1 ̄B ̄x (t − η(t)) + θ̄1 ̄α1 ̄C e k (t) + θ̄ D̄ f (H ̄x (t − d(t))) 

 1 = B̄ ̄x (t − τ (t)) − B̄ ̄x (t − η(t)) − C̄ e k (t) , 

 2 = B̄ ̄αe (t − τ (t)) + B̄ ̄α1 e (t − η(t)) + C̄ ̄α1 e k (t) 

˜ R = (φM 

− φm 

) R 1 + φ2 
m 

R 2 + τM 

R 3 + ηM 

R 4 + d M 

R 5 , 

F c = f (H ̄x (t − d(t))) 

From Assumption 1 , which is the limited condition of cyber-
ttacks, we can obtain 

¯ x̄ T (t −d(t)) H 

T G 

T GH ̄x (t −d(t))−θ̄ f T (H ̄x (t −d(t)) f (H ̄x (t −d(t))) ≥0 

(29)

By utilizing the free-weighting matrices method [46,47] , it can

e obtained that: 

 ξ T (t) L 

[
x̄ (t − φm 

) − x̄ (t − φ(t)) −
∫ t−φm 

t −φ(t ) 

˙ x̄ (s ) d s 

]
= 0 (30)

 ξ T (t) Y 

[
x̄ (t − φ(t)) − x̄ (t − φM 

) −
∫ t −φ(t ) 

t−φM 

˙ x̄ (s ) d s 

]
= 0 (31)

 ξ T (t) M 

[
x̄ (t) − x̄ (t − τ (t)) −

∫ t 

t −τ (t ) 

˙ x̄ (s ) d s 

]
= 0 (32)

 ξ T (t) N 

[
x̄ (t − τ (t)) − x̄ (t − τM 

) −
∫ t −τ (t ) 

t−τM 

˙ x̄ (s ) d s 

]
= 0 (33)

 ξ T (t) Z 

[
x̄ (t) − x̄ (t − η(t)) −

∫ t 

t −η(t ) 

˙ x̄ (s ) d s 

]
= 0 (34)

 ξ T (t) S 

[
x̄ (t − η(t)) − x̄ (t − ηM 

) −
∫ t −η(t ) 

t−ηM 

˙ x̄ (s ) d s 

]
= 0 (35)

 ξ T (t) W 

[
x̄ (t) − x̄ (t − d(t)) −

∫ t 

t −d(t ) 

˙ x̄ (s ) d s 

]
= 0 (36)

 ξ T (t) V 

[
x̄ (t − d(t)) − x̄ (t − d M 

) −
∫ t −d(t ) 

t−d M 

˙ x̄ (s ) d s 

]
= 0 (37)

here L , Y , N , M , Z , S , W , V are matrices with appropriate dimen-

ions, and ξ T ( t ) is defined as follows 

T (t) = 

[
ξ T 

1 (t) ξ T 
2 (t) ξ T 

3 (t) 
]

T 
1 (t) = 

[
x̄ T (t) x̄ T (t −φm 

) x̄ T (t −φ(t)) x̄ T (t −φM 

) x̄ T (t −τ (t)) 
]

T 
2 (t) = 

[
x̄ T (t − τM 

) x̄ T (t − η(t) x̄ T (t − ηM 

) x̄ T (t − d(t) 

x̄ T (t − d M 

) ḡ T (H ̄x (t)) 
]

T 
3 (t) = 

[
ḡ T (H ̄x (t − φ(t))) e T 

k 
(t) f T (H ̄x (t − d(t))) 

]
By using Lemma 2 , we have 

2 ξ T (t) L 

∫ t−φm 

t −φ(t ) 

˙ x̄ ( s ) ds ≤ (φ(t) − φm 

) ξ T (t) LR 

−1 
1 L T ξ (t) 

+ 

∫ t−φm 

t −φ(t ) 

˙ x̄ T (s ) R 1 ̇
 x̄ (s ) ds (38)

2 ξ T (t) Y 

∫ t −φ(t ) 

t−φM 

˙ x̄ ( s ) ds ≤ (φM 

− φ(t)) ξ T (t) Y R 

−1 
1 Y T ξ (t) 

+ 

∫ t −φ(t ) 

t−φ

˙ x̄ T (s ) R 1 ̇
 x̄ (s ) ds (39)
M 
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2 ξ T (t) M 

∫ t 

t −τ (t ) 

˙ x̄ ( s ) ds ≤ τ (t) ξ T (t) M R 

−1 
3 M 

T ξ (t) 

+ 

∫ t 

t −τ (t ) 

˙ x̄ T (s ) R 3 ̇
 x̄ (s ) ds (40) 

2 ξ T (t) N 

∫ t −τ (t ) 

t−τM 

˙ x̄ ( s ) ds ≤ (τM 

− τ (t)) ξ T (t) N R 

−1 
3 N 

T ξ (t) 

+ 

∫ t −η(t ) 

t−ηM 

˙ x̄ T (s ) R 3 ̇
 x̄ (s ) ds (41) 

2 ξ T (t) Z 

∫ t 

t −η(t ) 

˙ x̄ ( s ) ds ≤ η(t) ξ T (t) Z R 

−1 
4 Z T ξ (t) 

+ 

∫ t 

t −η(t ) 

˙ x̄ T (s ) R 4 ̇
 x̄ (s ) ds (42) 

2 ξ T (t) S 

∫ t −η(t ) 

t−ηM 

˙ x̄ ( s ) ds ≤ (ηM 

− η(t)) ξ T (t) SR 

−1 
4 S T ξ (t) 

+ 

∫ t −η(t ) 

t−ηM 

˙ x̄ T (s ) R 4 ̇
 x̄ (s ) ds (43) 

2 ξ T (t) W 

∫ t 

t −d(t ) 

˙ x̄ ( s ) ds ≤ d(t) ξ T (t) W R 

−1 
5 W 

T ξ (t) 

+ 

∫ t 

t −d(t ) 

˙ x̄ T (s ) R 5 ̇
 x̄ (s ) ds (44) 

2 ξ T (t) V 

∫ t −d(t ) 

t−d M 

˙ x̄ ( s ) ds ≤ (d M 

− d(t)) ξ T (t) V R 

−1 
5 V 

T ξ (t) 

+ 

∫ t −d(t ) 

t−d M 

˙ x̄ T (s ) R 5 ̇
 x̄ (s ) ds (45) 

Considering the condition of event-triggered scheme (5) , we

an obtain that 

x̄ T (t − η(t)) H 

T C T �CH ̄x (t − η(t)) − e T k (t)�e k (t) ≥ 0 (46)

By using Lemma 1 , notice that: 

φm 

∫ t 

t−φm 

˙ x̄ T (s ) R 2 ̇
 x̄ (s ) ds ≤

[
x̄ (t) 

x̄ (t − φm 

) 

]T [−R 2 R 2 

R 2 −R 2 

]

×
[

x̄ (t) 
x̄ (t − φm 

) 

]
(47) 

By employing Assumption 2 , we obtain that: 

x̄ (t) 
ḡ (H ̄x (t)) 

]T [
Ū 1 ∗
Ū 2 I 

][
x̄ (t) 

ḡ (H ̄x (t)) 

]
≤ 0 , (48) 

here Ū 1 = H 

T ˆ U 1 H , Ū 2 = −H 

T ˆ U 2 , ˆ U 1 = 

U T 
1 

U 2 + U T 2 
U 1 

2 , ˆ U 2 = 

U T 
1 

+ U T 
2 

2 . So

or the parameters α > 0, β > 0, it is easy to get: 

α

[
x̄ (t) 

ḡ (H ̄x (t)) 

]T [
Ū 1 ∗
Ū 2 I 

][
x̄ (t) 

ḡ (H ̄x (t)) 

]
≥ 0 , (49) 

β

[
x̄ (t − φ(t)) 

ḡ (H ̄x (t − φ(t))) 

]T [
Ū 1 ∗
Ū 2 I 

][
x̄ (t − φ(t)) 

ḡ (H ̄x (t − φ(t))) 

]
≥ 0 , (50) 

Combine (24) –(50) , we can obtain that 

 {L V ( ̄x (t)) } ≤ ξ T (t)( �11 + � + �T ) ξ (t) + (φ(t) − φm 

) ξ T (t) 

× LR 

−1 
1 L T ξ (t) + (φM 

− φ(t )) ξ T (t ) Y R 

−1 
1 Y T ξ (t) 

+ τ (t) ξ T (t) M R 

−1 
3 M 

T ξ (t) + (τM 

− τ (t )) ξ T (t ) 

× N R 

−1 
3 N 

T ξ (t) + η(t ) ξ T (t ) Z R 

−1 
4 Z T ξ (t) 

+ (ηM 

− η(t)) ξ T (t) SR 

−1 S T ξ (t) 
4 
+ d(t) ξ T (t) W R 

−1 
5 W 

T ξ (t) 

+ (d M 

− d(t)) ξ T (t) V R 

−1 
5 V 

T ξ (t) 

+ A 

T ˜ R A + θ̄2 
1 ρ

2 
1 B 

T 
1 ̃

 R B 1 + ρ2 
1 B 

T 
2 ̃

 R B 2 + ρ2 
1 ρ

2 
2 B 

T 
1 ̃

 R B 1 

+ ρ2 
2 f 

T (x (t − d(t))) ̄B 

T 
f 

˜ R ̄B f f (x (t − d(t))) (51) 

By applying Lemma 4 and Schur complement, combining Eq.

23) and Eq. (51) , it can be concluded that E {L (V (t)) } < 0 can be

nsured. �

According to the stability conditions given in Theorem 1 , the

esign method of gain matrix K will be given in the following the-

rem. 

heorem 2. For given positive parameters: the bounds of time-delay

m 

, φM 

, τM 

, ηM 

and d M 

, the event triggered parameter σ , the ex-

ectations of Bernoulli variables θ̄ and ᾱ, a constant matrix G , m 1 ,

 2 , εk (k = 1 , 2 , 3 , 4 , 5) , if there exist matrices P 1 > 0, P 2 > 0, ˜ Q k > 0 ,
˜ 
 k > 0 (k = 1 , 2 , 3 , 4 , 5) , �> 0, ˜ L , ˜ Y , ˜ M , ˜ N , ˜ Z , ˜ S , ˜ W , ˜ V with appro-

riate dimension and parameters α > 0, β > 0, the estimating error

ystem (14) is asymptotically stable if the following LMIs hold: 

˜ (s ) = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗ ∗
˜ �31 0 

˜ �33 ∗ ∗
˜ �41 (s ) 0 0 

˜ �44 ∗
˜ �51 

˜ �52 
˜ �53 0 

˜ �55 

⎤ 

⎥ ⎥ ⎥ ⎦ 

< 0 , 

s = 1 , 2 , 3 , · · · , 16 (52) 

here 

˜ 
11 = 

⎡ 

⎣ 

˜ �1 ∗ ∗
˜ �2 

˜ �3 ∗
˜ �4 0 

˜ �5 

⎤ 

⎦ , � = 

[
˜ �1 

˜ �2 

]
, 

˜ �1 = 

[
˜ M + 

˜ Z + 

˜ W 

˜ L −˜ L + 

˜ Y − ˜ Y − ˜ M + 

˜ N 

]
˜ �2 = 

[
− ˜ N − ˜ Z + 

˜ S − ˜ S − ˜ W + 

˜ V − ˜ V 0 0 0 0 

]

˜ �1 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �1 ∗ ∗ ∗ ∗
˜ R 2 − ˜ Q 1 − ˜ R 2 ∗ ∗ ∗
0 0 

˜ �2 ∗ ∗
0 0 0 − ˜ Q 2 ∗
˜ �3 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �2 = 

⎡ 

⎢ ⎢ ⎣ 

0 0 0 0 0 

˜ �4 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

, ˜ �4 = 

⎡ 

⎢ ⎣ 

˜ �5 0 0 0 0 

˜ �6 0 

˜ �7 0 0 

˜ �8 0 0 0 0 

˜ �9 0 0 0 0 

⎤ 

⎥ ⎦ 

˜ �3 = diag{− ˜ Q 3 , ψ 1 , − ˜ Q 4 , ψ 2 , − ˜ Q 5 } , 
˜ �5 = diag{−αI , −βI , −�, −θ̄ I } , ψ 1 = 

[
σC T �C 0 

0 0 

]

ψ 2 = 

[
θ̄G 

T G 0 

0 0 

]
, ˜ �1 = ψ 3 + ψ 

T 
3 + + ̃

 Q 1 + 

˜ Q 2 + 

˜ Q 3 + 

˜ Q 4 

+ 

˜ Q 5 − ˜ R 2 − ψ 4 , 

ψ 3 = 

[
−P 1 A 0 

Y 1 C −P 2 A − Y 1 C 

]
, ψ 4 = 

[
α

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, 

˜ �2 = 

[
−β

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]

˜ �3 = 

[
0 −θ̄1 ̄αC T Y T 1 

0 0 

]
, ˜ �4 = 

[
0 −θ̄1 ̄α1 C 

T Y T 1 

0 0 

]
, 

˜ �5 = 

[
W 

T 
0 P 1 + α U 1 + U 2 

2 
W 

T 
0 P 2 

]
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�

˜ �6 = 

[
W 

T 
0 P 1 W 

T 
0 P 2 

]
, ˜ �7 = β

U 

T 
1 + U 

T 
2 

2 

, 

˜ �8 = 

[
0 −θ̄1 ̄α1 Y 

T 
1 

]
, ˜ �9 = 

[
0 −θ̄C T Y T 1 

]
˜ �21 = 

⎡ 

⎣ 

˜ �6 
˜ �7 

˜ �8 
˜ �9 

0 

˜ �10 0 

˜ �11 

0 

˜ �12 0 

˜ �13 

⎤ 

⎦ , ˜ �31 = 

[
0 

˜ �14 0 

˜ �15 

0 0 0 

˜ �16 

]
, 

˜ �22 = diag{ ̃  ϒ, ˜ ϒ, ˜ ϒ} , ˜ �33 = diag{ ̃  ϒ, ˜ ϒ} 
˜ ϒ = diag{−2 ε1 P + ε2 

1 ̃
 R 1 , −2 ε2 P + ε2 

2 ̃
 R 2 , −2 ε3 P + ε2 

3 ̃
 R 3 , 

−2 ε4 P + ε2 
4 ̃

 R 4 , −2 ε5 P + ε2 
5 ̃

 R 5 } 

˜ �6 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κψ 5 0 0 0 

φm 

ψ 5 0 0 0 √ 

τM 

ψ 5 0 0 0 √ 

ηM 

ψ 5 0 0 0 √ 

d M 

ψ 5 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �7 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄ακψ 6 0 θ̄1 ̄α1 κψ 6 0 

θ̄1 ̄αφm 

ψ 6 0 θ̄1 ̄α1 φm 

ψ 6 0 

θ̄1 ̄α
√ 

τM 

ψ 6 0 θ̄1 ̄α1 
√ 

τM 

ψ 6 0 

θ̄1 ̄α
√ 

ηM 

ψ 6 0 θ̄1 ̄α1 
√ 

ηM 

ψ 6 0 

θ̄1 ̄α
√ 

d M 

ψ 6 0 θ̄1 ̄α1 

√ 

d M 

ψ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �8 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

0 0 κψ 7 κψ 8 

0 0 φm 

ψ 7 φm 

ψ 8 

0 0 

√ 

τM 

ψ 7 
√ 

τM 

ψ 8 

0 0 

√ 

ηM 

ψ 7 
√ 

ηM 

ψ 8 

0 0 

√ 

d M 

ψ 7 

√ 

d M 

ψ 8 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �9 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄α1 κψ 9 θ̄κψ 10 

θ̄1 ̄α1 φm 

ψ 9 θ̄φm 

ψ 10 

θ̄1 ̄α1 
√ 

τM 

ψ 9 θ̄
√ 

τM 

ψ 10 

θ̄1 ̄α1 
√ 

ηM 

ψ 9 θ̄
√ 

ηM 

ψ 10 

θ̄1 ̄α1 

√ 

d M 

ψ 9 θ̄
√ 

d M 

ψ 10 

⎤ 

⎥ ⎥ ⎥ ⎦ 

˜ �10 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ρ1 κψ 6 0 −θ̄1 ρ1 κψ 6 0 

θ̄1 ρ1 φm 

ψ 6 0 −θ̄1 ρ1 φm 

ψ 6 0 

θ̄1 ρ1 
√ 

τM 

ψ 6 0 −θ̄1 ρ1 
√ 

τM 

ψ 6 0 

θ̄1 ρ1 
√ 

ηM 

ψ 6 0 −θ̄1 ρ1 
√ 

ηM 

ψ 6 0 

θ̄1 ρ1 

√ 

d M 

ψ 6 0 −θ̄1 ρ1 

√ 

d M 

ψ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

−θ̄1 ρ1 κψ 9 0 

−θ̄1 ρ1 φm 

ψ 9 0 

−θ̄1 ρ1 
√ 

τM 

ψ 9 0 

−θ̄1 ρ1 
√ 

ηM 

ψ 9 0 

−θ̄1 ρ1 

√ 

d M 

ψ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

˜ �12 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱρ2 κψ 6 0 ᾱ1 ρ2 κψ 6 0 

ᾱρ2 φm 

ψ 6 0 ᾱ1 ρ2 φm 

ψ 6 0 

ᾱρ2 
√ 

τM 

ψ 6 0 ᾱ1 ρ2 
√ 

τM 

ψ 6 0 

ᾱρ2 
√ 

ηM 

ψ 6 0 ᾱ1 ρ2 
√ 

ηM 

ψ 6 0 

ᾱρ2 

√ 

d M 

ψ 6 0 ᾱ1 ρ2 

√ 

d M 

ψ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

, 

˜ �13 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎣ 

ᾱ1 ρ2 κψ 9 0 

ᾱ1 ρ2 φm 

ψ 9 0 

ᾱ1 ρ2 
√ 

τM 

ψ 9 0 

ᾱ1 ρ2 
√ 

ηM 

ψ 9 0 

ᾱ1 ρ2 

√ 

d M 

ψ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎦ 

˜ �14 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κρ1 ρ2 ψ 6 0 −κρ1 ρ2 ψ 6 0 

φm 

ρ1 ρ2 ψ 6 0 −φm 

ρ1 ρ2 ψ 6 0 √ 

τM 

ρ1 ρ2 ψ 6 0 −√ 

τM 

ρ1 ρ2 ψ 6 0 √ 

ηM 

ρ1 ρ2 ψ 6 0 −√ 

ηM 

ρ1 ρ2 ψ 6 0 √ 

d M 

ρ1 ρ2 ψ 6 0 −
√ 

d M 

ρ1 ρ2 ψ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 
˜ �15 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

−κρ1 ρ2 ψ 9 0 

−φm 

ρ1 ρ2 ψ 9 0 

−√ 

τM 

ρ1 ρ2 ψ 9 0 

−√ 

ηM 

ρ1 ρ2 ψ 9 0 

−
√ 

d M 

ρ1 ρ2 ψ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, ˜ �16 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

0 κρ2 ψ 10 

0 φm 

ρ2 ψ 10 

0 

√ 

τM 

ρ2 ψ 10 

0 

√ 

ηM 

ρ2 ψ 10 

0 

√ 

d M 

ρ2 ψ 10 

⎤ 

⎥ ⎥ ⎥ ⎦ 

ψ 5 = 

[
−P 1 A 0 

Y 1 C −(P 2 A + Y 1 C) 

]
, ψ 6 = 

[
0 0 

−Y 1 C 0 

]
, 

ψ 7 = 

[
P 1 W 0 

P 2 W 0 

]

ψ 8 = 

[
P 1 W 1 

P 2 W 1 

]
, ψ 9 = 

[
0 

−Y 1 

]
, ψ 10 = 

[
0 

−Y 1 C 

]

˜ �41 (1) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (2) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

, 

˜ �41 (3) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (4) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

˜ �41 (5) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (6) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

, 

˜ �41 (7) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (8) = 

⎡ 

⎢ ⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

˜ �41 (9) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (10) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

, 

˜ �41 (11) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (12) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM ̃

 N 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

˜ 
41 (13) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (14) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 S T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

, 

˜ �41 (15) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M ̃

 V 

T 

⎤ 

⎥ ⎦ 

, ˜ �41 (16) = 

⎡ 

⎢ ⎣ 

κ ˜ L T √ 

τM 

˜ M 

T 

√ 

ηM ̃

 Z T √ 

d M 

˜ W 

T 

⎤ 

⎥ ⎦ 

˜ �44 = diag{− ˜ R 1 , − ˜ R 3 , − ˜ R 4 , − ˜ R 5 } , 
˜ Y T = 

[
0 1 ×2 

˜ Y T 3 
˜ Y T 4 0 1 ×10 

]
, 

˜ L T = 

[
0 

˜ L T 2 
˜ L T 3 0 1 ×11 

]
˜ N 

T = 

[
0 1 ×4 

˜ N 

T 
5 

˜ N 

T 
6 0 1 ×8 

]
, 

˜ M 

T = 

[
˜ M 

T 
1 0 1 ×3 

˜ M 

T 
5 0 1 ×9 

]
, 

˜ S T = 

[
0 1 ×6 

˜ S T 7 
˜ S T 8 0 1 ×6 

]
˜ Z T = 

[
˜ Z T 1 0 1 ×5 

˜ Z T 7 0 1 ×7 

]
, 

˜ V 

T = 

[
0 1 ×8 

˜ V 

T 
9 

˜ V 

T 
10 0 1 ×4 

]
, 

˜ W 

T = 

[
˜ W 

T 
1 0 1 ×7 

˜ W 

T 
9 0 1 ×5 

]
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˜ �51 = 

⎡ 

⎢ ⎣ 

�1 0 0 

m 1 �2 0 0 

�3 0 0 

0 m 2 �4 m 2 �5 

⎤ 

⎥ ⎦ 

, ˜ �52 = 

⎡ 

⎢ ⎣ 

�6 �7 �8 

0 0 0 

�9 �10 �11 

0 0 0 

⎤ 

⎥ ⎦ 

, 

˜ �53 = 

⎡ 

⎢ ⎣ 

�12 0 

0 0 

�13 0 

0 0 

⎤ 

⎥ ⎦ 

˜ �55 = diag 

{
−m 1 

δ2 
q 

I , −m 1 I , 
−m 2 

δ2 
q 

I , −m 2 I 

}
, 

�1 = 

[
−θ̄1 ̄α�1 0 0 0 0 

]
, 

�2 = 

[
0 0 0 0 �2 

]
�3 = 

[
−θ̄1 ̄α1 �1 0 0 0 0 

]
, 

�4 = 

[
0 �2 0 0 0 

]
, �5 = 

[
0 0 I 0 

]
�6 = 

[
−κθ̄1 ̄α�1 − τm ̄

θ1 ̄α�1 − √ 

τM ̄

θ1 ̄α�1 

−√ 

ηM ̄

θ1 ̄α�1 −
√ 

d M ̄

θ1 ̄α�1 

] 
�7 = 

[
−κθ̄1 ρ1 �1 − τm ̄

θ1 ρ1 �1 − √ 

τM ̄

θ1 ρ1 �1 

−√ 

ηM ̄

θ1 ρ1 �1 −
√ 

d M ̄

θ1 ρ1 �1 

] 
�8 = 

[
−κρ2 ̄α�1 − τm 

ρ2 ̄α�1 − √ 

τM 

ρ2 ̄α�1 

−√ 

ηM 

ρ2 ̄α�1 −
√ 

d M 

ρ2 ̄α�1 

] 
�9 = 

[
−κθ̄1 ̄α1 �1 − τm ̄

θ1 ̄α1 �1 − √ 

τM ̄

θ1 ̄α1 �1 

−√ 

ηM ̄

θ1 ̄α1 �1 −
√ 

d M ̄

θ1 ̄α1 �1 

] 
10 = 

[
κθ̄1 ρ1 �1 τm ̄

θ1 ρ1 �1 

√ 

τM ̄

θ1 ρ1 �1 

√ 

ηM ̄

θ1 ρ1 �1 

√ 

d M ̄

θ1 ρ1 �1 

] 
�11 = 

[
−κρ2 ̄α1 �1 − τm 

ρ2 ̄α1 �1 − √ 

τM 

ρ2 ̄α1 �1 

−√ 

ηM 

ρ2 ̄α1 �1 −
√ 

d M 

ρ2 ̄α1 �1 

] 
12 = 

[
−κρ1 ρ2 �1 − τm 

ρ1 ρ2 �1 − √ 

τM 

ρ1 ρ2 �1 

−√ 

ηM 

ρ1 ρ2 �1 −
√ 

d M 

ρ1 ρ2 �1 

] 
13 = 

[
κρ1 ρ2 �1 τm 

ρ1 ρ2 �1 

√ 

τM 

ρ1 ρ2 �1 

√ 

ηM 

ρ1 ρ2 �1 

√ 

d M 

ρ1 ρ2 �1 

] 
�1 = 

[
0 Y T 1 

]
, �2 = 

[
0 C 

]
Moreover, if the above conditions are feasible, the gain matrix K of

he state estimator is given by K = P −1 
2 

Y 1 . 

roof. Define P = diag{ P 1 , P 2 } , P 2 K = Y 1 and � = diag{ I, �1 , �2 , I}
here 

1 = diag{ ̄ϒ, ϒ̄, ϒ̄} �2 = diag{ ̄ϒ, ϒ̄} 
ϒ̄ = diag{ P R 

−1 
1 , P R 

−1 
2 , P R 

−1 
3 , P R 

−1 
4 , P R 

−1 
5 } 

Multiplying � and �T on both sides of (23) , respectively.

ue to (R k − ε−1 
k 

P ) R −1 
k 

(R k − ε−1 
k 

P ) ≥ 0 , (k = 1 , 2 , 3 , 4 , 5) , we have

P R −1 
k 

P ≤ −2 εk P + ε2 
k 

R k . 
Substitute −P R −1 
k 

P with −2 εk P + ε2 
k 

R k into ϒ̄, we have 

(s ) = 

⎡ 

⎢ ⎣ 

�̄11 + 

˜ � + 

˜ �T ∗ ∗ ∗
�̄21 

˜ �22 ∗ ∗
�̄31 0 

˜ �33 ∗
˜ �41 (s ) 0 0 

˜ �44 

⎤ 

⎥ ⎦ 

< 0 , 

s = 1 , 2 , 3 , · · · , 16 (53) 

here 

�̄11 = 

⎡ 

⎣ 

�̄1 ∗ ∗
�̄2 

˜ �3 ∗
�̄4 0 

˜ �5 

⎤ 

⎦ , 

�̄1 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �1 ∗ ∗ ∗ ∗
˜ R 2 − ˜ Q 1 − ˜ R 2 ∗ ∗ ∗
0 0 

˜ �2 ∗ ∗
0 0 0 − ˜ Q 2 ∗

�̄3 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�̄2 = 

⎡ 

⎢ ⎢ ⎣ 

0 0 0 0 0 

�̄4 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 0 

⎤ 

⎥ ⎥ ⎦ 

�̄4 = 

⎡ 

⎢ ⎣ 

˜ �5 0 0 0 0 

˜ �6 0 

˜ �7 0 0 

�̄8 0 0 0 0 

˜ �9 0 0 0 0 

⎤ 

⎥ ⎦ 

, 

�̄3 = 

[
0 θ̄1 ̄α(I + �q ) C T Y T 1 

0 0 

]
, �̄4 = 

[
0 θ̄1 ̄α1 (I + �q ) C T Y T 1 

0 0 

]
�̄8 = 

[
0 θ̄1 ̄α1 (I + �q ) C T Y T 1 

]
, 

¯
21 = 

⎡ 

⎣ 

˜ �6 �̄7 
˜ �8 �̄9 

0 �̄10 0 �̄11 

0 �̄12 0 �̄13 

⎤ 

⎦ , �̄31 = 

[
0 �̄14 0 �̄15 

0 0 0 

˜ �16 

]

�̄7 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄ακψ̄ 6 0 θ̄1 ̄α1 κψ̄ 6 0 

θ̄1 ̄αφm 

ψ̄ 6 0 θ̄1 ̄α1 φm 

ψ̄ 6 0 

θ̄1 ̄α
√ 

τM 

ψ̄ 6 0 θ̄1 ̄α1 
√ 

τM 

ψ̄ 6 0 

θ̄1 ̄α
√ 

ηM 

ψ̄ 6 0 θ̄1 ̄α1 
√ 

ηM 

ψ̄ 6 0 

θ̄1 ̄α
√ 

d M 

ψ̄ 6 0 θ̄1 ̄α1 

√ 

d M 

ψ̄ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�̄9 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ̄α1 κψ̄ 9 θ̄κψ 10 

θ̄1 ̄α1 φm 

ψ̄ 9 θ̄φm 

ψ 10 

θ̄1 ̄α1 
√ 

τM 

ψ̄ 9 θ̄
√ 

τM 

ψ 10 

θ̄1 ̄α1 
√ 

ηM 

ψ̄ 9 θ̄
√ 

ηM 

ψ 10 

θ̄1 ̄α1 

√ 

d M 

ψ̄ 9 θ̄
√ 

d M 

ψ 10 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�̄10 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

θ̄1 ρ1 κψ̄ 6 0 −θ̄1 ρ1 κψ̄ 6 0 

θ̄1 ρ1 φm 

ψ̄ 6 0 −θ̄1 ρ1 φm 

ψ̄ 6 0 

θ̄1 ρ1 
√ 

τM 

ψ̄ 6 0 −θ̄1 ρ1 
√ 

τM 

ψ̄ 6 0 

θ̄1 ρ1 
√ 

ηM 

ψ̄ 6 0 −θ̄1 ρ1 
√ 

ηM 

ψ̄ 6 0 

θ̄1 ρ1 

√ 

d M 

ψ̄ 6 0 −θ̄1 ρ1 

√ 

d M 

ψ̄ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�̄11 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

−θ̄1 ρ1 κψ̄ 9 0 

−θ̄1 ρ1 φm 

ψ̄ 9 0 

−θ̄1 ρ1 
√ 

τM 

ψ̄ 9 0 

−θ̄1 ρ1 
√ 

ηM 

ψ̄ 9 0 

−θ̄1 ρ1 

√ 

d M 

ψ̄ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 
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�̄12 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

ᾱρ2 κψ̄ 6 0 ᾱ1 ρ2 κψ̄ 6 0 

ᾱρ2 φm 

ψ̄ 6 0 ᾱ1 ρ2 φm 

ψ̄ 6 0 

ᾱρ2 
√ 

τM 

ψ̄ 6 0 ᾱ1 ρ2 
√ 

τM 

ψ̄ 6 0 

ᾱρ2 
√ 

ηM 

ψ̄ 6 0 ᾱ1 ρ2 
√ 

ηM 

ψ̄ 6 0 

ᾱρ2 

√ 

d M 

ψ̄ 6 0 ᾱ1 ρ2 

√ 

d M 

ψ̄ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�̄13 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

ᾱ1 ρ2 κψ̄ 9 0 

ᾱ1 ρ2 φm 

ψ̄ 9 0 

ᾱ1 ρ2 
√ 

τM 

ψ̄ 9 0 

ᾱ1 ρ2 
√ 

ηM 

ψ̄ 9 0 

ᾱ1 ρ2 

√ 

d M 

ψ̄ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

�̄14 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

κρ1 ρ2 ψ̄ 6 0 −κρ1 ρ2 ψ̄ 6 0 

φm 

ρ1 ρ2 ψ̄ 6 0 −φm 

ρ1 ρ2 ψ̄ 6 0 √ 

τM 

ρ1 ρ2 ψ̄ 6 0 −√ 

τM 

ρ1 ρ2 ψ̄ 6 0 √ 

ηM 

ρ1 ρ2 ψ̄ 6 0 −√ 

ηM 

ρ1 ρ2 ψ̄ 6 0 √ 

d M 

ρ1 ρ2 ψ̄ 6 0 −
√ 

d M 

ρ1 ρ2 ψ̄ 6 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

�̄15 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

−κρ1 ρ2 ψ̄ 9 0 

−φm 

ρ1 ρ2 ψ̄ 9 0 

−√ 

τM 

ρ1 ρ2 ψ̄ 9 0 

−√ 

ηM 

ρ1 ρ2 ψ̄ 9 0 

−
√ 

d M 

ρ1 ρ2 ψ̄ 9 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

ψ̄ 6 = 

[
0 0 

−Y 1 C(I + �q ) 0 

]
, ψ̄ 9 = 

[
0 

−Y 1 (I + �q ) 

]
The Eq. (53) can be rewritten as 

�(s ) = 

˜ �(s ) + H 

T 
1 �q H 2 + H 

T 
2 �q H 1 + H 

T 
3 �q H 4 + H 

T 
4 �q H 3 < 0 

(54)

where 

˜ �(s ) = 

⎡ 

⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗
˜ �31 0 

˜ �33 ∗
˜ �41 (s ) 0 0 

˜ �44 

⎤ 

⎥ ⎦ 

H 1 = 

[
�1 0 0 �6 �7 �8 �12 0 

]
, 

H 2 = 

[
�2 0 0 0 0 0 0 0 

]
H 3 = 

[
�3 0 0 �9 �10 �11 �13 0 

]
, 

H 4 = 

[
0 �4 �5 0 0 0 0 0 

]
Apply Lemma 3 , there exists m 1 > 0, m 2 > 0 , one can get the

following inequality: 

�(s ) ≤ ˜ �(s ) + m 1 H 

T 
1 H 1 + m 

−1 
1 �2 

q H 

T 
2 H 2 + m 2 H 

T 
3 H 3 + m 

−1 
2 �2 

q H 

T 
4 H 4 

(55)

notice that, �2 
q < δ2 

q . 

By using Schur supplement, according to Eqs. (23) and (55) ,

we can obtain Theorem 2 and the estimating error system (14) is

asymptotically stable. According to P 2 K = Y 1 , we can get the gain

matrix K = P −1 
2 

Y 1 , the proof is complete. �

Theorem 2 gives the design method of state estimator for neu-

ral networks with hybrid triggered scheme and quantization sub-

ject to cyber attacks. In the following, two corollaries will be given

which can be seen as the special cases of Theorem 2 . Set the

Bernoulli random variable α( t ) ≡ 1, which means that the designed

state estimator is under “time triggered scheme” in Fig. 1 , the aug-

mented system (14) can be written as: 

˙ x̄ (t) = Ā ̄x (t) + (1 − θ (t)) ̄B ̄x (t − τ (t)) + θ (t) ̄D f (H ̄x (t − d(t))) 

+ W̄ 0 g(H ̄x (t)) + W̄ 1 g(H ̄x (t − φ(t))) (56)
Similar to the proof of Theorem 2 , we can get the following

orollary 1 , in which the designed state estimator is under “time

riggered scheme”. 

orollary 1. For given positive parameters: the bounds of time-delay

m 

, φM 

, τM 

, d M 

, the expectation of Bernoulli variable θ̄ , a constant

atrix G , m 1 , εk (k = 1 , 2 , 3 , 4) , if there exist matrix P 1 > 0, P 2 > 0,
˜ 
 k > 0 , ˜ R k > 0 (k = 1 , 2 , 3 , 4) , ˜ L , ˜ Y , ˜ M , ˜ N , ˜ W , ˜ V with appropriate

imension and parameters α > 0, β > 0, the augment system (56) is

symptotically stable if the following LMIs hold: 

˜ (s ) = 

⎡ 

⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗
˜ �31 (s ) 0 

˜ �33 ∗
˜ �41 

˜ �42 0 

˜ �44 

⎤ 

⎥ ⎦ 

<0 , s = 1 , 2 , 3 , · · · , 8

(57)

here 

˜ �11 = 

⎡ 

⎣ 

˜ �1 ∗ ∗
0 

˜ �2 ∗
˜ �3 0 

˜ �4 

⎤ 

⎦ , ˜ � = 

[
˜ M + 

˜ W 

˜ L − ˜ L + 

˜ Y − ˜ Y 

− ˜ M + 

˜ N − ˜ N − ˜ W + 

˜ V − ˜ V 0 1 ×3 

]

˜ �1 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �1 ∗ ∗ ∗ ∗
˜ R 2 − ˜ Q 1 − ˜ R 2 ∗ ∗ ∗
0 0 

˜ �2 ∗ ∗
0 0 0 − ˜ Q 2 ∗
˜ �3 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �2 = diag{− ˜ Q 3 , ψ 1 , − ˜ Q 4 } , ˜ �3 = 

⎡ 

⎣ 

˜ �4 0 0 0 0 

˜ �5 0 

˜ �6 0 0 

˜ �7 0 0 0 0 

⎤ 

⎦ 

˜ �4 = diag{−αI , −βI , −θ̄ I } , ψ 1 = 

[
θ̄G 

T G 0 

0 0 

]
, 

˜ �1 = ψ 2 + ψ 

T 
2 + 

˜ Q 1 + 

˜ Q 2 + 

˜ Q 3 + 

˜ Q 4 − ˜ R 2 − ψ 3 , 

ψ 2 = 

[
−P 1 A 0 

Y 1 C −P 2 A − Y 1 C 

]
, ψ 3 = 

[
α

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, 

˜ �2 = 

[
−β

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]

˜ �3 = 

[
0 −θ̄1 C 

T Y T 1 

0 0 

]
, ˜ �4 = 

[
W 

T 
0 P 1 + α U 1 + U 2 

2 
W 

T 
0 P 2 

]
, 

˜ �5 = 

[
W 

T 
0 P 1 W 

T 
0 P 2 

]
˜ �6 = β

U 

T 
1 + U 

T 
2 

2 

, ˜ �7 = 

[
0 −θ̄C T Y T 1 

]
, 

˜ �21 = 

[
˜ �5 0 

˜ �6 

˜ �7 0 

˜ �8 

]
, ˜ �22 = diag{ ̃  ϒ, ˜ ϒ} 

˜ ϒ = diag{−2 ε1 P + ε2 
1 ̃

 R 1 , −2 ε2 P + ε2 
2 ̃

 R 2 , −2 ε3 P + ε2 
3 ̃

 R 3 , 

− 2 ε4 P + ε2 
4 ̃

 R 4 } 

˜ �5 = 

⎡ 

⎢ ⎢ ⎣ 

κψ 4 0 0 0 θ̄1 κψ 5 

φm 

ψ 4 0 0 0 θ̄1 φm 

ψ 5 √ 

τM 

ψ 4 0 0 0 θ̄1 
√ 

τM 

ψ 5 √ 

d M 

ψ 4 0 0 0 θ̄1 

√ 

d M 

ψ 5 

⎤ 

⎥ ⎥ ⎦ 

, 

˜ �6 = 

⎡ 

⎢ ⎢ ⎣ 

κψ 6 κψ 7 θ̄κψ 8 

φm 

ψ 6 φm 

ψ 7 θ̄φm 

ψ 8 √ 

τM 

ψ 6 
√ 

τM 

ψ 7 θ̄
√ 

τM 

ψ 8 √ 

d M 

ψ 6 

√ 

d M 

ψ 7 θ̄
√ 

d M 

ψ 8 

⎤ 

⎥ ⎥ ⎦ 
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˜ �7 = 

⎡ 

⎢ ⎣ 

0 0 0 0 −κρ1 ψ 5 

0 0 0 0 −φm 

ρ1 ψ 5 

0 0 0 0 −√ 

τM 

ρ1 ψ 5 

0 0 0 0 −
√ 

d M 

ρ1 ψ 5 

⎤ 

⎥ ⎦ 

, 

˜ �8 = 

⎡ 

⎢ ⎣ 

0 0 κρ1 ψ 8 

0 0 φm 

ρ1 ψ 8 

0 0 

√ 

τM 

ρ1 ψ 8 

0 0 

√ 

d M 

ρ1 ψ 8 

⎤ 

⎥ ⎦ 

ψ 4 = 

[
−P 1 A 0 

Y 1 C −(P 2 A + Y 1 C) 

]
, ψ 5 = 

[
0 0 

−Y 1 C 0 

]
, 

ψ 6 = 

[
P 1 W 0 

P 2 W 0 

]
, ψ 7 = 

[
P 1 W 1 

P 2 W 1 

]
, ψ 8 = 

[
0 

−Y 1 C 

]

˜ 
31 (1) = 

⎡ 

⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (2) = 

⎡ 

⎣ 

κ ˜ Y T √ 

τM ̃

 N 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ , 

˜ 
31 (3) = 

⎡ 

⎣ 

κ ˜ L T √ 

τM ̃

 N 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (4) = 

⎡ 

⎣ 

κ ˜ L T √ 

τM ̃

 N 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ 

˜ 
31 (5) = 

⎡ 

⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (6) = 

⎡ 

⎣ 

κ ˜ Y T √ 

τM 

˜ M 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ , 

˜ 
31 (7) = 

⎡ 

⎣ 

κ ˜ L T √ 

τM 

˜ M 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (8) = 

⎡ 

⎣ 

κ ˜ L T √ 

τM 

˜ W 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ 

˜ Y T = 

[
0 1 ×2 

˜ Y T 3 
˜ Y T 4 0 1 ×7 

]
, 

˜ L T = 

[
0 

˜ L T 2 
˜ L T 3 0 1 ×8 

]
, 

˜ N 

T = 

[
0 1 ×4 

˜ N 

T 
5 

˜ N 

T 
6 0 1 ×5 

]
˜ M 

T = 

[
˜ M 

T 
1 0 1 ×3 

˜ M 

T 
5 0 1 ×6 

]
, 

˜ V 

T = 

[
0 1 ×6 

˜ V 

T 
7 

˜ V 

T 
8 0 1 ×3 

]
, 

˜ W 

T = 

[
˜ W 

T 
1 0 1 ×6 

˜ W 

T 
7 0 1 ×4 

]
˜ �41 = 

[
�1 0 0 

m 1 �2 0 0 

]
, ˜ �42 = 

[
�3 �4 

0 0 

]
, 

˜ �44 = diag 

{
−m 1 

δ2 
q 

I , −m 1 I 

}
, �1 = 

[
−θ̄1 �1 0 0 0 0 

]
�2 = 

[
0 0 0 0 �2 

]
, 

�3 = 

[
−κθ̄1 �1 −φm ̄

θ1 �1 −√ 

τM ̄

θ1 �1 −
√ 

d M ̄

θ1 �1 

]
�4 = 

[
κρ1 �1 φm 

ρ1 �1 
√ 

τM 

ρ1 �1 

√ 

d M 

ρ1 �1 

]
, 

�1 = 

[
0 Y T 1 

]
, �1 = 

[
C 0 

]
Moreover, by considering the feasible conditions above, the gain

atrix K of the state estimator is given by K = P −1 
2 

Y 1 . �

Set the Bernoulli random variable α( t ) ≡ 0, which means that

he designed state estimator is under “event triggered scheme” in

ig. 1 , the augmented system (14) can be written as: 

˙ ¯
 (t) = Ā ̄x (t) + (1 − θ (t)) ̄B ̄x (t − η(t)) + (1 − θ (t )) ̄C e k (t ) 

+ θ (t) ̄D f (H ̄x (t − d(t))) 

+ W̄ 0 g(H ̄x (t)) + W̄ 1 g(H ̄x (t − φ(t))) (58) 

By utilizing the proof method of Theorem 2 , the following

orollary 2 can be obtained, in which the designed state estima-

or is under “event triggered scheme”. 
orollary 2. For given positive parameters: the bounds of time-delay

m 

, φM 

, ηM 

, and d M 

, the event triggered parameter σ , the exception

f Bernoulli variable θ̄ , the constant matrix G , m 1 , εk (k = 1 , 2 , 3 , 4) ,

f there exist matrix P 1 > 0, P 2 > 0, ˜ Q k > 0 , ˜ R k > 0 (k = 1 , 2 , 3 , 4) ,

> 0, ˜ L , ˜ Y , ˜ M , ˜ N , ˜ W , ˜ V with appropriate dimension and parame-

ers α > 0, β > 0, the augment system (58) is asymptotically stable if

he following LMIs hold: 

˜ (s ) = 

⎡ 

⎢ ⎣ 

˜ �11 + 

˜ � + 

˜ �T ∗ ∗ ∗
˜ �21 

˜ �22 ∗ ∗
˜ �31 (s ) 0 

˜ �33 ∗
˜ �41 

˜ �42 0 

˜ �44 

⎤ 

⎥ ⎦ 

< 0 , 

s = 1 , 2 , 3 , · · · , 8 (59) 

here 

˜ �11 = 

⎡ 

⎣ 

˜ �1 ∗ ∗
0 

˜ �2 ∗
˜ �3 0 

˜ �4 

⎤ 

⎦ , ˜ � = 

[
˜ M + 

˜ W 

˜ L − ˜ L + 

˜ Y − ˜ Y 

− ˜ M + 

˜ N − ˜ N − ˜ W + 

˜ V − ˜ V 0 1 ×4 

]

˜ �1 = 

⎡ 

⎢ ⎢ ⎢ ⎣ 

˜ �1 ∗ ∗ ∗ ∗
˜ R 2 − ˜ Q 1 − ˜ R 2 ∗ ∗ ∗
0 0 

˜ �2 ∗ ∗
0 0 0 − ˜ Q 2 ∗
˜ �3 0 0 0 

˜ �4 

⎤ 

⎥ ⎥ ⎥ ⎦ 

, 

˜ �2 = diag{− ˜ Q 3 , ψ 1 , − ˜ Q 4 } , 

˜ �3 = 

⎡ 

⎢ ⎣ 

˜ �5 0 0 0 0 

˜ �6 0 

˜ �7 0 0 

˜ �8 0 0 0 0 

˜ �9 0 0 0 0 

⎤ 

⎥ ⎦ 

˜ �4 = diag{−αI , −βI , −�, −θ̄ I } , ψ 1 = 

[
θ̄G 

T G 0 

0 0 

]
˜ �1 = ψ 2 + ψ 

T 
2 + 

˜ Q 1 + 

˜ Q 2 + 

˜ Q 3 + 

˜ Q 4 − ˜ R 2 − ψ 3 , 

ψ 2 = 

[
−P 1 A 0 

Y 1 C −P 2 A − Y 1 C 

]

ψ 3 = 

[
α

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, 

˜ �2 = 

[
−β

U T 1 U 2 + U T 2 U 1 
2 

0 

0 0 

]
, ˜ �3 = 

[
0 −θ̄1 C 

T Y T 1 

0 0 

]
, 

˜ �4 = 

[
σC T �C 0 

0 0 

]
˜ �5 = 

[
W 

T 
0 P 1 + α U 1 + U 2 

2 
W 

T 
0 P 2 

]
, ˜ �6 = 

[
W 

T 
0 P 1 W 

T 
0 P 2 

]
, 

˜ �7 = β
U 

T 
1 + U 

T 
2 

2 

˜ �8 = 

[
0 −θ̄1 Y 

T 
1 

]
, ˜ �9 = 

[
0 −θ̄C T Y T 1 

]
, 

˜ �21 = 

[
˜ �5 0 

˜ �6 

˜ �7 0 

˜ �8 

]
, ˜ �22 = diag{ ̃  ϒ, ˜ ϒ} 

˜ ϒ = diag{−2 ε1 P + ε2 
1 ̃

 R 1 , −2 ε2 P + ε2 
2 ̃

 R 2 , −2 ε3 P + ε2 
3 ̃

 R 3 , 

− 2 ε4 P + ε2 
4 ̃

 R 4 } 

˜ �5 = 

⎡ 

⎢ ⎢ ⎣ 

κψ 4 0 0 0 θ̄1 κψ 5 

φm 

ψ 4 0 0 0 θ̄1 φm 

ψ 5 √ 

ηM 

ψ 4 0 0 0 θ̄1 
√ 

ηM 

ψ 5 √ 

d M 

ψ 4 0 0 0 θ̄1 

√ 

d M 

ψ 5 

⎤ 

⎥ ⎥ ⎦ 

, 
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Fig. 2. The function of cyber attacks f ( x ( t )). 
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r  
˜ �6 = 

⎡ 

⎢ ⎢ ⎣ 

κψ 6 κψ 7 θ̄1 κψ 8 θ̄κψ 9 

φm 

ψ 6 φm 

ψ 7 θ̄1 φm 

ψ 8 θ̄φm 

ψ 9 √ 

ηM 

ψ 6 
√ 

ηM 

ψ 7 θ̄1 
√ 

ηM 

ψ 8 θ̄
√ 

ηM 

ψ 9 √ 

d M 

ψ 6 

√ 

d M 

ψ 7 θ̄1 

√ 

d M 

ψ 8 θ̄
√ 

d M 

ψ 9 

⎤ 

⎥ ⎥ ⎦ 

˜ �7 = 

⎡ 

⎢ ⎣ 

0 0 0 0 −κρ1 ψ 5 

0 0 0 0 −φm 

ρ1 ψ 5 

0 0 0 0 −√ 

ηM 

ρ1 ψ 5 

0 0 0 0 −
√ 

d M 

ρ1 ψ 5 

⎤ 

⎥ ⎦ 

, 

˜ �8 = 

⎡ 

⎢ ⎣ 

0 0 −κρ1 ψ 8 κρ1 ψ 9 

0 0 −φm 

ρ1 ψ 8 φm 

ρ1 ψ 9 

0 0 −√ 

ηM 

ρ1 ψ 8 
√ 

ηM 

ρ1 ψ 9 

0 0 −
√ 

d M 

ρ1 ψ 8 

√ 

d M 

ρ1 ψ 9 

⎤ 

⎥ ⎦ 

ψ 4 = 

[
−P 1 A 0 

Y 1 C −(P 2 A + Y 1 C) 

]
, 

ψ 5 = 

[
0 0 

−Y 1 C 0 

]
, ψ 6 = 

[
P 1 W 0 

P 2 W 0 

]

ψ 7 = 

[
P 1 W 1 

P 2 W 1 

]
, ψ 8 = 

[
0 

−Y 1 

]
, ψ 9 = 

[
0 

−Y 1 C 

]

˜ �31 (1) = 

⎡ 

⎣ 

κ ˜ Y T √ 

ηM ̃

 N 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (2) = 

⎡ 

⎣ 

κ ˜ Y T √ 

ηM ̃

 N 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ , 

˜ �31 (3) = 

⎡ 

⎣ 

κ ˜ L T √ 

ηM ̃

 N 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (4) = 

⎡ 

⎣ 

κ ˜ L T √ 

ηM ̃

 N 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ 

˜ �31 (5) = 

⎡ 

⎣ 

κ ˜ Y T √ 

ηM 

˜ M 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (6) = 

⎡ 

⎣ 

κ ˜ Y T √ 

ηM 

˜ M 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ , 

˜ �31 (7) = 

⎡ 

⎣ 

κ ˜ L T √ 

ηM 

˜ M 

T √ 

d M ̃

 V 

T 

⎤ 

⎦ , ˜ �31 (8) = 

⎡ 

⎣ 

κ ˜ L T √ 

ηM 

˜ W 

T √ 

d M 

˜ W 

T 

⎤ 

⎦ 

˜ Y T = 

[
0 1 ×2 

˜ Y T 3 
˜ Y T 4 0 1 ×8 

]
, 

˜ L T = 

[
0 

˜ L T 2 
˜ L T 3 0 1 ×9 

]
, 

˜ N 

T = 

[
0 1 ×4 

˜ N 

T 
5 

˜ N 

T 
6 0 1 ×6 

]
˜ M 

T = 

[
˜ M 

T 
1 0 1 ×3 

˜ M 

T 
5 0 1 ×7 

]
, 

˜ V 

T = 

[
0 1 ×6 

˜ V 

T 
7 

˜ V 

T 
8 0 1 ×4 

]
, 

˜ W 

T = 

[
˜ W 

T 
1 0 1 ×5 

˜ W 

T 
7 0 1 ×5 

]
˜ �41 = 

[
�1 0 0 

m 1 �2 0 m 1 �3 

]
, ˜ �42 = 

[
�4 �5 

0 0 

]
, 

˜ �44 = diag 

{
−m 1 

δ2 
q 

I , −m 1 I 

}
, �1 = 

[
−θ̄1 �1 0 0 0 0 

]
�2 = 

[
0 0 0 0 �2 

]
, �3 = 

[
0 0 I 0 

]
�4 = 

[
−κθ̄1 �1 −φm ̄

θ1 �1 −√ 

τM ̄

θ1 �1 −
√ 

d M ̄

θ1 �1 

]
�5 = 

[
κρ1 �1 φm 

ρ1 �1 
√ 

τM 

ρ1 �1 

√ 

d M 

ρ1 �1 

]
, 

�1 = 

[
0 Y T 1 

]
, �2 = 

[
C 0 

]
Moreover, based on the feasible conditions above, the gain matrix

K of the state estimator is given by K = P −1 
2 

Y 1 . �

4. Numerical examples 

In order to illustrate the usefulness of the proposed method in

this paper, a numerical example is given as follows: 
The parameters of system (1) are given as follows: 

A = 

[
1 . 05 0 

0 1 . 05 

]
, C = 

[
−0 . 09 −0 . 02 

−0 . 09 −0 . 01 

]
, 

 0 = 

[
0 . 3 −0 . 4 

−0 . 4 0 . 3 

]

 1 = 

[
0 . 3 0 . 3 

0 . 3 0 . 3 

]
, U 1 = 

[
0 . 3 0 . 2 

0 0 . 2 

]
, U 2 = 

[
0 . 5 0 . 2 

0 0 . 95 

]
The neuron activation function g ( x ( t )) in (13) is defined as fol-

ows: 

(x (t)) = 

[
0 . 5 x 1 (t) − tanh (0 . 2 x 1 (t)) + 0 . 2 x 2 (t) 

0 . 95 x 2 (t) − tanh (0 . 75 x 1 (t)) 

]

Suppose the function of cyber attacks f (x (t))= 
[

−tanh (0 . 2 x 2 (t)) 
−tanh (0 . 02 x 1 (t)) 

]
.

ccording to Assumption 1 , when G = diag{ 0 . 02 , 0.2}, it satisfies

| f ( x ( t ))|| 2 ≤ || Gx ( t )|| 2 . 

Choose the initial condition x (0) = 

[
0 . 3 −0 . 3 

]T 
, ˆ x (0) =

0 . 5 −0 . 3 
]T 

, m 1 = m 2 = 0 . 1 , εk = 2 (k = 1 , 2 , 3 , 4 , 5) , the quan-

ization parameters ρ = 0 . 5 , where δq = 

1 −ρ
1+ ρ . 

In the following, three cases will be given to illustrate the use-

ulness of designed state estimator subject to cyber attacks. In Case

 , it discusses the situation when the designed state estimator is

nder “time triggered scheme”. Another circumstance is given in

ase 2 , in which the designed state estimator is under “event trig-

ered scheme”. Case 3 gives a discussion when the designed state

stimator is under “hybrid triggered scheme”. 

Case 1 : Set α(t) = 1 , as is shown in Fig. 1 , “time trig-

ered scheme” is selected. For given parameters φm 

= 0 . 05 , φM 

=
 . 25 , τM 

= 0 . 02 , d M 

= 0 . 15 , suppose the probability of cyber at-

acks θ̄ = 0 . 2 , the following matrices can be obtained by applying

orollary 1 : 

 2 = 

[
11 . 9306 −0 . 4048 

−0 . 4048 12 . 3502 

]
, Y 1 = 

[
−4 . 0426 −4 . 0177 

−3 . 8555 2 . 3243 

]
According to K = P −1 

2 
Y 1 , the gain matrix K of state estimator is

iven as follows: 

 = 

[
−0 . 3498 −0 . 3307 

−0 . 3236 0 . 1774 

]
The function of cyber attacks is shown in Fig. 2 . The occur-

ing probability θ ( t ) of the stochastic cyber attacks is described in
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Fig. 3. Bernoulli distribution θ ( t ) in Case 1. 

Fig. 4. The estimation error e ( t ) in Case 1. 
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Fig. 5. Release instants and intervals in Case 2. 

Fig. 6. The estimation error e ( t ) in Case 2. 
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ig. 3 . Fig. 4 shows the state error e ( t ) of the system when the

time triggered scheme” is selected in the hybrid triggered scheme.

rom the figures given above, it can be found that the proposed

ethod is useful and the designed state estimator can satisfy the

ystem performance. 

Case 2 : Set α(t) = 0 and triggered parameter σ = 0 . 5 , the

event triggered scheme” is selected in the hybrid triggered

cheme as is shown in Fig. 1 . Choose parameters φm 

= 0 . 05 , φM 

=
 . 25 , ηM 

= 0 . 02 , d M 

= 0 . 15 , let θ̄ = 0 . 2 , the following matrices can

e derived by using Corollary 2 : 

 2 = 

[
10 . 1246 −1 . 1065 

−1 . 1065 10 . 2122 

]
, Y 1 = 

[
0 . 5283 0 . 5056 

0 . 3659 0 . 1061 

]
Applying the equation K = P −1 

2 
Y 1 , the gain matrix K of state es-

imator is given as follows: 

 = 

[
0 . 0568 0 . 0517 

0 . 0420 0 . 0160 

]
The release instants and intervals are described in Fig. 5 . The

tate error e ( t ) is shown in Fig. 6 when the selecting switch turns

o “event triggered scheme”. According to Fig. 6 , it can be eas-

ly seen that the state estimator is effective with event triggered

cheme subject to cyber attacks. 
Case 3 : Suppose ᾱ = 0 . 5 and the event triggered parameter σ =
 . 5 , as is shown in Fig. 1 , the designed state estimator is under

he hybrid triggered scheme. For φm 

= 0 . 01 , φM 

= 0 . 02 , τM 

= 0 . 01 ,

M 

= 0 . 01 , d M 

= 0 . 15 , set occurring probability θ̄ = 0 . 2 , the follow-

ng matrices can be achieved by using Theorem 2 : 

 2 = 

[
15 . 7882 −1 . 0345 

−1 . 0345 15 . 8020 

]
, Y 1 = 

[
−1 . 2368 − 1 . 2377 

−0 . 3243 − 0 . 1615 

]

By using the equation K = P −1 
2 

Y 1 , the gain matrix K of state es-

imator is given as follows: 

 = 

[
−0 . 0800 −0 . 0794 

−0 . 0258 −0 . 0154 

]

The stochastic switch between the time triggered scheme and

vent triggered scheme is described by α( t ), which is shown in

ig. 7 . Fig. 8 depicts the state error e ( t ) when the designed state

stimator is under the hybrid triggered scheme. It can be found

hat the designed hybrid-driven-based state estimator is feasible

or neural networks subject to cyber attacks. 
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Fig. 7. Bernoulli distribution α( t ) in Case 3. 

Fig. 8. The estimation error e ( t ) in Case 3. 
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5. Conclusions 

This paper is concerned with state estimation for neural net-

works with hybrid triggered scheme and quantization subject to

cyber attacks. The hybrid triggered scheme and quantization are

introduced to reduce the burden of network transmission and im-

prove the efficiency of data communication. Two random variables

which satisfy Bernoulli distribution are employed to describe the

hybrid triggered scheme and the stochastic cyber attacks, respec-

tively. By applying Lyapunov stability theory and LMI techniques,

sufficient conditions can be derived which can ensure the stabil-

ity of the desired estimating error system. In addition, the explicit

expressions are provided for the gain matrix of the state estima-

tor in terms of LMIs. Moreover, as the special cases of the achieve-

ments above, two corollaries are given, in which the designed state

estimator is under the time triggered scheme and the event trig-

gered scheme, respectively. Finally, an illustrative example is given

to demonstrate the usefulness of the proposed method. Further

work will study the effects of other kinds of cyber attacks for neu-

ral networks continuously. In addition, the cases with respect to

limited data transmission rate, and encoding–decoding algorithms

are also interesting, which motives our future research. 
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