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This paper is concerned with the issue of quantized state estimation for neural networks with cyber at-
tacks and hybrid triggered communication scheme. In order to reduce the pressure of the network trans-
mission and save the network resources, the hybrid triggered scheme and quantization are introduced.
The hybrid triggered scheme consists of time triggered scheme and event triggered scheme, in which the
stochastic switch is described by a variable satisfying Bernoulli distribution. First, by taking the effect of
hybrid triggered scheme and quantization into consideration, a mathematical model for estimating the
state of neural networks is constructed. Second, by using linear matrix inequality (LMI) techniques and
Lyapunov stability theory, the sufficient conditions are given which can ensure the stability of estimat-
ing error system under hybrid triggered scheme, and the designing algorithm of desired state estimator
is also presented in terms of LMIs. Finally, a numerical example is given to show the usefulness of the
proposed approach.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

In recent years, the dynamic behaviors of neural networks have
been paid increasing attention due to their potential applications
in automation, image recognition, data compression and large vol-
ume of high speed data processing. It is well known that under-
standing the neuron states is an indispensable step to apply the
neural networks and realize the desired performance in practi-
cal application. A large number of researchers have made great
achievements in the neuron state estimation problem [1-4]. In [1],
the authors investigate the variance-constrained state estimation
problem for a class of networked multi-rate systems with network-
induced probabilistic sensor failures and measurement quantiza-
tion. The authors in [2] concentrate on the problem of stochastic
finite-time state estimation for discrete time-delay neural networks
with Markovian jumps. In literature [3], the authors consider the
problem of state estimation with guaranteed performance for a
class of switching fuzzy neural networks.

Over the past few decades, time triggered scheme (periodic
sampling) is intensively applied for systems modeling in con-
ventional control systems [5-7]. In [5], the authors consider the
robust H., filtering problem for a class of uncertain nonlinear
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time-delay stochastic systems. In view of the limited network re-
sources, the drawback of time triggered scheme which contains the
transmitting of large repetitive signals is prominent day by day. To
avoid the shortcoming of time triggered scheme, another triggered
scheme named event triggered scheme is proposed, which is used
to deal with many issues of data transmission for networked con-
trol systems. For example, a novel event triggered scheme, which
is used to reduce the communication load of the network, is pro-
posed in [8] to investigate the problem of H,, controllers design
for networked control systems with network-induced delay. Differ-
ent from the time triggered scheme, the main idea of event trig-
gered scheme mentioned above is that whether the settled thresh-
old is violated or not can be the key rule of newly sampling data
transmission. Based on the proposed event triggered scheme in
[8], a large number of scholars concentrate on the investigations
of event triggered scheme and have obtained abundant research
results [9-12]. For example, an adaptive event-triggered commu-
nication scheme is proposed in [9] which is applied for a class
of networked Takagi-Sugeno (T-S) fuzzy control systems. In [10],
the problem of event-triggered reliable H., filtering for networked
systems with multiple sensor distortions is investigated. The au-
thors in [11] are devoted to the design of event-triggered non-
fragile state estimator for delayed neural networks subject to ran-
domly occurring sensor nonlinearity. On the basis of the proposed
event triggered scheme in [8], another triggered scheme named
hybrid triggered scheme is proposed in [13], which is used to
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investigate the design of hybrid driven controller for networked
control systems with network-induced delays. Inspired by the work
mentioned above, some researchers make a further study about
hybrid triggered scheme [14-17]. The authors in [14] are devoted
to the reliable controller design for hybrid-driven nonlinear sys-
tems via T-S fuzzy model with probabilistic actuator faults and
probabilistic nonlinear perturbations. The problem of H., filter
design for neural networks is investigated in [15] with hybrid
triggered scheme and deception attacks. The hybrid-triggered Hn,
filtering problem is considered for networked systems under
stochastic cyber attacks in [16]. In this paper, the hybrid triggered
scheme is introduced to investigate the state estimation for neural
networks with cyber attacks.

Recently, the quantitative processing has drawn much attention
which is an effective way to save the network resources besides
the event triggered scheme mentioned above. In networked con-
trol systems, the quantitative processing which contains the com-
pression and decompression of sampling data aims at reducing the
pressure of transmission and save network resources. Motivated
by the merit of quantization mentioned above, many researchers
have taken the effect of quantization into consideration for net-
worked systems [18-20]. The problem of H,, output feedback con-
trol for event-triggered Markovian jump system is investigated in
[18] with measured output quantizations. In [19], an event-driven
networked control systems has been studied subject to quantiza-
tion and packet losses. The authors in [20] investigate the dynamic
output-feedback control problem for a class of discrete-time non-
linear stochastic systems with uniform quantization effects. In this
paper, due to the quantitative processing which can reduce the
pressure of network transmission in networked systems, the quan-
tization is introduced in the investigation of state estimation for
neural networks. To the best of authors’ knowledge, the state es-
timation for neural networks with hybrid triggered scheme and
quantization has not been investigated yet, which is the motiva-
tion of this paper.

The insertion of network has posed many conveniences in data
transmission, but it also brings a lot of challenges such as packet
losses, nonlinear disturbance and network-induced delay. In addi-
tion, another offensive behavior named cyber attacks aims at de-
stroying data transmission system, real-time sampling data, com-
munication infrastructures and networked devices. According to
descriptions in [21,22], cyber attacks, which include an inaccurate
sampling data and misidentification of the receiving devices, have
generated greater threats to the safety of network. Given the im-
portance of network security, enough attention should be paid to
the risks of the cyber attacks. In recent years, large numbers of
researchers are devoted to the investigations of cyber attacks and
have obtained abundant research results [23-25]. For example, a
novel approach of state filtering scheme and the sensor schedul-
ing co-design for cyber-physical systems subject to random decep-
tion attacks is investigated in [23]. The authors in [24] investigate
online deception attack strategy against remote state estimation
with sensor-to-estimator communication rate constraint. A novel
distributed state estimator with an event-triggered scheme is pro-
posed in [25] to defend against false data injection attack. Drawing
lessons from the existing achievements about cyber attacks, this
paper is concerned with the design of state estimator for neural
networks under hybrid triggered scheme subject to cyber attacks.

Motivated by the observations above, this paper is concerned
with state estimation for neural networks with hybrid triggered
scheme and quantization subject to cyber attacks. The hybrid trig-
gered scheme and quantization are introduced to reduce the pres-
sure of network transmission. Cyber attacks are also considered to
make the state estimation for neural networks closer to the work-
ing condition of the actual system. Finally, a numerical example is
given to show the usefulness of the proposed method.

This paper is organized as follows. In Section 2, a mathematical
model of the estimating error system is constructed by taking the
effects of hybrid triggered scheme and cyber attacks into consid-
eration. Sufficient conditions which can guarantee stability of the
estimating error system are established and a state estimator de-
sign method is provided in Section 3. A numerical example is given
in Section 4 to show the usefulness of the proposed method. The
conclusion is given in the final part.

Notation: R" and R™™ denote the n-dimensional Euclidean
space, and the set of n x m real matrices; Matrix X > 0, for X ¢ R™"
means that the matrix X is real symmetric positive definite. E(X)
represents the mathematical expectation of X. For a matrix B and

two symmetric matrices A and C, [’; Z] denotes a symmetric ma-

trix, where * denotes the entries implied by symmetry. I is the
identity matrix of appropriate dimension. In addition, T stands for
the transpose of matrix.

2. System description

This paper is concerned with state estimation for neural net-
works with hybrid triggered scheme and quantization subject to
cyber attacks. As is shown in Fig. 1, the hybrid triggered scheme
and quantization are introduced to reduce the pressure of network
transmission. A random variable which satisfies Bernoulli distribu-
tion is employed to describe the stochastic switch between the
time triggered scheme and event triggered scheme in the hybrid
triggered scheme. Consider the following neural networks with
time-varying delays and n neurons [4,26,27]:

{X(t) = —Ax(t) + Wog(x(t)) + Wig(x(t — ¢(t)))
y(t) = Cx(¢)

where x(t) = [x1(t),X2(t),--- , X2 (0)]"T € R" is the state vector of
neural networks and y(t) = [y1(t),y2(t), ---.y:@®)]F € R is the
measurement output; A = diag{a;,ay,--- ,ay} is a diagonal matrix
with positive entries a; > 0; Wy and W; are the connection weight
matrix and the delayed connection weight matrix, respectively; C
is a given constant matrix of appropriate dimensions. g(x(t)) =
[g1(x1(0)), 82 (X2(t)), -+, gn (xn(t))]" denotes the neuron activation
function, and ¢(t) denotes the time-varying bounded state delay
satisfying ¢(t) € [¢m, ¢um], where ¢ and ¢y, are the lower and up-
per bounds of ¢(t).

In order to estimate the state of neural network system (1), the
following state estimation system [28,29] is introduced:

{ﬁ(t) = —AR(t) + K () - (1))
y(t) =Cx(t)

where X(t) € R" is the estimated state vector and K is the estima-
tor gain matrix to be determined. j(t) is the actual input of the
estimator and y(t) is the estimated measurement output.

In this paper, the state estimation for neural networks is in-
vestigated with hybrid triggered scheme and quantization subject
to stochastic cyber attacks. The structure of the state estimator is
shown in Fig. 1. The sensor measurements are sampled at time kh
with a period h.

As is shown in Fig. 1, when “time triggered scheme” is chosen,
by using the similar arguments in [30], the actual input of the es-
timator can be written as follows without considering the effect of
quantization.

@) =Cx(tch), telteh+ 1, teh+ 1) (3)

where h is the sampling period, t;h is the instant that the sampled
data is transmitting, 7, is the corresponding network-induced de-
lay. Similar to [31], define the network allowable equivalent delay
T(t) =t —tyh, Eq. (3) can be written as follows

yi(t) =Cx(t —T(t)) (4)

(1)

(2)
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Fig. 1. The structure of hybrid-driven-based state estimator for neural networks with quantization subject to cyber attacks.

where 7(t)€[0, Ty, Ty is the upper bound of time-delay.

As is shown in Fig. 1, when “event triggered scheme” is acti-
vated in the hybrid triggered scheme, the event generator function
can be defined as the following judgment algorithm, which is sim-
ilar in [8,32]:

Y (((k+ Hh)) =y (k] @[y ((k + j)h) - y(kh)]
<oy ((k+ Hh)@y(k+ jHh) (3)

where ® >0 is a symmetric positive define matrix, j=1,2,---,
o €|0, 1), y((k+ j)h) is the newly sampling data, and y(kh) is the
latest delivered data. The sampled signal y((k + j)h) which satis-
fies the inequality (5) will not be transmitted, only the one that
exceeds the threshold in (5) will be delivered.

As a matter of convenience, the interval [th+ Tty teperh +
Ty,,,) can be divided into several subintervals. Suppose that
there exists a constant ¢ which satisfies [tyh + Ty, Gy h + T, ) =
U]q:] Aj, where A] = [tkh + ]h + ﬁthrj, l'kh + ]h +h+ 7)[,(+j+1], _] =
{0,1,2,---,0} o=ty —ty—1. Define n(t)=t—tyh—jh, 0<
T, <n() <h+ng,;., =1 Let e(t) =y(txh) —y(Eh+ jh). Un-
der the event triggered scheme, the input signal of the filter y,(t)
can be written as follows:

Y2(t) = Cx(t = n(t)) + ex(t) (6)

Remark 1. An effective triggered scheme named hybrid triggered
scheme is proposed in [13], in which the stochastic switch between
the time triggered scheme and the event triggered scheme is de-
scribed by a random variable satisfying Bernoulli distribution. In
this paper, by utilizing the methods in [13], the hybrid triggered
scheme is introduced to alleviate the burden of network and in-
crease utilization of network resources. Based on the hybrid trig-
gered scheme, the state estimation for neural networks is investi-
gated in this paper with quantization and cyber attacks.

By applying the modeling approach of hybrid triggered scheme
in [13], the real input of the state estimator y(t) under the hybrid
triggered scheme can be written as follows:

y() = a)y:(t) + (1 —a(t)y(t)
= a(O)Cx(t = () + (1 —a(t)[Cx(t —n(t)) +e ()] (7)

where «o(t) € [0, 1], a(t) has the following statistical properties.
Efa(t)} = @, E{f(a(t) —@)*} =a(1 - @) = p}

o represents the expectation of «(t), p% is utilized to represent the
mathematical variance of «(t).

Inspired by the effect of quantization in [33,34], the quantita-
tive process is introduced to save the bandwidth of the network
further in the design of state estimator. The following function is
introduced:

. m}, (8)

where q(-) is symmetric, that is ¢;(=y;) = —q; (¥;).

q(y) = diag{q1. q2. ...

The logarithmic quantizer can be defined as follows:

1

. ) : 1 .

u?, if u? <y < ———u®, y; >0,

1+ 5‘1:‘ 1- 8‘11‘

aiWi) = o, if yi=0,

—-qi(=y). ifyi<0

9)

where &, = % (0 < pg; < 1), pg; is quantization resolution. For
simplicity, we assume that g =d;, §q is a constant, q(-) (i=
1,2,---,m) can be described as follows:
qy) =+ Agy (10)

in which Aq = diag{Aq,. Ag,. -, Ag,}.
Combine (7) and (10), the real input of the state estimator can
be written as:

J(©) = d+ Aa(t)Cx(t — T(6)) + I+ Ag) (1 — (1))
< [Cx(t —n (1)) +er(t)] (11)

Remark 2. The quantitative process which aims at saving limited
bandwidth and network resources further has drawn much atten-
tion of many researchers in recent years [18,19,33]. In this paper,
the quantization is considered for the state estimation of neural
networks with hybrid triggered scheme subject to cyber attacks.

As is shown in Fig. 1, the sampling data is vulnerable to the
malicious signals. In this paper, when the sampling data is deliv-
ered in the network, the effect of cyber attacks is considered. After
the cyber attacks lunched, the real sampling data combined with
the aggressive signals is delivered to the state estimator. The real
input of the state estimator can be described as follows:

) = (1 -0@)y) +0(OCf(x(t —d(t)))
=1-0t)UT+2a®)Cx(t—T)+ (A -0)T+ Aq)
x (1 —a(®)[Cx(t —n(t)) + e ()] + O OCF(x(t —d(t)))
(12)

where f(x(t)) represents cyber attacks, d(t) is time-varying delay of
cyber attacks, d(t)e|[0, dy], dy is the upper bound of d(t). 6(t) is
used to describe the occurring probability of the stochastic cyber
attacks, 0(t) € [0, 1].

Remark 3. As is described in [21,22], cyber attacks are essentially
a kind of methods, processes, or means which are utilized to ma-
liciously reduce network reliability. In this paper, in order to be
closer to the actual situation of neural network, cyber attacks are
considered for the state estimation of neural networks with hybrid
triggered scheme and quantization.

It should be noted that Bernoulli variables «(t) and 6(t) are in-
dependent of each other. 6(t) has the following statistical proper-

ties.
E(0()} =0, E{(O)-0)2}=0(1-0)=p}

where 0 represents the expectation of 6(t), p22 is utilized to repre-
sent the mathematical variance of 6(t).
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Remark 4. In (12), 6(t) which satisfies Bernoulli distribution is
employed to depict the randomly occurring probability of cyber
attacks. When 6(t) =1, the aggressive signals are delivered in-
stead of real sensor measurement, the real input in (12) is j(t) =
Cf(x(t —d(t))). 6(t) =0 means the network environment is safe
and the effect of cyber attacks does not be taken into considera-
tion, the real input can be expressed as y(t) = o (t) (I + Aq)Cx(t —
(0) + (1= (D) (I + Ag)[Cx(t — 1(0)) + Cey (D],

Remark 5. In [35-38], random variables which satisfy Bernoulli
distribution are employed to described the stochastic disturbance
and missing measurements. In this paper, «(t) obeying Bernoulli
distribution describes the stochastic switch between the time trig-
gered scheme and the event triggered scheme. 6(t) which obeys
Bernoulli distribution is employed to describe randomly occurring
probability of cyber attacks. It should be noted that «(t) and 6(t)
are independent of each other.

Define e(t) = x(t) — X(t), combine (1), (2), (10) and (12), one
can get
é(t) = —(A+KCe(t) + KCx(t) — (1 —O(t))a(t)
x KC(I+ Ag)x(t — T(t))
—(1-60@)(1 —a()KCUT + Agx(t —n(t))
—(1-0())(1 —a()KI+ Ag)e(t)
—O(OKCF(x(t —d(t))) + Wog(x(t)) + Wig(x(t—(¢(1))))
(13)
Let x(t) = [xT(t) eT(t)]T, combine (1) and (13), the following
augmented system can be obtained:
X(t) = AX(t) + (1 —0()a (t)BX(t — T (1))
+(1-0()( —Ot(t))l?i(t 1)
+(1=0() (1 —o(t))Ce(t) + 0 (t)Df (Hx(t—d(t)))

+Wog(HX(t)) + Wi g(HX(t — ¢ (1)) (14)
where
i_[A 0 } E—[ 0 0}
T|KC —@A+KO | TT|-KCU+Ag) O
C=

[ o - 0
| —K(1+ Aq)}’ b= |:—KC1|
] wel2] -

In the following, a definition, some lemmas and assumptions
will be introduced, which will help us in deriving the main results.

Definition 1 [39]. For given function V:CEO([—rM, 0], R™) x S, its in-
finitesimal operator £ is defined as

£Wye) = lim LEVO+ 810 V0] (15)

Assumption 1 [15,40]. Cyber attacks f(x(t)) satisfy the following
condition:

[1f @)z = [1Gx(®)]]2 (16)

where G is a constant matrix representing the upper bound of the
nonlinearity.

Assumption 2 [41]. The neural activation function satisfies the fol-
lowing condition, and Uy, U, are real constant matrices and satisfy
Uy —-U; > 0:

[g(x) — Usx]"[g(x) — Upx] < 0 (17)

Lemma 1 [42]. For the given instant T and matrix R > 0, the follow-
ing inequality is established:

t T
—1 Ln AT (S)RX(s) < [X(tx(_f)m] [—RR _RR] [X(tx(_f)m] (18)

Lemma 2 [43]. For any vector x, y€R" and matrix Qe R"*" with
appropriate dimensions, the following inequality is established:

2Ty <xTQx+y'Q7ly (19)

Lemma 3 [44]. Given matrices M, N and P of appropriate dimensions,
supposing P is symmetrical,

P+MF({t)N+NFT(t)MT <0 (20)

for any F(t) satisfying F(t)TF(t) <1, if and only if there exists a param-
eter € > 0 such that

P+e 'MM™ +eNNT <0 (21)

Lemma 4 [45]. Supposed t(t)e[0, Ty], ¢(t)eldm, dm], n(t)<lO0,
nul, d(t)el0, dy], Y;(i=1,.-.,8) are matrices with appropri-
ate dimensions, the inequality (¢(t) — Pm)V1 + (P — O (t)) Vs +
T(OWs + (tn — T()Wa + 1 (OWs + (i — 1(6) W6 +d () U7 +
(dy—d(t))Wg + E < 0 is established, if and only if the following
inequalities are established:

D1V + Vs nuWs+duVs+E <0, 1 Vr+TyWa+1mWs
+dy¥;+E <0

D1V + Vs nuWs+dyVs+E <0, 1 Vr+TyWa+nuWs
+dy¥;+E <0

O1Vr+ W3+ uWs+duVs+E <0, 1 Vr+TyW3+nuWs
+dy¥;+E <0

O1Vr+ W3+ uWs+dyVs+E <0,  ¢1Vr+TyW3+nuWs
+ dM\Ij7+ E<0

OV + TV +nuVWe+duVs+E <0, o1 +TtnWa+nuVe
+ dM\Ij7+ E<0

¢1\I’1+TM‘~I’4+T]M\I’5+dMlI’8+E<O, ¢1\IJ1+TM\L’4+77M\I’5
+ dM\p7+ =<0

O+t V3 +nuPe+duV¥s+E <0, 1Y +TtnW¥3+nuVe
+ dM\p7+ =<0

o1V + T3+ nuYs+dy¥s+E <0, 1 +tnW¥s+nu¥s
+dy¥;+E<0

(22)

where ¢1 = ¢y — Pm
3. Main results

In this section, by applying Lyapunov functional approach and
linear matrix inequality technique, considering the hybrid triggered
scheme and cyber attacks, the sufficient conditions will be derived
which guarantee the stability of the estimation error system (14).

Theorem 1. For given parameters: the bounds of time-delay ¢m,
ém, Tm, v and dy, the event triggered parameter o, the expecta-
tions of Bernoulli variables @ and 6, the constant matrix G, the aug-
mented system (14) is asymptotically stable, if there exist matrices
P>0, Q.>0, R,>0 (k=1,2,3,4,5), 2>0,L, Y, M\,N, W, V, Z, S
with appropriate dimension and parameters « >0, 8 > 0 satisfying:

Qu+IT+TIT * * *
_ Qo Q9o * *
20) = Q31 0 Qx| 9,
Q41 (5) 0 0 Quq
§=1,2,3,---,16 (23)
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0 K,OzR] D_

0 ¢mpaRD

F]G =0 mszgD_

0 /MmpaRsD

\/@PZRSD

o O oo

o
o

Ag = p102PB, Qp =diag{ Y, Y, Y}, S35 =diag{Y, Y},
T = diag{—Rl, —Rz, —R3, —R4, —R5}

Qu@) =

Qu) =

Qu(5) =

Qu(7) =

Qu(9) =

Qu(11) =

kYT 7] M kYT 7]
A/‘L'MI\IT A/‘L'MI\IT
N Qu(2) = Nk
| VduVT | L/ duWT |
kYT 7] m kYT 7]
«/T]\/lNT «/T]\/]NT
izt | Qq(4) = Al
_\/dMVT_ _,/dMWT_
kYT T M kYT 7]
A/TmMT A/TMMT
TIMST . Qu (6) = /f’MsT ,
| /duVT | |/ duWT |
kYT 7] M kYT 7]
«/TMMT ,\/‘CMMT
/;anT 5 Q41 (8) = /;anT
| /duVT | L/ duWT |
kLT 7 M «LT 7]
4/'l.']\/lNT 4/T1\/]NT
/ansT . Qa(10) = /777MST ,
RV dMVT_ L/ dMWT_
kLT 7] kLT ]
a/'L'MNT A/TmNT
iz | Qy(12) = A
| VduVT | |/ duWT |
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kLT ] M kLT
JTuM?T JTuM?"
Qui(13) = | Vater | Qu(4)=| Vater |,
L VduVT |V duWT |
M kLT ] kLT 7]
NGy JTuM"
Qui(15) = | Vator | Qu(16) = | ¥t
| /duVT | | /duWT |

944 = diag{—Rl, —R3, —R4, —RS},

YT = [lez Yl vf 01><10]7
I"=[0 L L} 0pu]
N'=[014 NI NI Ol
M'=[M] 013 ML 0.
ST = [les st st 01><6]
Z'=[Z] Ons Z} Oung)
vl = [01><8 Vi v 01x4],

Wl=[W] 017 W] 0]

Proof. Choose the following Lyapunov functional candidate as
V() =Vi(X) + Va(Xe) + V3(xt) (24)
where

Vi (&) = & (O)PX(t)

t t
Va(Xe) = /t—¢ )?T(S)Q1)?(s)ds+/;_¢ XT(s)Q2%(s)ds

t

+ / R (5)QsR(s)ds + f & (5)QuR(s)ds

t=nm

t
+ /Hj & (5)Qs%(s)ds
_¢m . . . .
Vs (%) = /;W / ST ()R E(v)dvds-+ [¢ / ST Ry (v)duds
+ / t f & () Ry (v)duds
t—ty Js

t t . t t .
+/ /)?T(U)R4)2(v)dvds+f /RT(V)RSX(v)dvds
t—nm Js t—dy Js

Apply the infinitesimal operator (Definition 1) for Vi(t) (k =
1,2, 3) and take expectation on it, one can get:

E{LV; (%)} = 2&T (t)P[AX(t) + Wog(HX(t)) + Wi Z(HX(t — $(1)))
+01@BR(t — T(t)) + 0@, BX(t — n(t)) + 161Cey (t)
+6Df(HX(t — d(t)))] (25)

E{LVa (%)} = X7 (6)(Q1 + Q2 + Q3 + Qu + Qs)R(E)
— & (t — pr)QX(t — Pm)
— X1 (t — pm) Q2R (t — Pp) — X' (t — Tn) Q3R (t — o)
— X1 (t — ) QuX(t — i) — X' (t — dyy) QsX(t — d)
(26)

t=¢m

E{LV3 (%)} = E{#T (ORK(D)) - / T (s)Ry(s)ds

t—¢m

_ t . . B t . N
Om /t_d)mx (S)R2x(s)ds /HMx (s)Rsx(s)ds

- / T (s)Rufi(s)ds f LSRG (27)
t—nm t—dy

in which
EG& (6)RX(t)) = ATRA + 02 p3BIRB,
+ p2BYRB, + p? p2BIRB, + p2E'D'RDE.  (28)
where
A = AX(t) + Wog(HX(t)) + Wi g(HR(t— (1)) + O1aBX(t—T (t))
+0,@,BR(t — (1)) + 0;@:Ce, (t) + ODF(HR(t — d(t)))
By = BX(t — T(t)) — BR(t — 1(t)) — Cey(t).
By = Bae(t — T (t)) + Baie(t — n(t)) + Care,(t)
R = (¢m — dm)R1 + PAR: + TnRs + R4 + duRs,
F. = f(Hx(t - d(1)))
From Assumption 1, which is the limited condition of cyber-
attacks, we can obtain
OXT (t—d(t))HTGTGHX(t—d (1)) —0 fT (HX(t—d (t)) f(HX(t—d(t))) >0
(29)

By utilizing the free-weighting matrices method [46,47], it can
be obtained that:

t—¢m .
2$T(f)L[>?(f = ¢m) —X(t - (1)) - /Hp(t) X(S)ds] =0 (30)

2sT<t)Y[2<r — (1)) — R(t — ) — /

t—¢pm

) .
2(s)d5:| -0 (31

t

2§T(r)1v1[;z(t) _R(t—(t)) — /

—T(t

)?(s)ds:| =0 (32)
)

2§T(t)N[>?(t () — R(t — Tn) — /[_T([)i(s)ds} -0 (33)

—Ty

t

2§T<r)2[>z<t> —X(t—n(t)) - /

-n(t

f((s)ds:| =0 (34)
)

_ _ t=n() .
zs%)s[x(r—n(t))—x(t—nM)— /t x(s)ds}o (35)

—nm

t .
26T (W |:)Z(t) —R(E—d(t)) — ft . ;Z(s)ds} -0 (36)

t—d(t) |
2$T(t)V|:)2(t —d(t)) — R(t — dy) — /[_d )Z(s)d{| -0 (37)

where L, Y, N, M, Z, S, W, V are matrices with appropriate dimen-
sions, and £7(t) is defined as follows

£ =[eF ) &) EO]
E(t) = [F(t) F(t—pm) X (t-p(t)) X (t—¢u) X (t-7(1))]
£ (@) =[&(t—m) X(t—nt) &(t—nu) X (-d)

X (t —dy) & (HX(1))]
&5 (t) = [&"(HX(t - ¢(t))) ef(t)

By using Lemma 2, we have

fTHR(E - d(0))]

t=¢m .
2L [ s = @0 ~gET O EWD

+ f T T )Ry (s)ds (38)

~$(0)
t-$(0) ,
A (3)4 /t_¢ X(s)ds < (pm — p(£)ET (OYR'YTE (D)

—o(t) .
+ / S SR (s)ds (39)
t—dm



J. Liu et al./Neurocomputing 291 (2018) 35-49 41

—2eT()M t x(s)ds < T(O)ET (t)MR;'MTE (1)
(t)

t—7

+ / AT (5)ReA(s)ds (40)
t—t(t)

t—7(t)

—26T(ON X(s)ds < (ty — T(t))ET (£)NR;'NTE (1)

t—Ty

+ / T ()Rt (s)ds (41)
t

—m

t
28" (t)z
t—n(t

x(s)ds < n(O)ET(H)ZR,'ZTE (v)
)

t . .
+ / 7 (s)Rufi(s)ds (42)
t-n(t)

t—n(t

) .
HON X(s)ds < (qu — ()& ()SR;'STE ()

t—nm
t=n() . .
+ / i (5)Rai(s)ds (43)
t—nm

26T (W /t id(t);?(sms < d(OET (OWRSWTE (£)

+ / T (s)Re(s)ds (44)
t—d(t)

t—d(t

28TtV )»‘c(s)ds < (du —d(®)ET(OVRSVTE (1)

t—dy
t—d(t) | .
+ / 7T (5)Rsi(s)ds (45)
t—dy

Considering the condition of event-triggered scheme (5), we
can obtain that

o (t — n(t))H'CTQCHX(t — n(t)) — el (t)Qeg () > 0 (46)

By using Lemma 1, notice that:

T
by z - x(t) Ry R
—Om /t_%x (S)Ryx(s)ds < |:)2(t¢m):| |:R2 Rz]

x(t)

_ 47
" [x(r - ¢m>] 47)

By employing Assumption 2, we obtain that:

Tr-
x(t) U = x(t) <

_ . _ 0, 48
[g(Hx(t))} |:U2 1} [g(Hx(r)) = (48)
where U] = HT01H , Uz = 7HT02, U] = UIUZ;UQFU] s 02 = U}-;—U;. So

for the parameters « >0, B >0, it is easy to get:

Tr -
x(t) U * ()
- [g(Hi(t))} [u; 1} [g(H;?(t))} >0, (49)

Tpr-
sc-¢@) 1[0 <[ xc-9@) 1.
‘ﬁ[g(m(r—qs(t)))} [Uz 1}[§<Hﬁ(t—¢(r)))]—°’ (50)

Combine (24)-(50), we can obtain that
E{LV (X))} < ET(O)(Qu + T +THE ) + (P (t) — dm)E" ()
x LRYILTE(6) + (@ — @ ()ET(OYR'YTE (D)
+T(OET(OMRMTE (8) + (Tm — T(£)ET (1)
x NR3'NTE (£) + n(0)ET (6)ZR,'Z"& (t)
+ (v = n(©)ET (SR, 'STE (©)

+d(OET(OWRSTWTE (D)

+ (dw — d(©)ET(OVRS'VTE (D)

+ATRA + 67 p?BIRB; + piBIRB, + p?p3BIRB,
+ 03 fT(x(t —d(t)))BERB f(x(t —d(t)))  (51)

By applying Lemma 4 and Schur complement, combining Eq.
(23) and Eq. (51), it can be concluded that E{£(V(t))} < 0 can be
ensured. O

According to the stability conditions given in Theorem 1, the
design method of gain matrix K will be given in the following the-
orem.

Theorem 2. For given positive parameters: the bounds of time-delay
®m, dm, Tm, Nm and dy, the event triggered parameter o, the ex-
pectations of Bernoulli variables 6 and &, a constant matrix G, my,
my, € (k=1,2,3,4,5), if there exist matrices P; >0, P, >0, §; > 0,
R,>0(k=1,2,3.4,5), Q>0,L, Y, M, N, Z, §, W, V with appro-
priate dimension and parameters « >0, 8 >0, the estimating error
system (14) is asymptotically stable if the following LMIs hold:

Qll-i-f‘-i-f‘T * * * *
N 921 sz * * *
Q(S)Z 5231 0 ~33 * * <0,
Qﬁ](s) ~0 ~0 44 ~*
Q25 Q5 Q53 0 Qsg
§s=1,2,3,---,16 (52)
where
N F] * * B
Qu=|17 Is =« F=[® &)
Iy 0 T
& =[M+2+W [ —[+7 -V —WM+N]
&, =[-N -Z+§ -§ -W+V -V 0 0 0 0]
_[\1 * * * *
5 Rz 7Q17R2 *k * *k
I'i=1|0 0 A, * *
0 0 0 -0, =«
| As 0 0 0
[0 0000 As 0 0 0 0
Ay 00 0O 3 %
. ~ Ag 0 A7 0 O
I'h=10 0000 Iy = A< 0 0 0 O
0 0000 8
i 000 0 A9 0O O 0 O

I3 = diag{—Qs. Y1, —Q4. ¥, —Qs},
_ T
I's = diag{—al, —,31, -Q, —91}, wl = [GCOQC 8:|

. ) T
Yy = Q%G 8] A=y3+9] +4+Q + Q% +Q+Q

+Qs—ﬁz—1ﬁ4,

_[-Pa 0 _ Uit g
¥s = Y,C —PZA—Y1C]’ 1#4—[ 0 ol

A, - [-BULEs o

o 0
i _[o —Gactyll x _[o —GiaCTY!
As = 0 0 - Ma=1g 0 ’

As = [WIP +a%3% WP
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. - ur +ul
Ae = [WeP WiR]. A;=p- ) 2 [ —kpip2Py O 0 kp2¥io
Ao — iy X AATyT _ ~Pmp102%s 0 ~ 0 dmea¥o
8 [0~ 91~ot1Y1]~ i’ [O oCy, ] 5= | —vIMpP1P2¥e O =0 VTMe2¥10
) e Ty Ts To ) o o0 T —J/Mmp1P2¥s 0 0  VImp2¥o
Q=0 Ty 0 Tn| K= [O 64 0 f‘15:|’ | —vdup102¥9 0 0 dup2yr10
0 fn 0 Iy * [_PA 0 0 0
Gy = diagl T, T, T}, Qs = diagT, T} Vs =1 vnc —<P2A+Y1C)] Ve = [—nc 0]’
T-= diag{—261P~+ €2Ry, —2€2Pj— €2Ry, —2€3P + €2R3, o [P,W,
—2€4P + €2R,, —2€sP + €2Rs} = | -Wo
i KlpS 0 0 0 -P1W] 0 0
. ¢m¢5 0 0 0 wB = PZW] ’ ¢9 = —Y] s 1ﬁ]O = —Y]C
I's = A/TM¢5 0 0 O - ~ ~
Jiuys 0 0 0 KYT KY?
~ JTuNT ~ JTuNT
[ Vawis 0 0 0] Qn() = |Vl | Qa@=| Ve |
[ bakys 0 Giankys O [T [dy W
3 Oagmys 0 G1didmys O o o o
I7=|6aytuys 0 GionyTmys O KYNT KYNT
@ s 0 6161y 0 Qu) = | VM| Qa@)=| VM
- - ,/ﬂMZT a/?][v]ZT
LO01ay/dus 0 O1a1y/duys O \/d>\7T ST
[0 0 «yy kg _ A~/IT _ _ [\fT _
N 0 0 ¢m¢7 ¢mw8 KY,,T KY,,T
fg=|0 0 Vim¥s Tm¥s Qu(5) = VTuM $u1 (6) = VM
0 0 im¥7 mV¥s VIS’ VU
_O 0 \/ d[\/[w7 \/ d[\/['(pg L dMVT_ LV dMWT_
[ Gidik Yo Ocno [ K?I;IT_ i K?;[T_
bra1¢mVo  OPm¥o O (7) = | VMM O (8) = | VMY
Lo = | Oavmmys  0yTm¥o u @ \/W%T - S ® W%T
brariu¥s 0¥ LV L/ duW'
LO1ary/duds 04/ duirio kT ] r kDT T
— A = T NT
Gipucys 0 —bipucys 0 Qu @ = | V| Guao)= | VL |
Ny Nam
5 bip1pmbs 0 —O1p1pmps O Lol Lo
o= |bipviuys 0 —-OipryTuys 0. Ly duV" Ly duW" ]
bipryimbs 0 —01p1yTuYs O [ kLT T B
LO101v/dus 0  —01p1y/dufs 0O A (1) = VTN’ A (12) = VN’
- a(11) = Nk 1 (12) = NoA
—_91 P19 0 \/d>\~/T \/TWT
~Oip1pmYy 0 - "N/’T - - "fT -
= —9_1/?1«/71\/1’»[’9 0 i \/;LMT ) J;LMT
~0101v/MuYe O 241 (13) = «/U%gT Q24 (14) = \/nﬂMgr .
| —61014/dufs O | /dyVT L/ dyWT_
[ apkys 0 aipakg 0 T kDT ] ro«LT 7]
ap2pm¥Ps 0 @1p2¢mVPs 0 & (15 JTuMT & (16 JTuM"
= |a0viuys 0 aipy/Tu¥e 0 a(15) = Z' |’ «(16) = N4
APayu¥s 0 a102yMuvs O L VduVT | LV duWT |
Lap2y/dus 0 @1p2y/dutls O Q4 = diag{—Ry, —Rs, —R4, —Rs},
[ a1pak Yo 0 y'= [01><2 vyl lelo],
) d“;ﬂzd’:f; 8 I'=[0 I I 0nu]
'z = 1024/ TMV9 - - .
B - NT = [01><4 NI NI les],
a102/Mus 0 -
— [T T
_(i]pzy/dmwg 0 M~T - [M1 Ol~><3 ~M5 01><9:|9
[ kpip2¥s 0 —kpip2ye O S'=[016 5 S O]
; Omp102%s 0 —Pmor1o2¥s O Z'=[Z] Ows ZI 014
[ = | VTMP102¥6 0 —/Tmp102¥s O o ~r or
YIup1o2¥s 0 —/Mmp1o2¥s 0 Vi= [OUS Vo Vo le4]’
| Vdupip2¥Ys 0 —/dupipaye O W= [W] 017 WJ O]
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_ Substitute —PR,?P with —26kP+e£R,< into Y, we have

H] 0 0 HG H7 HS
= my 11, 0 0 = 0 0 0
Q = ) Q =
ol I3 0 0 27Ty MMy My - X o
0 myIly, myIls 0 0 0 Qu+ I+« o«
— — Qz] 922 * *
My O E(s) = o o ~ <0,
B 0 0 23 33
Q53 = Mz 0 241 (s) 0 0 Q244
0 0 s=1,2,3,---,16 (53)
=~ . —my 2
Q55 = dlag{ ——1, —myI I —m21}
82 82 where
M =[-6:a€; 0 0 0 0]
M,=[0 0 0 0 & P ox
My =[-6::8 0 0 0 0 Qu=|F [
Me=[0 E 0 0 0], Ms=[0 0 I 0 [ Ta 0 Ts
e = [—k6:a5: —1.0.G5 — 5 A x * * *
6 [ K@]Ol 1 'L'mG]Ot 1 «/T)\/IQ]O[ 1 ) R2 —Ql —Rz ~* . N
7»,/17)\/]91&31 - \/@915[31] ' = 0 0 A; * *
) ) ) 0 0 0 -0, =«
I; = [—K91,01 Ei —tmbhp181 — Vb1, Es | As 0 0 0 0
N n =@ TP - 0 0O 0 0 O
— Vb p1E1 — v dubip dl] _
] Ay 0 0 0 0
Mg = [~kp20E1 —Twm@E1  — VTup2@ B =10 0 0 0 0
0 0 0 0 O
— VMM E;  — \/@Pzdgl] | 0 0 0 0 O
Mo = [-k0101E1  — b1 E1  — VTImbh@1 B4 _[:\5 0 0 00
[ __H’" o foo|B 0 A 0 0f
—4/7]1\/19]061 i1 — 4/ dM¢91oc1 D]] 1}8 0 0 0 0
_ _ _ | Ag O 0 0 O
Iy = [K91/01E1 01181 VTmb0101 B4 - - o
A 0 91(1(1 + A )CTYT 2 0 614 I+ A )CTYT
5 = A3 = q 1 Ay = q 1
VImP1p1E1 v/ dubi1p1Eq ] 10 0 ' 0 0
[y = [_szo_fl E1 —Tm001E1  — JTup201 Eq As = [0 o (I + AQ)CTY1T]’
- - I r I r - -
—VNMMP201 5 — dM,OZOllﬁl] O 06 1;7 08 1:9 s = 0 I's O ['15
~ ~ ~ 21 = ["10 [ | =lo 0 0 Iy
[y = [—K,Olpz E1 — w1281 —VTuP1P2E |0 ' 0 T
—VImMp1p2B1 —+/ delpZEl] | 9_91?5;1{#_5 g égl_aqul/f; 8
16PmYs 11 PmVYs
I3 = [K:OhOZEl TmP10281 VTMP102E1 I'7=16aytuys 0 6GionyTuys 0],
OrayMuvs 0 Oia/uvs 0O
ST o ] 210V NIy 21 ’
1M P102 =1 MP1P2 &1 4, /7de6 0 fia ﬁdeS 0
g = [0 YlT], 8, = [0 C] [ Giaik Y Oko
) 0161¢m¥s  O¢mio
Moreover, if the above conditions are feasible, the gain matrix K of e = Ql(fw e OvTuino
the state estimator is given by K = P;'Y;. Qlaw ’7M1k9 9_ ViIm¥io
L0104 \/@lﬁg 0/ duro
Proof. Define P = diag{P;,P,}, LK =Y; and A = diag{l, V¢, ¥, I} Orp1cs 0 —b1 o1 0
where ) Oip1pmys 0 —Oip1pmys O
Fo=|6i;mviuys 0 —OipryTuys 0.
- oo O1p1vIu¥s 0 —0101/Mu¥s O
Wy =diag{", Y, T} W, =diag{Y, T} |01 p1/dulis 0 —0;p1/duvrs O
S 1 pp-1 pp-1 pp-1 pp-1 R _
T = diag{PR,. PR;'. PR;", PR;". PR;} - by 0
—01019mYs 0
Multiplying A and AT on both sides of (23), respectively. My = | -61p1v/Tms 0
Due to (Ri— € 'P)R;'(Ry— €, 'P) = 0, (k=1,2,3,4,5), we have —61p1y/Mue 0
—PR'P < —2€,P + €2Ry. 0101 mlﬂg 0
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[ apkys 0 aipkPs O
i aprpmPs 0 1p2pmys O
'y, = 0_6,02@1/{6 0 O_llpZ\/mll{G 0],
apyy/us 0  d1p2y/Mu¥s O
-dpz\/@lﬁe 0 0-{1:02\/@1#6 0
[ a1pkhs 0
_ X102¢mP9 0
i3 = | a1p2v/Tu¥e O
a102y/Mu¥s 0
_&1pzml/f9 0
[ kpip2ye O —kpip2Ys O
_ Smp1p2Vs 0 —Pmpr1p2hs O
Fa=| Vupip2Ys 0 —JTupip2¥s 0.
Vimpip2¥e 0 —yImpip2e 0
_mp102W6 0 *mmpzl/fs 0
[ —kpip2ys O
i ~Pmp1p2Ys 0O
[is = | —/Tup1p2s 0
—Vup1P2¥s 0
_—mplpzl% 0
7 0 0 b 0
Ve = _y,ci+ Ay o} ‘/’9:[_3/1(1+Aq)}

The Eq. (53) can be rewritten as

E(s) = E(s) + HI AgH,y + HY AgHy + HI AqHy + HY AgH3 < 0

(54)
where
Q]] —+ f —+ fT * * *
2 921 sz * *
B(s) = ~ ~
® Q3 0 33 *
€241 (s) 0 0 Qg4

[My 0 0 M My Mg My 0]
[M 0 0 0 0 0 0 O]
[H3 0 0 Iy ITyp IIy IIg3 0],
Hy=[0 M4y Ms 0 0 0 0 0

Apply Lemma 3, there exists m; >0, m, >0 , one can get the
following inequality:

—_

H;
H,
H;

E(s) < B(s) + miH[H; + m;' AZH]H, + myHIHs + my ' A2H] Hy
(55)

notice that, A2 < 2.

By using Schur supplement, according to Eqs. (23) and (55),
we can obtain Theorem 2 and the estimating error system (14) is
asymptotically stable. According to K =Y;, we can get the gain
matrix K = P2*1Y1, the proof is complete. O

Theorem 2 gives the design method of state estimator for neu-
ral networks with hybrid triggered scheme and quantization sub-
ject to cyber attacks. In the following, two corollaries will be given
which can be seen as the special cases of Theorem 2. Set the
Bernoulli random variable «(t)=1, which means that the designed
state estimator is under “time triggered scheme” in Fig. 1, the aug-
mented system (14) can be written as:

X(t) = AR() + (1 — O(0)BR(t — T(6)) + O (ODFHR(t - d(£)))
+Wog(HR(t)) + Wig(HX(t — $(t))) (56)

Similar to the proof of Theorem 2, we can get the following
Corollary 1, in which the designed state estimator is under “time
triggered scheme”.

Corollary 1. For given positive parameters: the bounds of time-delay
dm, dm, Tm, dy, the expectation of Bernoulli variable 6, a constant
matrix G, my, €, (k=1,2,3,4), if there exist matrix P; >0, P, >0,
Q,>0 R, >0 (k=1,2,3,4), L, Y., M, N, W, V with appropriate
dimension and parameters o >0, B >0, the augment system (56) is
asymptotically stable if the following LMIs hold:

Q11+f‘+f‘T * * *
- o1 Qn  * *
A(s) = N ~ 0,s=1,2,3,---,8
() Qz](s) ~O 33 ~* =
Qy Qg 0 Qy
(57)
where
5 _f‘l % % N - - - . - ~
Qu=|0 [ | [=[M+Ww [ -I[+7 -V
I's 0 Iy
~M+N N W4V -V 03]
_[\1 * * * *
. R, -Qi—-Ry = . *
=10 0 Ay o« x|,
0 0 0 -Q =
| As 0 0 0 o0
) i i ) {\4 0 0 0 0
Iy = diag{-Q3.¥1.-Q4}. I's=|As 0 A 0 O
A; 0 O 0 O

=1
S

_ )T
_ diag{—al, —BI,-01}, ¥, =|?CC O
0 0
A=+ ¥l +G1+ QG+ Qs+ Q- Ry — s,
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Moreover, by considering the feasible conditions above, the gain
matrix K of the state estimator is given by K = P2‘1Y1. O

Set the Bernoulli random variable «(t)=0, which means that
the designed state estimator is under “event triggered scheme” in
Fig. 1, the augmented system (14) can be written as:

X(t) = AR(£) + (1 = 0(0))BR(t — n(t)) + (1 - O(t))Cey (t)
+O)DFHR(E —d(t)))

+Wog(HX(t)) + Wig(HR(t — $(t))) (58)

By utilizing the proof method of Theorem 2, the following
Corollary 2 can be obtained, in which the designed state estima-
tor is under “event triggered scheme”.

Corollary 2. For given positive parameters: the bounds of time-delay
@m, ¢m, Mm, and dy, the event triggered parameter o, the exception
of Bernoulli variable 6, the constant matrix G, mq, €, (k=1,2,3,4),
if there exist matrix P; >0, P,>0, Q;, >0, R, >0 (k=1,2,3,4),
Q>0,L ¥V, M, N, W, V with appropriate dimension and parame-
ters a >0, >0, the augment system (58) is asymptotically stable if
the following LMIs hold:

Qn + I + [T * * *
~ Qz] g~222 * *
Q(s) = ~ ~ <0,
( ) QE] (S) ~0 33 ~*
Qaq Q4 0 Qa4
s=1,2,3,---,8 (59)
where
. _1:‘1 * ~ - - - . ~ ~
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o 00 % s
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Moreover, based on the feasible conditions above, the gain matrix

K of the state estimator is given by K = Pz‘lYl. O

4. Numerical examples

In order to illustrate the usefulness of the proposed method in

this paper, a numerical example is given as follows:

0.005 : : : : : : : : :
0
Z 0.005 1
E
£ -0.01 1
8
3-0.015 1
©
S 002 1
1<
‘E -0.025 1
ey
'_
-0.03 F 1
-0.035 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
Time(s)
Fig. 2. The function of cyber attacks f{x(t)).
The parameters of system (1) are given as follows:
a_[105 0 c_[-009 002
I ) 1.05| ~1-0.09 -0.01[
[03 -04
Wo=1_04 03 }
[03 03 03 0.2 05 02
Wi=103 0.3] Ui = [ 0 0.2]’ Uz = [ 0 0.95]

The neuron activation function g(x(t)) in (13) is defined as fol-
lows:

g(x(D) = [‘15"1 (t) —tanh(0.2x, (1)) + 0.2x2(t)]

0.95x; (t) — tanh(0.75x1(t))

Suppose the function of cyber attacks f(x(r)):[12‘1’1’;1”’((00622";(8;)}
! . 1

According to Assumption 1, when G = diag{0.02, 0.2}, it satisfies
A2 < [1Gx(E)] |-

Choose the initial condition x(0) = [0.3 —O.3]T, X(0) =
[05 —03]". my=m;=0.1, =2 (k=1.2,3.4,5). the quan-
tization parameters p = 0.5, where §; = %;—".

In the following, three cases will be given to illustrate the use-
fulness of designed state estimator subject to cyber attacks. In Case
1, it discusses the situation when the designed state estimator is
under “time triggered scheme”. Another circumstance is given in
Case 2, in which the designed state estimator is under “event trig-
gered scheme”. Case 3 gives a discussion when the designed state
estimator is under “hybrid triggered scheme”.

Case 1: Set «(t) =1, as is shown in Fig. 1, “time trig-
gered scheme” is selected. For given parameters ¢p, = 0.05, ¢y =
0.25, Ty = 0.02, dy; = 0.15, suppose the probability of cyber at-
tacks @ = 0.2, the following matrices can be obtained by applying
Corollary 1:

. [11.9306

—0.4048 12.3502 —3.8555

-0.4048]  _ [-4.0426
= 2.3243

—4.0177}

According to K = Py 1y,, the gain matrix K of state estimator is
given as follows:

K- [—0.3498

—0.3307
—0.3236

0.1774

The function of cyber attacks is shown in Fig. 2. The occur-
ring probability 6(t) of the stochastic cyber attacks is described in
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Fig. 3. Bernoulli distribution 6(t) in Case 1.

State error e(t)
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Time(s)

Fig. 4. The estimation error e(t) in Case 1.

Fig. 3. Fig. 4 shows the state error e(t) of the system when the
“time triggered scheme” is selected in the hybrid triggered scheme.
From the figures given above, it can be found that the proposed
method is useful and the designed state estimator can satisfy the
system performance.

Case 2: Set «a(t) =0 and triggered parameter o =0.5, the
“event triggered scheme” is selected in the hybrid triggered
scheme as is shown in Fig. 1. Choose parameters ¢y = 0.05, ¢y =
0.25, ny = 0.02, dy; = 0.15, let & = 0.2, the following matrices can
be derived by using Corollary 2:

P |:10.1246 —1.1065:|’ v — |:O.5283

0.5056
-1.1065 10.2122 0.3659

0.1061

Applying the equation K = P, 1y,, the gain matrix K of state es-
timator is given as follows:

i [0.0568 00517
~(0.0420 0.0160

The release instants and intervals are described in Fig. 5. The
state error e(t) is shown in Fig. 6 when the selecting switch turns
to “event triggered scheme”. According to Fig. 6, it can be eas-
ily seen that the state estimator is effective with event triggered
scheme subject to cyber attacks.

4 T T T T T T T T T

35 b

251 b

1.5 b

Event-based release instants and release interval
n
-
.

o
o o
1

0 5 10 15 20 25 30 35 40 45 50
Time(s)

Fig. 5. Release instants and intervals in Case 2.
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-0.04

-0.06

o
o
o

State error e(t)
o

0.2 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50

Time(s)

Fig. 6. The estimation error e(t) in Case 2.

Case 3: Suppose & = 0.5 and the event triggered parameter o =
0.5, as is shown in Fig. 1, the designed state estimator is under
the hybrid triggered scheme. For ¢, = 0.01, ¢y = 0.02, 1)y = 0.01,
nu = 0.01, dy; = 0.15, set occurring probability 0 = 0.2, the follow-
ing matrices can be achieved by using Theorem 2:

—1.0345

p, _ [15.7882
2= 15.8020 ~0.3243 - 0.1615

—1.0345} v [—1.2368—1.2377}
s 1=

By using the equation K = Pz‘lYl, the gain matrix K of state es-
timator is given as follows:

K- [—0.0800

—0.0794
—0.0258

—0.0154

The stochastic switch between the time triggered scheme and
event triggered scheme is described by «(t), which is shown in
Fig. 7. Fig. 8 depicts the state error e(t) when the designed state
estimator is under the hybrid triggered scheme. It can be found
that the designed hybrid-driven-based state estimator is feasible
for neural networks subject to cyber attacks.
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Fig. 7. Bernoulli distribution «(t) in Case 3.
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Fig. 8. The estimation error e(t) in Case 3.

5. Conclusions

This paper is concerned with state estimation for neural net-
works with hybrid triggered scheme and quantization subject to
cyber attacks. The hybrid triggered scheme and quantization are
introduced to reduce the burden of network transmission and im-
prove the efficiency of data communication. Two random variables
which satisfy Bernoulli distribution are employed to describe the
hybrid triggered scheme and the stochastic cyber attacks, respec-
tively. By applying Lyapunov stability theory and LMI techniques,
sufficient conditions can be derived which can ensure the stabil-
ity of the desired estimating error system. In addition, the explicit
expressions are provided for the gain matrix of the state estima-
tor in terms of LMIs. Moreover, as the special cases of the achieve-
ments above, two corollaries are given, in which the designed state
estimator is under the time triggered scheme and the event trig-
gered scheme, respectively. Finally, an illustrative example is given
to demonstrate the usefulness of the proposed method. Further
work will study the effects of other kinds of cyber attacks for neu-
ral networks continuously. In addition, the cases with respect to
limited data transmission rate, and encoding-decoding algorithms
are also interesting, which motives our future research.
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