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Hybrid-Driven-Based H, Control for Networked

Cascade Control Systems With Actuator Saturations
and Stochastic Cyber Attacks

Jinliang Liu™, Yuanyuan Gu

Abstract—This paper focuses on the hybrid-driven-based H
control for networked cascade control systems (NCCSs) with
actuator saturations and stochastic cyber attacks. In order to
relieve the network bandwidth load effectively, a hybrid trig-
gered scheme is introduced, which contains a switch between
time-triggered scheme and event-triggered scheme. A newly
hybrid-driven-based NCCS model is established by consider-
ing the effects of both actuator saturations and stochastic cyber
attack, which is an important threat to network security. By using
the Lyapunov stability theory, sufficient conditions are obtained
to ensure the system stability. Furthermore, both primary con-
troller gain and secondary controller gain are achieved explicitly
in terms of linear matrix inequality techniques. Finally, a power
plant gas-turbine system is presented to illustrate the usefulness
of the designed state feedback controllers.

Index Terms—Actuator saturations, cyber attacks, hybrid
triggered scheme, networked cascade control systems (NCCSs).

I. INTRODUCTION

N RECENT years, cascade control has exhibited widely

industrial applications such as chemical reactors [1], power
plants [2], underwater robots [3], networked control systems
(NCSs) [4], and so on. Its success mainly depends on the
distinctive structure composed of two control loops where
the outer loop is responsible for the stability of the systems
and the inner loop is aimed at eliminating the disturbances
quickly [4]. NCS is a kind of control system where sensors,
controllers and actuators are connected through a commu-
nication network [13], the advantages of which are simple
installation, easy maintenance and low cost, etc. [5]. It is
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worth noting that an increasing attention has been paid to the
combination of cascade control and NCS in the past decade,
which is called networked cascade control systems (NCCSs).
For example, a typical kind of NCCS with state feedback
controllers is investigated and the sufficient condition for the
stability of NCCS as well as the H, control laws are obtained
in [4]. A class of NCCSs based on fieldbus is studied in [6],
which is modeled as a finite-dimensional discrete-time lin-
ear time-invariant system in terms of augmented state vector
method. The stabilization and Hs controller design prob-
lems are investigated in [7], which are based on an extended
model called singular NCCSs. For singular NCCSs, the prob-
lem of dissipative fault-tolerant control synthesis and the
issue of exponential passivity analysis are further addressed
in [8] and [9], respectively.

However, the introduction of the network also brings about
many challenges including network-induced time-delay [10],
limited network bandwidth [11], and packet dropout [12],
which may deteriorate the performance and destabilize the
system. How to prevent the data from redundant signal trans-
missions has been a fundamental research topic in control and
signal processing areas. From an analysis and design point
of view [13], time-triggered scheme has been widely adopted
for many years since it simply transmits all periodically sam-
pled data to guarantee a desired system performance [14].
However, from a computation and resource occupation point of
view [15], it will send unnecessary signals to the bandwidth-
limited communication channel and give rise to the waste of
network resources in such case that the system state keeps
steady [19]. In order to decrease the overload of network band-
width [16] resulting from the time-triggered scheme, many
scholars have proposed various event-triggered schemes [17].
For example, a novel event-triggered scheme is proposed
in [14], which can effectively reduce the burden of network
bandwidth. The main idea of the event-triggered scheme pro-
posed in [14] is that the newly sampled data whether to be
transmitted or not is determined by a threshold. There has
been a rich body of research results available in the literature
based on the event-triggered scheme mentioned in [14]. For
example, H, filtering problem for sampled-data systems is
studied in [18] by adopting the event-triggered scheme in [14]
to save communication resources. Peng et al. [19] proposed
a novel mixed self-triggered and event-triggered scheme to
improve the energy efficiency of the wireless sensor networks,
which extends the event-triggered scheme proposed in [14].
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Inspired by the event-triggered scheme proposed in [14], the
problem concerning decentralized event-triggered Ho, control
is addressed in [20] for neural networks. By combining the
advantages of both time-triggered scheme and event-triggered
scheme proposed in [14], a novel hybrid triggered scheme
is proposed in [21], which is implemented by a random
switching between time-triggered scheme and event-triggered
scheme, and the adoption of hybrid triggered scheme can
improve the system performance and reduce the network trans-
mission simultaneously. Under the hybrid triggered scheme
proposed in [21], the quantized stabilization and the H, fil-
ter design problem for T-S fuzzy systems are investigated
in [22] and [23], respectively. In addition, Liu et al. [24]
designed the resilient observer-based output feedback con-
troller for T-S fuzzy systems under the hybrid triggered
scheme [21]. Hoo filter design for networked systems [25]
and for neural networks [26] are, respectively, addressed by
considering the hybrid triggered scheme mentioned in [21].

As is well known, owing to the physical constraints or tech-
nological restrictions, saturation phenomena inevitably exist in
different kinds of practical systems [31], which may also dete-
riorate the performance of the systems [32], [33]. Actuator
saturation is one of the most important saturation phenom-
ena [34], which has attracted lots of attention. For instance,
an anti-windup controller is designed in [35] for singularly per-
turbed systems with actuator saturation. The issue of adaptive
fuzzy tracking control is studied in [36] for nonlinear stochas-
tic systems by considering actuator saturation. Wang et al. [37]
proposed a global cooperative control framework to address
the global leader-follower consensus for multiagent systems
subject to actuator saturation. The event-triggered control for
linear systems is presented in [38] with actuator saturation and
external disturbances.

More recently, due to the open property of data transmis-
sion channels, the security problems in NCSs have gained an
ever-increasing interest from researchers in the control com-
munity [39], [40]. In particular, cyber attacks have become the
major threat to network security, which aim to affect the con-
trol performance by destroying/modifying certain significant
data transmitted over network [41]. Hence, increasing research
interests have been paid to exploring the impact coming from
various cyber attacks such as denial of service attacks [42],
replay attacks [43], and deception attacks [44]. For exam-
ple, Ding et al. [45] investigated the observer-based event-
triggering consensus control for a class of discrete-time mul-
tiagent systems by considering lossy sensors and cyber-attacks.
Distributed event-triggered control problem is addressed
in [46] for NCSs with stochastic cyber-attacks. Distributed
recursive filter for stochastic systems and distributed event-
triggered H filter for continuous-time linear-invariant system
are separately designed in [47] and [48] over sensor networks,
where the deception attacks randomly take place.

Motivated by the previously mentioned results, this paper
first investigates the problem of Hso control for NCCSs with
hybrid triggered scheme, actuator saturations and stochas-
tic cyber attacks. The main contributions are summarized as
follows.

1) The hybrid triggered scheme is first introduced into the

H~o controller design problem for NCCSs while taking
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Fig. 1.  Structure of hybrid-driven-based Hoo controller for NCCSs with
actuator saturations and stochastic cyber attacks.
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the effects of actuator saturations and stochastic cyber
attacks into consideration.

2) A new model for NCCSs is first constructed by consid-
ering the hybrid triggered scheme, actuator saturations
and stochastic cyber attacks.

3) Based on the constructed model, the criteria for the
considered NCCSs stability are derived by means of
Lyapunov stability theory. Moreover, the primary con-
troller gain and the secondary controller gain are
obtained simultaneously in terms of linear matrix
inequality (LMI) techniques.

The remainder of this paper is organized as follows. In
Section II, problem formulation and preliminaries are out-
lined and a new model for NCCSs is established. Section III
shows the main results concerning the sufficient stabilization
conditions for NCCSs and the H, controller design method.
Moreover, both primary controller gain and secondary con-
troller gain are obtained. An illustrative example is given
in Section IV to show the usefulness of the design method.
Conclusion is presented in Section V.

Notation: R" and R™™ stand for the n-dimensional
Euclidean space and the set of nxm real matrices, respectively;
the superscript T represents matrix transposition; / denotes the
identity matrix of appropriate dimension; the notation X > 0
for X € R™" means that the matrix X is real symmetric pos-
itive definite; [E is the expectation operator; * refers to the
entries caused by symmetry; || - || denotes the Euclidean norm;
and sym(B) represents the symmetrized expression B + BT.

II. SYSTEM DESCRIPTION

This paper is concerned with hybrid-driven-based Ho, con-
trol for NCCSs with actuator saturations and stochastic cyber
attacks. As shown in Fig. 1, the structure of cascade control
system contains two loops, where the inner loop is made up of
secondary plant Plant,, secondary sensor Sensorp, secondary
controller Controller,, and actuator, and the outer loop is made
up of primary plant Plant;, primary sensor Sensor;, primary
controller Controller;, and actuator. A network is assumed to
connect the Sensor; and the Controller; in the cascade control
system, which constitutes the NCCS considered in this paper.

The primary plant Plant; under consideration is described
by the following:

x1(1) = Arx1(n) + Biy2(0)

y1(t) = C1x1(t) + D1ow(?) (D

Plant; : {
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where x;(r) € R" and y;(f) € R™ denote the state vector
and the measurement output of Plantj, respectively; y»(¢) is
the measurement output of Planty; w(t) € L£3[0, 00) is the
disturbance input; and Aj, By, Cq, and D; are the known real
constant matrices with appropriate dimensions.

The aim of this paper is to design hybrid-driven-based Hoo
controllers for NCCSs with actuator saturations and stochastic
cyber attacks. It can be seen from Fig. 1 that u;(¢) is the
output of primary controller, as well as a part of the input
of secondary controller. The given primary controller and the
secondary controller are state feedback as follows:

{ ur (t) = Kix1(0)
up (1) = ui (1) + Koxo (1)

where K| and K, are the state feedback gain matrices of
Controller; and Controller;, respectively; x; (¢) is the real input
of primary controller; x;(¢) is the state vector of secondary
plant; and u>(¢) is the output of secondary controller.

Remark 1: Compared with the structure of common NCSs,
the NCCSs have one more loop, which is added to quickly
eliminate the disturbances in the inner loop. The key idea of
this paper is to design useful primary controller in the outer
loop and the secondary controller in the inner loop for NCCSs
simultaneously.

Inspired by the idea of [21], a hybrid triggered scheme
is introduced to alleviate the load of network bandwidth.
As shown in Fig. 1, the hybrid triggered scheme contains a
random switch between the “time-triggered scheme” and the
“event-triggered scheme.”

When the switch turns on the channel of time-triggered
scheme, the periodically sampled measurements will be trans-
mitted in time, which implies that the sequence of transmitting
instant is #h (k = 1,2,...), where h is a sampling period,
f (k=1,2,...) is a sequence set of positive integers, namely,
{t1,1r,t3,...} = {1,2,3,...}. In other words, when the lat-
est transmitting instant is fih, the next transmitting instant is
tky1h = tyh + h. Suppose n; denotes the network-induced
time-delay of sensor measurement sampled at the instant #;/.

Define n(t) = t — txh, as shown in Fig. 1, the sensor
measurement can be described as

x1() = x1(txh) = x1(t — n()) (3
te [tkh + N1 te+r1h + ntk+l)’ k=1,2,...

2

where 0 < min{n, } < n(t) < ny. nu = h+max{n,, n,,,} =
h + 7 and 7 is the upper bound of the communication time-
delay.

When the switch turns on the channel of event-triggered
scheme, the periodically sampled measurements will be trans-
mitted only when they violate the triggering condition. Then
the sequence of transmitting instant can be expressed as
follows:

teih = iwh =+ infjile} (0Qex()
> o (gm)en ()] =12, @

where e (t) = x1(txh) — x1 (if{h), the trigger parameters Q>0
will be designed and A € [0, 1) will be given. #;h and l;(h =
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th + jh stand for the latest transmitting instant and current
sampling instant, respectively.

By considering the effect of network, the transmitted data
arriving at primary controller will be hold by zero-order-
hold within the time interval [fxh + 1y, tir1h + 0y, ). For
development, the interval can be divided into several subinter-
vals, which can be expressed as [tkh + 1y, tir1h + ny,,) =
UK ih + iy Bh+ B+ i), where dg = i1 — i — 1is
similar to the definition in [14]. Define d(1) = t—i,h, t € [i,h+
Mot i;(h+h+77tk+1+_,-),j =0,1,2,...Itis easy to get the range
of d(t) as 0 < ny, <d(t) < h+max{ny, Ny, } =h+7 £ dy.

Then, the sensor measurement can be expressed as

X1e(1) = x1(txh) = x1(t — d(1)) + ex(1) (5)
t € [txh + 0y, terrh + ).

In order to explain the random switching rule of hybrid trig-
gered scheme, a Bernoulli random variable «/(#) is introduced,
where a(f) € {0, 1} and the statistical properties of «(f) are
assumed to be E{a (1)} = @ and E{(«(r) —&)?} = 2. Then, as
the method proposed in [21], the sensor measurement under
hybrid triggered scheme can be described as follows:

x1 (1) = a@®xi(1) + (1 — a(@)xie(). (6)

Remark 2: The Bernoulli random variable «(f) shown in (6)
is utilized to indicate the switching law from one triggered
scheme to another. If «(f) = 1, the channel of time-triggered
scheme is activated for transmitting. If () = 0, the channel
of event-triggered scheme is chosen to transmit data.

Remark 3: The hybrid triggered scheme is first proposed
in [21] to improve the system performance and reduce the net-
work transmission for NCSs. This paper introduces the hybrid
triggered scheme into the analysis and design for NCCSs with
actuator saturations and stochastic cyber attacks.

In this paper, it is assumed that the cyber attacks are
launched randomly which can be expressed by a nonlinear
function f(x1(#)) and the corresponding time delay is assumed
as t(t) € (0, tyy]. Inspired by the method in [41] and [47],
a Bernoulli random variable B(f) is utilized to govern the
stochastic cyber attacks similarly. Furthermore, suppose S(r)
is subject to Bernoulli distribution and uncorrelated to «/(f).
When B(f) = 1, the cyber attacks are implemented; otherwise,
when B(f) = 0, the data transmission is normal. Therefore,
under hybrid triggered scheme and stochastic cyber attacks,
the real input of primary controller can be represented as

1@ = Of @ —1(0) + (1 = B1)X1 (1) @)

where E{(n} = p and E{(B(1) — §)*} = 6>,

Remark 4: For the NCCSs considered in this paper, a net-
work is adopted to transmit data from primary sensor Sensorj
to primary controller Controller;. In the practical engineering,
the data transmission network is susceptible to be attacked by
potential cyber attack, which is one of the important factors
affecting the network security. It is notable that the success-
fully cyber attacks possess stochastic characteristic due mainly
to the protection of hardware or software, the communica-
tion protocols and the randomly fluctuated network conditions
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(e.g., network load, network congestion, and network trans-
mission rate) [47]. For example, under a (7, N) secret sharing
scheme, where a confidential message is divided into N shares
and at least 7 out of N shares can reconstruct the original
message, a secure message can be recovered only when T
or more shares are successfully delivered by multipath rout-
ing protocol. In other words, if the cyber attacks randomly
destroy the N different paths such that 7 — 1 or less shares
eventually arrive at destination host, the secure message will
not be recovered [44]. To be more exact, the cyber attacks
discussed in this paper belong to stochastic deception attacks,
where the way of corrupting the transmission data is to fully
substitute it with the attack signals [41].

Remark 5: It should be mentioned that the cyber attacks
may be undetectable since the attack signals are strategically
generated by malicious adversaries and may relate to system
information [40]. This paper assumes the adversaries have
access to full state information of Plant; (1). Moreover, similar
to the description in [26], this paper models the cyber attacks
as a nonlinear function associated with system state, which is
confined in Assumption 1.

Remark 6: Note that upon the deception attacks occurring
at any time during the data transmission over a network, the
real measurements are replaced by attack signals which will
cheat existing monitoring systems [39] and continue to be
transmitted over a network. Thus, the attack signals are also
subject to time delays, which are assumed to be bounded by
Ty in this paper.

Then, the controllers of (2) can be rewritten as follows:

ui(t) = BOKf(x1(r — (1))
+ (1= B@)a®OKxi(t —n)
+ (= B@)(1 —a@®)Kixi(t — d()) 3
+ (1= B®)(1 —a@®)Ker(t)

up () = ui (1) + Koxp(2).

The secondary plant under consideration is described by the
following:

Xo(t) = Apxp (1) + Azxa(t — 0(2))
+Basat(uz (1)) + Bw(t) )
y2(t) = Coxa (1) + Draw(2)

where 0(f) € (0, Oy] is a state-delay variable of the Plant,;
As, A3z, By, B3, Ca, and D, are the known real constant matri-
ces with appropriate dimensions; and sat(uz(#)) is the satu-
ration function of actuator, which has the similar definition

Plant; :

in [34] as sat(uz) = [sat(u}),sat(ud), ..., sat@j)]T € R™,
where
' Pis M’2 > Pi
sat(uy) = {uhy,  —pi<ub<p, i=12,....m (10)
—pi, Uy < —p;

with p; representing the known upper limits of actuator
saturation constraints.

Borrowed the main idea of [34], the saturation function
sat(up (7)) can be represented by a linear u;(f) and a nonlinear
¢ (ua(t)), namely

sat(uz (1)) = uz(t) — ¢ (uz(1)). (1D
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The dead-zone nonlinearity function ¢ (ux (7)) satisfies the
condition: there 3 0 < ¢ < 1, such that

suy (DU (1) = @' (ua(0) (w2 (1))

where ¢ = max{ey, €2, ..., &n}.

Remark 7: According to the proof in [34], the ¢ in (12)
is dependent on the factors as p; and u’2 in (10), namely, for
i=1,2,....m, & > (1—(pi/|us]max))?, Where [u)|max stands
for the maximum amplitude of control input u} (7).

Substitute up(¢f) in (8) into (11) and then the actuator
saturation function sat(u; (7)) can be rewritten as

sat(ua (1) = (1 = @) (HKx1(t — n(7))
+ (1 =) —a(®)Kix1(t — d(1)
+ (1= BM)A —a@®)Kiex(r)
+ BOK 1 f(x1(t — (1))
+ Koxp (1) — p(u2(0)).

By combining (1), (9), and (13), it can yield a new model
for NCCSs as follows:

X1(1) = A1x1 (1) + B1Caxa(t) + B1Drow(2)
Jo(t) = Axxp(t) + Azxa(t — 0(1))
+ (1 = B@)a()BaK1x1 (t — n(1))
+ (1= B@)(A — a()B2Kyx1 (t — d(1))
+ (1= B@)(A — a()B2K e (1)
+ BOB2K f(x1(r — T()))
+ BaKoxp (1) — Bagp(uz (1)) + B3w(2)
y1(0) = Cix1(t) + Dyow().

In the following, an assumption and two lemmas are
introduced, which are helpful to derive our desired results.

Assumption 1 [26]: Assume that the following condition of
nonlinear function f(x) holds, which is introduced to restraint
the cyber attacks

(12)

13)

(14)

IF I < [1Fx]? (15)

where F is a constant matrix standing for the upper bound of
the nonlinearity.

Lemma 1 [27]: Consider a given matrix R = RT > 0. Then,
for all continuously differentiable function x(¢) in [a, b] — R”,
the following inequality holds:

1 I T R * || I
i) [0 wlln] oo
Iy = x(b) — x(a)

2 b
I, = x(b) + x(a) — h—a / x(s)ds.

1

b
— f L (s)Rx(s)ds < —

where

Lemma 2 [28]: Suppose that there exists a matrix M €

R > 0 for given symmetric positive
M R|—
definite matrices R € R"*". Then, for any scalar 6 € (0, 1),
the following inequality holds:

IR0 R
>
0 HR|=[M RJ

R™" satisfying that

a7
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The aim of this paper is to design the hybrid-driven-based
controllers (2) for NCCS (14), such that, in the presence of
actuator saturations (12) and stochastic cyber attacks (15),
the NCCS (14) is mean-square asymptotically stable, and
‘H~ performance constraint is satisfied. More specifically, the
following requirements are satisfied.

1) The NCCS (14) with w(f) = 0 is asymptotically stable

in the mean-square sense.

2) Under the zero-initial condition, the inequality

E{f5° ly1(®)%ds} < y*E{[;* llw(s)]|*ds} holds for all
nonzero w(t) € £,[0, co) and prescribed scalar y > 0.

III. MAIN RESULTS

In this section, the stability conditions for system (14) will
be derived based on the Lyapunov—Krasovskii function method
and the state feedback controllers (2) will be designed by
means of LMI-based approaches [29]. The research results
are stated as follows.

Theorem 1: For given positive scalars o, ,3, y, and
0 < ¢ < 1, the upper bound of time-delays ny > 0, dy > 0,
ty > 0, and Oy > O, trigger parameter A, and matrices F,
K1, and K>, the system (14) is asymptotically stable in the
mean-square sense if there exist matrices Py > 0, P, > 0,
Qi >0,R >0G=1,234,Q2 >0, and M;, N;, S;,
W; (i=1,2,3,4) with appropriate dimensions such that

o _CD] *k
o = o, q)3i| <0 (18)
[ R; * * *
0 3R, % *
®; = ! >0,i=1,2,3,4 19
! U, U, R * - (19)
Uiy Uy, 0 3R
where
Uy =M, Uy=N, U3=S, Us=W
KT * * * * * * ]
U,y Wy * * * * *
%) 0 oy + A2 * * * *
O =] U3 0 0 W33 * * *
D D3 Dy 0 @5 * *
0 0 0 0 \IJ4 ‘~I»’44 *
L P16 0 0 0 (o3 0 D3

3
®11 = sym(P1AD) + ) (Q)—4R). P =CyBIP|
j=1
@3 =[fiaPBk; 0 0 0], Bi=1-8
4= [fraiP2B2K; 0 0 0], aj=1-a
D5 = sym(P2Ar + P2B2K>) + Q4 — 4R4
Pig=[0 0 0 Tg]T, Y3 = P1B1D
_ — T
b7 = [ﬁlalPZBQKl BP2B2K1  —P2B> PZB3]
Dy = diag(—Q, —BI, -1, —21}

T
4
;= [—2R} - Zl Up i 6RT 207 +2U£:|
/:

T T T T T
\I’lz = Ui] +U12 - Ui3 - U

ig>

i=1,273,4
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Ei1 * * *

oT _ | B2 —Qi—4Ri sk g

i B3 —2UL +2Uf —12R; s
E,’4 6R,’ —4U,' —12R,’

8i1 = —=8R; +sym(U;, — U;, + U;; — Uy)
Eip = —2R; — Uj, + U, + Uy, — U,
i3 = 6R; +2U. +2U}, 8y =6R; —2U; 42U,

ig?

Y1 = PBoKy, Ty =PBoKs, o =vyaa;, 5=, BB

[@y1 P D23
Gy = | Py Pos Dy |, D3 =diag{Ps1, P32, P33}
| P27 Pog Dp9
[nmP1A1 Oixs 013 nmY3
®o) = | dyP1A1  O1xg |, P23 =|01x3 duY3
| tmP1A1 Oixsg O1x3  ™Y3
[01x4  nMP1B1C2  O1x4
@2 = | O1xa4  duP1B1Co O1x4
| O1xa  w™P1B1C2 O1x4
[0 praouTi O1x3 PraabuTi Oixs
By = 0 UﬁleMTl 01x3 —0_1316’MT1 01x3
0 —dabyY1 Oix3 =810 Y1  O1x3
|0 —086u Y1 O1x3 o0y Y 013
[Oix4  OuP2A2 + 0o OyPrA3  0Oix3
®ys = 014 0 0 01x3
014 0 0 01x3
_01><4 0 0 01><3
i praibyi oMY  —OuP2By  OyP2B3
CD26 _ —O’ﬂ]@MTl 0 0 0
=810 80 Y1 0 0
| 080y 0 0 0
0 0 O1x3 0 01x3
0 VepraKi 0153 JepranKi 013
®yy — 0 ﬁ,fh_UKl 01x3 —\/5@10"1(1 013
0 —ﬁaSK] 013 —\/gOl]SK] 01x3
0 —eodK; 0ix3  /eodK; 01x3
| C1 0 013 0 O1x3
[VBF 013 0 01x4
0 01><3 \/EKZ Ol><4
T 0 O1x4
0 01x3 0 01x4
0 01x3 0 O1x4
L O 013 0 O1x4
B 0 0 0 0
VepraiKi  JepKi 0 0
Cng _ —\/5,3101(1 0 0 0
—JeamsK,  JesKi 0 0
V08K 0o 0 0
Lo 0 0 D

@3y = diag{—PR;'P1, —P\R; 'P, —P1R; ' Py}
@3, = diag(—P2R, ' P2, —P2R, 'Py, —P2R, ' Py — P,R; ' P>}
@33 = diag(—1, —1, —1, —1, 1, —1}.

Proof: See Appendix A. |

Theorem 1 presents the sufficient conditions, which guar-
antee the asymptotical stability of the system (14) in the
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mean-square sense. Based on the results in Theorem 1, the
following theorem is devoted to designing the controllers in
the form of (2).

Theorem 2: For given positive scalars «, ﬁ, M, dv, T™,
Om, A, &, v, €1, €2, €3, €, and ¢ and matrix F, the sys-
tem (14) is mean-square asymptotically stable if there exist
posmve matrices X1 > 0, X2 > 0, Q1 > 0, Q2 > 0, Q; > 0,
Q4>OR] > 0, R2>0 R3>0 R4>O Q>0 MZ,N,,
S,, W, i=1,2,3,4), and Yy, Y> with appropriate dimensions
such that the following LMIs hold

~ (i)] *k
b= ~ 0 20
ErdE o)
™ R; * * *
~ 0 3R ;% * .
@-: - - ~ >O, :1,2,3 21
i {jh {Jiz R; ”i = U,1 (21)
_Ui3 is 0 3Ri
"Ry * * *
Gy=| 0 BReox ko (22)
Wi > R4 *
_W3 Ws 0 3R4
where ®, ©; (i = 1,2,3), and Oy are, respectively, derived
from @, ©; (1 =1, 2, 3), and ®4 by substitute U; (i =1, 2, 3),

W, Q, R; (i =1,2,3), R4, P1A1, P1B1, P2Az, PyB>, PrA3,
PyB;, Ci, F, K1, Kb, BI, —P1R;'P; (i = 1,2,3), and
—PyR; Py with U; (i =1,2,3), W, @, R; (i = 1,2,3), Rs,
A1X1, B1, A2Xp, Ba, A3X3, B3, C1X1, FX1, Y1, Y2, 2B, X1 +
Bej%l, —2€X1 + €R; (i = 1,2,3), and —2e4X> + €2Rs
accordingly. Other symbols have been defined in Theorem 1.

Moreover, the desired state feedback gain of primary con-
troller is given by

K =X (23)

and the desired state feedback gain of secondary controller is
given by

K = 12X, (24)

Proof: See Appendix B. |

IV. SIMULATION EXAMPLES

In this section, a simulation example is given to illustrate the
usefulness of the proposed approach in this paper. The example
is based on a power plant gas-turbine system, the schematic
diagram of which is shown in Fig. 2, where the turbine is
driven by superheated gas. It should be pointed that the proper
temperature of superheated gas plays an especially important
role in ensuring the turbine work successfully. In the gas gen-
eration process, the three-way plug valve receives air from
blower and then send it to two sides. On the one hand, the air
functions as a combustion improver in the burning of fuel oil
to generate superheated gas. On the other hand, the air takes
for cooling the superheated gas.

In order to generate superheated gas with proper temper-
ature, the networked cascade control is adopted, where the
outlet gas temperature and the cooling air temperature are
measured by primary sensor Sensor; and secondary sensor
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Controller, Network Sensor,

Controller,

Sensor,

coolingair |

/!

Turbine

Fuel oil Oil Fired
Furnace

Fig. 2. Schematic of NCCS for gas-turbine system.

Sensor,, respectively. The communication between Sensor|
and primary controller Controller; relies on a network, and the
output of Controller; is the input of the secondary controller
Controllerp, which controls the three-way-plus-valve to modu-
late the two-side air output and thus the proper gas temperature
can be guaranteed.

Consider the power plant gas-turbine system [7] with state-
space representation of the primary plant (1) as

wo=[2} Owo [ o

yi@)=[0 0.1]x1(1) + 0.20(1)
and the state-space representation of the secondary plant (9) as

o) = [5; (1)}62(0 ¥ [8; Oil]m(t —0()

0.
il
y2(t) = [-0.3

The initial states of the two plants are given as xjp = [—3 0]
and xyg = [—1 I]T.
The external disturbance is assumed as

0.1sin(2m1), 0<r=<10
w(t) =

0. 1 |e®

2] sat(up (1)) + |: 0-4
0.1]x2(1) 4+ 0.1w(7).

0, otherwise.

The nonlinear signal of cyber attacks is chosen as

__ | — tanh(0.02x11 (1))
fx@) = |: — tanh(0.1x12(7)) :|

It can be seen from Assumption 1 that when the nonlinearity
bound is specified as F = diag{0.02, 0.1}, the condition (15)
can be guaranteed.

In the following, by taking the actuator saturations and
stochastic cyber attacks into consideration, three possible cases
concerning the different schemes of data transmission, which
is indicated by the random variable «(¢), will be presented
to illustrate the usefulness of designed Hoo, state feedback
controllers.

Case 1: Given a = 0.25, the data from primary sensor to
primary controller is transmitted via hybrid triggered scheme.
Choose sampling period 7 = 0.1 s, and assume scalars as
B=002 ny = 05 dy = 05 © = 0.2, 6y = 02,
A=016,e =02,y =2, and e = e = €3 = €4 = ¢ = 1.
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Fig. 5. «(f) with @ = 0.25 in case 1.

By applying Theorem 2, the gains of state feedback con-
trollers are achieved as K| = [—0.0066 0.0002] and K, =
—11.1586 —6.1972] and event-triggered matrix is Q =
0.1181 0.0539

0.0539 0.1587
secondary plant with actuator saturations and stochastic cyber

attacks are shown in Figs. 3 and 4, respectively. The Bernoulli
distribution random variable « () is depicted in Fig. 5, which
is introduced to indicate the switch rule in hybrid triggered

i|. The state responses of primary plant and
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0 2 4 6 8 10 12 14 16 18 20
Time (s)

Fig. 6. B(t) with f = 0.02 in case 1.

The state response

0 2 4 6 8 10 12 14 16 18 20
Time (s)

Fig. 7. State responses of primary plant in case 2.

scheme. In addition, B(f) governing the occurrence of cyber
attacks is shown in Fig. 6 with given expectation.

Case 2: When @ = 1, the data transmission from primary
sensor to primary controller is implemented by time-triggered
scheme. Choose sampling period # = 0.01 s, and for given
B = 002 ny = 0.5, dy = 05, ©yy = 0.2, 6y = 0.2,
A=0,¢ =02,y =2, and €] = €0 = €3 = €4 =
¢/ = 1. According to Theorem 2, the controller feedback
gains are calculated as K| = [—0.0125 — 0.0009] and K, =
[—1 1.1506 — 6.2001]. Figs. 7 and 8 show the state responses
of primary plant and secondary plant, respectively. The sat-
uration control signal sat(uo(t)) is depicted in Fig. 9 with
red solid line while the original control signal is with blue
dashed.

Case 3: If @ = 0, the data transmission from primary sensor
to primary controller is under event-triggered scheme. Choose
sampling period 7 = 0.1s, and set B = 0.02, ny = 0.5,
dy =05, =02,04 =02, A =0.16,e =02, y =2,
and €] = € = €3 = ¢4 = ¢ = 1. By using Theorem 2,
the gains of state feedback controllers are obtained as K| =
[—0.0101 —0.0009] and K> = [—11.1411 —6.1938] and

0.1178 0.0538
The state

0.0538 0.1584 |
responses of the primary plant and secondary plant with actu-

ator saturations and stochastic cyber attacks are presented in

event-triggered matrix is Q =
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Fig. 10. State responses of primary plant in case 3.

Figs. 10 and 11, respectively. The communication instants and
communication intervals are given in Fig. 12.

According to Theorem 2, the gain matrices of Hs, primary
and secondary controllers as well as the event-triggered matrix
can be calculated. Figs. 3, 4, 7, 8, 10, and 11 show the state
responses under different situations, which illustrate that the
system can be stabilized by the design approach proposed in
this paper. From the figures of state responses above, it can
be easily seen that the system performance is degraded by
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Fig. 12. Release instants and release interval in case 3.

actuator saturations and stochastic cyber attacks. Fig. 12 shows
that the transmission frequency is degraded obviously by using
event-triggered scheme. Consequently, the burden of network
bandwidth can be reduced significantly.

V. CONCLUSION

This paper addresses the issue about Ho, control for
hybrid-driven-based NCCSs with actuator saturations and
stochastic cyber attacks. A hybrid triggered scheme is intro-
duced to reduce the burden of network bandwidth, where a
Bernoulli distribution random variable is utilized to describe
the switching rule between the time-triggered scheme and the
event-triggered scheme. By taking hybrid triggered scheme,
stochastic cyber attacks and actuator saturations into account, a
new model for NCCSs is established. Sufficient conditions for
the stability of the NCCS are derived by employing Lyapunov
stability theory. Moreover, the state feedback gains of both
primary controller and secondary controller are obtained in
terms of LMI techniques. The simulation example confirms
the usefulness of the designed state feedback controllers when
considering hybrid triggered scheme, actuator saturations, and
stochastic cyber attacks. In our future research, the functional
observers will be designed to detect and isolate those attacks
in order to make the controller further robust against the cyber
attacks.
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APPENDIX A Notice that

PROOF OF THEOREM 1 . _ _
X (1) = Ao + (a(t) — ) Al + (B() — B)Az

+ (@) — @) (B(1) — B)As

Choose a Lyapunov—Krasovskii functional candidate for
system (14)

V() = Vi(t) + Va(t) + V3(1) where

(25)
Ao = Ao+ BBaK 1 f(x1 (t — T(1))) + (1 — B) A2
A= (1-B)A3, A3 =—A;
Az = BoKif (x1(t — T(1)) — Az
Ay = aBoKixi(t — n(1) + (1 — @)BaKyxi (t — d(1))
+ (1 —@)B2Kex(?)
Az = BoKyxi (1 — n(1)) — B2Kyx1 (1 — d(1))
— ByKjex(?).

where

Vi(t) = x| (t)P1x1 (1) 4 x3 (1) Pax2 (1)

3t
Vo) =) f x| (5)Qx1 (s)ds
i=1 1—r;
t
+ f X3 (5)Qax2(s)ds
t—0y

3 t t
Vi) = Zri/ / )'CT(V)R,')'cl(v)dvds

+ Oy / / X, (V)R4x2(v)dvds
t—0y

Furthermore
Efa(r) — &) =0, E|(a(z) _ &)2] — o2

- ~\2
E{B(0) - B} = 0. E[(B0 - B)’} = 8%
and r1 = ny, . =dy, r3 =1y, Qj > 0, and R; > 0 (j =
1,2,3,4).
By taking derivation and expectation on V;(¢) (i =1, 2, 3),
it can be obtained that

Therefore

E{ffg(t)%Rz;kz(t)} = ASOZ Ry Ao + 02 ATOLR1A,

+ 82 ATOLR1A> + 02 8° AT 0L RaAs. (29)
E{Vi(®)} = 2xT(1))P1x1 (1) + 2E{x] (1) Pri» (¢ 26
(i} ;cl() 11 (2) (P2} (26) Define
E{V2()} = Y x| (0Qix1 (1) + x5 () Qaxa (1) T —n@) - en]"
i=1 T
3 02 —[ (t—d@) x{(t—dw) on]
= DX (= r)Quxi (t = ri) =[fe—t@0) Te—m) oxn]
i=1 . B T, T
T = 6up) 02t — Bu) @ os=[J—0@) XI(—0u) ou]
E{V3()) = T (1) (n]%lRl +d%Ry + q@&)xl ) where
[ 1=n(0) )
+ JE{icg(t)%decz(t)} e = 5o ft—n(l) x] (s)ds m— n(t) Ji- nrjw T(s)ds_
' [ T 1—d(1) T
~ oy / i1 (Rt (v 022 = | Ji-a0 OB gmaw iy ¥ s
1=, 1t 1 t—1(1)
3 A;[ 033 _m ft—r(t) )CT(S)dS wm—t(t) Ji— rju T(S)ds_
.T . -
- i R; dv. 28 1t — 9(:)
;rz /t—rixl (WMRix1 (v)dv (28) 04 = | 35 ft,g(,)xg(s)ds T 90) " x;(s)ds_.
Notice that By employing Lemma 1, it can be derived easily that
t
2E{x; () Paia (1)} = 2x (P2 Ao + A1) —Om f i3 (9)Ryia (s)ds
t—0(1)
where O [T 1" [Re % [Ty ]
(| 0 3R4||IT (30)
Ay = (A2 + B2Ko)xo (1) + Azxa(t — 6(1)) ot 42] 4Lt ]
— Bap(ua(0)) + Boo() e / 5T (9)Rata(s)ds
Ay = (1 = B)aBaKix (t — (1)) ’_9’; ) T )
z . I Ry x |[H
+ (1 = B)(1 — @)BaKx1(t — d(1)) U 4 43 31
-9 Oy —0(0) | Maa| | 0 3Ra||Tas @D

+ (1= B)(1 — @)B2Kyex(t)
+ BBrKif (x1(t — T(£))) where Tl41 = x2(t) —e104, [aa = x2(2) +e104 —2e304, M43 =
€104 —e204, [ag = €104 +e204—2e404, and ¢; (i =1,2,3,4)
are compatible row-block matrices with ith block of an identify

matrix.

since the random variables «(¢) and B(f) are assumed to be
uncorrelated to each other and E{x (1)} = a, E{B(1)} = B.
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Then, the following bounding inequality can be obtained by
applying Lemma 2 to (30) and (31):

t
—Om / 3 (5)Raio (s)ds
t—0p

T

Iy Ry * * * Iy

<_ Iy 0 3R4 * * Iy 32)
I43 Wi Wy Ry % 43
Iy Wi Wi 0 3Ry || Ty

Similarly, using Lemmas 1 and 2, we can get the estimation
of the other integral terms in (28) as follows:

3 '
-> / T ()R (s)ds
i=1 i

T

3 H,l R; * * * I
Z 0 3R,’ * * H,’z (33)

p Uy, U, R * IT;3

Hz4 Uy Uy 0 3R || Ty
where Uy = M, Uy, = N, Uz = S5, T1j; = x1(t) — e10;, [p =
x1(t) + e10i — 2e30;, 13 = e10; — e20;, and Iy = ej0; +

e0; —2e40; (i=1,2,3).

By recalling the restricted condition (4), the triggering
condition, which should be violated when transmitting the
sampled data under event-triggered scheme, is as follows:

ax] (t — d(0))Qx1(t — d(D) — el (NQer(r) = 0. (34)

From Assumption 1, the following inequality condition can
be obtained:

Bxl(t — T(0)F Fxi (t — (1))
— BfT it — T(0))f (1 (2 — T (1)) = 0.

Reconsider the inequality (12) about nonlinear function
¢ (u2(1)), namely

euy (N () — ¢ (2 (0)p(ua (1)) > 0.
Note that

(1) = Bo + (@(1) — @)Bi + (B(1) — B) B2
+ (a() —@)(B(1) — B)Bs

(35)

(36)

where
Bo = (1 — B)aKx(t — n(t)
+ (1= B)(1 — ®)Kx1(t — d(1))
+ Kaxa () + BKif (x1(t — 7(1)))
+ (1= B)( — @)Kyex(t)
By = (1= B)Kixi(t — n(®) + (1 — B)Kixi (t — d(1))

+ (1 = B)Kiex(t)
By = —aKixi(t — (1) — (1 —)Kix1 (1 — d(1))
+ Kif (1t — 7(0)) — (1 — 0)Kyex(1)
By = —Kixi(t — (1)) + Kix1(t — d(1)) + Kiex(0).
Therefore, it is easy to get that

Efeu) (ur(t)} = eByBo + 0B By + 8B} B,

+ 0282 B1B;. (37)
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Define £(1) = [fo(t) 01.03.03. X3 (1), 04 ef (0. f T (x1 (t —
(1)), ¢ (ua (1)), ' (1)]T. By combining (26)—(37) and utiliz-
ing Schur complement lemma [30], it yields

E{Vi} +E{y] on (1)} —
< &N (DE®).

Since ® < 0 can be ensured by (18) and (19), it can be
concluded from (38) that

E{VO} +E{yf oy 0} -

When o(f) = 0, (39) means E{V()} < 0. Due to V(1) >
0, E{V(n} < 0, itis easy to yield that Jim E{|Ix())1?} = 0 for
—00

y?Elo" Ow@)}
(38)

Y E{o"®w@®} <0. (39)

any initial conditions, where X(r) = [x] (¢) xg(t)]T. Therefore,
system (14) is mean-square asymptotically stable in the case
of w(r) = 0.

When w(f) is nonzero, by integrating both sides of (39)
from O to ¢, it can be derived that

t
V(1) — V(0) + E{ /0 y1T(S)y1(S)dS}

t
— y2E{f wT(s)a)(s)ds} < 0.
0

Letting + — oo and under the zero-initial condition, it can
be obtained from (40) that

(40)

E{/Ooyﬁs)yl(s)ds} < ;/21@{/00 a)T(s)a)(s)ds} (41)
0 0

which means the specified Ho, norm constraint is satisfied.
This completes the proof.

APPENDIX B
PROOF OF THEOREM 2
Due to (Rx — ¢, Pl)Rk (Re — ¢, Pl) >0, k=1,2,3),
it can be obtained that

—PIR;'Py < —2ekPy + 2Ry, (k=1,2,3). (42)
Similarly
— PyR;'Py < —2e4Py + €}R4 (43)
and then
® <0 (44)
can guarantee (18) holds, where @ is obtained by
substituting the terms &3; and P3, with P33 =
d1ag{ —2€1P) + € R], 262P1 + e%Rz, —2e3P; + 632.R3} and
d)32 = diag{— 2€4P2 + €4R4, —2€4P> + 6%R4, —2€4P> +
€7Ry, —2€4P> + 64R4} respectively.
Define X; = P;', X2 = P, Qj = XiQ)X1, R =

XiRiX1 ( = 1,2,3), Q4 = X2Q4X2, R4 = XoR4X>, U, =
My = XiMyX1, Uy, = Np = XiNkX, U3, = Sk = XiSkX1,
and Wk =XoWi Xy (k=1,2,3,4) and then O (i=1,2,3)
and ©4 are obtained by pre- and post-multiplying both sides
of ® (i = 1,2,3) and ®4 with diag{Xy, X1, X1, X1} and
diag{X>, X5, X», X»}, respectively.
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Moreover, define Y

IEEE TRANSACTIONS ON SYSTEMS,

KXy, K>X>. Pre- and

. X1,

post-multiply both sides of (44) with diag{Xi, Xy, ...
[ S —

13
X0, X0,...,. %, X1, X4, I, I, X1, Xy, X1, X2, X0, X5, Xo,
[ —

5

I,1,...,1I}, and then substitute —256,«X1+Bejgl into —BX11X1-
—— k

As a6 result, the (20) can be derived from (44) to guarantee
the system (14) mean-square asymptotically stable, and the
desired state feedback gain both of primary controller in (23)
and secondary controller in (24) can be obtained at the same
time.

This completes the proof.
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