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Abstract

This paper investigates the event-based control for networked T-S fuzzy cascade control systems
with quantization and cyber attacks. In order to solve the problem of limited communication resources,
an event-triggered scheme and a quantization mechanism are adopted, which can effectively reduce the
burden of communication and save the network resources of the system. By considering the influence of
cyber attacks, a newly quantized T-S fuzzy model for networked cascade control systems (NCCSs) under
the event-triggered scheme is established. By using the Lyapunov stability theory, sufficient conditions
guaranteeing the asymptotical stability of networked T-S fuzzy cascade control systems are obtained.
In addition, the controller gains are derived by solving a set of linear matrix inequalities. Finally, a
numerical example is presented to verify the validity of the proposed method.
© 2019 The Franklin Institute. Published by Elsevier Ltd. All rights reserved.

1. Introduction

T-S fuzzy model is a modeling method based on fuzzy logic for nonlinear system, in which
a series of local linear systems smoothly linked together by fuzzy membership functions is
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used to describe nonlinear systems [1]. As a mathematical tool, T-S fuzzy model has been
proved to be an effective method to approximate any smooth nonlinear systems [2,3]. Later it
becomes an effective way to model and analyze the complex dynamic systems [4,5]. There-
fore, much attention has been paid to the T-S fuzzy systems and a lot of remarkable results
have been studied about the control synthesis of T-S fuzzy systems [6—12]. For instance,
the problem of secure control for T-S fuzzy systems with limited communication resources
is investigated in [6]. By considering the infinite-distributed delay and actuator faults, the
problem of reliable H., control for discrete-time T-S fuzzy systems is researched in [7]. The
stabilization of a networked T-S fuzzy control system is studied under the consideration of
various possible faults/failures of its multisensors and multiactuators in [8]. For a class of
networked T-S fuzzy systems, a discrete event-triggered communication scheme is firstly pro-
posed in [9]. For a class of T-S fuzzy interconnected systems, the fault estimation problem is
studied in [10]. Moreover, the authors of [11] firstly establish network-based T-S fuzzy dy-
namic positioning system models for the unmanned marine vehicle. In the existing research,
some scholars assume that the designed filter or controller share the same membership func-
tions. But at present, with the development of the communication technology, the network is
gradually applied to various fields. It is more accurate to use the imperfect premise matching
method for networked control systems due to the network-induced delay [13]. For example,
a T-S fuzzy model is investigated for active suspension systems with uncertainties in [14]. In
[15], relaxed stability and stabilization conditions for T-S fuzzy systems with asynchronous
grades of membership are investigated. Under imperfect premise matching, the stability anal-
ysis and performance design for T-S fuzzy system is studied in [16]. The problem of an
event-based non-parallel distribution compensation control for T-S fuzzy systems is addressed
by considering the limited communication resources and the imperfect premise matching in
[17]. Moreover, with the consideration of packet dropouts and actuator failure, the fuzzy
control problem is studied for nonlinear networked systems in [18].

Recently, networked control systems (NCSs) have become a research hotspot of process
control. With the introduction of the network, the NCSs have many benefits such as low
cost, convenient maintenance and large flexibility. So many researchers have conducted in-
depth research on modeling, stability and controller design of NCSs. However, in practical
industrial process control, cascade control system is one of the most widely used control
systems except single loop feedback control system. Recently more and more attention has
been paid to NCCSs which have two control loops. The primary loop is responsible for the
stability of the system, and the secondary loop can eliminate quadric disturbance effectively
and rapidly. As a special networked control system, NCCSs are the same as NCSs with
the characteristics of low cost and easy maintenance, simple installation and large flexibility.
For this reason, cascade control has been widely applied in many industrial areas and has
received wide attention [19-22]. For instance, the problem of passivity-based Hy, controller
design for a class of NCCSs with random packet dropouts is investigated in [20]. The single
loop feedback control shows that the non-zero disturbance of the system has some defects
on the output of the system, thus a new singular networked cascade control system model
is proposed by considering the network-induced delay and packet dropout in [21]. In [22],
by taking actuator saturations and cyber-attacks into consideration, the Hy, control problem
is studied for a kind of NCCSs. To save the limited resources, a hybrid-triggered scheme
is adopted for the NCCSs in [22]. In addition, a new event-triggered scheme is studied for
NCCS in [19]. And with the consideration of stochastic nonlinearities and actuator failures,
the authors in [19] investigate the control problem for NCCS. Although there exist many
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researches on cascade control system, there are few results that take resource limitation and
cyber attacks into consideration. At the same time, considering that cascade control system
cannot be completely represented by a linear system in practical application, we decide to
study the control problem for T-S fuzzy cascade control systems.

In NCSs, the bandwidth of the network is limited, how to save the network bandwidth has
been widely discussed [23,24]. Over the past decades, the most commonly used transmitted
scheme is time-triggered scheme by which the sampled data is transmitted to the communica-
tion network at a fixed time interval. If the variation of the measurement is small, the periodic
transmission of sensor measurements may result in the redundancy of the data transmitted
in the communication network [25]. For the purpose of saving the communication network
bandwidth, researchers begin to study the event-triggered scheme and apply it to many fields
such as multi-agent systems [26-30]. Different from the time-triggered scheme, by using
the event-triggered scheme, the sampled signals are transmitted only when they satisfy the
predetermined conditions. Researchers first propose a dynamic event triggering mechanism
[31]. However, it requires a special hardware device to monitor the state of the system in
real time, which brings great influence on the cost and complexity of the system. Based on
dynamic event triggering mechanism, the self-trigger scheme which replaces the hardware
devices with software programs is proposed in [32]. In order to solve the problem of Zeno in
the dynamic continuous event-triggered system, the authors of [33] propose a discrete event-
triggered scheme, which only supervises the difference between the states sampled in discrete
instants and does not require any additional hardware devices. Based on the event-triggered
scheme proposed in [33], researchers have carried out extensive research on the issue of
event-triggered control synthesis. For instance, by adopting the event-triggered scheme pro-
posed in [33], the event-based H,, control problem for discrete-time nonlinear NCSs with
unreliable communication links is studied in [34]. On the basis of the event-triggered scheme
proposed in [33], the authors of [35] pay attention to the event-based control problem for
the fuzzy Markovian jump systems. Inspired by Yue et al. [33], the authors of Ref. [36] pro-
pose an improved static event-triggered scheme for a kind of nonlinear systems and study
the probability-constrained filtering problem. Moreover, the event-triggered scheme proposed
in [33] is applied to a class of network nonlinear interconnected systems in [37]. Motivated
by work Yue et al. [33], considering the merits and drawbacks of event-triggered scheme
and time-triggered scheme, the authors in [49] propose a hybrid-triggered mechanism for net-
worked control systems. The applications of this mechanism in T-S fuzzy systems [6] and
networked cascade control systems [22] are also studied.

In addition, quantization mechanism is another method to save network bandwidth, which
can effectively compress the transmission data and reduce the transmission burden of the
communication network. Therefore, the research on quantizers has attracted the attention
of many researchers [38—40]. In the existing publications, there are mainly two types of
quantizers. One is the linear quantizers. For instance, by adopting a linear quantizer, a new
controller design methodology which relies on the possibility of changing the sensitivity
of the quantizer is proposed for linear time-invariant control systems in [38]. The other
is logarithmic quantizers. For example, for networked control systems with a logarithmic
quantizer, an event-based control design problem is investigated in [39]. In addition, the
authors of Ref. [40] investigate the problem of event-triggered control for the singular systems
with logarithmic quantizer.

Although the introduction of the network brings many benefits to the control system, it
brings some problems to the system such as packet loss [18], time delay [41], nonlinear distur-
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bance [19] and other issues [42]. Meanwhile, because of the openness of the communication
network, the networked control system is more vulnerable to various kinds of cyber attacks. As
described in [43], the cyber-attacks are roughly divided into three types according to the physi-
cal implementation: denial of service (DoS) attacks, replay attacks and deception attacks. DoS
attacks reduce the system performance by preventing the signal or information from reaching
the destination. The replay attacks repeat transmitted data maliciously to paralyze the control
system. Different from the DoS attacks and replay attacks, deception attacks achieve the goal
of manipulating the system by injecting deception information into the system measurements
or the control actions. In view of the above situation, the problem of system control synthesis
under cyber attacks has been paid attention by many researchers [44—48]. With the consider-
ation of both random DoS attacks and deception attacks, a event-based control problem for a
discrete-time system is investigated in [44]. In [45], considering the impact of stochastic cyber
attacks, the problem of H,, filtering for networked systems under hybrid-triggered commu-
nication scheme is studied. In view of the influence of cyber attacks, a decentralized event-
triggered H, control for neural networks with cyber attacks is addressed in [46]. By consider-
ing cyber-attacks and lossy sensors, an observer-based event-triggering consensus control for
discrete-time multiagent systems is investigated in [47]. In [48], with the consideration of DoS
attacks, resilient event-triggered consensus control is studied for nonlinear multi-agent systems.

Motivated by the mentioned results above, this paper firstly focuses on quantized controller
design for networked T-S fuzzy cascade control systems with event-triggered scheme and cyber
attacks. The main contributions of this paper are as follows.

1) A new T-S fuzzy model for NCCSs is firstly established by considering the event-
triggered scheme, quantization and cyber attacks.

2) Based on the established system model, the sufficient conditions stabilizing the system

are obtained by using Lyapunov stability theory. In addition, the gains of controllers are
obtained.
This paper is organized as follows. The problem formulation and the necessary lemmas
are present in Section 2. Based on the Lyapunov stability theory, the main results
are obtained in Section 3. In Section 4, an illustrative example is given to show the
performance of the controller. Concluding remarks are provided in Section 5.

Notation: Throughout this paper, R" denotes the n-dimensional Euclidean space. R™*"
denotes the set of n x n real matrices. Superscripts “7T”” and “—1" stand for matrix transposition
and matrix inverse, respectively. sym{R} donates the sum of the matrix R and its transposition
RT. R>0 for R € R™" represents that R is real symmetric positive definite matrix. / and 0
represent identity matrix and zero matrix with compatible dimension. * stands for a term that
is induced by symmetry. The set {1, 2, ..., r} is represented as S.

2. System description

This paper is concerned with the problem of event-based H,, controller design for net-
worked T-S fuzzy cascade control systems with quantization and cyber attacks. As is shown
in Fig. 1, one can see the structure of the system which includes two loops, a primary loop
and a secondary loop. A network is assumed to interposed in the primary loop between the
quantizer Quantizer and the primary controller Controllerl.

Consider the networked T-S fuzzy cascade control system with r plant rules.
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Fig. 1. The structure of the networked cascade control systems under cyber attacks.

Plant1 rule i: IF ki (x () is Fj and -+ and k,(x;(?)) is F, THEN

X1(t) =Aux (@) + Biuya (1)
yi(t) = Cixi(t) + Dyjo(t)

where x;(¢) € R" denotes the state vector and y;(¢) € R" denotes the measurement output
of Plantl. y,(¢) is the measurement output of Plant2. F'(i € S,v=1,2,...,n) denote the
fuzzy sets, k,(x;(¢)) are fuzzy premise variables. For the sake of simplicity, we use k,(x;)
to represent k,(x;(¢)) and k,(x1) = [k1(x1), ka(x1), ..., kn(x1)]. Ay, By, Cyi, and Dy; are the
known constant matrices of appropriate dimensions.

By using center-average defuzzifier, product interference and singleton fuzzifier, the fuzzy
system (1) can be inferred as follows:

Plant1 : { €))]

x1(t) = 3 gilk(x1))[Avix1 (1) + Buiy2 (1)]
Plant1 : =l 2)
yi(t) =) gitk(x1)[Ciix1 (t) 4 Dyj(1)]
i=1
where g;(k(x;)) are the normalized membership functions satisfying that

gi(k(x))) = % >0, Y, gi(k(x) =1 with Fi(k,(x;)) representing the
grade rnembershii; ofvi)rémise variable k,(x1).

With the introduction of the network, the premise variable g;(k(x;)) is not matching, we
consider the rule of jth controller model.

Controllerl rule j: IF ky (£, (t)) is W and -+ and k,(%;(t)) is W;/, THEN
ui(t) = K% (1) 3)

where Kj; are the controller gains, X (7) is the final input of the Controllerl. ij (jesS,v=
1,2,...,n) denote the fuzzy sets, k,(x,(t)) are fuzzy premise variables. k,(x;) is used to
represent k, (X, (¢)) and k,(xX1) = [k;(X1), k2 (X1), ..., k. (X1)].

The output of Controller]l can be rewritten as follows:

w(t) =y hi(k(E))Ki %1 (1) “)

j=1
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where h;(k(%)) are the normalized membership functions satisfying that
: t = M r . * _ : J A .
hj(k(x1)) = ., l_[:‘:l W) >0, 2121 hj(k(x1)) =1 with W)/ (k,(x;)) representing the
grade membership of premise variable k,(x).
Plant2 rule I: IF ki(x2(?)) is M{ and --- and k,(x»(?)) is M,’l, THEN

X2 (1) = Ayxp (2) + Azpxa(t — 0(2)) + Bojua (t) + Byjow(2)
2(t) = Cyx2(t) + Dyow(t)
where x,(7) denotes the state vector of Plant2. 6(t) € (0, 6] is a state-delay variable of Plant2.
Mé(l e S,v=1,2,...,n) denote the fuzzy sets, k,(x,(¢)) are fuzzy premise variables. k,(x,)
is used to represent k, (x> (¢)) and k,(xp) = [k1(x2), k2 (x2), ..., ky(x2)]. A2y, Asg, By, B, Coy
and D,; are given constant matrices of appropriate dimensions.

Then by defuzzing the system (5), we can obtain

Plant?2 : { (@)

X () = Zr: Vi(k(x2))[Agix2(2) + Azxa(t — 6(t)) + Byup(t) + Byjo(t)]
Plant2 : 1= (6)
2 (t) = Y vi(k(x2))[Couxa(t) + Dy (t)]

where v;(k(x,)) are the normalized membership functions satisfying that

n 1 X ’ . .
v (k(x2)) = % >0, Y, vi(k(xy)) =1 with M!(k,(x,)) representing the
grade membership of premise variable k, (x;).

Controller2 rule m: IF ki(x2(2)) is M{* and --- and k,(x2(?)) is M,', THEN
uz (1) = ui(t) + Kopx2 () (7N

where K, are the controller gains, M'(m € S,v=1,2,---,n) denote the fuzzy sets,
k,(x2(t)) are fuzzy premise variables. k,(x;) is used to represent k,(x,(¢)) and k,(x2(¢)) =
[k1 (x2(2)), ko (x2()), -+ -, kn(x2(2))].

The Controller2 rule for defuzzified output of Eq. (7) can be rewritten as follows:
uy(t) = Z Vi (k (x2)) [t1 (1) + Komx2 (1)] (8)

m=1

where v, (k(x2(¢))) are the normalized membership functions satisfying that

v (k) = s b > 0, 377 v (k) = 1.

Remark 1. As is shown in Fig. 1, the networked T-S fuzzy cascade control systems have one
more loop than the general networked control system, and the extra loop can eliminate the
disturbance effectively and rapidly. Due to the existence of the secondary loop, the interference
entering the secondary loop can be controlled in advance, thus the influence of the interference
on the primary loop can be reduced. To the best of our knowledge, the event-based H, control
problem for the networked T-S fuzzy cascade control systems with quantization and cyber
attacks is firstly investigated in this paper.

When the signal is sampled by Sensorl in Fig. 1, the selection of communication trans-
mission mechanism will have a great influence on the signal transmission. In order to reduce
unnecessary data transmission, an event-triggered scheme [33] is introduced into the system.
By adopting the event-triggered scheme, the system will transmit the periodically sampled
measurements only when the measurements violate the triggering condition as

ex (1)Qe(t) < Pxi (th + jR)Qx: (th + jh) €))
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where the state error e, (1) = x1(tth) — x1(txh + jh), >0, B€[0, 1), #h stands for the latest
transmitting instant, & is the sampling period, and j =1, 2, .... Define t,f h =tih + jh stand
for the current sampling instant, then the sequence of transmitting instant can be expressed
as follows:

teth = tch + inf { jhlel (1)Qe(t) > BT (t,{h) Qx; (z,{h)} (10)

Similar to the analysis in [33], one can divide the interval [txh + 1y, , tk41h + iy, ) Into sev-
eral subintervals, which can be expressed as [txh + iy, , tiy1h + ) = U?zo[t,f h+ t/;j h+
h+ wy,,). 1y, are the corresponding network-induced delay, and 6 = ;| — #; — 1. Define
dit) =t — t,{h, and it is easy to get the range of d(#) as 0 < w, <d() < h+dy,, ., £ dy.

Then the sampled signals can be described as follows:

X (t) = x1(r —d(1)) + e (1) 1)

For the sake of further reducing the network burden, as shown in Fig. 1, a quantizer
is added between the event triggering mechanism and the network. A logarithmic quantizer
[49] is adopted in this paper and the set of quantization levels M of the logarithmic quantizer
has the following form:

M = {fmy s mp = pymg, b= %1, £2, ..} U {£me} U0}, mp > 0,0 < p < 1 (12)

v is quantization resolution of g(-). More precisely, the quantization law of g(-) is defined
as follows:

mp, x;,>0,1mT”8<xh< 1’?’8
q(xp) =10, xp=0 (13)
—q(—=xp), xp <0
where § = };—5
Because ¢, (-)(i = 1,2, ...m) is symmetrical, so we can easily get that g, (—xp) = —¢gp(xp).
The logarithmic quantizer g,(-) can be described as
qr(xp) = (I 4+ Ay, (xp))Xp (14)

where |Ag, (xp)| < 8. For simplicity, we use A, to represent A, (xp).
Define that

q(x) = diag{qi(x1), q2(x2), - . ., g (Xm)} 5)

then we can obtain
qx) =+ Aypx (16)

where A, =diag{A,, Ay, ..., Ay}
By combining Eqs. (11) and (16), the transmitted signals can be expressed as follows.

X1(1) = (I + Ag)xi(1) a7

As shown in Fig. 1, the signals are transmitted from the event generator to the controller
through a network. Due to the openness of the network, the networked T-S fuzzy cascade
control system is more vulnerable to the cyber attacks. Cyber attacks not only affect the
transmission of measurement signals in the system, but also affect the stability of the system.
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In this paper, we assume that the system suffer from the cyber attacks which can be ex-
pressed by a nonlinear functions f{x;(¢)), and the cyber attacks f{x;(¢)) are assumed to satisfy
Assumption 1. On the basis of [49,51], the signal £;(¢#) shown in Fig. | can be described as
follows.

5@ =a@®)fGi(t —71(@) + (1 —a@)x@) (18)

where «a(f) €[0, 1] is a Bernoulli random variable to govern the cyber attacks, and E{x(7)} =
a, E{(a(t) — @)%} = p2. ©(H) €[0, )] denotes the corresponding time-delay of cyber attacks.

Remark 2. The cyber attacks discussed in this paper belong to deception attacks, which are
assumed that they completely replace the original transmission data with the attack signals
[47]. To be more specific, when the cyber attacks occur, the attack signal f(x;(z)) will
completely replace the original transmission signal x;(¢) in Fig. 1.

Remark 3. The Bernoulli random variable «(f) in Eq. (18) is utilized to govern the cyber
attacks. When «(#) = 1, Eq. (18) can be rewritten as X;(t) = f(x;(t — 7(¢))), this means
that the cyber attacks occur and the original transmitted signal is replaced by the cyber
attack signals as f(x;(t — t(¢))). Otherwise, when «(r) =0, Eq. (18) can be rewritten as
X1 (t) = X1(¢), it means that the systems do not suffer the cyber attacks and the transmitted
data is normal.

By combining Eqgs. (2), (4), (6), (8) and (18), we can get the discussed system as follows.

r

xX1(t) = Z Z VilA1x1 (t) + B1iCoyxa(t) + BiDyow(t)]

i=11=1

i (t) = g ; i}h A + A = 0)) + Ba Ky @O Gae = 7O) |

+(1 — () + A1 (t —d 1)) + ex(t))) + Kowxa(t)) + By ()]
yi(t) = Zg,[Clm (1) + Diiw(1)]

i=1
In order to facilitate obtaining the desired results, two lemmas and an assumption are
introduced.

Lemma 1 [22]. Suppose 0<d(t) <dy, x(t) € R" and there exist matrices R € R"™" and
M € R™" such that [ *] > 0. Then the following inequality holds:

: xty 7' -R * * x(1)
—nM/ T ()Ri(s)ds < |x(t —n@)) | |R+M —2R—M —MT x(t — n(t))
= x(t — num) -M R+M —R || x(t —nm)
(20)
Lemma 2 [50]. For matrices A = AT, B and C with appropriate dimensions, A + BA(t)C +
CTA@)BT < 0 for any A(t) satisfying AOTA®W) <I, if and only if there exists a parameter
my >0 such that A +m; “lcc” + mB'B < 0.

Assumption 1 [49,51]. Deception attacks f(x) are assumed to satisfy the following condi-
tion.

I f ) =l Fx ll2 (1)

where F is a constant matrix standing for the upper bound of the nonlinearity.
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3. Main results

Theorem 1. For given positive scalars &, p, time delay dy, Ty, Oy, trigger parameter B,
disturbance parameter y, membership parameter Q,,, matrices F, Ki;, Ky, the argument
system (19) is asymptotically stable if there exist matrices Q>0, P >0, P,>0, Q; >0,
0,>0, 035>0, Ri >0, Ri >0, R, >0, R3>0, M, N, and V with appropriate dimensions
satisfying the following inequalites with v, — 0mgm = 0 (i, j, I, m€S)

Tijlm — Li <0 (22)
0iVijii —oili +L; <0 (23)
Om Yijim + 0i Vmjii — OmLi — 0ily < 0, (i < m) (24)
where

[T1,,  =* * * d x * *

_ H21 —1I * * _ (D21 <D22 * *

thlm - 1-[31 O H33 % ’ HH - @31 O @33 k ’

| [Ty O 0 Ty Dy 0 Dy Dy

Iy * *
Q=R +V I * L1 =PALi +APL+ Q1+ Q2 — R — Ry,

-V Ri+V -0 —R

Ih=-2R -V —VT +8Q,

O, — |RetM 0 O] o [-2R—M—M" *
21__—M 0o ol®2= R+ M —0r—Ry|
[cIBTP (1—a)( + A )PByK,; 0
@3 = 0 0 0,
|0 0 0
B * *
®y3=| Ty —2R3—N-N' * ,
__N R3 +N —Q3 — R3
I3 = PAy +A2T[P2 +03—R3+ KszBZT[PZ + P,By Ky, 'y = A3TIP2 +R;+ N,
[0 00 (1—a)I +A)K[BYP, 0 0
Dy = 0 0 0|, du= akK| B}, P, 0 0],
| DB 0 0 BT Py 00

Dy = diag|—Q, —al, —y*I}, Iy =[0 0 0 +aF 0 0 0 0 0 0 0]

dyPlA; 0 O
H31=[F5 0 Tg F7],F5:|:M 141 i|7

‘[MP1A1,' 0 0

|:dMPIBliC21 0 0] r |:0 0 dMPlBuDzz]
6 — s 17 = )

wPiB1iCy; 0 0 0 0 wyPiBDy
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n33=diag{—P1R;1P1,—PIR;IPI},HM=[Fg 0 Ty Fm],

[0 (1—a)( +A)O0uP,ByK; 0
Ig=1| 0 o + Ay)OyPrBy Ky 01,
| Cui 0 0]
[0y P2As + O PoBy Koy  OuPrAs O]
Ty = 0 0o of,
i 0 0 0]
[A—a)d+A)T aly OuPBy
Iy = o + AT —plyy 0 |, =0uPoByKij, Om = 0m — 1,
i 0 0 Dy;

My = diag{—P,R;' P>, —PR;' P>, —1}.
Proof. Choose the Lyapunov—Krasovskii functional candidate for system as
V) =Vi@t) + Vo () + V3(1) (25)
where

Vi(t) = x| (1)Pix; (t) + x5 (t)Paxa (t)

Va(t) = / X7 ()01 (s)ds + /

t—dy t—tm

t

x1 ()Qaxi (s)ds + / ) x3 ()03x2(s)dss

t t t t
V(1) = dy / / T (V)Rx (v)dvds + Ty / x (V)Ry% (v)dvdss
t—dy Js

I—Ty Js
t t
+ Oy f f %1 (V)R3%2 (v)dvdss
t—0y Js

and P = diag{P,,,} >0, 0;>0, R, > 0(i =1, 2,3).
By taking the derivative and mathematical expectation of equations above, then we can
obtain

EWVi)} =YY 3" gihjvivm2[x] ()Piii (1) + x] (1)PE{ (1))] (26)
i=1 j=1 I=1 m=1

E(Va(t)} = x] (t)(Q1 + Q2)x1(t) + x5 (1)Q3x2(t) — x| (t — dp) Q11 (t — dur)
—x] (t — t) Qaxi (t — Twr) — X3 (t — Op) Q32 (1 — Oyp) 27)

E{% O} =Y gl {BE (1) (dyR: + ThR)x% (0} + B ()03 Raa (1))

i=1 j=1

t t
—dy / ¥ ($)R1x1 (s)ds — Ty f
t—dy t—1

M

% ($)Rpx1 (s)ds — Oy f y X (s)R3)é2(s)ds}
' (28)

Notice that
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E(%] ()O3Rt (1)) =D Y Y " hywva{AT05Rs A+ p* BT 0,R:B) (29)
j=1 =1 m=1
where A = Ayxo(t) + Azixo(t — 6(t)) + BuKowxa (1) + Byjw(t) + aByKijf (xi(t — (1)) +
(I —a)U + ApByKijlxi1(t —d @) +ex ()], B= I+ Ay)ByKyjlxi(t —d(t)) + e (t)].
Applying Lemma 1, it can be obtained that

—dy / X ($)R1x1(s)ds < &) (1) YvEa(t) (30)
t—dy

— Ty / X (5)Rax1 (s)ds < EL (1) YmE. (1) (31)

—Oy / ; X ()R3k2(s)ds < &) (t)Yn&s (1) (32)

where

) =@ Le—do) Lt—dn] E@) =@ Te—-t@) -],

O =) La-00) La—6m],

M —R, * * —Ry * *
Yyy=|R+V 2R -V -VT * U= |R+M 2R, —M-MT * s
L -V R +V —R, -M Ry+M —R,

M —Ry * *
Yy=|Rs+N —2R3—N-NT « )
-N Ry +N —R3

By taking the event-triggered limiting conditions (9), it can be seen that
Bxl (t —d (1)t —d(t)) — e} (1)Qex(t) >0 (33)

Considering Eq. (21) in the Assumptionl of the cyber attacks, one can obtain the inequality
as follows.

axi (t = T)F Fxy(t = (1) = af (u(t —t@))fOa@ =) =0 (34
By combining Egs. (25)—(34) and utilizing Schur complements, it yields
E{V O} +y[ (O3 (@) = y?o" Do)
=E{Vi0)} + E(Va(0)) + E{V3()} + x{ (¢ — d(0))Qu1(t — d (1)) — ef (1)Qex (1)

+ax] ¢t —t@)F Fxi(t —t(@®) —af (it — ) ft —t(@)))
+ ¥ ()1 (1) — y*o’ ()

<Y DY g (O Vi (1) (35)

i=1 j=1 I=1 m=1

where ¥ (t) = [xlT(t),xlT(t —d @), xI (t —dy),xT ¢ — (@), x] (t — ), x5 @), x5 ¢—0(1)),
x5t —Om), e,{(t), ffea@—t®), o0, L I 1, 1, 1, 11",
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For the convenience of analysis, similar to the proof in [17], a slack matrix L; is introduced

ZZZZM Vi (gm = vm)Li = ZZZM v (ng Zm)L =0 (36)

i=1 j=1 I=1 m=1 i=1 j=1 I=1

where L; = L,-T € RV > 0 (ie€S) are arbitrary matrices.
Then we can obtain the following equation from Eqgs. (35) and (36):

D <Y NN gk OV O+ D Y Y gihivi(gm — vm

i=1 j=1 I=1 m=1 i=1 j=1 I=1 m=1

+ Om8m — ngm)wT(t)Lil//(t)

- Z Z Z Z gihivigm¥ " (0) Qi Vijim — QL)Y (1) + Z Z Z Z gihjvi (v,

i=1 j=1 =1 m=I i=1 j=1 =1 m=1

— 0ngm)V " () (Xijim — L)Y (1) (37

For further analysis, Eq. (37) can be rewritten as

r r r r

® <Y YN glhwiy (@i — ol + LY ) + DY Y > gihjvi(va
i=1 1 =1 m=1

i=1 j=1 I=1 1 =

— 0m&m)V (&) (Tijim — LY (1)

+Zzzzglh vlvmw (t)(Qm tjlm+Qt mjli — Qm i Qt m)w(t) (38)

i=1 j=1I=1 i<m

Then with the conditions (22)—(24), one can get

DD gyt OYijmy (1) <0 (39)

i=1 j=1 1=1 m=1

for all i, j, I, meS. )

With v, — 0mgm = 0 for all me S, there exists a scalar € such that E{V (1)} < —elly (O]
for ¢ ()#0, then E{V (t)} < 0, and the system is asymptotically stable. That completes the
proof. [

In Theorem 1, the sufficient conditions which can guarantee the stability of the networked
T-S fuzzy cascade control system (19) have been obtained. However, it can not deal with
linear matrix inequality techniques because of the existence of nonlinear terms such like
(1—-a)I+ A )KTBT P,. Therefore, the following section deals with the nonlinear terms
and obtains the controller gains.

Theorem 2. For given positive scalars &, p, dy, Ty, Ou, €1, €2, €3, es, disturbance parameter
y, trigger parameter B, membership parameter Q,,, quantized parameter v, matrices F, the
system (]9) is asymptotzcally stable zf there exist matrices X1 >0, Xo>0, Yij, You, Ql > 0,
Q2 > 0, Q3 > 0, Rl > 0, R2 > 0, R3 > 0, SZ M N and V with appropriate dimensions,
such that the following linear matrix inequalities hold with v,, — 0ugm = 0 for all i, j, I,
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meS
i’jlm - Zi <0 (40)
Ql ijli — Qil_Ji +I:1 <0 (41)
0mYijim + 0 Xmjii — OmLi — 8ilm < 0, (i < m) (42)
where
Iy, * * * * &) " N "
; . By bn o+ %
Yijim= |31 0 Tls3 * | =] =" 2
Z _ D34 0 @3
Qa0 0 Dt by 0 by b
i, 0 0 s [ss 41 ) 44
B f] *
Q=R +V I * T =AuXi + XA, + 01+ 0, — R — Ry,
L -V Ri+V -01—-k
B} U - - R +M 0 0
[h=—2R -V -Vl 480, &y =] 2"~ )
2 1 +8 21 |: N 0 O:|
) F 2Ry W — W7 . ) XCLBL,  (1—a)ByYi; O
Py = 5 - A s | P = 0 0 01,
RZ +M _Q2 - R2 0 0 0
M5 * *
Q3= Ty —2Rs—N-NT * T3 = AyXo + XoA3 + O3 — R3 + BuYan + Y5, By,
| —N Ry +N —03—
0 0 0] (I-aY'B}, 0 0 )
dy=| 0 0 0f,dpn=| a¥/B} 0 0, Tsu=XAl +Rs+N,
| DyBL; 00 B, 0 o
By = diag{—fz, —2aesX; +aéll, —y21},
My=[0 0 0 VaFx, 0 0 0 0 0 0 0]
= & - =1 = _ |dyAyX; 0 0] = |dyB;iCyXo 0 0
H31 - [FS 0 F6 F7]’ FS - |:‘[MA1,'X| 0 0 F6 o ‘L'MB],'CQIXZ 0 0l
- 0 0 duBiDy
7710 0 wBiuDy|
1:[33 = diag{ 2e1X1 + e Rl, —2€2X1 + €2R2 1:[ Fg 0 l;g l:l()],
B 0 (I — )0y Byt OmAuX, + OuBuYom OyA3X> 0O
g=| O PO BY1 0 0f,
C1iX, 0 0 0
B (1 —a)0uByY1j  abyByYi; 0MB3I
F]O = ,OQMleYIj )OHMBZIYIJ H44 = dlag 2€3X2 + €§R3, —2€3X2 + €§R3, —I},
0

5
|

f&(l—a)B 0 o0
0 0 of

=[ly 0 TIp 1;13],1;112[0 Y, O
j
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- 0 0 0
Fl3_[Y|j 0 O]’

_ — T T _
fls, = |:~/m15(1 ) )0y By, »,/ml(SOQMle]’ Mss = diag{—1I, —m\I}, oy = Om — 1.

Moreover, if the conditions are feasible, the gains of primary controller and secondary
controller are given as following.

Kij =YX Koy = Yo X5 ' (jom € S) (43)
Proof. Due to the existence of quantization, one can obtain the following equation.
Yijin = Pijim + sym{Hg AqHc}. (44)
where
11, * * (Ol * * *
& = 1-[21 -1 * * 1:[ _ ?21 (D22 * *
ijim = H3| 0 H33 * ’ = q)3| 0 @33 k
RIVTEE 0 Ty Dy 0 Dy Dy
B _CZTZBlT,’Pl Ol]PngzK]j 0 . C(lKlTngIPZ 0 0
b3 = 0 0 0|, Pz = &KQ.B;PZ 0 0
|0 0 0 B3, P, 0 O
B B B B 0 (XIOMPZBZIKlj 0
My=[s 0 Iy Tyl Ts=| 0 POuPByK; 0
Ci1iXi 0 0
3 (I-a)Tn al'u OuPaBy
o= el el 0 o =1—a
0 0 Dy;

Hp = [les ail’y Oixg o1Oylis PQMFM]
He=[0 Kij Oix Kij 01x7].T14=ByP
By applying Lemma 1, one can get

®;jim +miHg Ag*Hg +m'H  He < 0. (45)
Notice that qu <82, then we can obtain

D1 + m152HBTHB + ml_lHCTHC < 0. (46)
Due to (R, — e;lPl)lel(Rk — ek’lPl) > 0(k =1,2), we can easily obtain that

—PiR;'P| < —2¢; Py + €lR;. (47)

Similarly, we have

{—1021%31102 < —2e3P, + €3R;

—PI7'P < —2e4P, + €il (48)

Then by substituting the~terms I35 and Il in Egs. (22)—(24) with 1:133 = diag{—2e P, +
€lR1, —2e;,P, + €3Ry} and Tus = diag{—2e3P; + €3R3, —2e3P, + €3R5, —I}, one can obtain

Yijim — Li < 0; (49)



J. Liu, Y. Wang and L. Zha et al./Journal of the Franklin Institute 356 (2019) 9451-9473 9465

cyber
attacks

OO
O—0 =)

4,

fuel

material

Fig. 2. The model of heating furnace (power plant boiler-turbine system).

0iVijii — oili + Li < 0; (50)

Qmﬂ?ijlm + Qi?mjli - Q_ml_li - Q_il_qn < Oa (l < m) (51)

Define X = P, Xo =P, 01 =Xi01X1, 0» = X10:X1, 03 = X20:Xo, Ri = XiRiX),
Ry = XiRyX), Ry =XoR:Xy, V =X\VX;, M =XMX;, N =XoNXs, Q=XQX,, ¥}; =
K]jX], Y21 = KZmX2, A= diag{Xl,Xl,X],X],Xl,Xz,Xz,Xz,Xl,Xl,I,I,X],X],XQ,XQ,I,I}.
Pre and post-multiply both side of Eq. (49) with A and its transposition, we can get Eq. (40).

Then similar to the analysis in Theorem 1, one can get

ZZZZg,h Vi (gm — V)L —ZZZg,h vl(ng va>z - (52)

i=1 j=1 I=1 m=I i=1 j=1 I=1

With the conditions (40)—(42), we can obtain

b= S v OF g ) < 0 -

i=1 j=1 I=1 m=1

then the system is asymptotically stable. Moreover, according to Y;; = K;;X;, Y2, = K, X>,
the gams of primary controller and secondary controller are derived as K;; =Y; JX , Kom =
Y>,X5 . This completes the proof. [J

4. Simulation examples

In this section, a simulation example is given to demonstrate the effectiveness of the
designed controller. The simulation example is on the basis of a power plant boiler—turbine
system which is shown in Fig. 2. Heating furnace is a significant component of the steam
generation process. The system contains sensors, controllers, actuator and a network. As
shown in the Fig. 2, the heating furnace is connected with two sensors. The primary sensor S1
transmits the data of temperature and the secondary sensor S2 transmits the data of pressure.
There exists a network in the primary loop between the primary sensor S1 and primary
controller C1 which may suffer the cyber attacks. The secondary controller C2 controls the
valve of the furnace, and then control the amount of fuel.

Consider the power plant boiler-turbine system [21,22] with the following parameters:
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-2 0 1.3 1 2 0.2 0.1 0.2 —0.4
An = |:_1 _2:|,A21 = |:02 0:|,Bn = |:O 1:|,A31 = |:02 1 :|,le = |: 1 :|,B31 = |: 0.1 :|

Cii=[0 0.1],G =[-03 0.1],D;; =0.2,D5 =0.1

-2 0 1.3 1 2 0.2 0.1 0.2 —0.4
A=\ —2}’A22 - [0.4 0]’312 - [0.2]*‘32 - [0.2 1 ]’322 - [ 1 ]’332 - [ 0.1 ]
Co=[0 01],Cp=[-03 0.1],D1, =0.15,Dy =0.1

The initial states of the two plants are given as x; = [—3 217, x, =[-1 17%.
Assume the external disturbance as
o(t) = 0.8cos(2mt), 15 <t <20;
o, otherwise.

The nonlinear signal of cyber attacks is chosen as

 [—tanh(0.02x,(t))
fea@®) = [—mnh(o.osm(t))}

Moreover, by using Assumption 1, we can see that when the upper bound is set to F =
diag{0.02, 0.08}, the condition (21) is satisfied.

To demonstrate the effectiveness of the designed controllers, according to whether there
exist cyber attacks in the system, we give the following two cases:

case 1: Set a(t) =0, it means that the networked T-S fuzzy cascade control system is
under the network environment without cyber attacks. When «(¢) = 0, the primary controller
can be described as

u(t) = Zhj[Klj((I + A = d (1) + e (1)))]

j=1

and the secondary controller can be described as

ur(t) = 3 2 hjvu[ (K (U + A (x1 (1 —d (1)) + ex (1)) + KanXa (D)].
j=lm=1

According to Theorem 2, we can obtain the following matrixes with the help of MATLAB
linear matrix inequality toolbox

X — 1.3438  —0.0262 Y — 0.2079  —0.2484
P77 100262 1.4144 |72 7 | —0.2484  1.4646

Yii = [-0.0175 —0.0157], Y5y = [~1.3488 —7.1742]
Yio = [-0.0305 —0.0269], Yo, = [~1.4192 —6.5169]

Then by applying Eq. (43), we can obtain the gains of the controllers

Ky =[—0.0133  —0.0114], Ky = [—15.4799 —7.5243]
K, =[-0.0231 —0.0194], K» = [—15.2317 —7.0334]

In case 1, the system does not take into account the impact of cyber attacks. The state
responses of primary plant and secondary plant are shown in Figs. 3 and 4, we can obtain that
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the networked T-S fuzzy cascade control system is stable when the system is under the event-
triggered scheme without cyber attacks. Moreover, even in the presence of disturbances,the
system can be stabilized very quickly.

Case 2: In this case, the networked T-S fuzzy cascade control system discussed is under
the network environment with cyber attacks. Assume that the occurring probability of cyber
attacks is 10%, that is, @ = 0.1. When a = 0.1, then

w () =Y hi[Kij @) fOat =) + (1 =)+ A (it —d (1)) + ex()))]

j=1
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Fig. 5. The signal of cyber attacks in case 2.
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up (1) Zzzhjvm[(Klja(t)f(xl (t =)+ Kij(1 —a@)(T + Ay (x:1(t —d(1))

j=1 m=1

+ ex(t)) + Ko Xo(1)]

Set sampling period k& = 0.1s, the time delay dy = 0.5, )y = 0.2, 6y = 0.3, quantization
density v = 0.818, trigger parameter 8 = 0.07, o1 = 0.75, 0> = 0.95 to satisfy the condition

Vin — Om8&m = 0.
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By applying Theorem 2, we can get

—0.1054  6.0229 —1.0959  6.3203
Yii= [—0.0662 —0.0649], Yy = [—5.3351 —29.4314]
Y, = [—0.0835 —0.0792], Y = [—5.4678 —26.5369]

X, = [ 5.7816 —0.1054]’)(2 _ |: 0.8739 —1.0959i|
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Fig. 9. Bernoulli distribution variables in Case 2.

Then we can obtain the gains of the primary controller and the secondary controller from
Eq. (43)

Kii =[-0.0117 —0.0110], Ky = [~15.2639 —7.3032]
Kio =[-0.0147 —0.0134], Ky = [~14.7240 —6.7517]

In case 2, the operation of the networked T-S fuzzy cascade control system under certain
probability cyber attack is shown in Fig. 5. The state responses of primary plant and secondary
plant are shown in Figs. 6 and 7, from which we can observe that the designed method is
effective even if there exists disturbance. In addition, the communication release instants and
release intervals are shown in Fig. 8. From Fig. 8, we can easily see that at the beginning of
the system operation, the measured data are released frequently due to the instability of the
system, and the release intervals are small. When the system is stable, the release decreases
instantaneously until the disturbance of 15-20 s makes the data trigger frequently again.
In conclusion, compared with the time trigger mechanism, the event trigger mechanism can
reduce the transmission of sampled data and consequently effectively save network bandwidth
resources. The Bernoulli distribution random variables «(f) which is introduced to express the
possibility of cyber attacks occurring can be seen in Fig. 9.

5. Conclusion

In this paper, the problem of the event-based controller design has been investigated for
networked T-S fuzzy cascade control systems with quantization and cyber attacks. First of all,
an event-triggered scheme and a quantization mechanism are adopted to save the communi-
cation resources. By taking the cyber attacks which are described by the Bernoulli variable
into consideration, a newly T-S fuzzy model for NCCSs is established. Secondly, by using
Lyapunov stability theory and linear matrix inequality technique, sufficient conditions for the
stability of the networked T-S fuzzy cascade control systems are derived and the gains of
controllers are obtained. Finally, a numerical example is shown to illustrate the efficiency of
the designed control system. In the future, by considering the influence of different kind of
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cyber attacks, we will focus on the analysis and synthesis for networked T-S fuzzy cascade
control systems with DoS attacks, replay attacks, etc. In addition, the attack detection for
networked T-S fuzzy cascade control systems is also one of the problems we will consider.
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