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Event-Based Security Control for State-Dependent
Uncertain Systems Under Hybrid-Attacks and Its

Application to Electronic Circuits
Jinliang Liu , Meng Yang, Engang Tian , Jie Cao , and Shumin Fei

Abstract— This paper investigates the problem of event-based
security control for state-dependent uncertain systems under
hybrid-attacks. An event-triggered scheme is adopted to mitigate
the communication burden, where the sampled data are deliv-
ered only when the predefined triggering condition is violated.
Meanwhile, a new hybrid-attacks model, which contains denial-
of-service attacks and replay attacks, is established to describe
the randomly occurring cyber-attacks. By taking hybrid-attacks
into account, a novel mathematical model for state-dependent
uncertain systems with event-triggered scheme is established.
Then, through employing Lyapunov–Krasocskii stability theory
and linear matrix inequality techniques, sufficient conditions
ensuring the state-dependent uncertain systems being exponen-
tially mean-square stable are deduced. Based on the derived
sufficient conditions, the desired output feedback controller gain
is obtained. Finally, the feasibility of the proposed method is
demonstrated by a numerical example, and the applicability
of the developed theoretical results is also illustrated by the
controller design for electronic circuits.

Index Terms— Electronic circuits, state-dependent uncertain
system, event-triggered scheme, hybrid-attacks.

I. INTRODUCTION

STATE-DEPENDENT uncertain systems are often encoun-
tered due to the unavoidable environmental changes, com-

ponent failures, torn-and-worn factors, etc [1]–[4]. During the
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last decades, state-dependent uncertain systems have exhibited
widely industrial applications such as aerospace, automobile,
electronic circuit and so on. In order to achieve perfect system
performance, the researchers hope to establish system models
which closely match real-world dynamics. Among various
modeling methods, the polytope-type model is recognized to
be feasible in describing the parameter uncertainty [5]. For
example, the authors in [6] investigated the uncertain systems
with state-dependent uncertainties which are applied in the
electronic circuits. In [7], a class of network-based state-
dependent uncertain systems are studied with the consideration
of event-triggered robust filtering problem. The goal of this
note will apply the polytope-type model to investigate the
control of state-dependent systems subject to cyber-attacks.

In the past few years, many researchers focus on how to deal
with the constraints of limited energy resource and network-
bandwidth in networked control systems. Many outstanding
results can be available in the literature [8]–[13]. Compared
with the time triggered transmission method, event-triggered
transmission scheme is more popular with researchers because
of its advantages in reducing network communication and
guaranteeing the desired system performance. For example,
the periodic event-triggered scheme was proposed in [14].
In [15], a novel event-triggered control law was proposed and
the problem of synchronization of switched delayed neural
network was discussed. The decentralized event-triggered fil-
tering for networked nonlinear interconnected system was
studied in [16]. Aperiodic sampled-data control was investi-
gated in [17] for fuzzy systems with event-triggered method.
Tremendous attention has been attracted on designing vari-
ous event-triggered schemes [18]–[21]. However, among the
existed publications, little effort has been devoted to the event-
triggered control method while the addressed system is subject
to cyber-attacks. This is the first motivation of this paper.

Actually, due to the openness of network and the defects
of system design, networked control systems are unavoidably
influenced by more and more attacks. Thus, it is necessary
to analyze the performance of networked control systems
when it comes to the security issue [22]–[24]. In general,
the most common types of cyber-attacks include denial-of-
service (DoS) attacks, deception attacks and replay attacks,
etc [25]. In DoS attacks, the attackers aim to block the
communication channels from transmitting some significant
information. In deception attacks, the attackers intentionally
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Fig. 1. The structure of event-based security control for networked control
system with hybrid-attacks.

send incorrect sensor measurements or control packets to
the operator. In a replay attack [26], the attackers record
a sequence of transmitted data and the sequence will be
repeated afterwards. Recognizing the threatens of the above
cyber-attacks, researchers have devoted much attention in
proposing secure resilient control methods against malicious
cyber-attacks [27]–[30]. For example, in [31], the authors
discussed the state estimation for cyber-physical systems with
the consideration of sensor saturation and DoS attacks. The
authors in [26] investigated the secure Kalman fusion esti-
mation problem for cyber-physical systems with bandwidth
constraints and replay attacks. However, secure control for
state-dependent uncertain systems has not received enough
attention, which motivates this work.

The rest of this paper is organized as follows: In Section I I ,
the model for networked uncertain systems with state-
dependent uncertainties and hybrid-attacks is constructed.
Section I I I presents the main results concerning the sufficient
conditions for networked state-dependent uncertain systems. In
Section I V , two practical examples are utilized to show the
usefulness and applicability of designed method.

Notation: N is the set of all non-negative integers and Rn

denotes the n-dimensional Euclidean space; the T is matrix
transposition; I stands for the identity matrix of appropriate
dimension; X > 0(X ≥ 0) indicates that the matrix X is
real symmetric positive definite (positive semi-definite). For

symmetric matrix

�
A ∗
B C

�
with a matrix B and two symmetric

matrices A, C , ∗ is the entries implied by symmetry.

II. SYSTEM DESCRIPTION

A. Model Description

This paper is concerned with the event-based security con-
trol for networked control system under hybrid-attacks. As
shown in Fig.1, the sampled signals are delivered to controller
through event-triggered scheme and the network. It is assumed
that the sampled signals are sifted by an event generator before
it transmits to the unreliable communication network. On the
other hand, the network may be subject to hybrid-attacks
which contain two kinds of attacks: replay attack and DoS
attacks. In particular, the packet dropouts induced by attacks
occur in a certain random way when the data is sent to the
controller through the communication network.

The model of continuous-time uncertain system can be
expressed as follows:�

ẋ(t) = A(σ (x(t), χ(t)))x(t)+ B(σ (x(t), χ(t)))u(t)

y(t) = C (σ (x(t), χ(t))) x(t)
(1)

where x(t) ∈ Rnx denotes the state vector, u(t) ∈ Rnu

represents the control input, y(t) ∈ Rny is the measurement;
σ (x(t), χ(t)) ∈ Rnσ denotes the uncertain parameter vector
function, which contains the common time-varying parameters
χ(t) ∈ Rnχ and the state-dependent parametric perturba-
tions with components σi

�
xi (t), χ i (t)

� ∈ Rnσ . Moreover,
σ (x(t), χ(t)) belongs to the following set

D =
�
σ (x(t), χ(t)) |

m�
i=1

σi

	
xi(t), χ i (t)



= 1,

σi

	
xi (t), χ i (t)



≥ 0, i ∈ Jm = {1, 2, . . . ,m}

�
(2)

where χ i (t) is a vector whose entries are the elements of
χ(t) and the entries of vector xi (t) are the elements of
x(t). Consequently, A (σ (x(t), χ(t))), B (σ (x(t), χ(t))) and
C (σ (x(t), χ(t))) are system matrices and belong to the
following convex polytopic set:

X =
�

X (σ (x(t), χ(t))) | X (σ (x(t), χ(t)))

=
m�

i=1

σi

	
xi (t), χ i (t)



Xi , Xi ∈ {Ai , Bi ,Ci }

�
(3)

where σ (x(t), χ(t)) ∈ D; Ai , Bi and Ci (i ∈ Jm) denote
vertices of the corresponding uncertainty polytope, and all are
known constant real matrices with appropriate dimensions.

Thus, any system in the form of (1) can be represented as
follows:⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩
ẋ(t) =

m�
i=1

σi

	
xi (t), χ i (t)



[Ai x(t)+ Bi u(t)]

y(t) =
m�

i=1

σi

	
xi (t), χ i (t)



[Ci x(t)]

(4)

The purpose of this paper is to design the following output
feedback controller:

u(t) = K ŷ(t) (5)

where K and ŷ(t) denote the controller gain to be designed
and the real input of controller, respectively.

Remark 1: The state-dependent models have aroused wide
interest because of its applications in various fields, for
instance, spring damping systems, tunnel diode electronic
circuit systems, Chuas circuits, mechanical systems [32]–
[34]. Compare with previous state-dependent models which
only contain the state-dependent polytopic uncertainties, the
model (1) involves general uncertain time-varying parameters.
In this paper, an event-based security controller design prob-
lem of the state-dependent uncertain system is investigated
under the consideration of hybrid-attacks.
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B. Design of Event-Triggered Scheme

For the purpose of saving the limited resources and decreas-
ing the pressure of network bandwidth, an event-triggered
scheme is introduced in this paper, which is a high effective
strategy based on event protocol to sift out the sampled data.
As shown in Fig.1, the event generator is employed between
the sensor and the controller. Under the action of the event
generator, assume that tkh denotes the latest transmission
instant, and the next transmission instant tk+1h can be regarded
as follows:

tk+1h = tkh + inf
j∈N

�
jh|ek (tkh)T �ek (tkh)

> �2 y (tkh + jh)T �y (tkh + jh)
�

(6)

where h represents the sample period, j = 1, 2, . . . , J, J =
tk+1 − tk − 1, � > 0 is a positive definite matrix, � ∈ [0, 1)
denotes a threshold coefficient and

ek(tkh) = y (tkh)− y (tkh + jh) (7)

where y (tkh) denotes the latest transmitted data and
y (tkh + jh) is the current sampling data.

Then, the sampled signals are transmitted to the com-
munication network only when the following event-triggered
condition is satisfied [14]:

eT
k (tkh)�ek(tkh) > �2 yT (tkh + jh)�y (tkh + jh) (8)

C. Hybrid-Attacks Model

Due to the openness of the network and the complexity
of network environment, the threats of cyber-attacks can no
longer be neglected. For simplicity of analysis, consider that
a newer type of hybrid-attacks can damage the normal trans-
mission of data between the sensor to the controller, and the
controller to the actuator. As shown in Fig.1, the new hybrid-
attacks model is proposed which includes the replay attacks
and DoS attacks. Under the hybrid-attacks model, assume that
the replay attacks occur in a random manner, and the length
and frequency of DoS attacks are limited.

When the released data is transmitted to network, we will
begin by considering the replay attacks. In this paper, the
intercepted transmission signals will replace the normal trans-
mission data if the network is subject to replay attacks. Then,
inspired by [35], the real transmitted data under replay attacks
can be expressed as follows

y2(t) = α(t)yr (t)+ (1 − α(t)) y1(t) (9)

where α(t) is a Bernouli variable with α(t) ∈ [0, 1], ᾱ stands
for the expectation of α(t), yr (t) = y1(tr ), y1(tr ) is used to
represent the replay signals at time instant tr , and y1(t) is the
signal via the designed event-triggered scheme.

Moreover, by taking the influence of DoS attacks into
consideration, the attacker has the limited energy to block the
communication channels in an active-period. Specifically, the
time interval Hn of nth DoS attacks is defined as follows

Hn = �
h̄n + Ln, h̄n+1) (10)

where {h̄n}n∈N is the sequence of the DoS attacks, h̄0 rep-
resents the start interval of attackers, Ln > 0 is the length
of nth period when the jammer is sleeping and one has
(h̄n + Ln) < h̄n+1.

Inspired by [36] and [37], given t ∈ R, τ ∈ R, for each
interval [τ, t], let

�a(τ, t) =
�
n∈N

Hn

�
[τ, t] (11)

�s(τ, t) = [τ, t]\�s(τ, t) (12)

where �a(τ, t) represents the set of time instant for rejecting
communication in each interval [τ, t], the communication is
normal in the set of time instant �s(τ, t) for each interval
[τ, t], and �s(τ, t) = {t̄ |t̄ ∈ [τ, t], t̄ �∈ �a(τ, t)}.

To be more precise, we introduce the following assumptions,
which will be helpful to discuss DoS attacks.

Assumption 1 (DoS Attacks Frequency) [36]: For any 0 <
τ < t , assume that n(t) is the total number of DoS attacks
occurring over interval [τ, t). There exist a1, τd ∈ R, the DoS
attacks frequency over [τ, t) satisfies

n(t) ≤ a1 + t − τ

τd
(13)

for all τ , t ∈ R.
Assumption 2 (DoS Duration) [37]: Suppose that a unified

lower bound Lmin denotes the lengths of the periods while
communication is normal, and a unified upper bound bmax
represents the lengths of the periods while communication is
interrupted, then the Lmin and bmax satisfy�

Lmin ≥ infn∈N{Ln}
bmax ≥ supn∈N{h̄n − h̄n−1 − Ln} (14)

Remark 2: In practical applications, networked control sys-
tem is vulnerable to various kinds of attacks resulting from
the fragility of network. To the best of the authors knowledge,
there are few studies about the impact of two or more kinds of
cyber-attacks on the system. In view of this, the main purpose
of the present paper is to design and investigate a kind of
hybrid-attacks which include the replay attacks and the DoS
attacks.

Remark 3: According to the equality (9), a Bernoulli dis-
tribution α(t) is introduced to show the randomness of replay
attacks. When α(t) = 1, the previous released signals will
replace the normal signals transmission. That is, the equal-
ity (9) can be rewritten as y2(t) = y1(tr ) where y1(tr ) denotes
the replay signals chosen by attacker at instant t . Otherwise,
when α(t) = 0, the released signals are transmitted via the
communication network without replay attacks.

Remark 4: Different from some existing replay attack mod-
els (see [38]), the replay attack model (9) is applied to a certain
instant rather than to a certain time interval. That is to say,
suppose the attacker only selects one of the captured signals
as the malicious signal at a time.

Furthermore, both kinds of attack can occur stochastically.
To reflect such a realistic situation, the real input of output
feedback controller is described as follows:

ŷ(t)=�(t)y2(t)=�(t) [α(t)yr (t)+(1−α(t)) y1(t)] (15)
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where �(t) denotes the signal for DoS attack occurrence and

�(t) =
�

1, t ∈ [h̄n, h̄n + Ln)

0, t ∈ [h̄n + Ln, h̄n+1).

Remark 5: From (15), we can get the following three
special cases by selecting the different values of α(t): (I) the
networked control systems suffer from the DoS attacks when
	(t) = 0 and the controller cannot receive the transmitted
signals; (II) the networked control systems are subject to the
replay attacks when 	(t) = 1 and α(t) = 1; (III) the event-
trigger generator measurements are transmitted normally when
	(t) = 1 and α(t) = 0. Moreover, it should be pointed out
that case I can reflect the packet dropouts phenomenon and
case II represents the time delays. In other words, the designed
hybrid-attacks model regards packet dropouts and time delays
as its special cases.

D. Event-Based Controller Design

Because of the action of the non-periodic DoS attacks, the
event-triggered scheme (8) is not suitable, so the transmission
scheme need to be modified. On the basis of the above
conditions and considering the impact of DoS attacks, the
event-triggering instant can be expressed as

tn
k h = �

tk j h satisfying (8) | tk j h ∈ �s(0, t)
� ∪ {h̄n} (16)

where n, j , tk j h, k j ∈ N, k represents the sets of triggering
times in the nth DoS period, Kn = {1, 2, . . . , k(n)}, k ∈ Kn

with n ∈ N and

k(n) = sup{k ∈ N| (h̄n−1 + Ln−1) ≥ tn
k h}

Similar to [37], let

�s(0, t) = ∪k(n)
k=0

�
�s(0, t) ∩ Mn

k

�
(17)

where λn
k = sup

�
j ∈ N | tn+1

k h + jh < tn+1
k+1 h

�
, Mn

k =
∪λ

n
k

j=1[tn+1
k h + ( j − 1)h, tn+1

k h + jh)∪
�
tn+1
k h + λn

k h, tn+1
k+1 h



.

Then, the interval �s(0, t) can be rewritten as

�s(0, t) = ∪k(n)
k=0 ∪λ

n
k +1

j=1

�
�s(0, t)

∩ [tn+1
k h + ( j − 1)h, tn+1

k h + jh)
�

(18)

Define

τ n
k (t) = t − tn+1

k h − λn
k h (19)

en
k (t) = x

	
tn+1
k h



− x

	
tn+1
k h + λn

k h



(20)

with t ∈ �s(0, t) ∩ [tn+1
k h + λn

k h, tn+1
k+1 h).

Combine the inequality (8) and the definition of τ n
k (t) and

en
k (t), the event-triggered condition can be derived as�

en
k (t)

�T
�en

k (t) > �2 yT �t − τ n
k (t)

�
�y
�
t − τ n

k (t)
�

(21)

The successful signal y1(tn
k h) via event-triggered scheme

can be expressed as

y1(t) = y
�
t − τ n

k (t)
� + en

k (t), t ∈ �̄s(0, t) (22)

where �̄s(0, t) = �s(0, t) ∩ Mn
k , k ∈ Kn .

Recalling (5), (15), (22) and yr (t) = y1(tr ), the real control
input u(t) under hybrid-attacks can be represented as

u(t) =

⎧⎪⎨
⎪⎩
α(t)K

�
en

k (tr )+ y
�
tr − τ n

k (tr )
��+ (1−

α(t)) K
�
en

k (t)+ y
�
t − τ n

k (t)
��
, t ∈ �̄s(0, t)

0, t ∈ �a(0, t)

(23)

By combining (4) and (23), the output feedback control
system can be expressed as⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

ẋ(t) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

m�
i=1

m�
j=1

σi σ̂ j

�
Ai x(t)+ Bi K

�
α(t)yr (t)

+ (1 − α(t))(en
k (t)+ C j x

�
t − τ n

k (t)
�
)
��

t ∈ �̄s(0, t)
m�

i=1

σi [Ai x(t)] , t ∈ �a(0, t)

x(t) = μ(t), t ∈ [−h, 0]

(24)

where σi = σi
�
xi (t), χ i (t)

�
, σ̂ j = σ̂ j (x j (t − τ n

k (t)), χ
j (t −

τ n
k (t))) and μ(t) is the initial condition of the state x(t).

Remark 6: By taking the influence of hybrid-attacks into
consideration, sufficient conditions are derived to co-design
both security output feedback controller and event-triggered
scheme for state-dependent uncertain systems. To the best
of the authors knowledge, the event-based security output
feedback controller design for the state-dependent uncertain
systems with hybrid-attacks is firstly investigated in this paper.

The following definition and lemmas are proposed which
will be helpful to develop the main results.

Definition 1 [39]: For given scalars a ≥ 0 and b > 0,
if the following inequality (25) holds, the zero solution of (24)
is considered to be exponentially mean-square stable (EMS-
stability) with the initial functions μ.

ae−bt
μ
2 ≥ E

�

x(t)
2|μ

�
, ∀t ≥ 0 (25)

Lemma 1 [40] (Jensen s Inequality): Assume a function
τ (t) is subject to the interval [0, τ̄ ] and vector ẋ : [0, τ̄ ] → R.

For any matrix R ∈ Rn×n and V ∈ Rn×n satisfying

�
R ∗
V R

�
>

0, the following inequality holds:

−
� t

t−τ̄
ẋ T (s)Rẋ(s)ds ≤ 1

τ̄
C

T (t)�C(t) (26)

where

C=
⎡
⎣ x(t)

x(t−τ (t))
x(t−τ̄ )

⎤
⎦ , �=

⎡
⎣ −R ∗ ∗

R − V −2R + V + V T ∗
V R − V −R

⎤
⎦

Lemma 2 [41]: Let H = L�V T be a singular value
decomposition of matrix with full column rank, where L and
V represent the orthogonal matrices, and � denotes an m × n
rectangular diagonal matrix with positive real numbers on
the diagonal in decreasing order of magnitude. Suppose that
S ∈ n × n is a symmetric matrix. Then, there exists a matrix
X ∈ m × m such that SH = H X if and only if the following
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equality holds

S = L

�
	1 ∗
0 	2

�
LT

where 	1 ∈ Rm×m , 	2 ∈ Rm×(n−m).

III. MAIN RESULTS

In this section, by resorting to Lyapunov-Krasocskii stability
theory and linear matrix inequality techniques, the sufficient
conditions can be established which ensure the system (24)
is EMS-stability. The main results are shown in the following
theorem.

Theorem 1: For given positive parameters ρi , γs , ψs(s =
1, 2), ᾱ, μ, sampling period h, trigger parameter �, matrix K ,
DoS parameters a1, ωd , Lmin, bmax, the system (24) is EMS-
stability if there exist matrices Ps > 0, Qsk > 0, Rsk > 0,
Zsk > 0, � > 0, Ms

i > 0, Usk and Vsk(s = 1, 2) with
appropriate dimensions, such that for any i , j , k ∈ Jm , the
following inequalities hold with σ̂ j − ρ jσ j ≥ 0

�s
i j k − Ms

i < 0 (27)

ρi�
s
iik − ρi Ms

i + Ms
i < 0 (28)

ρ j�
s
i j k + ρi�

s
j ik − ρ j Ms

i − ρi Ms
j + Ms

i + Ms
j < 0

(i < j) (29)

P1 ≤ ψ2 P2, P2 ≤ ψ1e2(γ1+γ2)h P1 (30)

Qsk ≤ ψ3−s Q(3−s)k, Rsk ≤ ψ3−s R(3−s)k

Zsk ≤ ψ3−s Z(3−s)k, � > 0 (31)�
Rsk ∗
Vsk Rsk

�
≥ 0,

�
Zsk ∗
Usk Zsk

�
≥ 0 (32)

where the matrix �s
i j k is given in Appendix A.

Proof: See Appendix B. �
In Theorem 1, sufficient conditions which can guarantee the

EMS-stability of the state-dependent uncertain systems (24)
have been obtained. Furthermore, on the basis of Theorem 1,
the nonlinear terms will be treated in the following section
and the desired controller gain will be given.

Theorem 2: For given positive parameters ρi , γs , ψs , es1,
es2(s = 1, 2), ᾱ, μ, sampling period h, trigger parameter �,
DoS parameters a1, ωd , Lmin, bmax, the system (24) is EMS-
stability if there exist matrices Ps > 0, Y , Qsk > 0, Rsk > 0,
Zsk > 0, � > 0, Ms

i > 0, Usk and Vsk(s = 1, 2) with
appropriate dimensions, such that for any i , j , k ∈ Jm , the
following linear matrix inequalities and conditions (30)-(32)
hold with σ̂ j − ρ jσ j ≥ 0.

�̄s
i j k − Ms

i < 0 (33)

ρi �̄
s
iik − ρi Ms

i + Ms
i < 0 (34)

ρ j �̄
s
i j k + ρi �̄

s
j ik − ρ j Ms

i − ρi Ms
j + Ms

i + Ms
j < 0

(i < j) (35)

where the matrix �̄s
i j k is given in Appendix C.

Moreover, the output feedback controller gain for state-
dependent uncertain systems can be given by

K = (BT
i P1 Bi )

−1 BT
i Bi Y (36)

Proof: See Appendix D. �

Fig. 2. The application circuit of tunnel diode.

IV. SIMULATION EXAMPLES

In this section, two practical engineering examples are
utilized to illustrate the feasibility of designed output feedback
control system in this paper.

Example 1: The mathematical model adopted in (1)-(4) can
be applied to describe many practical applications. Consid-
ering the tunnel diode circuit system as shown in Fig.2, its
characteristics are expressed by⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

C1 dVC1(t)

dt
= − VC1(t) − VC2(t)

RL
+ iE (t)

C2 dVC2(t)

dt
= VC1(t) − VC2(t)

RL
− iD(t)

E
diE (t)

dt
= −VC1(t) − RE iE (t)+ u(t)

where C1, C2 denote the capacitor, RL , RE are the linear
resistance, E is inductor and RD represents the impedance of
tunnel diode.

In practice, RD is time-varying uncertain which depends
on VD [6], and we suppose that 1

RD
= iD(t)

VD(t)
= s1 + s2V 2

D(t),
where s1, s2 denote the known scalars. Select x1(t) = VC1(t),
x2(t) = VC2(t), x3(t) = iE (t) as the state variables, where
x1(t) ∈ [m1,m2], m1 = max{m2

1,m2
2}, then the tunnel diode

circuit can be governed by

⎡
⎣ẋ1(t)

ẋ2(t)
ẋ3(t)

⎤
⎦ =

⎡
⎢⎢⎢⎢⎢⎢⎣

− 1

RLC1

1

RLC1

1

C1

1

RLC2 − s1 + s2x2
1 (t)

C2 − 1

RLC2 0

− 1

E
0 − RE

E

⎤
⎥⎥⎥⎥⎥⎥⎦

×
⎡
⎣x1(t)

x2(t)
x3(t)

⎤
⎦+

⎡
⎢⎣

0
0
1

E

⎤
⎥⎦ u(t)

The above equations can be described in polytopic form as
follows⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩
ẋ(t) =

2�
i=1

	
σi

	
xi (t), χ




[Ai x(t)+ Bi u(t)]

y(t) =
2�

i=1

	
σi

	
xi (t), χ




[Ci x(t)]
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where σ1
�
x1(t), χ

� = x2
1 (t)
m1

, σ2
�
x2(t), χ

� = 1 − x2
1 (t)
m1

are
the uncertain parameter vector, x(t) = [x1(t), x2(t), x3(t)]T ,
y(t) = [VC1(t), VC2(t), iE (t)]T and the vertices Ai (i = 1, 2)
of corresponding uncertainty polytope can be given by

A1 =

⎡
⎢⎢⎢⎢⎢⎣

− 1

RLC1

1

RLC1

1

C1

1

RLC2 − s1 + s2m1

C2 − 1

RLC2 0

− 1

E
0 − RE

E

⎤
⎥⎥⎥⎥⎥⎦

A2 =

⎡
⎢⎢⎢⎢⎢⎣

− 1

RLC1

1

RLC1

1

C1

1

RLC2 − s1

C2 − 1

RLC2 0

− 1

E
0 − RE

E

⎤
⎥⎥⎥⎥⎥⎦

B1 = B2 =
⎡
⎢⎣

0
0
1

E

⎤
⎥⎦ , Ci = I

Then, the tunnel diode circuit system can be expressed in a
polytopic form with the following parameters:

A1 =
⎡
⎣ −1 1 1

10 −10.52 0
−0.05 0 0

⎤
⎦ ,

A2 =
⎡
⎣ −1 1 1

10 −10.02 0
−0.05 0 0

⎤
⎦

B1 = B2 =
⎡
⎣ 0

0
0.05

⎤
⎦ , Ci = I

where s1 = 0.002, s2 = 0.01, C1 = 1F , C2 = 0.1F , E =
20H , RE = 0�, RL = 1� and x1(t) = [−5, 5].

Set Lmin = 2, ψ1 = 1.01, ψ2 = 1.01, γ1 = 0.13, γ2 =
0.4, e11 = e12 = e21 = e22 = 4, the parameter of event-
triggered scheme �2 = 0.4, ρ1 = 0.75, ρ2 = 0.95 which
can guarantee σ̂ j − ρ jσ j ≥ 0. Then, the following two cases
are considered by setting different values of ᾱ. In Case 1 and
Case 2, by setting different occurring probability of attacks, the
problems of event-based security controller design for tunnel
diode circuit system with single attack or with hybrid-attacks
are discussed.

Based on (36) and (40), the controller gain is given as

K = �−4.1284 −1.9967 −41.858
�

(37)

Cases 1: Let ᾱ = 0.04, bmax = 0.2, which means that
hybrid-attacks are discussed in the networked control system
with event-triggered scheme.

The following matrices can be obtained by using Theo-
rem 2:⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Y = 103 ×
�
−0.1891 −0.0916 −0.0916

�

P1 =
⎡
⎢⎣44.3621 −7.5459 −2.7756

−7.5459 24.4492 −1.2883

−2.7756 −1.2883 44.1381

⎤
⎥⎦ (38)

Fig. 3. State response of x(t) in Case 1 of Example 1.

Fig. 4. Release intervals in Case 1 of Example 1.

Fig. 5. Bernoulli distribution variables for replay attacks in Case 1 of
Example 1.

Fig. 6. Relationship between replay attack signals and normal transmission
signals in Case 1 of Example 1.

According to (36) and (38), the gain of the output feedback
controller is obtained as follows

K = �−4.2845 −2.0760 −43.3155
�

(39)

Set the initial state x0 = [−0.264, 0.482,−0.965]T and the
sampling period h = 0.01s, the simulation results are depicted
from Fig.3 to Fig.6.

The response of x(t) is shown in Fig.3, which indicates
that the event-based tunnel diode circuit system under hybrid-
attacks is stable, and the desired algorithm is feasible. Fig.4
denotes the release instants and interval of the event-triggered
scheme. The Bernoulli distribution variable for replay attacks
is depicted in Fig.5 and relationship between the signals under
replay attacks and normal transmission signals are shown in
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Fig. 7. Sequence of DoS attacks Case 1 of Example 1.

Fig. 8. State response of x(t) in Case 2 of Example 1.

Fig. 9. Release intervals in Case 2 of Example 1.

Fig.6, respectively. Fig.7 depicts the sequence of DoS attacks
with a varying way.

Cases 2: Let ᾱ = 0, bmax = 0.2, which means that only
DoS attacks are discussed in the networked control system
with event-triggered scheme.

By solving Theorem 2 through MATLAB, it can be obtained
that:

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

Y = 103 ×
�
−0.1823 −0.0882 −1.8481

�

P1 =
⎡
⎢⎣

44.3632 −7.5463 −2.7648

−7.5463 24.4483 −1.2855

−2.7648 −1.2855 44.1523

⎤
⎥⎦ (40)

Taking the sampling period h = 0.01s and the initial
condition of the tunnel diode circuit system is chosen as x0 =
[−0.264, 0.482,−0.965]T , the Fig.8-Fig.10 can be obtained
through the simulation.

Fig.8 denotes the state response of x(t), which is shown in
Fig.8 that the tunnel diode circuit system is stable. Based on
the event-triggered condition, the release instants and interval
of the event-triggered scheme are shown in Fig.9. Fig.10
denotes the sequence of DoS attacks.

Fig. 10. Sequence of DoS attacks in Case 2 of Example 1.

Fig. 11. Bernoulli distribution variables for replay attacks in Example 2.

Example 2: Consider the tunnel diode circuit system with
slight modification [6]:⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩
ẋ(t) =

2�
i=1

	
σi

	
xi (t), χ




[Ai x(t)+ Bi u(t)]

y(t) =
2�

i=1

	
σi

	
xi (t), χ




[Ci x(t)]

the tunnel diode circuit system is described with the following
parameters matrices:

A1 =
�−40.1 40

0.025 −10

�
, A2 =

�−0.1 40
0.025 −10

�

B1 = B2 =
�

0
0.05

�
, Ci = [10]

σ1(x
1(t)) = x2

1(t)

100
, �2(x

2(t)) = 1 − x2
1(t)

100
Set Lmin = 1.78, bmax = 0.2, ψ1 = 1.03, ψ2 = 1.03,

γ1 = 0.16, γ2 = 0.5, e11 = e12 = e21 = e22 = 10, the
parameter of event-triggered scheme �2 = 0.4, ᾱ = 0.05,
ρ1 = 0.75, ρ2 = 0.95 which can guarantee σ̂ j − ρ jσ j ≥ 0.

By solving (30)-(35) in Theorem 2, the matrices are
obtained as follow:⎧⎪⎪⎨

⎪⎪⎩
Y = 104 ×

�
−1.593 −16.447

�

P1 = 103 ×
!

18.025 −2.463

−2.463 1.441

"
(41)

By combining (36) and (41), the following output feedback
controller gain can be obtained

K = �−0.8836 −9.1243
�

(42)

For illustration purpose, we perform the sampling period
h = 0.01s and the initial condition x0 = [−0.3, 8]T , the
simulation results are shown in Fig.11-Fig.15. Fig.11 shows
the occurring probability of the replay attack and Fig.12
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Fig. 12. Relationship between replay attack signals and normal transmission
signals in Example 2.

Fig. 13. State response of x(t) in Example 2.

Fig. 14. Release intervals in Example 2.

Fig. 15. Sequence of DoS attacks in Example 2.

describes the relationship between signals via replay attacks
and normal transmission signals. The response of x(t) is
depicted in Fig.13, and Fig.14 represents the event-triggered
instants and intervals. Fig.15 denotes the response of DoS
attacks. From Fig.13 and Fig.14, the event-based security
control for tunnel diode circuit system can be stable under
hybrid-attacks, and the proposed algorithm is feasible.

V. CONCLUSION

In this paper, the problem of event-based security controller
design is investigated for state-dependent uncertain systems
under hybrid-attacks. In order to resolve resource limita-
tion problem of networked control systems, an event-trigger
scheme is introduced to reduce data redundancies and the net-
work burden. Meanwhile, a novel hybrid-attacks model, which

consists of replay attack and DoS attacks, is proposed to exam-
ine the impact of cyber-attacks on the system security. Further,
for the purpose of guaranteeing the state-dependent uncertain
system being EMS-stability, sufficient conditions are derived
and the output feedback controller gain is also expressed
by applying Lyapunov-Krasocskii stability theory and LMI
techniques. Finally, a simulation example and an electronic
circuit about tunnel diode are shown to illustrate the efficiency
of proposed method. Our future research will include the
event-based security control and attack detection for state-
dependent uncertain systems with hybrid cyber-attacks.

APPENDIX A
THE ELEMENTS OF THE MATRIX �s

i j k IN THEOREM 1

�1
i j k =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

�1
11ik ∗ ∗ ∗ ∗ ∗

�1
21i j k �1

22i j k ∗ ∗ ∗ ∗
�1

31i j k �1
32k �1

33 j k ∗ ∗ ∗
�1

41i 0 0 �1
44 j ∗ ∗

�1
51i �1

52i j �1
53i j �1

54i �1
55 ∗

�1
61i �1

62i j �1
63i j �1

64i 0 �1
66k

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

�2
i j k =

⎡
⎢⎢⎣
�2

11ik ∗ ∗ ∗
�2

21k �2
22k ∗ ∗

�2
31k �2

32k �2
33k ∗

�2
41i 0 0 �2

44k

⎤
⎥⎥⎦

�1
11ik = 2γ1 P1 + P1 Ai + AT

i P1 + Q1k − 1

h
(R1k + Z1k)

�1
21i j k = ᾱ1CT

j K T BT
i P1 + 1

h
(R1k − U1k + Z1k − V1k)

ᾱ1 = 1 − ᾱ, �1
22i j k = �2CT

j �C j + 1

h
(−2R1k + U1k

+ U T
1k − 2Z1k + V1k + V T

1k),

�1
31i j k =

� 1
h (U1k + V1k)

ᾱCT
j K T BT

i P1

�

�1
32k =

� 1
h (R1k − U1k + Z1k − V1k)

0

�

�1
33 j k = diag{−e−2γ1h Q1k − 1

h
(R1k + Z1k) , �2CT

j �C j }

�1
41i =

�
ᾱK T BT

i P1

ᾱ1 K T BT
i P1

�
, �1

44 =
�−� ∗

0 −�
�

�1
51i =

�√
h P1 Ai√
h P1 Ai

�
, �1

52i j =
�√

hᾱ1 P1 Bi K C j√
hᾱ1 P1 Bi K C j

�

�1
54i =

�√
hᾱP1 Bi K

√
hᾱ1 P1 Bi K√

hᾱP1 Bi K
√

hᾱ1 P1 Bi K

�

�1
53i j =

�
0

√
hᾱP1 Bi K C j

0
√

hᾱP1 Bi K C j

�
,

�1
62i j =

�−√
hμP1 Bi K C j

−√
hμP1 Bi K C j

�

�1
63i j = √

h

�
0 μᾱP1 Bi K C j

0 μᾱP1 Bi K C j

�

�1
64i =

�√
hμᾱP1 Bi K −√

hμᾱP1 Bi K√
hμᾱP1 Bi K −√

hμᾱP1 Bi K

�
�1

55k = �1
66k = diag{−P1 R−1

1k P1,−P1 Z−1
1k P1}
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�2
11ik = −2γ2 P2 + P2 Ai + AT

i P2 + Q2k − 1

h
(R2k + Z2k)

�2
21k = 1

h
(R2k − U2k + Z2k − V2k)

�2
22k = 1

h

	
−2R2k + U2k + U T

2k − 2Z2k + V2k + V T
2k



�2

31k = 1

h
(U2k + V2k) , �2

32k = 1

h
(R2k −U2k +Z2k −V2k)

�2
33k = −e2γ2h Q2k − 1

h
(R2k + Z2k) , �2

41i =
�√

h P2 Ai√
h P2 Ai

�
�2

44k = diag{−P2 R−1
2k P2,−P2 Z−1

2k P2}
� = 2γ1 Lmin − 2(γ1 + γ2)h − 2γ2bmax − lnψ1ψ2

ωd

APPENDIX B
THE PROOF OF THEOREM 1

Consider the Lyapunov-Krasovskii functional as follows

V�(t)(t) = V1�(t)(t)+ V2�(t)(t)+ V3�(t)(t) (43)

where

V1�(t)(t) = x T (t)P�(t)x(t)

V2�(t)(t) =
� t

t−h
e(·)x T (s)

#
m�

k=1

σk

	
xk(t), χk(t)



Q�(t)k

$

× x(s)ds

V3�(t)(t)=
� 0

−h

� t

t+θ
e(·)ẋ T (s)

#
m�

k=1

σk

	
xk(t), χk(t)



R�(t)k

$

× ẋ(s)dsdθ

+
� 0

−h

� t

t+θ
e(·)ẋ T (s)

% m�
k=1

σk

	
xk(t), χk(t)




× Z�(t)k

&
ẋ(s)dsdθ

in which e(·) = e2(−1)�(t)γ�(t)(t−s), Q�(t)k , Z�(t)k , R�(t)k ,
P�(t) are symmetric positive matrices and �(t) =�

1, t ∈ �̄s(0, t)

2, t ∈ �a(0, t)
.

To lighten the notation, σk is used to represent
σk
�
xk(t), χk(t)

�
. First, for the case of �(t) = 1, taking the

time derivative and mathematical expectation of (43) along the
system (24) yields

E
�
V̇1(t)

� ≤ 2γ1x T (t)P1x(t)+ x T (t)

#
m�

k=1

σk Q1k

$
x(t)

+ 2E

�
xT (t)P1 ẋ(t)

�
− 2γ1V1(t)

+ hE

!
ẋ T (t)

#
m�

k=1

σk (R1k + Z1k)

$
ẋ(t)

"

− e−2γ1h x T (t − h)

#
m�

k=1

σk Q1k

$
x(t − h)

−
� t

t−h
ẋ T (s)

#
m�

k=1

σk Z1k

$
ẋ(s)ds

−
� t

t−h
ẋ T (s)

#
m�

k=1

σk R1k

$
ẋ(s)ds (44)

Notice that

E

�
ẋ T (t)Rẋ(t)

�
= AT

0 RA0 + μ2AT
1 RA1 (45)

where A0 = (1− ᾱ)Bi K
�
C j x(t − τ n

k (t))+ en
k (t)

�+ Ai x(t)+
ᾱBi K

�
C j x

�
tr − τ n

k (tr )
�+ en

k (tr )
�
,A1 = Bi K [C j x(tr −

τ n
k (tr )) + en

k (tr )] − Bi K
�
C j x(t − τ n

k (t)+ en
k (t)

�
and R ='m

k=1 σk (R1k + Z1k).
According to the condition (21) of event-triggered scheme,

one can obtain

T (t) = �2 yT �t − τ n
k (t)

�
CT

j �C j y
�
t − τ n

k (t)
�

− �
en

k (t)
�T
�en

k (t) ≥ 0 (46)

Moreover, by using Lemma 1 to deal with the integral item
in (44) and apply Schur complement, one can get from (43)-
(46)

E
�
V̇1(t)

�+ 2γ1V1(t) ≤ E
�
V̇1(t)

�+ 2γ1V1(t)+ T (t)

≤ ϑT
1 (t)

⎛
⎝ m�

i=1

m�
j=1

m�
k=1

σi σ̂ jσk�
1
i j k

⎞
⎠ϑ1(t) (47)

where ϑT (t) = �
ϑT

1 (t) I I I I
�
, ϑT

1 (t) =�
ϑT

2 (t) x T
�
tr − τ n

k (tr )
� �

en
k (tr )

�T �
en

k (t)
�T �, ϑT

2 (t) =�
xT (t) x T

�
t − τ n

k (t)
�

xT (t − h)
�
.

Second, similar to [42], according to the slack matrix M1
i ,

the following equalities hold

m�
i=1

m�
j=1

σi
�
σ j − σ̂ j

�
M1

i =
m�

i=1

σi

⎛
⎝ m�

j=1

σ j −
m�

j=1

σ̂ j

⎞
⎠M1

i

=
m�

i=1

σi (1 − 1)M1
i = 0 (48)

where M1
i = (M1

i )
T ∈ Rn×n > 0, i ∈ Jm . Then, the inequality

(47) can be described as

E
�
V̇1(t)

� ≤
m�

i=1

m�
j=1

σi σ̂ jϑ
T (t)�1

i j kϑ(t)− 2γ1V1(t)

=
m�

i=1

m�
j=1

σi
�
σ j − σ̂ j + ρ jσ j − ρ jσ j

�
ϑT (t)

× M1
i ϑ(t)+

m�
i=1

m�
j=1

σi σ̂ jϑ
T (t)�1

i j kϑ(t)

− 2γ1V1(t)

≤ −2γ1V1(t)+
m�

i=1

σ 2
i ϑ

T (t)
	
ρi�

1
iik − ρi M1

i

+ M1
i



ϑ(t)+

m�
i=1

σi
�
σ̂ j − ρ jσ j

�
ϑT (t)

×
	
�1

i j k − M1
i



ϑ(t)+

m�
i=1

�
i< j

ϑT (t)
	
ρ j�

1
i j k

+ ρi�
1
j ik −ρ j M1

i −ρi M1
j +M1

i +M1
j



ϑ(t) (49)
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According to the conditions (27)-(29) and (49), it can be
derived that

E
�
V̇1(t)

�+ 2γ1V1(t) < 0 (50)

with σ̂ j − ρ jσ j ≥ 0 for all j .
Third, for another case of �(t) = 2, taking the time

derivative and mathematical expectation of (43) in the same
way, one has that

E
�
V̇2(t)

�−2γ2V2(t)≤ϑT
2 (t)

⎛
⎝ m�

i=1

m�
j=1

m�
k=1

σi σ̂ jσk�
2
i j k

⎞
⎠ϑ2(t)

(51)

Based on the conditions (27)-(29) and (49), we obtain that
E
�
V̇2(t)

�− 2γ2V2(t) < 0.
Fourth, inspired by [37], from the inequalities (50) and (51),

it is clear that

E [V (t)] ≤

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

e−2γ1(t−h̄n )E [V1 (h̄n)] ,

t ∈ [h̄n, h̄n + Ln)

e2γ2(t−h̄n−Ln)E [V2 (h̄n + Ln)] ,

t ∈ �h̄n + Ln, h̄n+1)

(52)

Based on (29)-(31), one can get�
E [V (h̄n)] ≤ ψ2E

�
V2
�
h̄−

n

��
E [V (h̄n + Ln)] ≤ ψ1e2(γ1+γ2)hE

�
V2
�
h̄−

n + L−
n

�� (53)

Assuming t ∈ [h̄n, h̄n + Ln), it follows from (52)-(53) that

E [V1(t)] ≤ e−2γ1(t−h̄n)ψ2E
�
V2
�
h̄−

n

��
≤ e2γ2(h̄n−h̄n−1−Ln−1)−2γ1(t−h̄n )ψ2

× E
�
V2 (h̄n−1 + Ln−1)

�
≤ . . .

≤ e pn(t)(ψ1ψ2)
n(t)

E [V1 (h̄0)] (54)

where p = 2(γ1 + γ2)h − 2γ1[(t − h̄n) + (h̄n−1 + Ln−1 −
h̄n−1)+ . . .+ (h̄0 − h̄0 − L0)] + 2γ2[(h̄n − h̄n−1 − Ln−1)+
(h̄n−1 − h̄n−2 − Ln−2)+ . . .+ (h̄1 − h̄0 − L0)].

Assuming t ∈ �h̄n + Ln, h̄n+1), one can obtain from (52)-
(53) that

E [V2(t)] ≤ e2γ2(t−h̄n−Ln)ψ1E
�
V1
�
h̄−

n + L−
n

��
≤ e−2γ1(h̄n+Ln−h̄n−1)+2γ2(t−h̄n−Ln)ψ1

× E
�
V1 (h̄n−1)

�
≤ . . .

≤ eq(n(t)+1)

ψ2
ψ

n(t)+1
1 ψ

n(t)
2 E [V1 (h̄0)] (55)

where q = 2(γ1 + γ2)h − 2γ1Lmin + 2γ2bmax.
Based on the nature of DoS attacks frequency in Assump-

tion 2, it can be obtained from (54) and (55) that

E [V (t)] ≤ max

�
eb1,

eb2

ψ2

�
e−� t

E [V1 (h̄0)]

= max

�
eb1,

eb2

ψ2

�
e−� t

E [V1(0)] (56)

where b1 = d1
�
2(γ1 + γ2)h + ln(ψ1ψ2)+ 2γ2bmax − 2γ1 Lmin

�
and b2 = (d1+1)[2(γ1+γ2)h+ln(ψ1ψ2)+2γ2bmax−2γ1Lmin].

From the definition of V (t), it yields that

f 
x(t)
2 ≤ E [V (t)] , g
μ
2
h ≥ E [V1(0)] (57)

where f = min {λmin(Ps)}, g = max{λmax(Ps) +
h2

2 λmax(R1k + Z1k)}.
On the basis of the above inequalities (56) and (57), one

can get

E [V (t)] ≤

,--. g max
�

eb1, eb2

ψ2

�
f

e−�
2 t
μ
2

h (58)

According to Definition 1 and the inequality (58), we can
conclude that if (27)-(32) are satisfied, the system (24) is EMS-
stability with decay rate �

2 . This completes the proof.�

APPENDIX C
THE ELEMENTS OF THE MATRIX �̄s

i j k IN THEOREM 2

�̄1
i j k =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

�1
11ik ∗ ∗ ∗ ∗ ∗

�̄1
21i j k �1

22i j k ∗ ∗ ∗ ∗
�̄1

31i j k �1
32k �1

33 j k ∗ ∗ ∗
�̄1

41i 0 0 �1
44 j ∗ ∗

�1
51i �̄1

52i j �̄1
53i j �̄1

54i �̄1
55 ∗

�1
61i �̄1

62i j �̄1
63i j �̄1

64i 0 �̄1
66k

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

�2
i j k =

⎡
⎢⎢⎣
�2

11ik ∗ ∗ ∗
�2

21k �2
22k ∗ ∗

�2
31k �2

32k �2
33k ∗

�2
41i 0 0 �̄2

44k

⎤
⎥⎥⎦

�1
11ik = 2γ1 P1 + P1 Ai + AT

i P1 + Q1k − 1

h
(R1k + Z1k)

�̄1
21i j k = ᾱ1CT

j Y T BT
i + 1

h
(R1k − U1k + Z1k − V1k)

ᾱ1 = 1 − ᾱ, �1
22i j k = �2CT

j �C j + 1

h
(−2R1k + U1k

+ U T
1k − 2Z1k + V1k + V T

1k



,

�̄1
31i j k =

⎡
⎣1

h
(U1k + V1k)

ᾱCT
j Y T BT

i

⎤
⎦

�1
32k =

!1

h
(R1k − U1k + Z1k − V1k)

0

"

�1
33 j k = diag{−e−2γ1h Q1k − 1

h
(R1k + Z1k) , �

2CT
j �C j }

�̄1
41i =

�
ᾱY T BT

i
ᾱ1Y T BT

i

�
, �1

44 =
�−� ∗

0 −�
�

�1
51i =

�√
h P1 Ai√
h P1 Ai

�
, �̄1

52i j =
�√

hᾱ1 Bi Y C j√
hᾱ1 Bi Y C j

�

�̄1
53i j =

�
0

√
hᾱBi Y C j

0
√

hᾱBi Y C j

�
, �̄1

62i j =
�−√

hμBi Y C j

−√
hμBi Y C j

�

�̄1
54i = √

h

�
ᾱBi Y ᾱ1 Bi Y
ᾱBi Y ᾱ1 Bi Y

�
, �̄1

63i j =
�
0

√
hμᾱBiY C j

0
√

hμᾱBiY C j

�

�̄1
64i =

�√
hμᾱBi Y −√

hμᾱBiY√
hμᾱBi Y −√

hμᾱBiY

�
�̄1

55k = diag{−2e11P1 + e2
11 R1k,−2e12 P1 + e2

12 Z1k}
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�2
11ik = −2γ2 P2 + P2 Ai + AT

i P2 + Q2k − 1

h
(R2k + Z2k)

�2
21k = 1

h
(R2k − U2k + Z2k − V2k) , �̄1

66k = �̄1
55k

�2
22k = 1

h

	
−2R2k + U2k + U T

2k − 2Z2k + V2k + V T
2k



�2

31k = 1

h
(U2k + V2k) , �2

41i =
�√

h P2 Ai√
h P2 Ai

�

�2
32k = 1

h
(R2k − U2k + Z2k − V2k)

�2
33k = −e2γ2h Q2k − 1

h
(R2k + Z2k)

�̄2
44k = diag{−2e21P2 + e2

21 R2k,−2e22 P2 + e2
22 Z2k}

APPENDIX D
THE PROOF OF THEOREM 2

According to Lemma 2, let Bi be a matrix with the singular
value decomposition, then we have the following equalities:

BT
i Bi = V T

i

�
B̌i 0

�
LT

i Li

�
B̌i

0

�
Vi = V T

i B̌2
i Vi (59)

BT
i P1 Bi = V T

i

�
B̌i 0

�
LT

i Li diag{P1
1 , P2

1 }
× LT

i Li

�
B̌i

0

�
Vi

= V T
i B̌i P1

1 B̌i Vi (60)

where P1 = Li

�
P1

1 ∗
0 P2

1

�
LT

i , Bi = Li

�
B̌i

0

�
Vi .

Combining the equalities (59) and (60), one can get

(BT
i Bi )

−1 BT
i P1 Bi = V T

i B̌−2
i Vi V

T
i B̌i P1

1 B̌i Vi

= V T
i B̌−1

i P1
1 B̌i Vi (61)

Based on the above equalities (59)-(61), it yields that

P1 Bi K = Li

�
P1

1 B̌i

0

�
Vi K

= Li

�
B̌i

0

�
Vi V

T
i B̌−1

i P1
1 B̌i Vi K

= Bi(B
T
i Bi )

−1 BT
i P1 Bi K (62)

Denoting Y = (BT
i Bi )

−1 BT
i P1 Bi K and noticing that (62),

one has that P1 Bi K = Bi Y .
In addition, for any positive scalars es1, es2, due to⎧⎨

⎩
	

Rsk − e−1
s1 Ps



R−1

sk

	
Rsk − e−1

s1 Ps



≥ 0	

Zsk − e−1
s2 Ps



Z−1

sk

	
Zsk − e−1

s2 Ps



≥ 0, (s = 1, 2)

(63)

Then by simple calculations, (63) can be rewritten as⎧⎪⎪⎪⎨
⎪⎪⎪⎩

−P1 R−1
1k P1 ≤ −2e11 P1 + e2

11 R1k

−P1 Z−1
2k P1 ≤ −2e12 P1 + e2

12 Z2k

−P2 R−1
1k P2 ≤ −2e21 P2 + e2

21 R1k

−P2 Z−1
2k P2 ≤ −2e22 P2 + e2

22 Z2k

(64)

Based on (64) and P1 Bi K = Bi Y , by replacing �1
55k , �1

66k ,
�2

44k , P1 Bi K in (27) with �̄1
55k , �̄1

66k , �̄2
44k and BiY , respec-

tively, then (27) can be rewritten as (33). Similar operation to

(28) and (29), the inequalities (34) and (35) can be obtained.
Therefore, it can be seen that (30)-(35) hold implies (27)-
(32) hold. Then, if the conditions (27)-(32) in Theorem 1
hold, we can get E

�
V̇ (t)

�
< 0, which means the system

(24) is EMS-stability. Recalling Y = (BT
i Bi )

−1 BT
i P1 Bi K ,

the desired output controller gains can be reformed as (36).
That completes the proof. �
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