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Finite-Time Hy, Filtering for State-Dependent
Uncertain Systems With Event-Triggered
Mechanism and Multiple Attacks

Jinliang Liu™, Meng Yang, Xiangpeng Xie

Abstract— This paper is concerned with finite-time Hy, filter-
ing problem for networked state-dependent uncertain systems
with event-triggered mechanism and multiple attacks, which
consists of deception attacks, denial-of-service (DoS) attacks and
replay attacks. A novel multiple attacks model is firstly pro-
posed for state-dependant uncertain systems with consideration
of the randomly occurring replay attacks, DoS attacks and
deception attacks in a unified framework. In order to save the
limited resource, an event-triggered mechanism is used to ease
the communication burden in real communication environment.
Then, by using Lyapunov-Krasocskii stability theory and linear
matrix inequality techniques, sufficient conditions guaranteeing
the exponentially mean-square finite-time boundedness of filter-
ing error systems are obtained. Moreover, the explicit expression
is derived for the parameters of the desired finite-time filter.
Finally, two illustrative examples are employed to demonstrate
the validity and applicability of the proposed theoretical approach
in electronic circuits.

Index Terms—Finite-time boundedness, state-dependent
uncertain system, event-triggered mechanism, multiple attacks,
electronic circuits.

I. INTRODUCTION

N THE last few years, state-dependent uncertain systems,
as a kind of nonlinear systems, have been well investigated
due to its widespread applications in electronic circuits
systems [1], mechanical systems [2] and spring damping
systems [3]. In general, actual systems are usually encountered
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with uncertainties due to system parametric variations,
dynamic perturbations and disturbance. A lot of significant
results have been developed on various issues of state-
dependent uncertain systems [4]-[6]. For example, in [5],
the event-driven Hy, control problem is investigated for
state-dependent uncertain system in the sense of input-to-state
stability. Based on the convex optimization, the event-
triggered robust filter design problem is discussed in [6] for
a class of state-dependent uncertain systems with sampling
and network transmission delay. In [7], the problem of robust
control for state-dependent uncertain systems is considered.
On another frontier, the studies on finite-time stability
have received an enormous amount of attention [8]-[11].
Compared with the Lyapunov asymptotic or exponential
stability, the finite-time stability implies that the system states
must be kept within specified bounds in the finite-time interval.
Specially, in practical situations, the dynamic behavior of the
systems is not allowed to exceed prescribed bounds during
a fixed time interval. Therefore, based on the finite-time
stability, extensive researches have been conducted on the
finite-time boundedness [12]-[14]. For instance, the authors
in [14] investigate the problem of finite-time filtering for
wireless networked multirate systems with fading channels.
In [15], the problem of finite-horizon filtering is considered
for nonlinear time-delayed systems with an energy harvesting
sensor. The authors in [16] address the finite-time energy-
to-peak filtering problem for Markov jump systems with
memory packet dropouts. Owing to its practical point of view,
the study on the finite-time filter design problem for state-
dependent uncertain systems has great theoretical and practical
significance, which is the first motivation of our investigation.
With the development of network technology and control
theory, networked systems have been increasingly empha-
sized [17]-[21]. However, the use of communication net-
works not only brings many advantages, but also introduces
some challenging problems. To mention a few, the sampling
with a fixed period may bring unnecessary data transmis-
sion; the finite property of network bandwidth usually results
network-induced delays and packet dropouts; and cyber-
attacks inevitably occur when the measurement signals are
transmitted though the unreliable communication network. In
order to overcome the problem of limited communication
resource, a great number of results on event-triggered mecha-
nism have been reported over the past few years [22]-[24]. For
example, the authors in [24] are concerned with the problem of
event-triggered dissipative filtering for discrete-time singular
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neural networks with Markovian jump parameters. In [25],
the quantized stabilization for Takagi-Sugeno fuzzy systems is
investigated with stochastic cyber-attacks and hybrid-triggered
mechanism. The problems of event-triggered mixed Hs, and
passive filter design are discussed in [26] for discrete-time sin-
gular stochastic network systems with Markovian jump para-
meters. So far, the event-based finite-time filter design problem
has not brought to the enough attention for state-dependent
uncertain systems, which is another motivation of this paper.

As we all know, cyber-attacks are one of the most significant
factors threatening the system security. In general, three main
types of cyber-attacks, namely replay attacks, DoS attacks and
deception attacks, have been researched extensively [27]-[29].
For example, linear quadratic Gaussian controller for cyber-
physical systems is designed in [30], where the replay attacks
randomly take place. The hybrid-driven-based Hy, controller
design problem is investigated in [31] for networked cascade
control systems with deception attacks. Event-based security
controller design problem is addressed in [32] for state-
dependent uncertain systems with hybrid-attacks. However,
many studies on system security are limited to the single cyber-
attacks, e.g. either replay attacks or deception attacks. Up to
the author’s knowledge, finite-time filter design for networked
systems with randomly occurring multiple attacks remains an
open issue, which motivates this study.

Inspired by the above observations, this paper focuses on the
design of a finite-time Hy filter for state-dependant uncertain
systems with event-triggered mechanism and multiple attacks.
The primary contributions of this paper can be highlighted as
follows:

1) An event-based Ho filter design problem is, for the first
time, investigated for a class of state-dependant uncertain
systems with randomly occurring uncertainty and multiple
attacks over a finite-time boundedness;

2) A new multiple attacks model for state-dependent uncertain
systems is firstly proposed to consider the influences of ran-
domly occurring DoS attacks, replay attacks and deception
attacks;

3) An explicit expression of the desired filter parameters is
obtained. The design filter can be resilient to the randomly
occurring multiple attacks, which consists of deception
attacks, DoS attacks, replay attacks.

Notation: N and R”" represent the set of all non-negative
integers and the n-dimensional Euclidean space, respectively.
For a matrix S, ST denotes its transposition. S > 0 (§ > 0)
means that S is real symmetric positive definite. For any a

matrix P and two symmetric matrices S, A, stands for

S x
P A
a symmetric matrix, where * represents the entries implied by
symmetry.

II. SYSTEM DESCRIPTION

In this paper, a finite-time Hy filtering problem is
investigated for networked state-dependent uncertain systems
with event-triggered mechanism and multiple attacks.
We additionally assume that the sensor measurements sifted
by the event-triggered mechanism are transmitted to the filter
over a unreliable communication network. The framework of
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Fig. 1. The structure of finite-time Hxo filtering for state-dependent uncertain
systems with event-triggered mechanism and multiple attacks.

the networked state-dependent uncertain systems is provided
in Fig.1.

A. Model Description

This paper considers the continuous-time uncertain system
with state-dependent uncertainties in the following form

x(t) = Aa(x (1), €())x (1) + Bla(x(1), €(1)) (1)

y(t) = Cla(x(1), €()x (1) + D(a(x (1), e())w() (1)

2(t) = L (a (x(2), €(2))) x (1)
where x(tr) € R™ represents the system state, w(t) €
£-[0, +00) is the disturbance input, y(r) € R™ and z(t) €
R": denote the measured output and the signal to be esti-
mated, respectively; a (x(7), €(t)) € R™ describes the sys-
tem uncertainty which involves the time-varying parameters
€(t) € R and the state-dependent parametric perturbations.
Furthermore, a; (x'(f), /(1)) € R"« represents the ith comple-
ment of a (x(r), €(r)); €' (r) and x'(¢) denote vectors whose
entries are the elements of €(¢) and x(¢); A (a (x(2), €(1))),
B (a (x(t), €()), C(a(x(t),e@), D(a(x(r),e(r) and
L (a (x(t),€(t))) are given by the convex polytopic set as
follows

X = {X (@ (0, €0) | X (@ @(0), ()

- i (a,- (xi(t), ef(z))) X;,

i=1
Xi € {Ai,BiaCiaDi,Li}} (2)

where a (x(1), €(t)) satisfies
Dy = fa ), ) 1 D i (v, € (0) =1,
i=1

i (xi(t),ei(t)) >0,i € jm = {1,2,...,m}} 3)

in which A;, B;, C;, D; and L; (i € j,) are known real
matrices with appropriate dimensions. Then, the reference
system model (1) is given by

m

HOEDNT (xi(t), e"(t)) [Aix (1) + Bio(1)]
i=1

¥ =D 0 (X0, € 0) [Cx() + Dio®] @)
i=l

20 = Do (10, € 0)) Lix ()]

L i=1
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Remark 1: In recent years, the state-dependent uncertain
systems have been extensively studied due to its practical
applications, especially in electronic circuit systems, as well
as mechanical systems and flight control systems. In this
paper, a novel mathematical model for state-dependent
uncertain systems is proposed with consideration of the
impacts of randomly occurring replay attacks, DoS attacks,
and deception attacks in a unified framework. Furthermore,
the proposed model is applied to the simulation example of
electronic circuit systems.

The goal of this paper is to design the following model-
independent filter

Xp(t) =Apxp(t)+ Bry(t)
Zf(l‘) = Cfo(l‘)

where xr(tf) € R"™ represents the filter state vector,

y(t) € R™ and z¢(r) € R": denote the filter real input and

the estimation of z(¢), respectively; Ay, By and Cy denote
the filter parameter to be designed later.

)

B. The Event-Triggered Mechanism

For the purpose of reducing the network burden, the sam-
pled signals are sifted by the event generator before entering
the network transmission channels. For further exposition,
the following event-triggered criterion [34] is adopted to deter-
mine whether the current measured data will be updated or not

el (1)Qer(t) < a®yT (h + 1h) Qy (teh + Lh) (6)

where Q denotes a positive definite matrix, ex(t) = y (th) —
y (txh +1h); y (txh) and y (txh + lh) are used to represent
the latest transmitted data and the current sampled output,
respectively; fh denotes the triggered instants, 4 is the sample
period and kh is sampled instants, [ = 1,2, ..., 641 —fx — 1,
o € [0,1) represents a threshold coefficient and the next
transmitted instant ;14 is defined as

terrh = tkh + }nf{ {lh|e£(tkh) Qey (trh)
=

< o2y7 (tch + 1h) Qy (teh +zh)} %)

Remark 2: In order to improve the utilization of communi-
cation bandwidth, an event-triggered mechanism is introduced
between the sensor and the communication network. As can
be seen from (6), the event generator will never sent out the
sampled data to the communication network until the specific
criterion (6) is violated. Since the sampled output that satisfies
inequality (6) will not be transmitted during [#xh, tx+1h), so the
burden of networked communication is significantly alleviated.

C. Approach of Modeling Multiple Attacks

In this paper, suppose that the attackers are capable to
launch replay attacks, deception attacks and DoS attacks with
a certain probability of success. The framework of networked
system is shown in Fig.1, in which the data transmission
on sensor-to-filter channel is affected by multiple attacks.
Moreover, under the multiple attacks, effective signals sifted
by the event generator may be interfered, forged, modified and
even replayed.

1023

Remark 3: It is worth emphasizing that the cyber-attacks
may block the transmission of signals and lead to deterioration
of system performance. However, few approaches are proposed
in the literature for modeling system with two or more kinds
of cyber-attacks. In view of this, the objective of the proposed
multiple attacks model is to provide a stochastic allocation
strategy, in which the randomly occurring replay attacks,
deception attacks and DoS attacks are considered in a unified
framework.

The replay attacks may replace the normal transmission
signals at arbitrary instants. This means that the normal
transmission data can be replaced by the past signals, and
the real input under replay attacks is

yi(#) = 0@)yr (1) + (1 —0(1) y(1) ®)
where 0(t) represents a Bernoulli variable and 0(¢) € {0, 1}.
Define A(t) = 0(r) — 0, E [é(r)] — 0, E [éz(z)] = p?
and pl2 denotes the mathematical variance of €(¢). Note that
yr(t) = y(t,), y(¢,) denotes the injected past signals recorded
by attacker at instant f., and y(¢) is the transmitted data via
event-triggered mechanism.

Remark 4: The action of replay attacks is divided into two
stages: the replay attacker records the normal transmission
signals during the first stage, and injects the captured signal as
malicious signal into the system in the second stage. In view
of this, from (8), it is assumed that the attacker successfully
records some past signals and inserts them into the system
such that y,(z) = y(¢,) when 6(¢t) = 1.

The deception attacks are defined as the arbitrary modifi-
cation of the integrity data. It is assumed that f (y(¢)) is a
nonlinear function denoting the deception attacks. When the
network suffers form the replay attacks and deception attacks,
the signals arriving at the filter can be expressed as

2 () = @) f (@) + (1 = (1) y1(2) €)

where f(f) denotes a Bernoulli variable and S(r) € {0, 1};

Aty =pt)-B.E [,BN(I)] =0,E [ﬁz(t)] = p% and po denotes
the mathematical variance of £(¢).

The following assumption for deception attacks is needed:

Assumption 1 (Deception Attacks [35]): For given real
constant matrix G, the deception attacks f (x(¢)) satisfies

I f @) =11 Gx @) ll2 (10)

where G represents the upper bound of nonlinearity.

Remark 5: In order to describe the stochastic switching
rule between the two different cyber-attacks, the Bernoulli
variables 0(t) and S(t) are considered. It is worth noting
that the Bernoulli variables 0(¢) and £(¢) are independent of
each other. When f(r) = 1, the malicious signals sent by the
deception attackers can replace the original signals. Otherwise,
when f(r) = 0, the systems are subject to the replay attacks.

The DoS attacks are modeled as the phenomenon that
causes blocking of the communication channels. Suppose that
{Hn}nen and hg represent the sequence of the DoS attacks
off/on transitions and the start interval of attackers, respec-
tively. Then, the n;, sleeping time interval are determined by

7_{n = [hn, hn + An) (11)
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where A, € R denotes the length of n,; DoS sleeping
period and satisfies 4, + A, < hp41.

Similar to [36], let 1; € R, r, € R and #; < 1, for each
interval [71, t2]

As(tn, 1) = | Ha (I, 22] (12)
neN
Ay, ) = [, \As (11, 12) (13)

where A (11, 12) is the sets of time instant when the DoS
attacks is sleeping for each interval [t1,#]; Agi(t1, ) =
{t |t elt,nl,t & As(t1, )} denotes the time instant for
rejecting communication and it’s the subset of [#1, 2].

Several important assumptions are provided in the follow-
ing, which will be helpful to develop the DoS attacks.

Assumption 2 (DoS Frequency [36]): Let n(t) be the total
number of DoS attacks sleep/active transitions over interval
[t1, 2). There exist by, wp € R such that

Ih—1t
n(t) < by + —

(14)

for all 71, 1 € Ry with 11 > 0, 1o > 0.

Assumption 3 (DoS Duration [37]): There exists a unified
lower bound Anin and a unified upper bound bpyax such that

Amin = inf{A,}, bax > Sup{hn —hy—1 — Ay}
neN

> (15)
neN

By considering the types of cyber-attacks, the following
multiple attack model is adopted

3(0) = Yy(O)y2(t) = TyO{BOIC; f (v(1))

+ (=) [0@)y- () + (1 =0@) 3]} (16)
1,1 € As(0, ¢
where Yy (1) =1 €200
0,1 € Ag(0,1).
Remark 6: It can be seen from (16) that when Y, (¢) = 0,
the system suffers from DoS attacks; when Y,(r) = 1,

6(t) = 0 and f(t) = 1, the system is subject to deception
attacks; if Yy (t) = 1, 0(¢t) = 0 and B(r) = 0, the cyber-attacks
are not occur. In (16), a novel multiple attacks model is
proposed which consists of replay attacks, deception attacks
and DoS attacks. Specially, the proposed model can represent
whether the systems are subject to different types of attacks,
i.e. a single attacks, two types of attacks, or even three types
of attacks.

Remark 7: The order of multiple attacks considered in this
paper is replay attacks, deception attacks, DoS attacks. In
practical application, considering that the order of multiple
attacks is unknown, we can use the attacks detection method
to identify the order and type of multiple attacks. Then,
the appropriate multiple attacks model is established though
the above mentioned way.

D. Problem Statement

In Fig.1, an event-triggered mechanism is adopted in the
state-dependent uncertain system affected by exogenous
disturbances. By considering the impact of DoS attacks,
the triggered signals may be lost and the event-triggered
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criterion (6) needs to be modified. Under the action of event
generator, the triggering instant is given by

tt,h = {1 1h violating (6) | fiih € Ag(0,1)} U {hy) (17)

where #; ;h € N, k denotes the number of release times in the
nth DoS period, k € 7,,, 7, = {1,2,...,k,} with n € N and
kn = suptk € N| (rui + Ap—1) > 11, h).

Remark 8: Different from some existing results on event-
triggered mechanism [25], [26], an event-triggered mechanism
is proposed in this paper with consideration of DoS attacks
dependent. In other words, the proposed event-triggered mech-
anism is associated with not only triggering parameters but
also DoS attacks parameters.

Inspired by [37], set

2,0, 1) = U {I;mAs(o, z)} (18)

where ' = U [0, h + (I — Dh, tg,h + [h), S, = sup{l €
N | tx,h +Ih < tgy1),h}, I denotes the time interval and
lef{l,2,..., 8}

Then Ag(0,1) = U, U™ (A0,0) N [,h + (I — Dh,
tr,h + 1h)}. For k € 7, with n € N, the network-induced
delay function i, () and the error vector e, (¢) are given by

[Tk” ) =1t—tx,h — (S, — Dh (19)

ek, (t) = x (tk”h) —X (tknh + (Sk, — l)h)
with t € Z;(0, 1) N[tg, h+ (S, — DA, ts1),h). Based on (17)
and (19), the event-triggered condition is designed as

el (DQey, (1) < a?y" (t — 7, (1)) Qy (t — 7, (1)) (20)

The output measurement via event-triggered mechanism can
be represented as

(1) =y (1 — , (1)) + e, (1)

with 7 € Ag(0,1), Ag(0,1) = .00, 0) N I}, k € T,
According to (4), (5), (16), (21), and denote e(t) =
x| -\ B o w(t) o
o)) z@ = z(1) zf(l),’w(l) = low—r0y) a; =
ai (X0, €M), a; = a;(x/ @ — w, (1), — w,1)),
the filtering error system can be obtained by

21

-

> > i {Aue) + Bio® + o)

i=1 j=1
xBy f (/(0) + (1 = B0 Bye, (1)
+BjHo(t) + AyjHe (t — (t,))]
+(1 = B0 (1 =) | Bre, ()
—|—1§chZ)(t) + Asze (t — Tk”(l‘))] },

t € As(0,1)

e(t) =
(22)

m

> o [Aix()], ren 0,

| i=1
m m

20 =3 > wid, [Cre)]

i=1 j=1

Le(1) = ¢ (1),

te[—h,0]
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A; O 5 B0 5 |0
where All(t) [O Afi|’ Bi(t) = [O 0:|, By = I:Bf:|’
Asri(t) = 0 Bi(t) = 0 Ci(t) = [Li —Cy]

28 =\ Bec; | Y T | Bypy | T T LTS
H= [I O], ¢ (t) denotes the initial condition of e(t).

Before proceeding, a definition is expressed as follows:

Definition 1 [38], [39]: For given positive scalars a, b,
T, W, ¢o > c1, d and a positive matrix R, if (23) holds,
the filtering error system (22) is said to be exponentially mean-
square finite-time bounded (EMFTB) with respect to (c1, c2,
R, T, W, ¢).

Sup_j, <o {Ele” (s)Re(s)]} < ¢}

= EleT (s)Re(s)] < c%,

V() € W= {a@) | o (o) <d}, vVt €[0,T]
ae | ¢)* = E[le®)|*|¢], v = 0

(23)

IIT. MAIN RESULTS

In this section, based on Lyapunov-Krasocskii stability
theory and linear matrix inequality techniques, the sufficient
conditions are derived to guarantee the EMFTB for filtering
error system (22). The main results are presented by the
following theorems.

A. Analysis of Finite-Time Filtering Hs, Performance

Theorem 1: For given positive DoS parameters @, wp,
Amin, Pmax, Ws, s, pOSitive parameters ;, ,[)’_, a9, ps(s =1,2),
matrix G, sampling period h, triggering parameter ¢, scalars
set (c1, ¢2, R, T, d) satisfying Definition 1, the system (22) is
EMFTB, if there exist positive scalars 1,(q = 1,2,3,4,5,6),
matrices Py > 0, Sgs > 0, Wis > 0, Zgy > 0, L} > 0,
Q > 0, Uys and Vis(s = 1,2) with appropriate dimensions,
such that for any i, j, k € j;;, the following inequalities hold

with &j —uja; =0

‘I’flk L} <0 (24)
,uz\P”k :ul'LzS' + Lf <0 (25)
ﬂijiSjk + luiLP;ik — ,Lthi-~ — ,LtiLj» + Lf- + Lj» <0

(i <j) (26)

Wis  Ugs Zis Vis

|: N Wksi| >0, [ N ij >0 27)
Sks < 63—583—ks» Wiks < ¢35 W3y,
Zis < G323 4s (28)
Pl<cy Py, Py< g ntmhp 150 (29)
c? + gd? < 3207 ), (30)
MR < P; < ApR, Siy < A3R, Wiy, < 4R,
Zis < A5R (31)

where the matrix ‘I’ls] « 1s shown in Appendix A.
Proof: See Appendix B. |
In Theorem 1, sufficient conditions which ensure the
EMFTB of the system (22) have been presented. Then,
by using the same approach in Theorem 1, sufficient con-
ditions will be given for the H, finite-time bounded of the
systems (22) in the following theorem.
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Theorem 2: For given positive DoS parameters @, wp,
Amin, bmax, s, s, pOSitive parameters u;, ,[)’_, 0, ps(s =1,2),
matrix G, sampling period h, trigger parameter o, scalars
set (c1, R, T, d) satisfying Definition 1, the system (22) is
EMFTB with H, performance, if there exist positive scalars
q(q = 1,2,3,4,5), Hy performance level y, cp, matrices
Wiks > 0, Zgs > 0, Py > 0, Sgg > 0, LY > 0, Q > 0, Uy,
Vis(s = 1,2) with appropriate dimensions, such that for any
i, ] k € Jm, the following inequalities and (27)-(31) hold with

—uja; =0
¥ — L3 <0 (32)
pi¥iy — pwili + L <0 (33)
1+ iy — L — L + LY+ L5 <0
i<y (G4
where
_F}lijk * * * *
C'i -1 % * *
ol
Wik = | Faje 0 Foy % *
1 1
Fape 0 0 Fagy =
1 1
LFye O 0 0 Fay
@%llk * * * * x|
2 2
®21k @22k * * * *
2 2 2
g2 _ O35, O3y O3y * * *
ijk — 2
0 0 0 — 9yl % *
Ci 0 0 0 -1 =
2 2 2
L 05, O 0 05y 0 O55 |

and other variables involved in the above matrix are given in
Theorem 1.

Proof: See Appendix C. |

In Theorem 2, sufficient conditions are provided to guaran-

tee the filtering error system being EMFTB with Hy, perfor-

mance level y . Then, according to Theorem 2, the design algo-

rithm of finite-time filter are given in the following theorem.

B. Finite-Time Hy, Filtering Design
Theorem 3: For given positive DoS parameters @, wp,
Anmin, bmaxs Ys, Cs, pOsitive parameters py, €51, €52 (s = 1,2),
B, 0, u;, matrix G, sampling period A, triggering parameter o,
scalars set (c1, R, T, d) satisfying Definition 1, the system (22)
is EMFTB with H, performance, if there exist positive scalars
Ag(g = 1,2,3,4,5), Hx performance level y, ¢z, matrices
P1s>0 P25>0 Py > 0, WkS>OZkS>0LS>0
Af, Bf, Cf, Sks > 0, Q > 0, Uks, Vks, Ms(s = 1,2)
with appropriate dimensions, such that for any i, j, kK € jn,
the following linear matrix inequalities and (29)-(31) hold with

— ,ujaj >0
P, — L <0 (35)
:“iLPiik —wiLi +L; <0 (36)
w4 iy — L) — Wil + LY+ L% <0
@i<j) G
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Py — P3s >0
MsSkSMST < ¢3-553—ks> MkuSMST < ¢3_sW3_s,
MsstMsT < ¢3-5Z3 ks

(38)

(39)

where the matrix ‘i’ls] « 18 given in Appendix D.
Moreover, if the above inequalities have a feasible solution,

the filter parameters are given by

A p-l
Afzf‘fpsl

By = By (40)
A p—l
Cr=CrPy
Proof: See Appendix E. |

IV. SIMULATION EXAMPLES

In this section, two practical engineering examples are given
to demonstrate the feasibility and the applicability of the
proposed results.

Example 1: Consider the tunnel diode circuit system. The
model is borrowed from [7] and its state equation is governed
by

1 0.01x2(7) + 0.002 1

I:X:l(f)i|= R.C C C I:Xl(t)i|
1 (t) 1 R | [x20)
2L L
0
+|:1j|a)(t) (41)
L

where x(t) € [-5,5], C = 25mF, L = 10H, Rg = 180Q
and R; = 2kQ.

Let the scalars Apin =4, ¢1 = 1.01, ¢o = 1.01, 1 = 0.04,
m = 04, g1 = €12 = €1 = ¢€» = 4, the finite-time
boundedness conditions (ci, d, T, R)=(0.001, 0.3, 3, I),
the parameter of event-triggered scheme o2 = 0.4, a = 0.75,
a = 0.95 which can guarantee a; — yjo; > 0. The deception
attack function is f (y(¢)) = —tanh (0.15y(¢)). Using the
Assumption 1, the nonlinearity upper bound is given as
G =0.15.

By utilizing Theorem 3 with 0=0.1, ﬁ_ = 0.5, bmax = 0.35,
we can get y = 7.7797, ¢ = 12.01, and

5. _ [31.69 30.15 i [35754 34171
SU=130.14 198.65|° 7 T | —598.58 —621.47

. —~70.2072 .

sz[_26.5292}, Cy=[0.1186 —0.2603] (42)

According to (40) and (42), the parameters of the model-
independent filter are computed as

A — —15.0960 4.0111 B, — —70.2072
F=1-18.5942 —03067|" °/ T |-26.5292
Cr= [0.0058 —0.0022] (43)
Set the initial state x(r) = [—0.05,—0.02]7, xp(t) =
[0,0]7 and the sampling period 7 = 0.02s, the external
disturbance is designed by

0.1 5<t<7
w()=1-01 10<r<13
0 else.
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Fig. 5. Bernoulli distribution variables f(t), #(¢r) and sequence of DoS

attacks in Example 1.
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Fig. 6. Comparison between replay attack signals and normal transmission
signals of Example 1.

Simulation results are depicted in Fig.2-Fig.6. The response
of e(t) is plotted in Fig.2. The release instants and interval of
the event-triggered mechanism can be seen from Fig.3, and
the limited communication resources are saved by 83%. Fig.4
shows the response of Z(¢). In Fig.5, the evolution of Bernoulli
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Fig. 7. The structure of tunnel diode circuit in Example 2.

variables S(¢) and 0(t) are plotted and the sequence of DoS
attacks is depicted. Fig.6 illustrates comparison result between
the data suffer from replay attacks and normal transmission
data. It can conclude from Fig.2 that the filter design method
is feasible.

Example 2: In order to further manifest the feasibility and
priority of the proposed algorithm, a tunnel diode circuits
system described in Fig.7 is investigated in this example. Its
characteristics can be expressed by

dVC([) 1

() =C —V,
ILC(Z,)() i + R. C(1)
1t
L St = —Vcu) — RaiL(t) + (1)

where C represents the capacitor, Ry, R, denote the linear
resistance and R, is the impedance of tunnel diode.

More specifically, R, denotes time-varying uncertain which
depends on V, [7], and the relationship between i.(¢) and V,
can be obtained in the following

1 ie(t) 2
— = =0.002V,(t) +0.01V- (¢
Re Ve (t) e( ) + e ( )
Let x1(t) = Vc(t) and x2(¢) = ip(¢) be the state variables,
where x1(t) € [s1,s2], m; = max{slz,sg}, the tunnel diode

circuit system is described by
0.002+0.01x{(r) 1
Ao _ |~ c ¢ 01T oo
x| _l _& x2(t) Z
L L
The considered system can be obtained in polytopic form as

'x(r) - 22: (ai (xi(t), e)) [Aix(t) + Bio(1)]

i=1

=3 (e (¥ ). €) ) [Cix () + Dy

i=

) = 22: (@ (+' @), €)) tLixn

i=1

2 2
where a (xl(t),e) = x‘s—it) o (xz(t),e) =1- x‘s—?) repre-
sent the uncertain parameter vector, x(z) = [xl(t),xz(t)]T,
_0.00240.01s; 1
y@#) = Ve() and A} = f CRd LAy =
T L
_s 1 0
[ © ¢ ],Bl =B = [1},01 =G =[01].D) =
_1 _Rg T
L L L

Dy=—-1,Ly =L, =[10]
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TABLE I
THE y AND ¢p WITH DIFFERENT VALUES OF A AND ,E IN EXAMPLEIV

Case [4 B y c2
Casel | 0.1 0.5 0.1592 4.1867
Case 2 | 0.2 0 0.1486  4.0473
Case 3 0 0.1513  4.0407
E 0.02 —
3 op— = ’"E: =
g —
& -0.02 : : : : :
& 0 0.5 1 15 2 25 3
. Time (s)
<o xt0t ‘
So o~
o
S : w w ‘ ‘
5 o 05 1 15 2 25 3
_ Time(s)
[
< 1
gost ]
8 0o ‘Too ‘ T %000 ‘Toooo T
[]
14

0 0.5 1 15 2 25 3
Time (s)

Fig. 8.  State response of e(t), response of z(r) and release intervals in
Case 1 of Example 2.

The corresponding circuit system parameters are given as
C = 0.04F, L = 1H, Ry = 10Q and x(r) = [-5,5].
Applying the above parameters, the circuit system is described
in a polytopic form with the following vertices:

—-6.3 25 —0.05 25 0
Al:[—1 —10}’ Az:[ -1 —10}’ Bi:m

Ci=[0 1], Di=-1, Li=[1 0]

Set the scalars Apin = 1.78, ¢1 = 1.01, ¢» = 1.01, 51 =
0.46, 7o = 0.4, €11 = €12 = &1 = & = 8§, the finite-
time boundedness conditions (c¢1, d, T, R)=(0.1, 2.5, 3, I),
the parameter of event-triggered scheme o> = 0.4. a = 0.75
and & = 0.95 which can guarantee a; — pjo; > 0. The
deception attack function is f (y(¢)) = —tanh (0.05y(¢)), and
using the Assumption 1, the nonlinearity upper bound is given
as G = 0.05. Set the initial state x(¢) = [—0.002, —0.002]7,
xp(t) =0, 0]” and the sampling period & = 0.1s, the external

0.1 0.75<r<1.15
0 else.

Then, three cases in Table I with different values of ,b_’ and
@ are provided to show that the designed approach is useful.

Cases 1: In this case, set @ = 0.1, f = 0.5, bpax = 0.2,
which means that replay attacks, deception attacks and DoS
attacks occur simultaneously.

By solving Theorem 3, the following matrices can obtained

disturbance is defined as w(t) =

B [1703 14431 o [-10.081 5817
71443 5496)° 7/ T —9.953  —12.848

5 —0.6270]  »

Bf:[1.3536}’ Cy=[0.0321 —0.0884] (44)
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Fig. 9. p(r), 6(r) and sequence of DoS attacks in Case 1 of Example 2.

From (40) and (44), the model-independent filter parameters
are calculated as

A, — [87675 33598 5, _ [—0-6270
I =1-49696 —1.0330|° “7 =] 1.3536
Cr = [0.0417 —0.0270] (45)

Simulation results are shown in Fig.8-Fig.9. Fig.8 depicts
the trajectory of e(t), the response of z(¢) and the release
instants under event-triggered mechanism. In Fig.8, only
53.33% measurement signals arrive at the filter. The Bernoulli
variables f(t), 6(t) and the sequence of DoS attacks are
depicted in Fig.9. It can verifies from Fig.8 that the proposed
filter is EMFTB.

Cases 2: In this case, let § = 0.5, ,b_’ =0, bpax = 0.2,
which means that only replay attacks and DoS attacks occur
simultaneously.

By applying Theorem 3, one can obtain

- 1.590 1.350 A —9.443
e[ 2 e

5.414
1.350 5.141 —9.154

—11.928

By = [_0'5086}, Cr=[0.0150 —0.0878]  (46)

1.4161

Combine (40) in Theorem 3 and (46), the following filter
parameters can obtain

A, — [87937 33626 5. _ [~0:5086
= 1248733 —1.0402|° °F 7| 1.4161
Cr = [0.0308 —0.0252] (47)

Fig.10-Fig.11 can be obtained through the simulation. The
response of e(t), the trajectory of Z(#) and the release instants
under event-triggered mechanism are shown in Fig.10. It can
be observed in Fig.10 that the tunnel diode circuit system is
EMFTB. The Bernoulli variables (¢) for replay attacks and
the sequence of DoS attacks are provided in Fig.11.

Cases 3: In this case, let § = 0, ,B_ =0, bpax = 0.2, which
means that only DoS attacks occur.

Solving Theorem 3 by using MATLAB, the matrices are
obtained as

B [1585 13421 o [-9471 5405
T 1342 5190 T -9.092 —11.905

o —0.6656]  ~

Bf=[1.2534}, Cy=1[0.0332 —0.0880] (48)
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Fig. 12.  State response of e(), response of Z(z) and release intervals in

Case 3 of Example 2.

By combining (48) and (40), the model-independent filter
parameters are given as

A, _ [8:8288  3.3702 5. _ [0:6656
I = 1-4.8419 —1.0562|° “7 = | 1.2534
Cy =[0.0456 —0.0291] (49)

Through Fig.12, the variation of e(t), the trajectory of z(t)
and the event-triggered instants and intervals can be obtained.
To summarize the simulation results, the event-triggered mech-
anism can be reduce the network burden in the tunnel diode
circuit system. Moreover, it is obvious that the filter error
system for tunnel diode circuit system with multiple attacks
is EMFTB.
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V. CONCLUSION

The finite-time Hs, filter design problem for state-
dependent uncertain systems with event-triggered mechanism
and multiple attacks has been investigated in this paper. An
event-triggered mechanism is introduced to alleviate the load
of networks. A novel multiple attacks model, referred to as
"multiple attacks", is presented for the analysis of the ran-
domly occurring deception attacks, denial-of-service attacks
and replay attacks. Based on Lyapunov-Krasocskii stability
theory, sufficient conditions of EMFTB are established for
the filtering error systems. Besides, the explicit expression
of the parameters of the desired finite-time filter are derived.
Finally, two simulation examples are presented to demonstrate
the usefulness and applicability of the obtained theoretical
method in electronic circuits. In the future, the detection and
defending against different types of cyber-attacks in state-
dependent uncertain systems will be further studied.

APPENDIX A
THE ELEMENTS OF THE MATRIX ‘Pfjk IN THEOREM 1
_Fhijk * * *
W, = F%lijk F o T *
Faje 0 Fagye  *
[ Fae 0 0 Py
'G)%Uk * * * *
®§1k @)%21{ * * *
\Pizjk = | 03, O3y O3y * *
0 0 0 —p2 x
—®§li 0 0 ®§4k ®§5k
_®}lik * * * * * |
951,'1( Oy * * ok
F%lijk _ ®:}lk O3y Oy ) *T * oK
®41j 0 0 o H' QH x *
e, 0 0 0 Ol
_Gélij 0 0 0 0 Og |

~ ~ 1
Olix = 2m P+ PlAy + A] Py + Sk + 5 W1 + Zra)
1 5 7 T iT 1
025k = PIOIH" Ay P + ;A (Wit — Ukt + Zg1 — Vi)

1
Oy =0’ HTQH-FE (—2Wk1+Uk1+Ule—22k1 + Vi

+vi),
1

Oy = ;A (Wit — Ui + Zii — Vi)
1

O3 = ;A U1 + Vi),

B 1
O3 = —¢ Sk — 7 Wi + Zr1)

©), =AOHTAL P, 0=1-0.p1=1-F
ol = [POBIP] ) [
N | mote | 0 —jI

1
F oo

|
F 33k
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(B Pi+ B1OHT BT Py + p10,HT BT Py
i BBT P }
[0} ©), ©); 6 6]
[VhPiAy  NhBiO\PiAyH 0
VhP Ay \//;,5’19_11’152;1‘1 0

0 —Vhpip1PiAs;H 0

0 —Vhpip1PlAry;H 0

= [03, VhOy, VhOy VhOy, O]

[GH 000000 0]

-ﬁﬁ:lg:PlA:sz ﬁﬁ:lg:lpll?f
VhpiOPAyiH - NhpioPiBy
«/ﬁﬁ_lplPlf}sz —«/Eﬁ_lplPllff
 VhBipi P1AyjH  —/hpip1 P1By

_\/ﬁﬁ:le:PIBZf VhpP By
«/ﬁ_ﬁleplBNf , ®;5 _ \/f_tﬁPle
\/ﬁﬁ_lplplBif 0

| Vhpi1p1P1By 0

_\/ﬁpléi + \/ﬁﬁ:le:PIszH + «/5,3:19:11’1@'1‘1
VhPB; + VhBiOP BjH + Vhp0, P B;H

0
i 0
diag{—lel{]lPl,—Plz,:llPl,—lel:llPl,
—Plz,;llpl},
1 1
=Fop Faw=—1
0 —hp1p2PrA2H 0 0
0 —«/ﬁelszlészO L 0
0 —hOipyPiAy;H 0| 87 | VhpaPiBy
0 —hOiprP1A2;H 0 VhpyPiBf

-pIPZPIA:ZjH —pIPZPIBZf
pip2PrA2;iH  — pipaPiBy
—O\p2PrA2jH  —01p2P1By |’

| —O1p2P1A2jH —0O01p2P 1By

_Plszll:?f

p1p2P1 By

—O0p2 P By
| —0p2Pi By
B 0

0
—_H_pzl}LH—él_pzpléLH ’

| —O0p2PI\B;jH — 01p2P\BjH
_x/EszEu}
VAP Ay

- - 1
—2m Py + PyAy; + Al Py + Spo — ; (W1 + Zi2)

(W2 —Ua+Zi2 — Vi), Ois =diag{—Q, —Q}
(—Zsz U+ UL = 2Zi2 + Via + Vsz)

(Wio — Ui + Zika — Vi2) s

S| =S =S -
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1
O3y = —e”' S0 — 7 W2 + Zr2) ,

1

O3 = 7 Uiz + Vi)

o2 — [VEPB] g2 _[-PWg'Py +
VP B | Tk 0 —P 7, P

2m Amin — 2(m + n2)h — 212 bmax — In 172

wp
I = Ay + hisz + h*J4 + h% s

7 =

APPENDIX B
THE PROOF OF THEOREM 1

Construct the Lyapunov-Krasovskii functional candidate as
follows

Vrn(t) = e’ (t) Pre(t) + E()e’ (s) (z akSkT(t))

k=1

O t m
xe(s)afs—i—/h/ur E(t)éT(s)(Zak
- ¢ k=1

t

0
X Wkr(,)) e(s)dsdo + / E(I)éT ()

hJi+g

m
X (Z akaT(,)) e(s)dsdo

k=1

(50)

where o = ar (x*(1), €k(1)), EG) = 2D t=9),
Sixays Wi (o) Ziy (1) Pr () denote symmetric positive matri-
19 te[hn,hn+An)

ces and Y (¢) =
29 I e [hl’l + Ana hl’l+1)‘

For Y(t) = 1, calculate the derivative and mathematical
expectation of (50) along the system (22) for i, j, k € j,, and
then we obtain that

E[Vi)] = —2mVi0) +2me” 0)Pre(t) + 2E[eT () Pré(o)

m
—eizmheT(l‘ —h) (Z akSkl)

k=1

xe(t —h) + e’ (1) (z akSkl) e(t)

k=1

+hE |:éT(t) (Z ar (Wit + Zkl)) é(f)}
=1

—/t éT (s) (Zakzkl)é(s)ds

1=h k=1

—/t ¢l (s) (Zakal)é(s)ds
t=h k=1

Notice that
E [éT(t)Wé(t)] = ATWAy + Brpt ATW A,
+ i A WAL + ps WA (52)

(51)

where

Ao = Ayje(t) + Biao(t) + BBy f (y(1)) + (1 — B Ay,
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A =0 [Asze (tr — i, (1)) + Brex(t) + E,-ch(tr)]
+(1-6) I:Asze (t — Tk, (t)) + gfek(t) + ngd)(l)] ,
Ay = Asze (t — Tk, (t)) + gfek(t) — Asze (tr — Tg, (tr))

—Byex(ty),
Az = By f (x(1)) — A,

W= (z ox (We1 + Zkl))-

k=1
From the event-triggered scheme (20), it follows
o2el (t =, (1)) H'QHe (t — t, (1))
— (e, (1)) Qeg, (1) > 0 (53)
By recalling the Assumption 1, it can be obtained
pe’ HTGTGHe(t) = BT (y(0) f (v(1) 2 0

Then, similar to [41], by using Jensens inequality to deal
with the integral item in (51) and combine (50)-(54), it can
ensure that the following inequality holds

E[Vi() = %" (06() |+ 2m V(1)

(54)

m m

<O (DD D wmajuy | @) (55)

i=1 j=1k=1
where ¢l (1) = [e (1), e" (1 —w, (1)), e (t —h), e’ (1, —

w, (1)), (e, ), (e, &N, &7 (1), £ (), T, ..., T].

8
Next, in order to build the condition of finite-time bound-
edness, the inequality (55) can be expressed as

d
E[E(ez”‘tVl (r))} < E[yzez””dJT(t)cb(t)] (56)
Integrating (56) from O to 7, one has that
'
E[Vi()] < e 21"V, (0) +E[y2 / e_zmtch(t)cT)(t)ds:|
0
y 2
< e 2y (0) 4+ —e 2T g2

m
Due to (50), V{(0) can be transformed to

0 m
Vi(0) = /hez”‘seT(s) (z akSkl)e(s)ds
- k=1

() () m

-|—/ / ez'“séT(s)(Zakal)é(S)de(ﬂ
—hJe k=1
0 0 m

+ / / T () D anzin |é(s)dsdo
—hJy k=1

+el (0)P1e(0) < Hc%

(57)

(58)

where c% = SUP_j<5<0 {eT(s)Re(s),éT(s)Ré(s)},
I = /lmax{Pl} + he_zmh/lmax{skl} + hze_zmhllmax{wkl} +
h2e ™21 ) nax( 24 )-

Notice that

E[Vi()] > el (1) Pre(t) > maxipyye’ (()Re(t)  (59)
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Combining (57)-(59) leads to

272
-2mT _ 1 ,2omT
e Ilc €

el (t)Re(t) < <c3  (60)

/Imax{Pl }

with A = % Based on Definition 1 and (60), the filtering
error system (22) is finite-time boundedness.

Then, according to (24)-(26), similar to the proof in [25],
one can get

E[Vit) 7% 0a0)] +2mvi <0 6D

with aj — uja; > 0 for all j.
For Y'(t) = 2, calculating the derivative and mathematical
expectation of (50) in the same way, it yields that

E[V2() = 76" 06() | - 212 (0)

m m

<O DD D wmiaju¥l | &) <0 (62)

i=1 j=1 k=1

where & (1) = [eT (1) e (t — w, (1)) T (t —h) & (1)].
Next, similar to [37], one has from (61)-(62) that
e PN UTIIE V) ()],
t € [hn, hy + Ay)

E[V()] < 63
WOI=A antin-sg v,y + 8001, ©
I e [hn + An, hnt1)
According to (27)-(29), it can be concluded that
E[Vi(hy)] < c2E[V2 (k)]
) R ()
E[Va(hn + Ap)] < 1 @MHRIE[V) (B + A, )]

For any ¢ € [hy, h, + A,), combining (63)-(64), it is clear
that

E[Vi(0)] < e MR (V) ()]
62'72(hn —hp—1=An—1)=2n1(t—=hp) )

xE [VZ (hp—1 + An—l)]

IA

< ...

< e?(c162)"VE Vi (ho)]

with p =20m + m)hn(t) = 2n1(Ap—1 + Ap—2 + ...+ A1 +

Ao) +2m(hy —hp1 — Ap1) = A2 — ... — A1 — Agl.
Similarly, for any ¢ € [h,, + Ayn, Ant1), then

(65)

4 ((D)+1)

g—(ggz)‘"m“m [Vi (ho)]  (66)
2

E[V2(0)] <
where ¢ = 2(n71 + 72)h — 271 Amin + 272bmax-
According to (65)-(66), and combining with the nature
of DoS attacks frequency in Assumption 3, the following
inequality is derived

a2
E[V ()] < max [eal, e_] e TEVI(D)] (ho)  (67)
2
where ai = 2by (m1 +m)h + biIn(nim) + 2mbmaxb1 —

2m Aminb1,a2 = (b1 + D20m + m)h + In(mnz) +
27’]2bmax - 27’]1 Amin].
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From the definition of V (¢), one has
flglr = EViO)], AHlle®l* <E[V(@)]

2
where fi = max{/lmax(PS)‘Fh/lmax(Skl)‘Fthmax (Zk1+Wik)},
Sf2 = min {Anin (Py)}.
One has from (67)-(68) that

(68)

f> max {eal &}

Y
fi
Therefore, based on Definition 1 and (69), we can derive

that if (24)-(31), the filtering error system (22) is EMFTB with
decay rate % . This completes the proof. |

E[V ()] < cTPI2 (69)

APPENDIX C
THE PROOF OF THEOREM 2

According to the proof of Theorem 1, it is seen from (33)
that

E[Vi() +2m Vi) + 2 (1)Z(1)
-2 (o) <0, s=1

. s (70)
E[Va(t) = 2m Va (1) + 27 (1)Z (1)
-0’ (o)) <0, s=2
When s = 1, from (70), multiplying both sides by e~2"1’

lead to
E I:%e_z’“’vl (r)} < eE (26T o) - 2 0F0)]
(71
Integrating (71) from O to 7, it yields that
0 < E[e””'fvl (r)]

< /O TE{e’z”"[yzch(t)cD(t)—ZT(t)Z(t)]}dt 72)

Then, (72) can be rewritten as

T
E[e—z'ﬂ’ / ZT(t)Z(t)dti| <E
0

T
/ e_z”"ZT(t)Z(t)dt:|
LJ0
- T

2 —2mt =T o(1)d :|
y /0 e " (t)w(t)dt

T
2 aT(Ha d} 73
E /0 & (Oa@dt | (73)

Similarly, when s = 2, one has that

T T
E |:62nzt/ ZT(t)Z(t)dt:| <E [y 2/ ol (t)cb(t)dti| (74)
0 0

Therefore, this completes the proof. |

< E

< E

APPENDIX D
THE ELEMENTS OF THE MATRIX ‘i’isjk IN THEOREM 3

Fluje = * * *
C; -1  x * *
1 -1 v 1
Vi = | Foe 0 Foye % *
1 v 1
Fape 0 0 Fag =
I |
Fae 0 0 0 Fau

Authorized licensed use limited to: Southeast University. Downloaded on February 27,2020 at 11:38:04 UTC from IEEE Xplore. Restrictions apply.



1032

¥2
Wi

X

lijk

IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS-I: REGULAR PAPERS, VOL. 67, NO. 3, MARCH 2020

@%lik * * * * *
é%lk é%zk * * * *
_ | O Oy O%y oK
o 00— x o«
G 0 0 0 -1 x
L églz 0 0 C:)§4k 0 é%szc_
_é}llk *k k k k k T
C:)éljk é%Zk * koKX
_ Oy Oy Oy * *  x
- (:)}“j 0 0 o * *
e, 0 0 0 el x
éélij 0 0 0 0 ééﬁ_

1 o
2+ 20 + 201 Pr 4 Sp + — Y (Wkl +Zk1)

TAT T AT
_ P11A Af 2y = CjBf CjBf
P31A Af 0 0
52 A
Q0 — A A v 10123
= 0 ()i| . =31 = I:B}“ BT:I ,9%1 = |:ﬁﬂ— éE :|
_[BI'Py BI'Py - DTB},r DI B }
- i 0 O b —‘51 0
_ [PhA; Af = B P12 B P32
B szA Af ==
= B101E (Wkl Uit + Zia — Vkl)
1 _ _ _
E(kl-f-Vkl) O=1-0,p=1-p
1 N
ﬁ< —Up + Zi1 — Vk1>,
= f10Zy
ﬁ< 2Wii+ Uri + Ukl — 27+ Vi +Vk1)+522

1. .
e 2§ — Y (Wkl + Zkl) , I =diag{l, I}

o [541 + (51_9_-1-/}191)551}

P =31
= diag{—y°I, -1}
P S A TS I S B
= [0}, o), ®_73_ 07, O3]
Z11 ,31015;1 0 ﬁE{l 0
=11 _1515T 0 v BEL 0
=«/Z ’B— 2—1T ’G)%S:‘/E / !
0 —pi;pmE; O 0 0
0 —,B_1p152Tl 0 0 0_
= [G)&l%l ®§2 ®§3 651;4 ®§5]
P0ZE3,  BiO1ES, VhpIOE;,
Jh BIOZES, PO EL, 1 VhBIOZES,
= h - —T = —T 73 D —T
Pip1Ey  — Bip1Es Vhpip1E],
Bipi Y, — Bipi ], VhpipiE] |

52
®55k

For

(Wks_
(21 — 2! P) 74! (zks—g; )20, (5=1.2)

[VhEL + VhBIOEL + Vhpri6EL
_ | VhEL + VhBIOEL + Virpi6, EL
0
L 0
0 —vhpip2EL, 0 VhpipaE]
0 —vhpipE], 0 5! VhpipaE],
= 5 » V83 = =
0 —«/E@lpz._‘ﬂ 0 —«/E@pz.:;l
10 —VhOipEY, 0 —vhip, ET,
VhpipE], = ~hpipEY)
| YhpipES —Vhpip2 B 13_[1’13 1335}
- = = s Ly — = i~
—«/ﬁ@]szle —\/7191/)25371 P35 Psg
—h0ip, EY, —ﬁ91p25§1
[ 0
0

—/h0p> =l - «/EélszsTl ’
| —VhOp, EL — /b1 pr BT
0

0

“/ZP2E3Tl
_‘/ZP2E3Tl
= diag {—2811131 + 8%1Wk1, —2e12P) + 8%221(1,

—2e11 Py + e}, Wit, —2e12P) + 8%221(1} ,
= I 3
= —2mPs + E¢1 + EL + S0 — % (Wm + ZkZ)
= % (sz — Ui + Zir — Vzk)
= % (—2Wk2 + U+ UL = 27210+ Vio + 17sz)
= % (0k2 + ‘7k2) , 03, = [gi;j
= % (sz —Ua + Zia — sz)

. 1/ . VhE
— _2mh§ ——(W A ) &2 61
e k2 A ¥+ Zi2 51 = \/EEGI

= diag{—2e21 Py + &3, Wka, =260 Py + €3, 21}

APPENDIX E
THE PROOF OF THEOREM 3

any positive scalars 51 and 42, since

R )0

By simple calculations, it can be seen from (75) that

[—PSW;PS < 201 Py + €2, Wis 76)

_PSZ]:SIPS < —2e5 P +85222ks, (s=12)
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Based on (76), substitute —PyW,.' Py, —PZ, ' Py with
—2¢41 Py + €2, Wiy, —2e52Ps + &%, Zis into (32), respectively.
For convenience, let

P Pl 1 0
P = UL = _
: [le P3; "Zlo PLP;!
P, Pl I 0
P, = 2| )= _
: [Pzz P3 >~ o PLP!
) Since P3; > 0, there exist Py; and P3; > 0 satisfying
P = P27;P3;1P2S(s = 1,2). By applying Schur com-
plement, P; > 0 is equivalent to Pj; — P31 > 0, then
we can obtain (38). Furthermore, multiplying diag{Ji, ..., Ji,
[ —

4
I,....,1,J1,...,J1,1} and its transpose on both sides
—_——— —,— —

5 8

of (32) with s = 1. Similarly, pre- and post- multiplying
diag{J>, Jo, J2, 1,1, J2, Jo} and its transpose on both sides
of (32) with s = 2. Define P, = JsPoJl Pis €3Si|,
. . . Ps; AP3s
Sks = IsSks s Wis = I Wil Zis = JsZas I, Uks =
JsUps JI, Vi = JVigJI (s = 1,2), then, one can see

that (35) holds with the following variables
Af = A~f1531, A~f = PleAsz_lT, éf = PleBf,
Cr=CyPy, Cr=Crpy’
Thus, it can be seen that for any s = 1,2, i, j, k € j,, if
(29)-(31) and (35)-(39) hold, the H filtering problem for
state-dependant uncertain systems is solvable.

Similar to [40], on the basis of the above analysis,
the parameters of filter can be written as Ay = P57 Ay PJ,
By = P5;" By, Cy = CyPy. Then, the filter model (5) is
designed by

Xp(0) = PyT ApPoxy(t) + Py  Br(0)

: (77
zf(t) = CyPoxy(t)
Denoting x(¢) = P2T1)Cf (1), (77) can be reformed as
tr() = ApR(t) + By
xr(0) ~f3f()+ 1y(@) (78)
Zf(t) = Cfx(t)
That completes the proof. |
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