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Abstract 

This paper investigates the problem of multi-sensors-based security control for Takagi-Sugeno 
(T-S) fuzzy system over resource-constrained networks. To decrease the effects of resource-constrained 
networks, a distributed event-triggered scheme and a quantization mechanism are applied to lighten the 
burden of network transmission. By taking the influences of actuator saturation and denial-of-service 
(DoS) attacks into consideration, a novel mathematical model for T-S fuzzy system is constructed. 
Then, sufficient conditions ensuring the exponential stability of T-S fuzzy system are derived by using 
the Lyapunov stability theory. Moreover, the security controller gains for T-S fuzzy system are obtained 
by solving a set of linear matrix inequalities (LMIs). Finally, the feasibility of the proposed approach 
is demonstrated through simulation examples. 
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. Introduction 

T-S fuzzy model, which is firstly proposed in [1] , has become a powerful method to
escribe the nonlinear systems by using IF-THEN rules. In particular, the T-S model-based
pproach can integrate the fuzzy logic theory and the linear systems theory into a unified
ramework to approximate a certain class of nonlinear systems [2] . In recent years, T-S
uzzy systems have widely practical applications in different fields, such as automatic train
peration system [3] , helicopter system [4] , two-wheel drive robot [5] and so on. Therefore,
onsiderable attentions have been paid to T-S fuzzy systems and fruitful research results have
een reported in the literature [6,7] . For example, the problem of quantized stabilization is
nvestigated in [8] for T-S fuzzy systems with hybrid-triggered mechanism and stochastic
yber-attacks. The authors in [9] address the controller synthesis issue for switched T-S fuzzy
ystems with time delay, uncertainties and process disturbances. On the other hand, actuator
aturation has received increasing interests [10–12] . Physical actuators are usually affected by
nput saturation due to physical constraints. It is well known that the presence of actuator
aturation may affect the performance of the T-S fuzzy systems and even leads to instability
f control systems. Therefore, the stabilization of T-S fuzzy systems with actuator saturation
ave been studied by many researchers [13,14] . For example, in order to handle the effect of
ctuator saturation, the issue of output feedback robust stabilization for T-S fuzzy systems is
tudied in [14] . In [15] , the authors investigate hybrid-driven-based H ∞ 

control for networked
ascade control systems with actuator saturations. 

The introduction of the communication networks brings many advantages such as efficient
ata transmission and faster processing speeds of control systems. Nevertheless, it also brings
ome challenging problems such as packet dropouts, packet disordering, network-induced
elay and cyber-attacks. Due to the physical limitations of the network, network bandwidth
s always limited. Hence, how to effectively save the limited resources has been extensively
tudied [16–18] . In the past few years, event-triggered scheme is widely adopted to reduce the
urden of communication [19–21] . There are several common types of event-triggered scheme
uch as dynamic event triggering scheme, self-triggered scheme, discrete event-triggered
cheme and so on [22] . One of the event-triggered schemes is proposed in [23] which can
e implemented by the sampled system state of discrete instants. The main idea of the
roposed event-triggered scheme in [23] is that whether the sampled signals are transmitted
r not depends on the predefined event-triggered condition. Motivated by the work in [23] ,
esearchers have made extensive studies on the event-triggered control problem [24–27] .
or instance, based on the event-triggered scheme in [23] , a new event-triggered scheme is

ntroduced in [28] for networked cascade control system under stochastic nonlinearities. On
he basis of the event-triggered scheme in [23] , the decentralized event-triggered H ∞ 

control
or neural networks is studied in [29] . The controller design problem for networked systems
ith hybrid-triggered scheme and cyber-attacks is investigated in [30] . With the increasing

ocus on distributed sensor networks, the problem of control systems with distributed event-
riggered scheme has become a hot issue [31,32] . For example, the distributed event-triggered
utput-feedback controller is designed in [32] for large-scale fuzzy systems over a sensor
etwork. The distributed state estimation is investigated in [33] for nonlinear networked
ystems with DoS attacks. In addition to the aforementioned event-triggered scheme, the
uantization mechanism is another useful method to reduce the pressure of transmission.
he so-called quantization mechanism can convert a continuous/discrete signal into a fewer
iscrete values, which can reduce the scale of the signal transmission. In view of this, the
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stabilization problem of control systems with quantization has been paid much attention by 

many researchers [34,35] . For example, the observer-based event-triggered output control prob- 
lem with quantization is investigated in [35] , which employs the dynamic uniform quantizer 
to improve the communication efficiency. By considering the quantization and cyber-attacks, 
the distributed recursive filtering problem is studied in [36] for discrete time-delayed system. 
To the best of our knowledge, the problem of event-based control for T-S fuzzy systems with
quantization has not been fully investigated, which is one of the motivation in this paper. 

In the last decade, due to the openness of the network and the diversity of attack method,
security problems have become one of the important factors affecting the stable operation 

of the control systems. Cyber-attacks are considered to be one of the factors threatening the
network security. In generally, cyber-attacks include three main types, namely, DoS attacks, 
covert attacks and deception attacks [37,38] . In particular, the DoS attacks are mainly intended
to interrupt data transmission, which can degrade the closed-loop control system performance 
and cause instability of the control system [39] . In view of the above situation, the analysis
and design of control system with DoS attacks has attracted wide attentions in recent years
[40–43] . For instance, based on a new state error-dependent switched system model, the event-
based controller is designed in [43] for networked control systems with periodic DoS jamming 

attacks. In [44] , considering the influence of DoS attacks, the authors address the event-based
robust stabilization problem of uncertain networked control systems with quantization. The 
resilient control problem is investigated in [45] for networked control system under DoS 

attacks. Motivated by this, the objective in this paper is to design a controller to restrain the
impact of the periodic DoS jamming signals while ensuring the stability of T-S fuzzy systems.

Summarizing the discussions above, this paper aims to deal with the multi-sensors-based 

security control for T-S fuzzy systems over resource-constrained networks. The main contri- 
butions of this paper are shown as follows: 

1) A distributed event-triggered scheme and a quantization mechanism are introduced to 

save the limited communication resources in resource-constrained networks while the 
influence of the jamming signal is also considered; 

2) Different from some existing results ( [8,33] ), a more realistic T-S fuzzy model is firstly
formulated by considering distributed event-triggered scheme and quantization mech- 
anism. The influences of actuator saturation and periodic DoS jamming attacks are 
tackled simultaneously in the model; 

3) Based on the constructed model, the Lyapunov stability theory is exploited to investigate 
the exponential stability of control system. 

The remainder of this paper is organized as follows. In Section 2 , a mathematical T-S fuzzy
model for multi-sensors-based control system is established with quantization, DoS attacks 
and actuator saturation. In Section 3 , the sufficient conditions which can guarantee the stability
of T-S fuzzy system are obtained. Moreover, the desired controller gains are presented. Two 

examples are given in Section 4 to demonstrate the efficiency of designed T-S fuzzy system.
Conclusion is presented in Section 5 . 

Notation: Throughout this paper, R 

n and R 

n×m stand for the n-dimensional Euclidean 

space and the set of n ×m dimensional real matrices, respectively. I is the identity matrix
with appropriate dimension and N is the set of natural numbers. For matrix X 

T denotes the
transposition for matrix X . The notation X > 0 means that the matrix X is real symmetric
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ositive definite. For a matrix B and two symmetric matrices A and C , 

[
A ∗
B C 

]
denotes a

ymmetric matrix, where ∗ is used as the entries implied by symmetric. 

. Problem formulation and modeling 

.1. System description 

In this paper, the physical plant is described by the following T-S fuzzy model with i th
ule: 

IF ϑ1 ( x ( t )) is G 

i 
1 and...and ϑl ( x ( t )) is G 

i 
l , THEN 

˙  (t ) = A i x(t ) + B i ̄u (t ) (1)

here G 

i 
v ( i = 1 , 2, . . . , r, v = 1 , 2, . . . , l ) is the fuzzy sets, ϑ v ( x(t ) ) denotes the vector of

uzzy premise variables, r represents the number of IF-THEN rules. For the sake of sim-
licity, ϑ v (x) is used to represent ϑ v ( x(t ) ) , ϑ v (x) = [ ϑ 1 (x ) , ϑ 2 (x ) , . . . , ϑ l (x )] . A i and B i are
nown constant real matrices with appropriate dimensions. x ( t ) ∈ R 

n denotes the state vec-
or and ū (t ) ∈ R 

m is the saturating control input. The saturating input ū (t ) is defined as
¯ (t ) = sat ( u ( t )), in which u ( t ) ∈ R 

m represents the control input vector and sat ( · ): R 

m → R 

m

enotes a saturation function to be designed later. 
By using center-average defuzzifier, product inference and singleton fuzzifier, system

1) can be rewritten as follows 

˙  (t ) = 

r ∑ 

i=1 

ς i ( ϑ(x) ) [ A i x(t ) + B i ̄u (t ) ] (2)

here ς i ( ϑ(x) ) = 

∏ l 
v=1 G 

i 
v ( ϑ v (x) ) ∑ r 

i=1 

∏ l 
v=1 G 

i 
v ( ϑ v (x) ) 

, G 

i 
v ( ϑ v (x) ) denotes the grade of the membership function

f ϑ v (x) and ς i ( ϑ( x )) is the normalized membership function satisfying 

 i ( ϑ(x) ) ≥ 0, 
r ∑ 

i=1 

ς i ( ϑ(x) ) = 1 (3)

The main purpose of this paper is to design a multi-sensors-based controller for T-S fuzzy
ystem. The infrastructure of such a T-S fuzzy system over resource-constrained networks is
hown in Fig. 1 . An event-trigger generator and a quantizer are employed in each sensor. 

Throughout this paper, the following assumptions are used: 

ssumption 1. The information transmission in communication network is assumed to be
ffected by the occurrence of DoS attacks. 

ssumption 2. As shown in Fig. 1 , the distributed sensors are time-driven with a constant
ampling period h . The sampled signals are transmitted from sensors to the corresponding
vent-trigger generators. The latest transmitted instants of the p th event-trigger generator are
enoted by t p k h( p = 1 , 2, . . . , m, k = 1 , 2, . . . ) . 

ssumption 3. The quantizer, controller and actuator are event-driven. The released signals
rom event-trigger generators are then quantized by the corresponding quantizers, which are
urther sent to the controller. The control output can be transmitted to the actuator via com-
unication network. 
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Fig. 1. The structure of multi-sensors-based security control for T-S fuzzy system over resource-constrained networks. 

 

 

 

 

 

 

In this paper, we will design the following controller with j th rules. 
IF ϑ 1 

( ˆ x (t ) 
)

is H 

j 
1 , ..., and ϑ q 

( ˆ x (t ) 
)

is H 

j 
q , THEN 

u(t ) = K j ̂  x (t ) (4) 

where H 

j 
w 

( j = 1 , 2, . . . , r, w = 1 , 2, . . . , q ) denotes the fuzzy sets and ϑ w 

( ˆ x (t ) 
)

denotes the 
premise variables. K j represents the desired controller parameters to be determined. ˆ x (t ) 
is the real input of controller. For simplicity, ϑ w 

( ˆ x 
)

is used to represent ϑ w 

( ˆ x (t ) 
)

and
ϑ w 

( ˆ x 
) = 

[
ϑ 1 ( ̂  x ) , ϑ 2 ( ̂  x ) , . . . , ϑ q ( ̂  x ) 

]
. 

The controller rule for defuzzified output of Eq. (4) can be rewritten in the following
form 

u(t ) = 

r ∑ 

j=1 

g j 
(
ϑ 

( ˆ x 
))

K j ̂  x (t ) (5) 

where g j 
(
ϑ 

( ˆ x 
)) = 

∏ q 
w=1 H 

j 
w ( ϑ w ( ̂ x ) ) ∑ r 

j=1 

∏ q 
w=1 H 

j 
w ( ϑ w ( ̂ x ) ) 

, H 

j 
w 

(
ϑ w 

( ˆ x 
))

denotes the membership value of ϑ w 

( ˆ x 
)

in 

H 

j 
w 

. Therefore, we have 

g j 
(
ϑ 

( ˆ x 
)) ≥ 0, 

r ∑ 

j=1 

g j 
(
ϑ 

( ˆ x 
)) = 1 (6) 

Remark 1. This paper extends the traditional analysis and design of T-S fuzzy system to the
more complex T-S fuzzy system over resource-constrained networks. Under the environment 
of resource-constrained networks, the impacts of actuator saturation and DoS attacks are taken 

into account. Moreover, a mathematical model of T-S fuzzy system is presented that integrates
distributed event-triggered parameters, quantization parameters and DoS jamming signals in 

a unified framework, which is more general than the existing model with single sensor node
[6,8,30] . 

2.2. Design of distributed event-triggered scheme 

In order to save the limited network resources and reduce the burden of network, a dis-
tributed event-triggered scheme is adopted. The event-trigger generator is employed in each 
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ensor side, which is shown in Fig. 1 . Then the next transmitted instant t p k+1 h of the p th
ensor can be described as 

 

p 
k+1 h = t p k h + inf 

j p ≥1 

{ 

j p h| e p k 

(
t p k h 

)T 
�p e 

p 
k 

(
t p k h 

)
> σ 2 

p x 
p 
(
t p k h + j p h 

)T 
�p x 

p 
(
t p k h + j p h 

)} 

(7)

here j p = 1 , 2, . . . , t p k+1 − t p k − 1 , �p > 0 denotes a weighting matrix, σ p ∈ [ 0, 1 )

 p = 1 , 2, . . . , m ) is a design parameter and t j 
p 

k h = t p k h + j p h denotes the current sampling
nstant. The following e p k (t 

p 
k h) is defined as the threshold error between the latest transmitted

nstant t p k h and the current sampling instant t j 
p 

k h of the p th sensor 

 

p 
k (t 

p 
k h) = x p 

(
t p k h 

) − x p 
(
t p k h + j p h 

)
(8)

According to (7) , for all sensors, the following event-triggered condition [30] is derived 

 

T 
k (t k h)�e k (t k h) > σ 2 x T ( t k h + jh ) �x ( t k h + jh ) (9)

here σ = diag 

{ σ1 , σ2 , . . . , σm 

} , � = diag 

{ �1 , �2 , . . . , �m 

} , e k ( t k h ) = [ 
(
e 1 k 

(
t 1 k h 

))T 
, . . . ,

e p k 

(
t p k h 

))T 
, . . . , 

(
e m 

k 

(
t m 

k h 

))T 
] T , x ( t k h + jh ) = [ 

(
x 1 
(
t 1 k h + j 1 h 

))T 
, . . . , 

(
x m 

(
t m 

k h + j m h 

))T 
] T . 

emark 2. Different from the traditional control system which receives sampled signal from
ingle sensor, the controller communicates with sensors through distributed sensor networks
n this paper. In view of this, the measured signals are sampled by distributed sensors from
ifferent geographic space. It is worth noting that whether the sampled data of each sensor
s transmitted or not depends on the different event-triggered conditions. The sampled signals
ill be transmitted to the corresponding quantizer only when the sampled data satisfies the

vent-triggered condition (9) . 

.3. Logarithmic quantizers 

As shown in Fig. 1 , the logarithmic quantizers are employed to further save the limited
esources. The quantizers can be described by f p [ · ] ( p = 1 , 2, . . . , m ) , and the set of quantized
evels can be illustrated [36] 

 

p = 

{±z p s : z p s = (ρ p ) s z p 0 , s = 0, ±1 , ±2, . . . 
}∪ 

{±z p 0 

} ∪ 

{ 0 

} (10)

here ρp denotes the quantization density of the p th sensor side and 0 < ρp < 1, z p 0 > 0. 
The quantizer f p [ ·](p = 1 , 2, . . . , m) is defined as follows 

f p (x p s ) = 

⎧ ⎪ ⎨ 

⎪ ⎩ 

z p s , x p s > 0, z p s 
1+ κ p < x p s < 

z p s 
1 −κ p 

0, x p s = 0 

− f p (−x p ) , x p s < 0 

(11)

here κp = 

1 −ρ p 

1+ ρ p < 1 . 
Because f p [ ·](p = 1 , 2, . . . , m) is symmetrical, f p (−x s ) = − f p (x s ) . The logarithmic quan-

izer f p ( · ) can be described as 

f p (x p s ) = 

(
I + �p 

q (x 
p 
s ) 
)
x p s (12)

here | �p 
q 
(
x p s 
)| ≤ κ

p 
s . For the sake of simplicity, we use �p 

q to represent �p 
q 
(
x p s 
)
. 
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For all sensors, it seems naturally to express the real sampled data via quantizer as follow 

x q (t ) = 

(
I + �q 

)
x̄ (t ) (13) 

where �q = diag{ �1 
q 1 , �

2 
q 2 , · · · , �m 

q m } , �p 
q p ∈ [ −κ p , κ p ] , ( p = 1 , 2, . . . , m ) , x̄ (t ) is the re-

leased measurements via distributed event-triggered scheme. 

Remark 3. The quantization mechanism aims at further reducing the use of network band- 
width. The existing quantizers can be classified into two types, namely, static quantizers, 
dynamic quantizers [41] . Specifically, static quantizers are a class of time-invariant quantiz- 
ers with fixed quantization levels, which include logarithmic quantizers, hysteresis quantizers 
and uniform quantizers [41] . The quantizer (11) considered in this paper is the logarithmic
quantizer whose quantization levels are linear in logarithmic scale. Moreover, all quantizers 
attached the corresponding event-trigger generator are geographically distributed. 

2.4. DoS attacks model 

As shown in Fig. 1 , the released signals are delivered via the communication network, it
may be subject to the jamming signals which are defined as the periodic DoS attacks in this
paper. Inspired by [43] , the periodic jamming signal can be described as follows 

S DoS (t ) = 

{
1 , t ∈ [ nT , nT + L n ) 

0, t ∈ [ nT + L n , nT + T ) 
(14) 

where n ∈ N denotes the period number, T ∈ R > 0 is action-period of jammer and L n ∈ R > 0 is
the period which the jammer is sleeping. The time interval [ nT , nT + L n ) represents the set 
of time instants where the DoS attacks are off. Moreover, the communication is abnormal 
in time interval [ nT + L n , nT + T ) while the jamming signals are acti ve. Therefore, suppose 
that there exists a real sclar L 

min 
n such that L 

min 
n ≤ L n < T < + ∞ . 

By taking the influence of the periodic DoS attacks into consideration, the control signal
is intercepted over the active intervals ∪ n∈ N [ nT + L n , nT + T ) of jamming signals, which 

cause the distributed event-triggered condition (9) cannot be satisfied. Then, it is necessary to
modify the above distributed event-triggered scheme to adapt to the periodic DoS attacks. In
view of this, suppose that the jammer is maintaining a “worst-case jamming scenario” [43] ,
namely, L n = L 

min 
n for all n ∈ N . 

Then the real input of controller can be expressed as 

ˆ x (t ) = S DoS (t ) x q (t ) (15) 

Remark 4. In the presence of the periodic DoS attacks, the attacker’s goal is to destabi-
lize control system by jamming the communication on sensor-to-controller and controller-to- 
actuator channels. According to (14) , under the active interval [ nT + L n , nT + T ) of periodic 
DoS attacks, the measurement signals of each quantizer cannot be successfully sent to the
controller, meanwhile the control output cannot be successfully transmitted to the actuator 
too. In view of this, we consider the case that the periodic jamming signals simultaneously
block both sensor-to-controller and controller-to-actuator communication channels. 

2.5. Actuator saturation 

In this paper, ū (t ) is the control input given by ū (t ) = sat ( u ( t )), and sat ( u(t ) ) =
[ sat ( u 1 (t ) ) , sat ( u 2 (t ) ) , · · · , sat ( u m 

(t ) ) ] T . the saturation nonlinearity function sat ( · ) can be 
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efined as follows [46] 

at (u s ) � 

⎧ ⎨ 

⎩ 

ιs , u s > ιs 
u s , −ιs ≤ u s ≤ ιs , s = 1 , 2, . . . , m 

−ιs , u s < −ιs 

(16)

Then, the saturating input ū (t ) can be represented by a linear u ( t ) and a nonlinear η( u ( t )),
amely 

¯ (t ) = u(t ) − η( u(t ) ) (17)

here η( u ( t )) = [ η( u 1 (t ) ) , η( u 2 (t ) ) , . . . , η( u m 

(t ) ) ] T ∈ R 

m , and η( u ( t )) denotes the dead-zone
onlinear function. 

According to Eq. (16) , there exists a restraint coefficient ε∈ (0, 1), such that ε�m 

s=1 u s (t ) ≥
m 

s=1 η
2 
s ( u(t ) ) holds, namely 

u 

T (t ) u(t ) ≥ ηT ( u(t ) ) η( u(t ) ) (18)

By combining Eqs. (5), (13), (15) and (17) , the real control input ū (t ) under the DoS
ttacks Eq. (14) can be expressed as 

¯ (t ) = 

⎧ ⎨ 

⎩ 

r ∑ 

j=1 
g j 
{
K j 

(
I + �q 

)
x̄ (t ) − η(u(t )) 

}
, t ∈ [ nT , nT + L n ) ∩ 

[
t k,n+1 h, t k+1 ,n+1 h 

)
0, t ∈ [ nT + L n , nT + T ) 

(19)

here t k , n h is the set of control update instants 
(
t 0,n+1 h = nT 

)
in the ( n + 1 ) th jammer action

eriod, which are generated by the distributed event-triggered scheme to be designed later.
o simplify representation, g j is used to represent g j 

(
ϑ( ̂  x ) 

)
and ς i is abbreviated to represent

 i ( ϑ( x )). The released signal under the designed distributed event-triggered scheme can be
epresented as the set x̄ (t k,n+1 h) , k ∈ 

{ 1 , 2, . . . , k(n) } � D ( n) with n ∈ N and k(n) = sup { k ∈
 | ( nT + L n ) ≥ t k,n+1 h} . 
emark 5. According to Eqs. (16) and (18) , the restraint coefficient ε is dependent on two

actors, one is ιs and the other is u s . Similar to [46] , when u s > ιs , η( u s ( t )) 2 = (u s − ιs ) 
2 ≤εu 

2 
s .

hat is to say, ε≥ (
1 − (ιs / | u s | 2 max ) 

)2 
, where ιs is the maximum allowable range for actuator

utput and | u s | max denotes the maximum amplitude of control input u ( t ). 

.6. Modeling of networked T-S fuzzy multi-sensors system under the periodic DoS attacks 

In this paper, to simplify representation, define O 1 ,n = [ nT , nT + L n ) , O 2,n =
 nT + L n , nT + T ) , k ≤ D (n) , C k,n = [ t k,n+1 h, t k+1 ,n+1 h) . 

When the periodic DoS attacks are absent, the event-triggering instant can be expressed
s follows 

 k,n+1 h = 

{
t k j h satisfying (9) | t k j h ∈ O 1 ,n 

} ∪ 

{ nT + T } (20)

here n , j , t k j h, k j ∈ N , k represents the number of triggering times in the (n + 1) th jammer
ction period. 

emark 6. According to Eq. (20) , it is worth emphasizing that the triggering instant t k,n+1 h
enerated by Eq. (7) in the (n + 1) th DoS attacks action period lies in either the interval
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O 1 ,n or ( nT + T ) . In particular, if the event-triggered condition is violated during O 1 ,n , we
can get 

{
t k j h satisfying (9) | t k j h ∈ O 1 ,n 

}= ∅ , then, the triggering instant only occurs at the 
( nT + T ) . 

Similar to [43] , the event intervals C k,n ( ∀ k ∈ D (n) ) can be decomposed as 

C k,n = ∪ 

λk,n 

j=1 

[
t k,n+1 h + ( j − 1) h, t k,n+1 h + jh 

)∪ 

[
t k,n+1 h + λk,n h, t k+1 ,n+1 h 

)
(21) 

where λk,n � sup 

{
j ∈ N | t k,n+1 h + jh < t k+1 ,n+1 h 

}
. 

Let { 

H 

j 
k,n = 

[
t k,n+1 h + ( j − 1) h, t k,n+1 h + jh 

)
H 

λk,n +1 
k,n = 

[
t k,n+1 h + λk,n h, t k+1 ,n+1 h 

) (22) 

Note that 

O 1 ,n = ∪ 

k(n) 
k=0 

{
C k,n ∩ O 1 ,n 

} ⊆ ∪ 

k(n) 
k=0 C k,n (23) 

By combining Eqs. (21) –(23) , the interval O 1 ,n can be expressed as 

O 1 ,n = ∪ 

k(n) 
k=0 ∪ 

λk,n +1 
j=1 �

j 
k,n (24) 

where � j 
k,n = H 

j 
k,n ∩ O 1 ,n . 

Therefore, for the p th sensor, two piecewise functions can be expressed as follows 

τ
p 
k,n (t ) = 

⎧ ⎪ ⎪ ⎪ ⎨ 

⎪ ⎪ ⎪ ⎩ 

t − t p k,n+1 h, t ∈ �1 
k,n 

t − t p k,n+1 h − h, t ∈ �2 
k,n 

. . . 
t − t p k,n+1 h − λk,n h, t ∈ �

λk,n +1 
k,n 

(25) 

and 

e p k,n (t ) = 

⎧ ⎪ ⎪ ⎪ ⎪ ⎪ ⎨ 

⎪ ⎪ ⎪ ⎪ ⎪ ⎩ 

0, t ∈ �1 
k,n 

x p 
(

t p k,n+1 h 

)
− x p 

(
t p k,n+1 h + h 

)
, t ∈ �2 

k,n 

. . . 

x p 
(

t p k,n+1 h 

)
− x p 

(
t p k,n+1 h + λk,n h 

)
, t ∈ �

λk,n +1 
k,n 

(26) 

where τ k , n ( t ) ∈ [0, h ), t ∈ C k,n ∩ O 1 ,n . 
According to the inequality (9) and the definition of τ p 

k,n (t ) and e p k,n (t ) , for all sensors, the
distributed event-triggered condition is given as 

e T k,n (t )�e k,n (t ) > σ 2 x T 
(
t − τk,n (t ) 

)
�x 

(
t − τk,n (t ) 

)
(27) 

where e k,n (t ) = [ 
(
e 1 k,n (t ) 

)T 
, . . . , 

(
e m 

k,n (t ) 
)T 

] T , x 
(
t − τk,n (t ) 

) = [ 
(
x 1 
(
t − τ 1 

k,n (t ) 
))T 

, . . . ,(
x m 

(
t − τm 

k,n (t ) 
))T 

] T . 
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Then the successfully event-triggered sampled state x̄ (t ) can be described as 

¯ (t ) = x 
(
t − τk,n (t ) 

) + e k,n (t ) , t ∈ C k,n ∩ O k,n (28)

By combining Eqs. (2), (28) and (19) , the T-S fuzzy multi-sensors system can be expressed
s 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

˙ x (t ) = 

⎧ ⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎨ 

⎪ ⎪ ⎪ ⎪ ⎪ ⎪ ⎩ 

r ∑ 

i=1 

r ∑ 

j=1 
ς i g j 

{
A i x(t ) + 

(
I + �q 

)
B i K j 

[
x(t − τk,n (t )) + e k,n (t ) 

] − B i η( u(t ) ) 
}
, 

t ∈ O 1 ,n ∩ C k,n 
r ∑ 

i=1 
ς i { A i x(t ) } , t ∈ O 2,n k ∈ D (n) 

x(t ) = φ(t ) , t ∈ [ −h, 0 ] 

(29)

here φ( t ) denotes the supplemented initial condition of the state x ( t ) on [ −h, 0 ] . 

emark 7. By taking the impacts of quantization, actuator saturation and DoS jamming at-
acks into consideration, sufficient conditions are derived to co-design both security controller
nd distributed event-triggered parameters for T-S fuzzy system. To the best of our knowledge,
he multi-sensors-based security control problem for T-S fuzzy system with quantization, DoS
ttacks and actuator saturation is firstly investigated in this paper. 

To proceed with, a definition and a lemma are introduced, which are needed in the proof
f main results. 

efinition 1 [47] . The zero solution of Eq. (29) is said to be globally exponentially stable
GES), if there exist two scalars a > 0 and b > 0, such that for any solution x ( t ) with the initial
unctions φ, one has a‖ φ‖ 2 e −bt ≥‖ x ( t ) ‖ 2 , ∀ t ≥0. 

emma 1 [48] . For any vectors x, y ∈ R 

n , and positive definite matrix Q ∈ R 

n×n , the follow-
ng inequality holds: 

x T y ≤ x T Qx + y T Q 

−1 y. (30)

. Main results 

In this paper, sufficient conditions are presented to ensure GES of the T-S fuzzy system
29) under the periodic DoS attacks. The research results are stated as follows. 

heorem 1. For given positive parameter ε, matrix K j and a jamming signal S DoS (t ) with
he known parameters T and L n . If for some known scalars αs , μs , σ , χ s 

i and h , there exist
atrices P s > 0, Q s > 0, R s > 0, Z s > 0, �> 0, N 

s 
i > 0 and matrices M s , W s , S s , s ∈ {1, 2} with

ppropriate dimensions, such that the following inequalities hold with g j − χ j ς j ≥ 0 for all
 , j = 1, 2,..., r. 

�s 
i j − N 

s 
i < 0 (31)

χ s 
i �

s 
ii − χ s 

i N 

s 
i + N 

s 
i < 0 (32)

χ s 
i �

s 
i j + χ s 

j �
s 
ji − χ s 

i N 

s 
j − χ s 

j N 

s 
i + N 

s 
i + N 

s 
j < 0(i < j) (33)
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Q s ≤ μ3 −s Q 3 −s , R s ≤ μ3 −s R 3 −s Z s ≤ μ3 −s Z 3 −s (34) 

P 1 ≤ μ2 P 2 , P 2 ≤ μ1 e 
2(α1 + α2 ) h P 1 (35) 

0 < ρ = 2α1 L n − 2α2 ( T − L n ) − 2 ( α1 + α2 ) h − ln ( μ1 μ2 ) (36) 

where 

�s 
i j = 

⎡ 

⎢ ⎢ ⎣ 

�̌s 
11 ∗ ∗

�s 
21 �s 

22 ∗
�s 

31 0 �s 
33 

⎤ 

⎥ ⎥ ⎦ 

, �̌s 
11 = �̌s 

11 + �s + �T 
s 

�̌1 
11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

�1 
11 ∗ ∗ ∗ ∗

�1 
21 σ 2 � ∗ ∗ ∗

0 0 �1 
33 ∗ ∗

�1 
41 0 0 −� ∗

−B 

T 
i P 0 0 0 −I 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �̌2 
11 = 

⎡ 

⎢ ⎢ ⎣ 

�2 
11 ∗ ∗

0 0 ∗
0 0 �2 

33 

⎤ 

⎥ ⎥ ⎦ 

�1 
11 = 2α1 P 1 + P 1 A i + A 

T 
i P 1 + Q 1 , �

1 
21 = �1 

41 = (I + �q ) K 

T 
j B 

T 
i P 1 , �

1 
33 = −e −2α1 h Q 1 

�1 
21 = 

√ 

h 

⎡ 

⎢ ⎢ ⎣ 

W 

T 
i j1 0 

S 

T 
i j1 0 

M 

T 
i j1 0 

⎤ 

⎥ ⎥ ⎦ 

, �2 
21 = 

√ 

h 

⎡ 

⎢ ⎢ ⎣ 

W 

T 
i j2 

S 

T 
i j2 

M 

T 
i j2 

⎤ 

⎥ ⎥ ⎦ 

�1 
31 = 

⎡ 

⎢ ⎢ ⎣ 

√ 

h P 1 A i 

√ 

h (I + �q ) P 1 B i K j 0 

√ 

h (I + �q ) P 1 B i K j −P 1 B i 
√ 

h P 1 A i 

√ 

h (I + �q ) P 1 B i K j 0 

√ 

h (I + �q ) P 1 B i K j −P 1 B i 

0 

√ 

ε (I + �q ) K j 0 

√ 

ε (I + �q ) K j 0 

⎤ 

⎥ ⎥ ⎦ 

�1 
22 = −e −2α1 h diag{ R 1 , R 1 , Z 1 } , �1 

33 = diag{−P 1 R 

−1 
1 P 1 , −P 1 Z 

−1 
1 P 1 , −I } 

�2 
11 = −2α2 P 2 + P 2 A i + A 

T 
i P 2 + Q 2 , �

2 
33 = −e 2α2 h Q 2 , �

2 
22 = diag{−R 2 , −R 2 , −Z 2 } 

�2 
31 = 

√ 

h 

[ 

P 2 A i 0 0 

P 2 A i 0 0 

] 

, �2 
33 = diag{−P 2 R 

−1 
2 P 2 , −P 2 Z 

−1 
2 P 2 } 

�1 = 

[
M i j1 + W i j1 −W i j1 + S i j1 −M i j1 − S i j1 0 

]
�2 = 

[
M i j2 + W i j2 −W i j2 + S i j2 −M i j2 − S i j2 

]
M i j1 = 

[
M 

T 
i j11 M 

T 
i j12 M 

T 
i j13 M 

T 
i j14 

]T 
, M i j2 = 

[
M 

T 
i j21 M 

T 
i j22 M 

T 
i j23 

]T 

W i j1 = 

[
W 

T 
i j11 W 

T 
i j12 W 

T 
i j13 W 

T 
i j14 

]T 
, W i j2 = 

[
W 

T 
i j21 W 

T 
i j22 W 

T 
i j23 

]T 

S i j1 = 

[
S 

T 
i j11 S 

T 
i j12 S 

T 
i j13 S 

T 
i j14 

]T 
, S i j2 = 

[
S 

T 
i j21 S 

T 
i j22 S 

T 
i j23 

]T 

then the T-S fuzzy system (29) with DoS attacks are GES with decay rate ε � 

ρ . 
2T 
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h  

w

2

2
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w  [
 [
roof. Choose the Lyapunov-Krasovskii functional as follows 

 β(t ) = x T (t ) P β(t ) x(t ) + 

∫ t 

t−h 
x T (s) e (·) Q β(t ) x(s) ds + 

∫ 0 

−h 

∫ t 

t+ v 
˙ x T (s) e (·) R β(t ) ̇  x (s) d sd v 

+ 

∫ 0 

−h 

∫ t 

t+ v 
˙ x T (s) e (·) Z β(t ) ̇  x (s) d sd v (37)

here Q β( t ) > 0, Z β( t ) > 0, P β( t ) > 0, αβ( t ) > 0, e (·) � e 2(−1) β(t ) αβ(t ) (t−s) , and the variable β( t ) is
efined as follows 

(t ) = 

{ 

1 , t ∈ [ −h, 0 ] ∪ 

(∪ n∈ N O 1 ,n 
)

2, t ∈ ∪ n∈ N O 2,n 

When β( t ) = 1, by taking the derivative of V 1 ( t ) for t ∈ O 1 ,n ∩ C 1 ,n , it yields that 

˙ 
 1 (t ) ≤ −2α1 V 1 (t ) + 2α1 x 

T (t ) P 1 x(t ) + 2x T (t ) P 1 ̇  x (t ) + x T (t ) Q 1 x(t ) + h ̇  x T (t ) ( R 1 + Z 1 ) ̇  x (t ) 

− x T (t − h) e −2α1 h Q 1 x(t − h) + 

∫ t 

t−h 
˙ x T (s) e −2α1 h Z 1 ̇  x (s) ds 

+ 

∫ t 

t −τk,n (t ) 
˙ x T (s) e −2α1 h R 1 ̇  x (s) ds + 

∫ t −τk,n (t ) 

t−h 
˙ x T ( s) e −2α1 h R 1 ̇  x ( s) ds (38)

n which 

 ̇  x T (t ) ( R 1 + Z 1 ) ̇  x (t ) = hA 

T 
0 ( R 1 + Z 1 ) A 0 + hA 

T 
1 ( R 1 + Z 1 ) A 1 (39)

here A 0 = A i x(t ) , A 1 = 

(
I + �q 

)
B i 
[(

x(t − τk,n (t ) 
) + e k,n (t ) 

] − B i η( u(t ) ) . 
By employing the free-weighting matrices method [49] , one can get 

 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) M i j1 

[
x(t ) − x(t − h) −

∫ t 

t−h 
˙ x (s) ds 

]
= 0, 

 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) W i j1 

[
x(t ) − x(t − τk,n (t )) −

∫ t 

t −τk,n (t ) 
˙ x (s) ds 

]
= 0, 

 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) S i j1 

[
x(t − τk,n (t )) − x(t − h) −

∫ t −τk,n (t ) 

t−h 
˙ x (s) ds 

]
= 0. (40)

here M ij , S ij , W ij are matrices with appropriate dimensions, ξT (t ) =
ξT 

1 (t ) I I I I I I 
]
, ξT 

1 (t ) = 

[
ξT 

2 (t ) e T k,n (t ) ηT (t ) 
]
, ξT 

2 (t ) =
x T (t ) x T 

(
t − τk,n (t ) 

)
x T (t − h) 

]
. 

According to Lemma 1 and apply (40) , the following inequalities are obtained 

−2 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) M i j1 

∫ t 

t−h 
˙ x (s) ds ≤

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j he 2α1 h ξT 
1 (t ) M i j1 Z 

−1 
1 M 

T 
i j1 ξ1 (t ) 

+ 

∫ t 

t−h 
˙ x T (s) e −2α1 h Z 1 ̇  x (s) ds 
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V

V

 

−2 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) W i j1 

∫ t 

t −τk,n (t ) 
˙ x ( s) ds ≤

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j he 2α1 h ξT 
1 (t ) W i j1 R 

−1 
1 W 

T 
i j1 ξ1 (t ) 

+ 

∫ t 

t −τk,n (t ) 
˙ x T (s) e −2α1 h R 1 ̇  x (s) ds 

−2 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) S i j1 

∫ t −τk,n (t ) 

t−h 
˙ x ( s) ds ≤

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j he 2α1 h ξT 
1 (t ) S i j1 R 

−1 
1 S 

T 
i j1 ξ1 (t ) 

+ 

∫ t −τk,n (t ) 

t−h 
˙ x T (s) e −2α1 h R 1 ̇  x (s) ds (41) 

According to the event-triggered condition (27) , the following inequality is derived 

e T k,n (t )�e k,n (t ) > σ 2 x T 
(
t − τk,n (t ) 

)
�x 

(
t − τk,n (t ) 

)
(42) 

By recalling the constraint of actuator saturation (18) , one can get that 

εu 

T (t ) u(t ) − ηT ( u(t ) ) η( u(t ) ) ≥ 0. (43) 

From Eq. (19) , the following equality can be obtained 

εu 

T (t ) u(t ) = 

r ∑ 

j=1 

g i 
(
ε B 

T 
1 K 

T 
j K j B 1 

)
(44) 

where B 1 = (I + �q ) 
[
x(t − τk,n (t )) + e k,n (t ) 

]
. 

By combining Eqs. (38) –(44) , the inequality (38) can be rewritten as 

˙ 
 1 (t ) ≤ − 2α1 V 1 (t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
1 (t ) 

[ 
�̌1 

11 + he 2α1 h M i j1 Z 

−1 
1 M 

T 
i j1 + he 2α1 h W i j1 R 

−1 
1 W 

T 
i j1 

+ he 2α1 h S i j1 R 

−1 
1 S 

T 
i j1 + hA 

T 
1 ( R 1 + Z 1 ) A 1 + hA 

T 
0 ( R 1 + Z 1 ) A 0 + ε B 

T 
1 K 

T 
j K j B 1 

]
ξ1 (t ) 

(45) 

By using Schur complement, one can get that 

˙ 
 1 (t ) ≤ −2α1 V 1 (t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j 
[
ξT (t )�1 

i j ξ (t ) 
]

(46) 

Similar to [50] , a slack matrix N 

1 
i is introduced 

r ∑ 

i=1 

r ∑ 

j=1 

ς i 
(
ς j − g j 

)
N 

1 
i = 

r ∑ 

i=1 

ς i 

⎛ 

⎝ 

r ∑ 

j=1 

ς j −
r ∑ 

j=1 

g j 

⎞ 

⎠ N 

1 
i = 

r ∑ 

i=1 

ς i (1 − −1) N 

1 
i = 0 

where N 

1 
i = (N 

1 
i ) 

T ∈ R 

n×n > 0, i = 1 , 2, . . . , r, are arbitrary matrices. Then, the inequality
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V  
45) can be rewritten as 

˙ 
 1 (t ) ≤

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j 
[
ξT (t )�1 

i j ξ (t ) 
] − 2α1 V 1 (t ) 

= 

r ∑ 

i=1 

r ∑ 

j=1 

ς i 
(
ς j − g j + χ j ς j − χ j ς j 

)
ξT (t ) N 

1 
i ξ (t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j 
[
ξT (t )�1 

i j ξ (t ) 
] − 2α1 V 1 (t ) 

= 

r ∑ 

i=1 

r ∑ 

j=1 

ς i ς j ξ
T (t ) 

(
χ�1 

i j − χ j N 

1 
i + N 

1 
i 

)
ξ ( t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i 
(
g j − χ j ς j 

)
ξT ( t ) 

(
�1 

i j − N 

1 
i 

)
ξ ( t ) − 2α1 V 1 ( t

(47)

From Eq. (47) , one can get 

˙ 
 1 (t ) ≤ −2α1 V 1 (t ) + 

r ∑ 

i=1 

ς 2 i ξ
T (t ) 

(
χi �

1 
ii − χi N 

1 
i + N 

1 
i 

)
ξ ( t ) + 

r ∑ 

i=1 

ς i 
(
g j − χ j ς j 

)
ξT ( t ) 

(
�1 

i j − N 

1 
i 

)
ξ (t ) + 

r ∑ 

i=1 

∑ 

i< j 

ξT (t ) 
(
χ j �

1 
i j + χi �

1 
ji − χ j N 

1 
i − χi N 

1 
j + N 

1 
i + N 

1 
j 

)
ξ (t ) (48)

According to the inequalities (31) –(33) and (48) , one can obtain 

˙ 
 1 (t ) ≤ −2α1 V 1 (t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j 
[
ξT (t )�1 

i j ξ (t ) 
]
< 0 (49)

ith g j − χ j ς j ≥ 0 for all j . 
When β(t ) = 2, by taking derivation on V 2 ( t ) for t ∈ 

[
t 2,n , t 1 ,n+1 

)
, we can get 

˙ 
 2 (t ) ≤ 2α2 V 2 (t ) + 

r ∑ 

i=1 

r ∑ 

j=1 

ς i g j ξ
T 
2 (t ) 

[ 
�̌2 

11 + hA 

T 
0 ( R 2 + Z 2 ) A 0 

] 
ξ2 (t ) (50)

By using the Schur complement and apply Eqs. (31) –(33) , we deduce that ˙ V 2 (t ) ≤2 α2 V 2 ( t ).
Next, construct a Lyapunov functional candidate as: V (t ) = V β(t ) , β(t ) ∈ { 1 , 2} . From The-

rem 1 , the following inequalities can be obtained 

 (t ) ≤
{ 

e −2α1 ( t−t 1 ,n ) V 1 
(
t 1 ,n 

)
, t ∈ 

[
t 1 ,n , t 2,n 

)
e 2α2 ( t−t 2,n ) V 2 

(
t 2,n 

)
, t ∈ 

[
t 2,n , t 1 ,n+1 

) (51)

here t s,n = 

{
nT , s = 1 

nT + L n , s = 2 

. 

Similar to [43] , from Eqs. (34) –(36) , it can be obtained that 

2 V 2 
(
t −1 ,n 

) − V 1 
(
t 1 ,n 

) ≥ 0, μ1 e 
2 ( α1 + α2 ) h V 2 

(
t −2,n 

) − V 2 
(
t 2,n 

) ≥ 0 (52)

Consider that for any given t ≥0, there exists a non-negative integer n ∈ N such that t ∈ [ t 1, n ,
 2, n ) or t ∈ 

[
t 2,n , t 1 ,n+1 

)
. For t ∈ [ t 1, n , t 2, n ), it follows from Eqs. (51) and (52) that 

 1 (t ) ≤ μ2 e 
−2α1 ( t −t −1 ,n ) V 2 

(
t −1 ,n 

) ≤ ( μ1 μ2 ) 
n e d+2 ( α1 + α2 ) n V 1 

(
t 1 , 0 

)
(53)
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where d = −2α1 [(t − t 1 ,n ) + (t 2,n−1 − t 1 ,n−1 ) + · · · + (t 1 , 0 − t 2, 0 )] + 2α2 [(t 1 ,n − t 2,n−1 ) +
(t 1 ,n−1 − t 2,n−2 ) + · · · + (t 1 , 1 − t 2, 0 )] . 

Notice that nT = t 1 ,n ≤ t ≤ t 2,n = 

(
nT + L 

min 
n 

)
, namely, n > 

t−L min 
n 

T . By combining (52) and
(53) , we have 

 (t ) ≤ e 
ρL n 

T t e −
ρ

T t V 1 (0) (54) 

Similarly, for t ∈ 

[
t 2,n , t 2,n+1 

)
, Eq. (54) can be rewritten as 

 (t ) ≤ e −
ρ

T t 
V 1 (0) 

μ2 
(55) 

Then, define M 0 = max 

{
e 
[ 

ρL n 
T /T 

] 
, 1 

μ2 

}
, M 1 = min 

{ λmin P s } , M 3 = M 1 + hλmin ( Q s ) + 

h 2 

2 λmin (R s + Z s ) , from Eqs. (54) and (55) , one can get 

 (t ) ≤ M 0 e 
− ρ

T t V 1 (0) (56) 

It can be derived from the definition of V ( t ) that 

 (t ) ≤ M 1 ‖ x(t ) ‖ 2 , V 1 (t ) ≤ M 3 ‖ φ‖ 2 h (57) 

By combining (56) and (57) , one can obtain 

‖ x(t ) ‖≤
√ 

M 0 M 3 

M 1 
M 0 e 

−εt ‖ φ‖ h , ∀ t ≥ 0 (58) 

Based on the Definition 1 and Eq. (58) , we can derive that the T-S fuzzy system (29) are
GES with decay rate ε if Eqs. (31) –(36) hold. 

This completes the proof. �
In Theorem 1 , sufficient conditions which can guarantee the GES of the T-S fuzzy system

(29) have been obtained. However, due to the existence of nonlinear terms such like (I +
� q) B i K j in Theorem 1 , it cannot be solved through LMIs. Furthermore, the nonlinear terms
will be treated in the following section and the desired controller gains will be given. 

Theorem 2. For given a jamming signal S DoS (t ) with known parameters T and L n , positive
parameters ε, αs , μs , h , o s , ϱs , ψ 1 s , ψ 2 s , ψ 3 s , trigger parameter σ , quantized parameter
δ, the T-S fuzzy system are GES if there exist positive matrices X s > 0, ˜ P s > 0, ˜ Q s > 0,
˜ R s > 0, ˜ Z s > 0, N̄ 

s 
i > 0( s = 1 , 2 ) , �, Y j and matrices M̄ s , W̄ s , S̄ s ( s = 1 , 2 ) with appropriate 

dimensions, then the following LMIs hold with g j − χ j ς j ≥ 0 for all i, j = 1 , 2, . . . , r. 

�̄s 
i j − N̄ 

s 
i < 0 (59) 

χ s 
i �̄

s 
ii − χ s 

i N̄ 

s 
i + N̄ 

s 
i < 0 (60) 

χ s 
i �̄

s 
i j + χ s 

j �̄
s 
ji − χ s 

i N̄ 

s 
j − χ s 

j N̄ 

s 
i + N̄ 

s 
i + N̄ 

s 
j < 0(i < j) (61) 

[−μ2 X 2 ∗
X 2 −X 1 

]
≤ 0, 

[−μ1 e 2(α1 + α2 ) h X 1 ∗
X 1 −X 2 

]
≤ 0 (62) 
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[−μ3 −s ˜ Q s ∗
X 3 −s ψ 

2 
1 s 

˜ Q s − 2ψ 1 s X s 

]
≤ 0, 

[−μ3 −s ˜ R s ∗
X 3 −s ψ 

2 
2s 

˜ R s − 2ψ 2s X s 

]
≤ 0, [−μ3 −s ̃  Z s ∗

X 3 −s ψ 

2 
3 s ̃

 Z s − 2ψ 3 s X s 

]
≤ 0 (63)

here 

�̄1 
i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

¯̌
�1 

11 ∗ ∗ ∗ ∗
�̄1 

21 �̄1 
22 ∗ ∗ ∗

�̄1 
31 0 �̄1 

33 ∗ ∗
�̄1 

41 0 0 −I ∗
�̄1 

51 0 �̄1 �̄2 �̄1 
55 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 
¯̌
�1 

11 = �̄1 
11 + �̄1 + �̄T 

1 

�̄1 
11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

�̄1 
11 ∗ ∗ ∗ ∗

Y 

T 
j B 

T 
i σ 2 �̄ ∗ ∗ ∗

0 0 −e −2α1 h ˜ Q 1 ∗ ∗
Y 

T 
j B 

T 
i 0 0 −�̄ ∗

−B 

T 
i 0 0 0 −I 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, �̄1 
11 = A i X 1 + X 1 A 

T 
i + 2α1 X 1 + 

˜ Q 1 

�̄1 
22 = diag{−e −2α1 h ˜ R 1 , −e −2α1 h ˜ R 1 , −e −2α1 h ˜ Z 1 } , �̄1 

21 = 

√ 

h 

⎡ 

⎢ ⎣ 

W̄ 

T 
i j1 0 

S̄ T i j1 0 

M̄ 

T 
i j1 0 

⎤ 

⎥ ⎦ 

�̄1 
31 = 

[ √ 

h A i X 1 

√ 

h B i Y j 0 
√ 

h B i Y j −B i √ 

h A i X 1 

√ 

h B i Y j 0 
√ 

h B i Y j −B i 

] 

, �̄1 
33 = diag{−2� 1 X 1 + � 2 1 R 1 , −2� 2 X 1 + � 2 2 Z 1 }

�̄1 
41 = 

√ 

ε 
[
0 Y j 0 Y j 0 

]
, �̄1 

51 = 

[ √ 

m 1 δB 

T 
i 0 0 0 0 

0 Y j 0 0 Y j 

] 

�̄1 = 

[ 

δ
√ 

hm 1 B 

T 
i δ

√ 

hm 1 B 

T 
i 

0 0 

] 

, �̄2 = 

[ 

δ
√ 

m 1 ε 

0 

] 

, �̄1 
55 = 

[ 

−I ∗
0 −m 1 I 

] 

�̄2 
i j = 

⎡ 

⎢ ⎣ 

¯̌
�2 

11 ∗ ∗
�̄2 

21 �̄2 
22 ∗

�̄2 
31 0 �̄2 

33 

⎤ 

⎥ ⎦ 

, 
¯̌
�2 

11 = �̄2 
11 + �̄2 + �̄T 

2 , �̄
2 
11 = 

⎡ 

⎢ ⎣ 

�̄2 
11 ∗ ∗

0 0 ∗
0 0 −e 2α2 h ˜ Q 2 

⎤ 

⎥ ⎦ 

�̄2 
11 = A i X 2 + X 2 A 

T 
i − 2α2 X 2 + 

˜ Q 2 , �̄
2 
22 = diag{−e 2α2 h ˜ R 2 , −e 2α2 h ˜ R 2 , −e 2α2 h ˜ Z 2 } 

�̄2 
21 = 

√ 

h 

⎡ 

⎢ ⎣ 

W̄ 

T 
i j2 0 

S̄ T i j2 0 

M̄ 

T 
i j2 0 

⎤ 

⎥ ⎦ 

, �̄2 
31 = 

√ 

h 

[ 

A i X 2 0 0 

A i X 2 0 0 

] 

, �̄2 
33 = 

[ 

−2o 1 X 2 + o 2 1 R 2 ∗
0 −2o 2 X 2 + o 2 2 Z 2 

] 

�̄1 = 

[
M̄ i j1 + W̄ i j1 −W̄ i j1 + S̄ i j1 −M̄ i j1 − S̄ i j1 0 

]
�̄2 = 

[
M̄ i j2 + W̄ i j2 −W̄ i j2 + S̄ i j2 −M̄ i j2 − S̄ i j2 

]
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M̄ i j1 = 

[
M̄ 

T 
i j11 M̄ 

T 
i j12 M̄ 

T 
i j13 M̄ 

T 
i j14 

]T 
, M̄ i j2 = 

[
M̄ 

T 
i j21 M̄ 

T 
i j22 M̄ 

T 
i j23 

]T 

W̄ i j1 = 

[
W̄ 

T 
i j11 W̄ 

T 
i j12 W̄ 

T 
i j13 W̄ 

T 
i j14 

]T 
, W̄ i j2 = 

[
W̄ 

T 
i j21 W̄ 

T 
i j22 W̄ 

T 
i j23 

]T 

S̄ i j1 = 

[
S̄ T i j11 S̄ T i j12 S̄ T i j13 S̄ T i j14 

]T 
, S̄ i j2 = 

[
S̄ T i j21 S̄ T i j22 S̄ T i j23 

]T 

Moreover, based on the feasible conditions above, the controller gains for T-S fuzzy system
can be given by 

K j = Y j X 

−1 
1 (64) 

Proof. Due to the existence of quantization, the matrix �s 
i j in Eq. (31) with i = 1 can be

rewritten as the following form 

�1 
i j = �i j + sy m { Q 

T 
C � qQ J } . (65) 

where 

�i j = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

˜ 
�̌1 

11 ∗ ∗ ∗ ∗ ∗
˜ �21 

i j 
˜ �22 

i j ∗ ∗ ∗ ∗
˜ �31 

i j 0 

˜ �33 
i j ∗ ∗ ∗

˜ �41 
i j 0 0 −I ∗ ∗

˜ �51 
i j 0 0 0 −I ∗

˜ �61 
i j 0 0 0 0 −I 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

, 
˜ 
�̌1 

11 = 

˜ �1 
11 + �1 + �T 

1 

˜ �1 
11 = 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

˜ �1 
11 ∗ ∗ ∗ ∗

K 

T 
j B 

T 
i P 1 σ 2 � ∗ ∗ ∗

0 0 −e −2α1 h Q 1 ∗ ∗
K 

T 
j B 

T 
i P 1 0 0 −� ∗

−B 

T 
i P 0 0 0 −I 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

˜ �1 
11 = 2α1 P 1 + P 1 A i + A 

T 
i P 1 + Q 1 , ˜ �1 

22 = −e −2α1 h diag{ R 1 , R 1 , Z 1 } 

˜ �1 
21 = 

√ 

h 

⎡ 

⎢ ⎣ 

W 

T 
i j1 0 

S 

T 
i j1 0 

M 

T 
i j1 0 

⎤ 

⎥ ⎦ 

, ˜ �1 
31 = 

⎡ 

⎢ ⎣ 

√ 

h P 1 A i �̄1 0 �̄1 −P 1 B i √ 

h P 1 A i �̄1 0 �̄1 −P 1 B i 

0 

√ 

ε K j 0 

√ 

ε K j 0 

⎤ 

⎥ ⎦ 

˜ �1 
33 = diag{−P 1 R 

−1 
1 P 1 , −P 1 Z 

−1 
1 P 1 , −I } , Q C = 

[
P 1 B i 0 0×7 

√ 

h P 1 B i 

√ 

h P 1 B i 
√ 

ε 
]

Q J = 

[
0 K j 0 K j 0 0×7 

]
, �1 = 

[
M i j1 + W i j1 −W i j1 + S i j1 −M i j1 − S i j1 0 

]
M i j1 = 

[
M 

T 
i j11 M 

T 
i j12 M 

T 
i j13 M 

T 
i j14 

]T 
, �̄1 = 

√ 

h P 1 B i K j 

W i j1 = 

[
W 

T 
i j11 W 

T 
i j12 W 

T 
i j13 W 

T 
i j14 

]T 
, S i j1 = 

[
S 

T 
i j11 S 

T 
i j12 S 

T 
i j13 S 

T 
i j14 

]T 

From Eq. (65) , there exists scalar m 1 > 0 such that 

�i j + m 1 Q 

T 
C � 

2 
q Q C + m 

−1 
1 Q 

T 
J Q J < 0 (66) 
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Notice that � 

2 
q < δ2 I , the inequality (66) can be rewritten as 

i j + m 1 δ
2 Q 

T 
C Q C + m 

−1 
1 Q 

T 
J Q J < 0 (67)

For any positive scalars ϱs , o s , due to (
R s − � 

−1 
s P s 

)
R 

−1 
s 

(
R s − � 

−1 
s P s 

) ≥ 0 (
Z s − o 

−1 
s P s 

)
Z 

−1 
s 

(
Z s − o 

−1 
s P s 

) ≥ 0, ( s = 1 , 2 ) 
(68)

Form Eq. (68) , one can get 

P 1 R 

−1 
1 P 1 ≤ −2� 1 P 1 + � 

2 
1 R 1 , −P 2 R 

−1 
2 P 2 ≤ −2� 2 P 2 + � 

2 
2 R 2 

P 1 Z 

−1 
1 P 1 ≤ −2o 1 P 1 + o 

2 
1 Z 1 , −P 2 Z 

−1 
2 P 2 ≤ −2o 2 P 2 + o 

2 
2 Z 2 (69)

Define J 1 = diag{ X 1 , X 1 , . . . , X 1 ︸ ︷︷ ︸ 
4 

, I , X 1 , X 1 , . . . , X 1 ︸ ︷︷ ︸ 
5 

, I , I , I } , J 2 = diag{ X 2 , X 2 , . . . , X 2 ︸ ︷︷ ︸ 
8 

} ,

 s = P 

−1 
s , ˜ Z s = X s Z s X 

T 
s , 

˜ R s = X s R s X 

T 
s , 

˜ Q s = X s Q s X 

T 
s , 

˜ � = X s �X 

T 
s , W̄ i js = X s W i js X 

T 
s ,¯

 i js = X s S i js X 

T 
s , M̄ i js = X s M i js X 

T 
s , N̄ 

s 
i = X s N 

s 
i X 

T 
s (s = 1 , 2) , Y j = K j X 1 . According to Eq. (69) ,

y replacing −P s R 

−1 
s P s , −P s Z 

−1 
s P s in Eq. (65) with −2� s P s + � 

2 
s R s , −2o s P s + o 

2 
s Z s ( s = 1 , 2 ) ,

espectively, and pre- and post- multiplying J 1 and its transpose on both sides of Eq. (65) ,
hen we can obtain the inequalities (59) with s = 1 . Similarly, pre- and post- multiplying J 2

nd its transpose on both sides of Eq. (65) , the inequalities (59) with s = 2 can be obtained
s well. That is, one can see that Eqs.(59) –(63) ensure Eqs. (31) –(36) hold. Then if Eqs.
31) –(36) hold, similar to Theorem 1 , 

∑ r 
i=1 

∑ r 
j=1 ς i 

(
ς j − g j 

)
N̄ 

1 
i = 0, the system (29) is

ES. According to Y j = K j X 1 , the desired controller gains can be expressed as Eq.(64) . 
This completes the proof. �

emark 8. The calculating cost increased with the amount of decision variables, which is one
f important problem leading to conservatism of the result. Fortunately, the feasible solutions
o LMIs (59) –(63) are obtained by using the off-line calculation methods. Furthermore, with
he continuous development of computer hardware, it will further reduce the impact of the
onservativeness of the results, which is no longer a fatal problem. 

. Numerical examples 

In this section, two examples are given to illustrate the usefulness of the proposed controller
esign method for T-S fuzzy system with quantization, DoS attacks and actuator saturation. 

xample 1. Consider the following system [51] : 

Rule 1:IF ϑ1 ( x ) is ±π , THEN 

˙  (t ) = A 1 x(t ) + B 1 ̄u (t ) 

Rule 2:IF ϑ2 ( x ) is ±0, THEN 

˙  (t ) = A 2 x(t ) + B 2 ̄u (t ) 
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where 

A 1 = 

[−2. 10 0. 10 

1 −2. 11 

]
, A 2 = 

[ −1 . 9 0 

−0. 21 −1 . 1 

]
, B 1 = 

[
0. 1 

−0. 8 

]
, B 2 = 

[
0 

−1 . 2 

]

ς 1 ( ϑ(x) ) = 

(
1 − 1 

1 + e −3 ( ϑ(x) −0. 5 π) 

)
, 

(
1 

1 + e −3 ( ϑ(x)+0. 5 π) 

)
, g 2 ( ϑ(x) ) = 1 − ς 1 ( ϑ(x) ) 

The fuzzy controller is shown as follows: 
Rule 1:IF ϑ 1 

( ˆ x 
)

is ±π , THEN 

u(t ) = K 1 x q (t ) 

Rule 2:IF ϑ 2 
( ˆ x 
)

is ±0, THEN 

u(t ) = K 2 x q (t ) 

The membership functions are given by: 

ς 1 
(
ϑ 1 ( ̂  x ) 

) = 0. 99 e 
−ϑ( ̂ x ) 2 

2×1 . 5 2 , g 2 
(
ϑ 1 ( ̂  x ) 

) = 1 − ς 1 
(
ϑ 1 ( ̂  x ) 

)
Suppose there are three sensors with its own quantization mechanism and event-triggered 

scheme. Set the sleeping time of the jammer L n = 1 . 78 s, T = 2s, the parameters of event-
triggered scheme σ 2 

1 = 0. 7 , σ 2 
2 = 0. 3 , σ 2 

3 = 0. 2, χ1 = 0. 75 , χ2 = 0. 95 which can guarantee
g j − χ̄ j ς j ≥ 0. Let μ1 = 1 . 03 , μ2 = 1 . 03 , α1 = 0. 15 , α2 = 0. 4, o 1 = o 2 = 8 , � 1 = � 2 = 8
and the saturation parameter ε = 0. 7 . 

By solving Theorem 2 using MATLAB, we can obtain the following parameters 

 1 = 

[−0. 1823 2. 3703 

]
, Y 2 = 

[−0. 5039 36 . 0145 

]
, X 1 = 

[−0. 0012 −0. 00017 

−0. 0002 −0. 0013 

]
(70) 

According to Eq. (70) , the controller gains can be figured out from Eq. (64) in Theorem
(2) as follows: 

K 1 = 

[
0. 0002 −0. 0021 

]
, K 2 = 

[
0. 0005 −0. 0319 

]
(71) 

The initial states of system (29) are given by x 1 (0) = x 2 (0) = 

[
1 −2 

]T 
and the sampling

period is taken as h = 0.1 s . The following simulation results from Figs. 2 –7 can be depicted.
Figs. 2 –4 show the release time intervals of three trigger schemes, respectively. Fig. 5 presents
the state response of x ( t ). Fig. 6 shows the signal of periodic DoS attacks. The saturation
control signal sat ( u ( t )) is depicted in Fig. 7 with red solid line while the original control signal
is with blue dashed. In Fig. 8 , the output of quantizer is described by red line while the original
signal is depicted by yellow line. The simulation results from t ∈ [0, 30] demonstrate that the
T-S fuzzy system subject to periodic DoS attacks are stable and the designed algorithm is
feasible. 

Example 2. Consider the following flexible joint robot arm model [52] : 

I 1 ̈θ + mglsin (θ1 ) + k(θ1 − θ2 ) , (72) 

I 2 ̈θ + bθ2 + k(θ2 − θ1 ) = u. (73) 
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Fig. 2. Release intervals of sensors 1 with T = 2s and L n = 1 . 78 . 
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Fig. 3. Release intervals of sensors 2 with T = 2s and L n = 1 . 78 . 
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Fig. 7. The output of saturated actuator. 
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Let x 1 = θ1 , x 2 = 

˙ θ1 , x 3 = θ2 , x 4 = θ̈2 , the state equation of the system can be expressed
as: 

˙ x (t ) = 

⎡ 

⎢ ⎢ ⎣ 

0 1 0 0 

ψ 1 0 ψ 2 0 

0 0 0 1 

ψ 3 0 −ψ 3 ψ 4 

⎤ 

⎥ ⎥ ⎦ 

x(t ) + 

⎡ 

⎢ ⎢ ⎣ 

0 

0 

0 

1 
I 2 

⎤ 

⎥ ⎥ ⎦ ̄

u (t ) (74) 

where 

ψ 1 = −mgl 

I 1 

sin x 1 (t ) 

x 1 (t ) 
− k 

I 1 
, ψ 2 = 

k 

I 1 
, ψ 3 = 

k 

I 2 
, ψ 4 = 

b 

I 2 
, x(t ) = 

[
x T 1 (t ) x T 2 (t ) x T 3 (t ) x T 4 (t ) 

]T 

The practical system parameters are chosen as m = 0.02 kg , I 1 = I 2 = 1 kgm 

2 ,
k = 0.06 Nm / rad , l = 1 m , b = 0.008 Nms / rad , g = 9.78 m / s 2 . The system (74) can be described
by T-S fuzzy model as follows: 

Rule 1:IF x 1 ( t ) is ω 1 , THEN 

˙ x (t ) = A 1 x(t ) + B 1 ̄u (t ) 

Rule 2:IF x 1 ( t ) is ω 2 , THEN 

˙ x (t ) = A 2 x(t ) + B 2 ̄u (t ) 
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A 1 = 

⎡ 

⎢ ⎢ ⎣ 

0 1 0 0 

−0. 2556 0 0. 06 0 

0 0 0 1 

0. 06 0 −0. 06 −0. 008 

⎤ 

⎥ ⎥ ⎦ 

, A 2 = 

⎡ 

⎢ ⎢ ⎣ 

0 1 0 0 

−0. 1845 0 0. 06 0 

0 0 0 1 

0. 06 0 −0. 06 −0. 008 

⎤ 

⎥ ⎥ ⎦ 

B 1 = B 2 = 

[
0 0 0 1 

]T 
, ω 1 = 0, ω 2 = ±π

2 

Set the event-triggered parameters σ 2 
1 = 0. 5 , σ 2 

2 = 0. 3 , σ 2 
3 = 0. 1 , χ1 = 0. 75 , χ2 = 0. 95

hich can ensure g j − χ̄ j ς i ≥ 0. Let μ1 = 1 . 03 , μ2 = 1 . 03 , α1 = 0. 16 , α2 = 0. 4, o 1 = o 2 =
0, � 1 = � 2 = 10, T = 2s, L n = 1 . 76 s and the saturation parameter ε = 0. 7 . 

Based on Matlab toolbox and applying Theorem 2 , the following parameters can be ob-
ained 

Y 1 = 

[
0. 0023 −0. 0002 0. 0055 −4. 6329 

]
, 

Y 2 = 

[
0. 1514 0. 0011 0. 3406 −82. 0498 

]
(75)

X 1 = 

⎡ 

⎢ ⎢ ⎣ 

−259 . 57 −5 . 19 −0. 0103 −0. 289 

−5 . 19 −259 . 30 −0. 290 −0. 007 

−0. 0103 −0. 290 −259 . 590 −5 . 57 

−0. 289 −0. 007 −5 . 57 −258 . 46 

⎤ 

⎥ ⎥ ⎦ 

By combining (64) and (75) , the desired controller gains are obtained as follows 

K 1 = 

[−0. 0029 0. 0001 −0. 0004 0. 0179 

]
, 

K 2 = 

[−0. 0009 0. 0002 −0. 0081 0. 3176 

]
(76)

Taking the sampling period h = 0. 4 s and the initial condition of the flexible joint robot arm
ystem is chosen as x(0) = 

[
1 0. 8 −0. 8 −1 

]T 
. The following simulation results from

igs. 10 –13 can be obtained. Fig. 9 presents the state response of x ( t ), and it illustrates that
he event-based system with quantization, actuator saturation and DoS attacks is effective and
table. The release intervals of three event-triggered schemes are shown in Fig. 10, Fig. 11
nd Fig. 12 , respectively. The saturation control signal is shown Fig. 13 with red line while
he original control signal is with blue line. 

Next, the following two tables are given to demonstrate the influence of the DoS attack
eriod T on system performance. In view of this, for given different values of T , the corre-
ponding minimum of L n is calculated and the optimization problem is solved as follows 

 

min 
n = min 

{
L 

min 
n | L 

min 
n satisfying (36) 

}
subject to LMIs (59) − (63) (77)

Set the sampling period h = 0.1 s , the DoS parameters α1 = 1.05, α2 = 0.4, T = 2s,
 n = 1 . 78 s, μ1 = 1.03, μ2 = 1.03, ϱ1 = ϱ2 = 8, o 1 = o 2 = 8, and the maximum allowable
oS attacks activity ϒ = 

T −L n 
T × 100% . 

Based on further calculation of different parameters, Tables 1 and 2 can be obtained.
pecifically, the values of the minimum L 

min 
n and the maximum allowable DoS attacks activity

for different T are listed in Table 1 . As exhibited in the Table 2 , the relationship between
 n and the decay rate ε is further demonstrated. According to Table 1 , the percentage of ϒ
aries little between T = 6 s and T = 10 s . In addition, both the values of L n and ϒ increase
radually with the increase of T . It can be seen from Table 1 that when the action-period T
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Fig. 10. Release intervals of sensors 1 with T = 2 s and L n = 1 . 76 . 
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Fig. 11. Release intervals of sensors 2 with T = 2 s and L n = 1 . 76 . 
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Fig. 13. The output of saturated actuator. 

Table 1 
Values of L n and ϒ for different T. 

T 2 4 6 8 10 

L min 
n 1.75 3.48 5.18 6.90 8.62 

ϒ 12.5% 13% 13.6% 13.75% 13.8% 

Table 2 
values of λ and υ for different T. 

L n 1.75 1.78 1.82 1.86 1.95 

ρ 0.1559 0.1889 0.2329 0.2769 0.3759 
ε 0.0389 0.0472 0.5822 0.0692 0.0939 

 

 

 

 

of jammer becomes larger, the sleeping period L 

min 
n of the jammer should also be larger to

keep the system more stable. That is to say, compared with other control systems, the system
(29) can tolerate more malicious attacks. From Table 2 , it is observed that the ε increases
with the increase of the L 

min 
n . This means that in order to find a bigger value of decay rate

ε, the values of DoS parameters L 

min 
n should be larger. 

5. Conclusions 

In this paper, the multi-sensors-based security control problem has been investigated for 
T-S fuzzy system over resource-constrained networks. A distributed event-triggered scheme 
and a quantization mechanism are employed to save the limited communication resources. By 
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[  
aking the impacts of the DoS attacks and actuator saturation into consideration, a novel T-S
uzzy model is established. On basis of the new model, sufficient conditions for the GES of the
-S fuzzy system are derived by employing Lyapunov stability theory. Moreover, the security
ontroller gains are obtained in the form of LMIs. At last, two simulation examples are given
o demonstrate the effectiveness of the proposed method. In the future, we will continue
o study the analysis and synthesis for T-S fuzzy system with various type of attacks, for
xample: deception attacks, non-periodic DoS attacks and injection attack. Meanwhile, the
ybrid cyber attacks which include two or more cyber attacks also deserve future research.
n addition, the attack detection for T-S fuzzy system is an interesting question for future
nvestigation. 
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