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Abstract

This paper investigates the problem of multi-sensors-based security control for Takagi-Sugeno
(T-S) fuzzy system over resource-constrained networks. To decrease the effects of resource-constrained
networks, a distributed event-triggered scheme and a quantization mechanism are applied to lighten the
burden of network transmission. By taking the influences of actuator saturation and denial-of-service
(DoS) attacks into consideration, a novel mathematical model for T-S fuzzy system is constructed.
Then, sufficient conditions ensuring the exponential stability of T-S fuzzy system are derived by using
the Lyapunov stability theory. Moreover, the security controller gains for T-S fuzzy system are obtained
by solving a set of linear matrix inequalities (LMIs). Finally, the feasibility of the proposed approach
is demonstrated through simulation examples.
© 2020 The Franklin Institute. Published by Elsevier Ltd. All rights reserved.
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1. Introduction

T-S fuzzy model, which is firstly proposed in [1], has become a powerful method to
describe the nonlinear systems by using IF-THEN rules. In particular, the T-S model-based
approach can integrate the fuzzy logic theory and the linear systems theory into a unified
framework to approximate a certain class of nonlinear systems [2]. In recent years, T-S
fuzzy systems have widely practical applications in different fields, such as automatic train
operation system [3], helicopter system [4], two-wheel drive robot [5] and so on. Therefore,
considerable attentions have been paid to T-S fuzzy systems and fruitful research results have
been reported in the literature [6,7]. For example, the problem of quantized stabilization is
investigated in [8] for T-S fuzzy systems with hybrid-triggered mechanism and stochastic
cyber-attacks. The authors in [9] address the controller synthesis issue for switched T-S fuzzy
systems with time delay, uncertainties and process disturbances. On the other hand, actuator
saturation has received increasing interests [10—12]. Physical actuators are usually affected by
input saturation due to physical constraints. It is well known that the presence of actuator
saturation may affect the performance of the T-S fuzzy systems and even leads to instability
of control systems. Therefore, the stabilization of T-S fuzzy systems with actuator saturation
have been studied by many researchers [13,14]. For example, in order to handle the effect of
actuator saturation, the issue of output feedback robust stabilization for T-S fuzzy systems is
studied in [14]. In [15], the authors investigate hybrid-driven-based H, control for networked
cascade control systems with actuator saturations.

The introduction of the communication networks brings many advantages such as efficient
data transmission and faster processing speeds of control systems. Nevertheless, it also brings
some challenging problems such as packet dropouts, packet disordering, network-induced
delay and cyber-attacks. Due to the physical limitations of the network, network bandwidth
is always limited. Hence, how to effectively save the limited resources has been extensively
studied [16—18]. In the past few years, event-triggered scheme is widely adopted to reduce the
burden of communication [19-21]. There are several common types of event-triggered scheme
such as dynamic event triggering scheme, self-triggered scheme, discrete event-triggered
scheme and so on [22]. One of the event-triggered schemes is proposed in [23] which can
be implemented by the sampled system state of discrete instants. The main idea of the
proposed event-triggered scheme in [23] is that whether the sampled signals are transmitted
or not depends on the predefined event-triggered condition. Motivated by the work in [23],
researchers have made extensive studies on the event-triggered control problem [24-27].
For instance, based on the event-triggered scheme in [23], a new event-triggered scheme is
introduced in [28] for networked cascade control system under stochastic nonlinearities. On
the basis of the event-triggered scheme in [23], the decentralized event-triggered Hy, control
for neural networks is studied in [29]. The controller design problem for networked systems
with hybrid-triggered scheme and cyber-attacks is investigated in [30]. With the increasing
focus on distributed sensor networks, the problem of control systems with distributed event-
triggered scheme has become a hot issue [31,32]. For example, the distributed event-triggered
output-feedback controller is designed in [32] for large-scale fuzzy systems over a sensor
network. The distributed state estimation is investigated in [33] for nonlinear networked
systems with DoS attacks. In addition to the aforementioned event-triggered scheme, the
quantization mechanism is another useful method to reduce the pressure of transmission.
The so-called quantization mechanism can convert a continuous/discrete signal into a fewer
discrete values, which can reduce the scale of the signal transmission. In view of this, the
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stabilization problem of control systems with quantization has been paid much attention by
many researchers [34,35]. For example, the observer-based event-triggered output control prob-
lem with quantization is investigated in [35], which employs the dynamic uniform quantizer
to improve the communication efficiency. By considering the quantization and cyber-attacks,
the distributed recursive filtering problem is studied in [36] for discrete time-delayed system.
To the best of our knowledge, the problem of event-based control for T-S fuzzy systems with
quantization has not been fully investigated, which is one of the motivation in this paper.

In the last decade, due to the openness of the network and the diversity of attack method,
security problems have become one of the important factors affecting the stable operation
of the control systems. Cyber-attacks are considered to be one of the factors threatening the
network security. In generally, cyber-attacks include three main types, namely, DoS attacks,
covert attacks and deception attacks [37,38]. In particular, the DoS attacks are mainly intended
to interrupt data transmission, which can degrade the closed-loop control system performance
and cause instability of the control system [39]. In view of the above situation, the analysis
and design of control system with DoS attacks has attracted wide attentions in recent years
[40—43]. For instance, based on a new state error-dependent switched system model, the event-
based controller is designed in [43] for networked control systems with periodic DoS jamming
attacks. In [44], considering the influence of DoS attacks, the authors address the event-based
robust stabilization problem of uncertain networked control systems with quantization. The
resilient control problem is investigated in [45] for networked control system under DoS
attacks. Motivated by this, the objective in this paper is to design a controller to restrain the
impact of the periodic DoS jamming signals while ensuring the stability of T-S fuzzy systems.

Summarizing the discussions above, this paper aims to deal with the multi-sensors-based
security control for T-S fuzzy systems over resource-constrained networks. The main contri-
butions of this paper are shown as follows:

1) A distributed event-triggered scheme and a quantization mechanism are introduced to
save the limited communication resources in resource-constrained networks while the
influence of the jamming signal is also considered;

2) Different from some existing results ([8,33]), a more realistic T-S fuzzy model is firstly
formulated by considering distributed event-triggered scheme and quantization mech-
anism. The influences of actuator saturation and periodic DoS jamming attacks are
tackled simultaneously in the model;

3) Based on the constructed model, the Lyapunov stability theory is exploited to investigate
the exponential stability of control system.

The remainder of this paper is organized as follows. In Section 2, a mathematical T-S fuzzy
model for multi-sensors-based control system is established with quantization, DoS attacks
and actuator saturation. In Section 3, the sufficient conditions which can guarantee the stability
of T-S fuzzy system are obtained. Moreover, the desired controller gains are presented. Two
examples are given in Section 4 to demonstrate the efficiency of designed T-S fuzzy system.
Conclusion is presented in Section 5.

Notation: Throughout this paper, R" and R™*" stand for the n-dimensional Euclidean
space and the set of nxm dimensional real matrices, respectively. I is the identity matrix
with appropriate dimension and N is the set of natural numbers. For matrix X’ denotes the
transposition for matrix X. The notation X >0 means that the matrix X is real symmetric
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.. . . . . A
positive definite. For a matrix B and two symmetric matrices A and C, |: j| denotes a

*
B C
symmetric matrix, where * is used as the entries implied by symmetric.

2. Problem formulation and modeling
2.1. System description

In this paper, the physical plant is described by the following T-S fuzzy model with ith
rule:
IF 9(x(r)) is G} and...and 9;(x(r)) is G, THEN

X(t) = Aix(t) + Biu(t) (D

where Gi(i =1,2,...,,v=1,2,...,1) is the fuzzy sets, ¥,(x(t)) denotes the vector of
fuzzy premise variables, r represents the number of IF-THEN rules. For the sake of sim-
plicity, 9, (x) is used to represent o, (x(t)), ¥, (x) = [¥1(x), ¥2(x), ..., ¥ (x)]. A; and B; are
known constant real matrices with appropriate dimensions. x(f) € R" denotes the state vec-
tor and u(#) €eR™ is the saturating control input. The saturating input u(¢) is defined as
u(t) = sat(u(t)), in which u(r) e R™ represents the control input vector and sat(-): R™ — R"
denotes a saturation function to be designed later.

By using center-average defuzzifier, product inference and singleton fuzzifier, system
(1) can be rewritten as follows

i) =) i@ @)[Ax () + Biia(1)] 2)
i=1
V1 GL( ()

where ¢; (¥ (x)) = m, Gi(l?v (x)) denotes the grade of the membership function

of ¥,(x) and ¢;(8(x)) is the normalized membership function satisfying

(M) =0,Y a@®) =1 3)
i=1
The main purpose of this paper is to design a multi-sensors-based controller for T-S fuzzy
system. The infrastructure of such a T-S fuzzy system over resource-constrained networks is
shown in Fig. 1. An event-trigger generator and a quantizer are employed in each sensor.
Throughout this paper, the following assumptions are used:

Assumption 1. The information transmission in communication network is assumed to be
affected by the occurrence of DoS attacks.

Assumption 2. As shown in Fig. 1, the distributed sensors are time-driven with a constant
sampling period h. The sampled signals are transmitted from sensors to the corresponding
event-trigger generators. The latest transmitted instants of the pth event-trigger generator are
denoted by t/h(p=1,2,....mk=1,2,...).

Assumption 3. The quantizer, controller and actuator are event-driven. The released signals
from event-trigger generators are then quantized by the corresponding quantizers, which are
further sent to the controller. The control output can be transmitted to the actuator via com-
munication network.
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Fig. 1. The structure of multi-sensors-based security control for T-S fuzzy system over resource-constrained networks.

W

In this paper, we will design the following controller with jth rules.
IF v (f(t)) is H{,..., and z?q()?(t)) is H], THEN

u(t) = K;x(1) 4)

where Hi(j=1,2,...,nw=1,2,...,q) denotes the fuzzy sets and 9(£()) denotes the
premise variables. K; represents the desired controller parameters to be determined. x()
is the real input of controller. For simplicity, ¥, (%) is used to represent ®,(£(r)) and
9u(®) = [ D), 2(0), ..., 9,D)].

The controller rule for defuzzified output of Eq. (4) can be rewritten in the following
form

u(t) = g;(0(£)K£) (5)
j=1

where g; (19 ()?)) = Z}ELIKZ{IS?Eg?&))’ H) (ﬂw ()?)) denotes the membership value of 9, ()?) in

Hv{ Therefore, we have
gi(#(%) =0, gi(®®) =1 (6)
j=1

Remark 1. This paper extends the traditional analysis and design of T-S fuzzy system to the
more complex T-S fuzzy system over resource-constrained networks. Under the environment
of resource-constrained networks, the impacts of actuator saturation and DoS attacks are taken
into account. Moreover, a mathematical model of T-S fuzzy system is presented that integrates
distributed event-triggered parameters, quantization parameters and DoS jamming signals in
a unified framework, which is more general than the existing model with single sensor node
[6,8,30].

2.2. Design of distributed event-triggered scheme

In order to save the limited network resources and reduce the burden of network, a dis-
tributed event-triggered scheme is adopted. The event-trigger generator is employed in each
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sensor side, which is shown in Fig. 1. Then the next transmitted instant t,f +1h of the pth
sensor can be described as

tfoih =1{h+ inf { JPhel (ih)" el (i) > o2xP (1P h + j7h)" Qux? (ifh + jph)} )
where 7 = 1,2, ...,t,fH —tf -1, QP>Q denotes a weighting matrix, o,€[0, 1)
(p=1,2,...,m) is a design parameter and t,f[h = t,fh + jPh denotes the current sampling

instant. The following ef (tkp h) is defined as the threshold error between the latest transmitted
instant t,f h and the current sampling instant t,fph of the pth sensor

er(tlh) = x"(t,fh) — x”(t,fh + j”h) 8)
According to (7), for all sensors, the following event-triggered condition [30] is derived
eq () Qe (tch) > o°x" (i + jh)Qx(teh + jh) )

where ¢ = diag{oy, 00, ...,0,}, R = diag{Q, 2, ..., Ly}, er(tih) = [(e,'c(tk'h))r, R
(el (ePh))", .., (e (amn)) 1T, x(h + jh) = [(x (el + j'R)) s .., (" (e + j7h)) 1T

Remark 2. Different from the traditional control system which receives sampled signal from
single sensor, the controller communicates with sensors through distributed sensor networks
in this paper. In view of this, the measured signals are sampled by distributed sensors from
different geographic space. It is worth noting that whether the sampled data of each sensor
is transmitted or not depends on the different event-triggered conditions. The sampled signals
will be transmitted to the corresponding quantizer only when the sampled data satisfies the
event-triggered condition (9).

2.3. Logarithmic quantizers

As shown in Fig. 1, the logarithmic quantizers are employed to further save the limited
resources. The quantizers can be described by f/[-](p = 1,2, ..., m), and the set of quantized
levels can be illustrated [36]

7P ={xzl 12 = (p")’2h, s =0, +1,£2, ...} U {xf} U {0} (10)

where p” denotes the quantization density of the pth sensor side and 0 < p” <1, z§ > 0.
The quantizer fP[-](p =1,2,...,m) is defined as follows
P P
2, x>0, 8y <X < 5
P ) =10, x5 =0 (11

—fP(=xP), x) <0

1—pP
p — P
where «” = 75 <1

Because fP[-](p = 1,2, ...,m) is symmetrical, f”(—x;) = —f?(x,). The logarithmic quan-
tizer f’(-) can be described as

FPaly = (T4 APGeD))x? (12)

where |A](x!)| < «!. For the sake of simplicity, we use A} to represent A} (x}).
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For all sensors, it seems naturally to express the real sampled data via quantizer as follow
xg () = (I + Ag)x(t) (13)

where A, = diag{A;,, A2, - JALY, AL el—KkP kPl (p=1,2,...,m), X(t) is the re-

leased measurements via distributed event-triggered scheme.

Remark 3. The quantization mechanism aims at further reducing the use of network band-
width. The existing quantizers can be classified into two types, namely, static quantizers,
dynamic quantizers [41]. Specifically, static quantizers are a class of time-invariant quantiz-
ers with fixed quantization levels, which include logarithmic quantizers, hysteresis quantizers
and uniform quantizers [41]. The quantizer (11) considered in this paper is the logarithmic
quantizer whose quantization levels are linear in logarithmic scale. Moreover, all quantizers
attached the corresponding event-trigger generator are geographically distributed.

2.4. DoS attacks model

As shown in Fig. 1, the released signals are delivered via the communication network, it
may be subject to the jamming signals which are defined as the periodic DoS attacks in this
paper. Inspired by [43], the periodic jamming signal can be described as follows

1, t €[nT,nT +L,)

Spos (1) = {o, t €[nT +Ly,,nT +T) (14)

where n €N denotes the period number, TeR.( is action-period of jammer and L, €R. is
the period which the jammer is sleeping. The time interval [nT,nT + L,) represents the set
of time instants where the DoS attacks are off. Moreover, the communication is abnormal
in time interval [nT + L,, nT + T) while the jamming signals are active. Therefore, suppose
that there exists a real sclar L™ such that L™ < 1, < T < +o00.

By taking the influence of the periodic DoS attacks into consideration, the control signal
is intercepted over the active intervals U,en[nT + L,, nT + T) of jamming signals, which
cause the distributed event-triggered condition (9) cannot be satisfied. Then, it is necessary to
modify the above distributed event-triggered scheme to adapt to the periodic DoS attacks. In
view of this, suppose that the jammer is maintaining a “worst-case jamming scenario” [43],
namely, L, = L™" for all n € N.

Then the real input of controller can be expressed as

X(t) = Spos (1)x,(t) 15)

Remark 4. In the presence of the periodic DoS attacks, the attacker’s goal is to destabi-
lize control system by jamming the communication on sensor-to-controller and controller-to-
actuator channels. According to (14), under the active interval [nT + L,, nT + T') of periodic
DoS attacks, the measurement signals of each quantizer cannot be successfully sent to the
controller, meanwhile the control output cannot be successfully transmitted to the actuator
too. In view of this, we consider the case that the periodic jamming signals simultaneously
block both sensor-to-controller and controller-to-actuator communication channels.

2.5. Actuator saturation

In this paper, u(¢) is the control input given by u(t) = sat(u(r)), and sat(u(t)) =
[sat (uy (1)), sat (u2(t)), - - -, sat (u, (¢))]". the saturation nonlinearity function sat(-) can be
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defined as follows [46]

lg,  Ug > g
A
sat (ug) = du,, —t,<u;<t, s=1,2,...,m (16)
—ly, Uy < —l

Then, the saturating input u#(z) can be represented by a linear u(f) and a nonlinear n(u(f)),
namely

u(t) = u(t) —n(u)) A7)

where n(u(t)) = [nu,(t)), n(uz(2)), ..., n(um(t))]T eR™, and n(u(?)) denotes the dead-zone
nonlinear function.

According to Eq. (16), there exists a restraint coefficient ¢ € (0, 1), such that e X} u,(¢) >
=™ n?(u(t)) holds, namely

eu’ ®u) > n" @t)nw@)) (18)

By combining Egs. (5), (13), (15) and (17), the real control input i(t) under the DoS
attacks Eq. (14) can be expressed as

a0 = ]gl gi{Ki(I + Ag)x(t) — @)}, t € [nT.nT + Ly,) N [t ng1h, tes141h) (19)

0, tenT +L,,nT+T)

where # ,h is the set of control update instants (to,,,Hh = nT) in the (n + 1)th jammer action
period, which are generated by the distributed event-triggered scheme to be designed later.
To simplify representation, g; is used to represent g; (19()?)) and ¢, is abbreviated to represent
¢i(B(x)). The released signal under the designed distributed event-triggered scheme can be
represented as the set X(fx ,41h), k € {1,2,...,k(n)} £ D(n) with n € N and k(n) = sup{k €
N[(nT + L,) > ti nr1h}.

Remark 5. According to Eqgs. (16) and (18), the restraint coefficient ¢ is dependent on two
factors, one is ¢; and the other is . 2Similar to [46], when u, > 5, n(us(0))? = (s — ;)% < 8uf.
That is to say, & > (1 — (ts/ U fnax)) , where ¢, is the maximum allowable range for actuator

output and |ug|max denotes the maximum amplitude of control input u().
2.6. Modeling of networked T-S fuzzy multi-sensors system under the periodic DoS attacks

In this paper, to simplify representation, define O,, = [nT,nT +L,), O, =
[l’lT + Lna nT + T), k = D(l’l), C'k,n = [tk,n+1hv tk+1,n+1h)'

When the periodic DoS attacks are absent, the event-triggering instant can be expressed
as follows

tini1th = {t,h satisfying (9) | t,h € Oy, } U {nT + T} (20)

where n, j, #;h, k€ N, k represents the number of triggering times in the (n + 1)th jammer
action period.

Remark 6. According to Eq. (20), it is worth emphasizing that the triggering instant f; ,4h
generated by Eq. (7) in the (n + 1)th DoS attacks action period lies in either the interval
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Oy, or (nT 4+ T). In particular, if the event-triggered condition is violated during O ,, we
can get {tk/,h satisfying (9) | #h € (91_"}= &, then, the triggering instant only occurs at the
(nT +T).

Similar to [43], the event intervals Cy ,(Vk € D(n)) can be decomposed as

Cn = U [temsrh + (= Dh tegrh + jh) U [tionerh + Aeah, tigrngih) @1)
where Ag = sup {] € Nltg pr1h + jh < lk+1’,,+1h}.
Let
M, = [tenrrh+ (= Dh, tigpah + jih) )
Hii‘;’“ = [tens1h + Aenh, tigrng1h)
Note that
Ol,n = Uig(g {Ck,n N Ol,n} g Uiz(;ck,n (23)
By combining Eqs. (21)—(23), the interval Oy, can be expressed as
O1a=Uy Ut ef, (24)
where ®£,n = H,{gn N O ..
Therefore, for the pth sensor, two piecewise functions can be expressed as follows
t—tf, . h 106,
t =10, h—h, te06;,
TNOERS (25)
t—tf b= ah, t €@
and
0, 1e®;,
xp<t,5n+1h) —xp<t,£”+lh+h), 1eo®;,
el ) =1. (26)

(] i) = 3 (f b+ dah), 1€ O
where ty,(1)€[0, h), t€Cy,, N Oy .
According to the inequality (9) and the definition of ‘L',f’n (t) and ezn(t), for all sensors, the
distributed event-triggered condition is given as
er (e (1) > o7x" (1 — 1n (1)) 2x(r — Tn (1)) (27)

where e, (1) = [(e},, ) . (¢, ) 1, x(t = wa®) = [(x"(r — ., ), ...
(e = 78,@)) 17
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Then the successfully event-triggered sampled state x(¢#) can be described as
(1) =x(t = tn(®)) + €xn(0), 1 € Con N O (28)

By combining Eqgs. (2), (28) and (19), the T-S fuzzy multi-sensors system can be expressed
as

23 i [ Ax @) + (1 + Ag)BEK[x(t — 1)) + exn ()] — B (u(t))).
i=1 j=1
. _ t € O1,NCrn
W=7 1 (29)
> cifAix ()}, t € O,k € D(n)
i=1

x(t) = ¢(t)at € [_ha 0]
where ¢(f) denotes the supplemented initial condition of the state x(f) on [—#, 0].

Remark 7. By taking the impacts of quantization, actuator saturation and DoS jamming at-
tacks into consideration, sufficient conditions are derived to co-design both security controller
and distributed event-triggered parameters for T-S fuzzy system. To the best of our knowledge,
the multi-sensors-based security control problem for T-S fuzzy system with quantization, DoS
attacks and actuator saturation is firstly investigated in this paper.

To proceed with, a definition and a lemma are introduced, which are needed in the proof
of main results.

Definition 1 [47]. The zero solution of Eq. (29) is said to be globally exponentially stable
(GES), if there exist two scalars a >0 and b > 0, such that for any solution x(f) with the initial
functions ¢, one has al|¢|>e™" > ||x(®)||%, Vt>0.

Lemma 1 [48]. For any vectors x,y € R", and positive definite matrix Q € R™*", the follow-
ing inequality holds:

2Ty < xTox +yT 07 Yy. (30)
3. Main results
In this paper, sufficient conditions are presented to ensure GES of the T-S fuzzy system

(29) under the periodic DoS attacks. The research results are stated as follows.

Theorem 1. For given positive parameter €, matrix K; and a jamming signal Sp,s(t) with
the known parameters T and L,. If for some known scalars oy, g, o, x7 and h, there exist
matrices Py >0, Qs >0, Ry>0, Z;>0, >0, N} >0 and matrices M, W, S, s€ {1, 2} with
appropriate dimensions, such that the following inequalities hold with g; — x;j¢; > 0 for all
i, j=1, 2,.., r.

% — NS <0 @31)

X Ui = XiN; +N; <0 (32)

X Tl + X305 = XiNj — XN + N + N; < 0@ < j) (33)



4296 J. Liu, M. Yang and L. Zha et al./Journal of the Franklin Institute 357 (2020) 42864315

Qs < I‘L3—SQ3—X9 Rs < I'L3—SR3—S Zs < M?)—XZ?)—X
Py < jaPy, Py < py @t py

0 < p = 2oLy —200(T — Ly) = 2(1 + @)k — In (1 12)
where
\flfl * *
1—‘;j =¥ Yy * s ‘i’fl = ‘ijfl + I + I'IST
i 0 W5

[ ol * * * *
o), ol % * * D %
vl=1 o 0 @, x % [,UZi=|0 0 =«
o, 0 0 - =« 0 0 @
| -B/P 0 0 0 —Ij

@, =2aP + PlA; +A] P + Q1. @) = D = (I + A)K] Bl P, d}; = —e

Wi 0 Wi
Wl =vh| S, 0|, w3 =h| ST,
M,._T,.l 0 M{iz

VEPA; VR + A)PBK; 0 h(+ A)DPBK; —PiB;
W3, = | VhPA; VR +A)PBK; 0 ~h(I+ A,)PBK; —PB
0 Ved+ADK; 0 Jel + A)K; 0

Wl = —e "diag(R, R\, Z,}, V), = diag{—P\Ry'P, =P\ Z' Py, —1}

O = —20,P, + PoA; + Al Py + Oy, @3 = —*"Qy, W3, = diag{—Ry, —Ra, —2)

PA; O
M = [Miji+ Wi =W +Siji - —Miji —Sip - 0]
M =[Mip+Wjp —Wipn+Sip —Mijp—Sij]
T T
My = Ml Ml My M, My =My My Mix]

2_\/_P2Ai00 o » .
\1131 =+h 0 ,\1’33 —dldg{—P2R2 Pz, —P2Z2 Pz}

1
_ T T T T 17 _ T T T 17
Wijl = [W'jll W'j12 Wij13 W’j14] vWij2 = [Wijzl Wijzz Wij23]

13 1 1
_ [<T T T r 1T _[<T T r 17
Sijl - [Sijll Sij12 Sij13 Sij14] vSijZ - [Sij21 Sij22 Sij23]

then the T-S fuzzy system (29) with DoS attacks are GES with decay rate € =

72(11th

P

2T

(34)
(35)

(36)
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Proof. Choose the Lyapunov-Krasovskii functional as follows

t 0 t
Vit = xT (1) Py (t) + / ¥ (8)e() Qe (s)ds + / / # (8)e ()R £(s)dsdv
t—h —h Jt+v

0 t
+ f f *1(5)e(-)Zp() X (s)dsdv (37)
—h Jt+v

where Qpq) >0, Zgy >0, Py >0, apy>0, e(-) £ ¢2V""400=9) and the variable B(1) is
defined as follows

‘3( ) 1, t e[-h,0]U (UneNOl,n)
) =
2, t € UyenOzp

When S(#) = 1, by taking the derivative of Vy(¢) for t € Oy, NCy,, it yields that

Vi(t) < =201 Vi(t) + 200x” ()Pix(t) + 2x" ()P (t) + x" (1) Q1x(t) + hi” () (Ry + Z1)x(t)

t
—xT(t —h)e"Q\x(t — h) + f L ()e 2, % (s)ds
t—h

t t—Tp (1)
+ / 1 ($)e 2R % (s)ds + / 1 ($)e 2 R % (s)ds (38)
t =T (1) t—h
in which
hiT () (Ry + Z)x(t) = hAL (R + Z)) Ay + hAT (R, + Z)) A, (39)

where Ag = Aix(1), Ay = (I + Ag)Bi[(x(t — Tea(t)) + exn ()] — B (u()).
By employing the free-weighting matrices method [49], one can get

23 gkl (r)Mi,,-l[x<r>—x(r —h) — / haé(s)ds} =0,

i=1 j=1

23 gkl (t)vvi,-l[xa)—x(r—rk,na))— / x(s)ds] =0,

i=1 j=1 —Tkn (1)

r r t—Tp (1)
2) "> cigiEl (t)si,-l[xu—rk,n(r)) —x(t—h) - / x(s)ds} =0. (40)
i=1 j=1 1—h
where M, S; W; are matrices with  appropriate  dimensions, eT@) =
@ 1 1 1 1 1 1, &@o = [0 ¢,0 1@ &o=

[x7@)  xT(t —wa®) xT@—h)
According to Lemma | and apply (40), the following inequalities are obtained

r r t r r
23> " GigEl (M ft_hx(s)ds <3N cighe el (M Z7 MY E ()

i=1 j=1 i=1 j=1

t
+ / i (s)e 2" Z,x(s)ds
t—h



4298 J. Liu, M. Yang and L. Zha et al./Journal of the Franklin Institute 357 (2020) 42864315

—2229&51 (W1 / £($)ds <Y cighe™ & (Wi RT'W £ (1)
i=1 j=I Ten (1) i=1 j=I
t
+ / iT (s)e "R x (s)ds
=7 ()
r— 'L’k,l(l)
-2 Z Z cigjEl (1)1 f i(s)ds < Z Z Gigihe™ el (1SR, ST €1 (1)

i=1 j=1 i=1 j=1

=7 ()
+ / T (s)e "R %(s)ds 41)
t—h

According to the event-triggered condition (27), the following inequality is derived
ekn(t)Qekn(t) > o2x (t — tk,,(t))Qx(t — T, n(t)) 42)
By recalling the constraint of actuator saturation (18), one can get that
eu (Du(t) —n" @@)nu()) = 0. 43)
From Eq. (19), the following equality can be obtained
eu’ (Hu(t) = Z gi(eBI K] K;By) (44)
j=1

where Bl = (I"‘ Aq)[x(t - Tk.n(t)) + ek,n(t)}
By combining Eqs. (38)—(44), the inequality (38) can be rewritten as
V] t) <—20Vi(t) + Z Z g‘ing]T (l‘)l:\i’lll + heZothile IMZ;I —+ heZathVile VVl]]

i=1 j=I

+he S Ry ST+ hAT Ry + Z0) Ay + hAL Ry + ZD) Ao + eBT KT KBy |61 ()
(45)

By using Schur complement, one can get that

Vi) < “20Vi() + )Y gigi[T (N5 )] (46)

i=1 j=1

Similar to [50], a slack matrix N,.1 is introduced

ZZs‘i(s‘j —gj)N! = Zs‘i Zs‘j - Zgj N! = Zs‘i(l ——DN!'=0
=1\ j=1 =1 i1

i=1 j=1

where Ni1 = (Nil)T eR™ >0, i=1,2,...,r, are arbitrary matrices. Then, the inequality
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(45) can be rewritten as

Vit) <Y ) cigi[ETOTLE®)] — 200 Vi)

i=1 j=1

—ZZg — &+ xjsi — xjs))ET ON, s(z>+ZZgg, ET(OT}E®] — 21V (1)

i=1 j=1 i=1 j=1

=Y > i  O(xT) — N +N) <r>+22g, g — x;6)E" (T}, = N)E@) — 200 Vi (1)

i=1 j=I i=1 j=1

47)
From Eq. (47), one can get
Vi) < =20Vi()) + ) 7T (O (T — xiN! + NDE@) + Z si(gj — xjs))E" @)
i=1
(T, —NHE@ + ZZs OOGT + 0Tl — N = N+ N +NDe@) 48
i=1 i<j
According to the inequalities (31)—(33) and (48), one can obtain
Vi) < —20Vi() + )Y gigi[ET OrE®] <0 (49)
i=1 j=1
with g; — x;¢; = 0 for all j.
When (1) = 2, by taking derivation on Vx(7) for 1€ [tp4, t1,441), We can get
Va(r) < 202050 + Y2 3 cigsb O Uh + hAT (R: + Z2) Ao |e20) (50)

i=1 j=1

By using the Schur complement and apply Eqs. (31)—(33), we deduce that V5 (1) < 2a, V5 ().
Next, construct a Lyapunov functional candidate as: V (t) = Vg, B() € {1, 2}. From The-
orem 1, the following inequalities can be obtained

—2a (t—f ,n)
vin<{° IV (00), ¢ € [t 120) b
o2 ([*fZ,n)Vz(tz,n), t € [tans tint1)
where t,, = nl, )
s,n — nT—i—Ln’ S=2.

Similar to [43], from Egs. (34)—(36), it can be obtained that
w2Va(ty,) = Vi(tin) = 0, w12 @ 2y (15) — Va(t2,0) = 0 (52)

Consider that for any given ¢ > 0, there exists a non-negative integer n € N such that 7€ [z},
fyp) Or tE [tg,,,, f1,n+1)- For te[t1,, t2p), it follows from Eqgs. (51) and (52) that

Vi) < poe )V (17)) < (apea)"e 2@, (1 o) (53)
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where d==204[t —t1y) + (ton1 —tip—1) + -+ (1o — 122,0)] + 202[ (10 — T2n—1) +
(tip—1 —ton—2) + -+ (1,1 —t20)]

Notice that nT =t;, <t <t,, = (nT + L™"), namely,
(53), we have

V() <eTle 7'V (0) (54)
Similarly, for ¢ € [tz.,,, t27n+1), Eq. (54) can be rewritten as
2, V1(0
vy < e i O (55)
H“2

Then, define My = max {e[ﬂ;”/r], M} My = min (ApinPs}, M3z = My + hmin (Qy) +

f‘z—zkmin(Rs + Z), from Egs. (54) and (55), one can get

V(t) < Moe T'V1(0) (56)
It can be derived from the definition of V() that
V() <My [ x@) I, Vi(t) < Mslioll; (57)
By combining (56) and (57), one can obtain
MoM
lx(0) < | === Moe™ (| $lln, Y = 0 (58)

Based on the Definition | and Eq. (58), we can derive that the T-S fuzzy system (29) are
GES with decay rate € if Eqgs. (31)—(36) hold.
This completes the proof. [J

In Theorem 1, sufficient conditions which can guarantee the GES of the T-S fuzzy system
(29) have been obtained. However, due to the existence of nonlinear terms such like (I +
Ag)B;K; in Theorem 1, it cannot be solved through LMIs. Furthermore, the nonlinear terms
will be treated in the following section and the desired controller gains will be given.

Theorem 2. For given a jamming signal Sp,s(t) with known parameters T and L,, positive
pammeters &, g, Ws, N, 05, Qss Y15, Wos, W3, trigger parameter o, quannzed parameter

8, the T-S fuzzy system are GES if there exist positive matrices X;>0, P >0, 0, > 0,
R, >0, Z, >0, NJ >0(s =1,2), Q, Y; and matrices M, Wy, S;(s=1,2) Wlth approprtate
dimensions, then the following LMIs hold with g; — x;6; =0 foralli,j=1,2,.

[ — N2 <0 (59)
% T = xiNS +N; <0 (60)
XTS5+ x0T — x0N2 — NS + NP + NS < 06 < ) (61)

—U2X> * —pyeertedhy, *
[ X, _XI]SO,[ %, x| =0 (62)
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[_I’L3SQ~S B * :|<0 |:—/L351§ _ ES :|<O
X3—x wlszS_Zwl‘va - X3—x WQZA-RX_szsXs -

_/’L37sZs *
~ <
[ XS—S W32_VZX - 2w3sXxi| - 0 (63)

where
\iflll * * * *
qul1 ‘i'zlz * * * _
Fll/ ‘11311 0 @313 % k 5 \II]I] = "I’[]l] + Hl + H{
o0 0 -1 %
v, 0 81 By Wi
&’h * * * *
Y'Bl  o’Q s’ %
\IJ1]1 == 0 O —6_20[th~1 ES ES . &)}1 = A,-X1 +X1A1T —|— 20[1X1 —|— Ql
Y'Bl 0 0 —Q x
=Bl 0 0 0 I
Wi
W), = diag{—e "Ry, —e "Ry, —e "7}, Uy, = vVh Sty 0
Ml 0

- VhAX, ~hBY; 0 \/lein —B;
vhAX, ~hBY; 0 <hBY, —B;

3= } Uiy = diag(~201X1 + 07R1, =202X1 + 0321}
. [,ﬁmlsB,T 0 0 0 o}

Uy =e[0 Y, 0 Y 0,94 =

0 Yv; 0 0
= §«/hmB!  §/hmB! | _ 8 /mie 0! -1 *
- 0 o [ o | o -—mI
‘:I_’Ilzl * * B q_D%l * *
=192 W2 « [\ =0} +M+0], =] 0 0 *
w20 U 0 0 —eQ,

B = Ao + AT = 200X, + 0., V3, = diag{—e*" Ry, —**" Ry, —**" 2}

T
-, VY;"Z o1 , AX, 0 0] -, [-20X+ iR, *
U3 =vh| S, 0|0} =vh 2 = ,
-7 AX, 0 O 0 —20,X5 + 0222
ML, 0

M = [Miji + Wit Wi +Sin - =Miji = Siji 0]
M, = [Mijz + Wi —Wip+Sip2 —Mijp— gijZ]
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T [agT 7T 7T 77 17 a7 _ [T 7T 77 17
Mijl_[Mijll Mij12 Mij13 Mij14] ’Mijz_[MijZI Mij22 Mij23]

= = = T = = = = T
T T T _ T T T
Wijlz Wijla Wijm] ’Wij2 = [Wijzl VVij22 VVijZS]

%]

_ QT ;T oT or 17 G . _ 4T T o 17
ijl_[Sijll Sijiz Sijis Sijl4] »SijZ—[Sijzl Siin Sij23]

Moreover, based on the feasible conditions above, the controller gains for T-S fuzzy system
can be given by

K =YX, (64)

Proof. Due to the existence of quantization, the matrix F;‘j in Eq. (31) with i =1 can be
rewritten as the following form

T} = Aij + sym{Qf 20Oy ). (65)
where
\illll * * * * *
i20 g2
\IJU \Ilij * * * *
31 5,33 -
Ajj = lfjij O Wi oxo S = T 4 T
41
\IJl-j 0 0 —1I * *
oo 0 0 —I =«
w0 0 0 0 -1
(i)}l * * * *
K]TBiTPl oQ * * *
\illll = 0 0 —e~ 2k, * *
KjTBl-TPl 0 0 -Q  x
—BTP 0 0 0 I

! =2a1P) + PLA; + AT P + 01, Uy = —e "diag(R, Ry, Z1}

Wi o0 vhPA; 8 0 & —PB;
), =vh Sile 0,0, = | VhPA; E, 0 § —P\B;
Ml 0 0  JeK; 0 JeK; 0

U3y = diag(~PiRy ' —PiZ'P1. =1}, Qc = [PiB; 0o hPiBi VhPB: ]
0,=[0 K; 0 K; Oox), Ty =[Mj+Wij —Wiji+Siji —Miji =S 0]

r =
mh, ML, ML), & =<VhPBK,

M;j = [MT ij12

ij1l

T T T T 17 T T T T 17

Wiji = [VVijll Wi Wiz Wij14] s Sij1 = [Sijll Sile Sij13 Sijl4]
From Eq. (65), there exists scalar m; >0 such that

Aij+mQLAQc +m' Q] Q; <0 (66)
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Notice that A; < 821, the inequality (66) can be rewritten as
Ai; +m820L0c +m7QT 0 67
ij 1 cQc+m; Q;0; < (67)

For any positive scalars gy, oy, due to

(Rs - QX_IPS)Rx_l(Rs - Qy_lps) = 0

(Zy— 07'P)Z7 (Z, — 0;'P) = 0, (s=1,2) (65)
Form Eq. (68), one can get
—PiR{'Py < —201P) + 01R1, —P,R; ' Py < —20:,P> + 03R>
—P\Z['Py < —201Py + 0121, —P2Z; ' Py < —20,P; + 052> (69)
Define J; =diag{X:, Xy,.... X1, 1, X1, X1, .... X, I, LI}, Jh=diag{Xs, X, ..., X5},

4 5 8
X, = P, Z, = XZX], R, = XRX], O, = X,0.X], @ = X,QX], Wy, = X,W;.x],
Sijs = XsSijsXI, Myjs = X;M;j XTI, NS = X,N:iXT (s = 1,2), ¥; = K;X;. According to Eq. (69),
by replacing —P,R;'P;, —P,Z7'P, in Eq. (65) with —20,P; + 02R;, —20,Ps + 0*Z(s = 1, 2),
respectively, and pre- and post- multiplying J; and its transpose on both sides of Eq. (65),
then we can obtain the inequalities (59) with s = 1. Similarly, pre- and post- multiplying 7>
and its transpose on both sides of Eq. (65), the inequalities (59) with s = 2 can be obtained
as well. That is, one can see that Eqgs.(59)-(63) ensure Eqs. (31)—(36) hold. Then if Egs.
(31)=(36) hold, similar to Theorem 1, Y-/, ", ci(s; — ;)N =0, the system (29) is
GES. According to Y; = K;X;, the desired controller gains can be expressed as Eq.(64).

This completes the proof. [

Remark 8. The calculating cost increased with the amount of decision variables, which is one
of important problem leading to conservatism of the result. Fortunately, the feasible solutions
to LMIs (59)—(63) are obtained by using the off-line calculation methods. Furthermore, with
the continuous development of computer hardware, it will further reduce the impact of the
conservativeness of the results, which is no longer a fatal problem.

4. Numerical examples

In this section, two examples are given to illustrate the usefulness of the proposed controller
design method for T-S fuzzy system with quantization, DoS attacks and actuator saturation.

Example 1. Consider the following system [51]:

Rule 1:IF 9;(x) is 7, THEN
x(t) =Ai1x(t) + Biu(t)
Rule 2:IF 9,(x) is =0, THEN

X(t) = Aox(t) + Bou(t)
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where
~210  0.10 ~19 0 0.1 0
A —[ 1 —2.11}A2— [—0.21 —1.1}’3l = [—0.8]’32_ [—1.2}
1 I
@) = (1~ 1 4+ ¢-30®=05m) J7 \ 1 4 ¢=3@®)+057) J° 0 ) =1-a@ )

The fuzzy controller is shown as follows:
Rule 1:IF 9 (%) is &7, THEN

u(t) = Kyxy (1)
Rule 2:IF (f) is +0, THEN
u(t) = Kyxy (1)

The membership functions are given by:

51 (91(9) = 099717 g2(91(8) = 1 — 1 (91 (5)

Suppose there are three sensors with its own quantization mechanism and event-triggered
scheme. Set the sleeping time of the jammer L, = 1.78s, T = 2s, the parameters of event-
triggered scheme 012 =0.7, 022 =0.3, 032 = 0.2, x1 =0.75, x» = 0.95 which can guarantee
8j— ngj >0. Let u; =1.03, up, =1.03, @y =0.15, ap =04, 0y =0, =8, 01 =0, =38
and the saturation parameter ¢ = (.7.

By solving Theorem 2 using MATLAB, we can obtain the following parameters

—0.0012  —0.00017

Y, = [—0.1823 2.3703], Y, = [—().5039 36.0145],X1 = [_0.0002 _0.0013i| (70)

According to Eq. (70), the controller gains can be figured out from Eq. (64) in Theorem
(2) as follows:

K, =[0.0002 —0.0021], K> = [0.0005 —0.0319] (71)

The initial states of system (29) are given by x;(0) = x,(0) = [1 —2]T and the sampling
period is taken as 4 = 0.1s. The following simulation results from Figs. 2—7can be depicted.
Figs. 2—4 show the release time intervals of three trigger schemes, respectively. Fig. 5 presents
the state response of x(f). Fig. 6 shows the signal of periodic DoS attacks. The saturation
control signal sat(u(¢)) is depicted in Fig. 7 with red solid line while the original control signal
is with blue dashed. In Fig. 8, the output of quantizer is described by red line while the original
signal is depicted by yellow line. The simulation results from 7€ [0, 30] demonstrate that the
T-S fuzzy system subject to periodic DoS attacks are stable and the designed algorithm is
feasible.

Example 2. Consider the following flexible joint robot arm model [52]:

1,6 + mglsin(0;) + k(6; — 65), (72)

L6 + b + k(6 — 0;) = u. (73)
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Fig. 8. Data with quantization and without quantization.

Letxy =01, x, = él, X3 =05, x4 = éz, the state equation of the system can be expressed

as:
0 1 0 0 0
so=|" 0 v Yo+ lao (74)
Vs 0 —Ys 3
where
wlz—%gmzftg”—f,wzzf,«/fszg,wzg,x(o:[x{(z) Z@ I o]
The practical system parameters are chosen as m = 0.02kg, I, = I, = lkgm?,

k = 0.06Nm/rad, | = 1m, b = 0.008 Nms/rad, g = 9.78m/s%. The system (74) can be described
by T-S fuzzy model as follows:

Rule 1:IF x(?) is w;, THEN
x(t) =Ax(t) + Biu(t)

Rule 2:IF x(¢) is w,, THEN

X(t) = Axx(t) + Bou(t)
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where
0 1 0 0 0 1 0 0
A _ | 02556 0 0.06 0 A, | 01845 0 0.0 0
= 0 0 0 1 2= 0 0 0 1
0.06 0 —0.06 —0.008 0.06 0 —0.06 —0.008

Bi=B=[0 0 0 1] o=0.0=%3

Set the event-triggered parameters of = 0.5, 0 = 0.3, 67 =0.1, x; =0.75, x» =0.95
which can ensure g; — x;¢; > 0. Let u; =1.03, up =1.03, oy =0.16, oo = 0.4, 01 = 02 =
10, 01 = 0o =10, T =2s, L, = 1.76s and the saturation parameter ¢ = 0.7.

Based on Matlab toolbox and applying Theorem 2, the following parameters can be ob-
tained

Y, =[0.0023 —0.0002 0.0055 —4.6329],

Y, =[0.1514 0.0011 03406 —82.0498] (75)
~259.57  —5.19  —0.0103  —0.289
—-5.19 —259.30 —0.290  —0.007

—-0.0103 —-0.290 —259.590 —-5.57
—-0.289  —0.007 —5.57 —258.46

X, =

By combining (64) and (75), the desired controller gains are obtained as follows

Ky =[-0.0029 0.0001 —0.0004 0.0179],
K> =[-0.0009 0.0002 —0.0081 0.3176] (76)

Taking the sampling period & = 0.4s and the initial condition of the flexible joint robot arm
system is chosen as x(0) = [1 0.8 —-0.8 —l]T. The following simulation results from
Figs. 10-13 can be obtained. Fig. 9 presents the state response of x(f), and it illustrates that
the event-based system with quantization, actuator saturation and DoS attacks is effective and
stable. The release intervals of three event-triggered schemes are shown in Fig. 10, Fig. 11
and Fig. 12, respectively. The saturation control signal is shown Fig. 13 with red line while
the original control signal is with blue line.

Next, the following two tables are given to demonstrate the influence of the DoS attack
period T on system performance. In view of this, for given different values of 7, the corre-
sponding minimum of L, is calculated and the optimization problem is solved as follows

L™ = min {L"™| L™ satisfying (36) }subject to LMIs (59) — (63) (77)

Set the sampling period & = 0.1s, the DoS parameters «; = 1.05, o, = 0.4, T = 2s,
L, =1.78s, uy = 1.03, u, = 1.03, 01 = 02 = 8, 01 = 0, = 8§, and the maximum allowable
DoS attacks activity ¥ = % x 100%.

Based on further calculation of different parameters, Tables 1 and 2 can be obtained.
Specifically, the values of the minimum L™" and the maximum allowable DoS attacks activity
Y for different T are listed in Table 1. As exhibited in the Table 2, the relationship between
L, and the decay rate € is further demonstrated. According to Table 1, the percentage of Y
varies little between T = 6s and T = 10s. In addition, both the values of L, and Y increase
gradually with the increase of 7. It can be seen from Table 1 that when the action-period T
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Table 1
Values of L, and Y for different T.
T 2 4 6 8 10
L,‘:““ 1.75 348 5.18 6.90 8.62
T 12.5% 13% 13.6% 13.75% 13.8%
Table 2
values of A and v for different T.
L, 1.75 1.78 1.82 1.86 1.95
P 0.1559 0.1889 0.2329 0.2769 0.3759
€ 0.0389 0.0472 0.5822 0.0692 0.0939

of jammer becomes larger, the sleeping period L™" of the jammer should also be larger to
keep the system more stable. That is to say, compared with other control systems, the system
(29) can tolerate more malicious attacks. From Table 2, it is observed that the € increases
with the increase of the L™". This means that in order to find a bigger value of decay rate
€, the values of DoS parameters L™" should be larger.

5. Conclusions

In this paper, the multi-sensors-based security control problem has been investigated for
T-S fuzzy system over resource-constrained networks. A distributed event-triggered scheme
and a quantization mechanism are employed to save the limited communication resources. By
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taking the impacts of the DoS attacks and actuator saturation into consideration, a novel T-S
fuzzy model is established. On basis of the new model, sufficient conditions for the GES of the
T-S fuzzy system are derived by employing Lyapunov stability theory. Moreover, the security
controller gains are obtained in the form of LMIs. At last, two simulation examples are given
to demonstrate the effectiveness of the proposed method. In the future, we will continue
to study the analysis and synthesis for T-S fuzzy system with various type of attacks, for
example: deception attacks, non-periodic DoS attacks and injection attack. Meanwhile, the
hybrid cyber attacks which include two or more cyber attacks also deserve future research.
In addition, the attack detection for T-S fuzzy system is an interesting question for future
investigation.
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