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Summary

This paper is concerned with security distributed state estimation for nonlin-
ear networked systems against denial-of-service attacks. By taking the effects
of resource constraints into consideration, an event-triggered scheme and a
quantization mechanism are employed to alleviate the burden of network. A
mathematical model of distributed state estimation is constructed for nonlin-
ear networked systems against denial-of-service attacks. Sufficient conditions
ensuring the exponential stability of the estimation error systems are obtained by
utilizing the Lyapunov stability theory. The explicit expressions of the designed
state estimators are acquired in terms of the linear matrix inequalities. Finally,
a numerical example is used to testify the feasibility of the proposed method.
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1 | INTRODUCTION

Over the past decades, the nonlinear networked systems have captured enormous attention for its successful applications
in different fields such as industrial automation and intelligent traffic, etc. In order to describe nonlinear networked
systems as accurately as possible, various models are established for approximating these nonlinear systems. Among these
models, Takagi-Sugeno (T-S) fuzzy model is considered as an effective mathematical tool to approximate the nonlinear
networked systems with a series of linear systems. In view of this, the stability analysis of the T-S fuzzy systems has been
paid great attention.!"® Besides, enormous scholars are devoted to studying the state estimation problem for nonlinear
networked systems. For instance, in the work of Hu et al,” the authors investigated the estimation problem for nonlinear
dynamical networks with sensor delays. Hu et al® studied the fault estimation for time-varying nonlinear systems with
sensor saturations. Especially, the research of distributed state estimation for nonlinear networked systems is extremely
attractive.®12 For example, by taking time delays into consideration, Li et al*? investigated distributed estimation problem
for state-saturated systems.

Due to the insertion of network, it brings many advantages to the systems such as convenience, high efficiency, and
low cost.!>1* Nevertheless, with the rapid expansion of the sampled signals, the disadvantages of the network resource
constraints have been exposed such as packet dropouts,!® time delay,'® chance constraints,!” stochastic nonlinearities,'8
etc. To alleviate the impact of resource constraints, various event-triggered mechanisms are employed.'®2! It needs to
point out that the event-triggered scheme (ETS) proposed in the work of Yue et al?! depends on the discrete supervision of
system state, where the signals are transmitted when they reach the triggering threshold. There are considerable academic
achievements?*?° referring to the ETS mentioned in the work of Yue et al.?! Based on the contribution of the work of
the aforementioned authors,?! a hybrid-triggered scheme was employed to networked control systems with cyber-attacks
in the works of Liu et al.?”»? In addition, distributed ETS is also widely applied to various systems such as multiagent
systems>? and sensor networks.3! Another method of alleviating the burden of communication resources is quantization
mechanism,3*3¢ which also plays a significant role in reducing redundant data. By taking the effect of quantization into
consideration, the envelope-constrained filtering problem was addressed for nonlinear systems in the work of Ma et al.?’
In the work of Zheng et al, the authors investigated the stabilization of sliding mode control for uncertain linear systems
by employing the quantization mechanism.

The networked systems, which have the open signal transmission channels, are vulnerable to the multifarious attacks.
For this reason, the security problems of networked systems have attracted ever-increasing attention from consider-
able scholars. Generally speaking, there are some common attacks including deception attacks,***® replay attacks,*
denial-of-service (DoS) attacks,***® and so on. Deception attacks are a class of attacks that the attackers try to exchange
normal data with false data or malicious data. By considering the effect of deception attacks, Wang et al*! investigated
the filtering problem for discrete-time delayed systems. Different from deception attacks, replay attacks are a series of
attacks that the attackers record the sampled data and exchange the normal transmitted data with the recorded data. In
the work of Liu et al,* by taking the impact of replay attacks into consideration, the authors studied the control problem
for state-dependent uncertain systems. Unlike the former two kinds of attacks, DoS attacks can interrupt the process of
data transmission by taking up network communication resources. For instance, Wu et al*> addressed the resilient control
problem for cyber-physical systems with DoS attacks. In the work of Chen et al,*® the authors investigated the event-based
robust stabilization of uncertain networked control systems subjected to DoS attacks.

Inspired by the aforementioned literature, the main purpose of this paper is to study security distributed estimation
problem for nonlinear networked systems against DoS attacks. The main contributions of this paper are summarized as
follows.

1. An ETS and a quantization are adopted to nonlinear networked systems while taking the effects of resource constraints
and nonperiodic DoS attacks into consideration.

2. A T-S fuzzy model is constructed for nonlinear networked systems by considering the ETS, quantization mechanism,
and nonperiodic DoS attacks.

3. Based on the constructed model, the criteria for considered nonlinear networked systems stability are derived by
means of Lyapunov stability theory. Moreover, the primary state estimator gains and coupling gains are acquired
simultaneously in terms of linear matrix inequality techniques.

Notation. R" and R™™ denote the n-dimensional Euclidean space and the set of n x m real matrices. N denotes the
natural number. || - || represents the Euclidean vector norm or the induced matrix 2-norm as appropriate. I is the
identity matrix of appropriate dimension. The superscript T denotes the matrix transposition. sym{X} denotes the
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sum of matrix X and its transposed matrix XY ={1,2,--.m}and R = {1,2,---,r} represent a set of positive
integers, respectively. £,[0, o) stands for the space of square-integrable vector functions defined on [0, o).

2 | PROBLEM STATEMENT AND MODELING

2.1 | System description

Consider the following system, which can be described by a T-S fuzzy model with some simple linear systems

x(t) = ) (ZCNIAX(D) + o)}

i=1

, ¢))
() = Y L(rCe)Lx(o),

i=1

where x(t) € R" denotes the state vector; z(t) € R" represents the output measurement of the systems; w(t) € L,
represents the external disturbance; r is regarded as the number of IF-THEN rules; z(x) is the vector of premise variables
and measurable; [;(z(x)) denotes the normalized membership function satisfying ;(z(x)) > 0, Zirzl Li(r(x)) = 1, A, B;,
and L; are known matrices with appropriate dimensions.

The output measurement of the sth sensor can be given as follows:

¥s(t) = Y L) Cix(o), )
i=1

where s € V; yi(t) € R" denotes the output measurement of sth sensor; C; is a constant matrix with compatible
dimensions.

2.2 | Distributed state estimators

The main purpose of the paper is to design suitable distributed state estimators for nonlinear networked systems against
DosS attacks.

Consider an estimator network consisting of m event-based state estimators, which can be expressed by a directed
weighted graph G = {T, U, W}. T € V represents the decentralized state estimators; U € T X T is the set of edges. The
weight of each associated edge in the graph is represented by an adjacent matrix W = [wgy,]. Ws, = 1 means the edge
(s,m) € U and wy,, = 0 denotes the edge (s,m) ¢ U. A directed edge from sth state estimator to mth state estimator
is represented as an ordered pair (s,m) € U, which means that the my, estimator can obtain the information from sy,
estimator, but not necessarily vice versa. The matrix x = diag{). wis, ), Was, - + -, 2. W5} is regarded to represent the degree
matrix of graph G. The matrix A = ¥ — W denotes the Laplacian matrix of the directed graph.

By taking the impacts of ETS and quantization mechanism into consideration, the sth state estimator to be designed in
this paper is proposed as follows:

(1) = Y L(x®) {Aj)%s(t) + Ky (75(5) = $(D) + Dsj ) we; (s(0) — ﬁm(r))}
j=1 s=1

180 = Y LE@LA(D ©)
j=1

J

Po(t) = Y LEERCiR0),

Jj=1

\

where s € V; X,(t) € R" denotes the state estimation of sth estimator; y,(¢) is the output measurement of the sth sensor;
ys(t) € R" is the real input of y(¢); y5(¢) € R" is the estimation of y(£); Zs(t) € R" is the estimation of z(¢); (%) represents
the fuzzy premise variable; [;(x (X)) denotes the normalized membership function satisfying l;(z (X)) > 0, Z{zl Li(z(%)) =1,
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K, and Dy; are the sy, state estimator gains and coupling gains to be determined; A;, Cj, and L; are known matrices with
appropriate dimensions.

Remark 1. As is known to all, the results of estimating sensor measurement by individual state estimator are not
always accurate and perfect. In order to get more accurate estimation, the information interaction among the estima-
tors should be taken into account. In this paper, the distributed state estimators are designed for nonlinear networked
systems by considering the information interaction among the adjacent estimators.

2.3 | Resource constraints

In this section, by taking the effect of resource constraints into consideration, an ETS and a quantization mechanism are
employed to alleviate the pressure of communication network.

2.3.1 | Event-triggered scheme

In order to save the limited network resources, an ETS is adopted to determine whether the latest sampled data should

be delivered or not. As shown in Figure 1, the event generators are placed between the sensors and the quantizers.
Supposing that £; h represents the instant of the latest sampled data from the sth sensor, then the next transmitted instant

t;,h can be obtained as follows:

s
tk+1

h=th+min { Phie, (h) Qe (1) > o3y (h + PR) Q3 (1 +Ph) | )

where s € V; h denotes the constant sampling period; Q; is a positive symmetric matrix; o5 € [0, 1) is the trigger parame-
ters of the s;, generator; tih + Fh represents the current sampled instants; e} (tih) = ys(tih) — ys(tih + Fh) represents the
threshold error; jzs(tih) is the latest transmitted data; ys(tih +1°h) is the current sampling data. Whether the latest sampled
data j/(tih + I°h) is delivered or not is determined by the following condition:

(£h) < 03T (Lh + FPR) Qs (Ch +Ph) . (5)

If the latest sampled data ys(tih + I°h) satisfies the inequality (5), it would not be delivered.

Remark 2. In the sight of triggering condition (5), the event-triggered parameter o5 can determine the frequency
of releasing sampled data. Especially, when trigger parameters o, = 0(s € V), it denotes that the ETS reduces to
time-triggered scheme. The set of transmitted instants {th, t1h, t:h, - - -} C {0, h, 2h, - - -} gets completely released.

Then, the transmission data ys(t) under ETS can be expressed as

~ _ s
Ys() = ys (t—73(0) + €(D). (6)
N\ 'a Y N\ 'd
r—>[Sensor 1 » Sampler 1 » Event generator 1 » Quantizer 1 Estimator 1
A J
4 N\
Plant H[Sensor s » Sampler s » Event generators » Quantizers
J A\ J J A\
( ) ) Attacks
Sensor m Sampler m » Event generator m » Quantizerm
o J J A

FIGURE 1 The structure of state estimation for nonlinear networked systems against denial-of-service attacks [Colour figure can be
viewed at wileyonlinelibrary.com|
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FIGURE 2 The evolution of the

v

nonperiodic denial-of-service (DoS) H — id i
jamming attacks [Colour figure can be < > > < > P > ¢ >
Fro Fro Fin For Pz Foo Fin Fon Funtt Foner Fiinez Fonee

viewed at wileyonlinelibrary.com]

2.3.2 | Quantization mechanism

In order to further save the bandwidth of communication network, a quantization mechanism is adopted. In Figure 1,
the logarithmic quantizers are placed between the event generators and state estimators connected by network. The sy,
logarithmic quantizer can be defined as follows:

hS
N v v
h. >0, 2= <X <

r(x) =40,x5=0 (7
_I,.S(_xv)’x‘é; < O,

n
1

where s € V; b° = 1_‘92; 0 < 9 < 1; & is regarded as quantization density of 7°(-); the quantized set is represented by

H® = {xh] @ by, = h),v=%1,+2,..- -} U {xhy} U {0}, ho > 0.
Define that

r’x) = diag {r;(x1), r5(%2), - - - Fum) } - (8)

For the symmetrical matrix r;(-)(v = 1,2, - - -, m), the equality r{(—x,) = —rj(x,) holds. The logarithmic quantizer rj(-)
can be described as

r) = (1 + Af’v(xv)) X %)

where |A} (0g)| < by, A} is utilized to represent A; (x,) to simplify the calculation process. Then, the following equality
can be obtained:

rx) = (I+4A3)x, (10)
where A, = diag{ A}l, Afz, -+, Al }; according to the equalities (3) to (10), the signals transmitted from the sth quantizers
can be acquired as

Fs(®) = (I + Ap)ys(b). (11)

2.4 | Denial-of-service attacks

As shown in Figure 1, the sampled data are transmitted from the sensors to the state estimators via network, where the
DosS attacks may occur. The attackers launch DoS attacks to prevent the sampled data from arriving their destinations by
jamming network channels. As depicted in Figure 2, red parts denote the jamming time intervals of DoS attacks when
normal data transmission is denied. White parts represent the sleeping time intervals of DoS attacks when sampled data
can be successfully delivered by communication network.

The following expression is used to represent the behavior of DoS attacks*:

1,t € Fy,
p(t) = " (12)
0,t € Fop,

where the set 7y, £ [w,,_; + 1, W,) represents that the normal data transmission is denied. The set F,, 2 [wy, Wy, +£,)
denotes that the data transmission is allowed without DoS attacks. w, represents the length of nth DoS time interval; ¢,
denotes the length of nth normal data transmission time interval. Meanwhile, w,_; + ¢,,—1 and w,, ought to satisfy the
condition w, > w,_1 + £p_1.


http://wileyonlinelibrary.com

LIU ET AL. W l L EY 1161

Define g(t) = q € {1,2}, and

Wy + &1, =1
tq,n={ n—1 n—-1 q ) (13)
Wy, q=2

Then, 7y, and >, , can be summarized as Fy , = [tq.n, t3-g.n+q-1)-
The transmission signal under DoS attacks can be described as

0, t€UpenFin
Xpt) =1 L 14)
Vs(®),t € [_h’ 0Ju (UneNT.Z,n) .

In order to facilely analysis the DoS attacks, two assumptions are given as follows.

Assumption 1 (See the work of Chen et al*). For the interval [0, t), n(t) are used to denote the number of DoS off/on
transitions n(t) = card {n € N|w, € [0, t)}, where the card represents the number of elements in interval F; ,. For
given 0 > 0, 7, > 0, the frequency of DoS attacks n(t) over 0 < ¢ satisfies the following condition:

n(t) <o+ - (15)
Ta

Assumption 2 (See the work of Chen et al*). Set 1.« as the uniform upper bound of DoS active interval length. One
can get the following constraint:

sup{w, = Wp—1 —€n-1} < Imax. (16)
neN

Set Zmin as the uniform lower bound of DoS sleeping interval length. One can derive the following condition:

inf {£y > Crmin }- 17)
neN

Remark 3. In the existing research, great attention has been paid on the effect of periodic DoS attacks. However, when
the hackers launch the DoS attacks, they might not follow certain manners or rules. There is full of uncertainties such
as nonperiodic behavior or irregular probability distribution. Therefore, it is more meaningful and realistic to investi-
gate the influence of nonperiodic DoS attacks. This paper is concerned with the security problem of state estimation
for nonlinear networked systems against nonperiodic DoS attacks.

Remark 4. Inorder to guarantee the stabiliaty of the system, it is necessary that communication network could recover
for a while after the attackers stop launching DoS attacks. By taking the actual situation into consideration, the fre-
quency of DoS attacks should satisfy the restricted condition in Assumptions 1. Meanwhile, the duration of DoS
attacks can not continue too long. The parameters In and w, — w,_; — l,_; should ensure that there is no overlap
between the former time interval's finish time and the latter time interval's start time.

2.5 | Modeling state estimation under DoS attacks

In this section, by taking DoS attacks into consideration, a model of distributed state estimation for nonlinear networked
systems is established with some mathematical derivation.
Under nonperiodic DoS attacks, the event-triggered instant in (4) can be improved as follows:

ti,nh = {tf{d satisfying (4)|tf{dh € Pz,n} U {wy}, (18)

where n, & , k¢, d € N, k represents the number of triggering time occurring in nth jammer action period, k €
d

{1,-- -, k(n)} £ o(n), and k(n) = sup{k € N|t§ h <wy_+n1}.
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For n € N, defining Zy, £ [ sty s Sen £ sup{w € NIg,, ,h>t h+oho=12,
can be expressed as follows:

Zk,n — U€k,n+1 T

w=1 "kn’
where
&, = |8, h+ @ = Dhtg h+ wh) @ € (1.2, ca)
Skon+l
gk,n - [ti,nh + gk’”h’ ti+l,nh> .
Note that

7:‘2,}1 = Uz(;ll) {Zk,n N Fz,n} g Uz(znl)Zk,n-

Based on (19) to (21), the interval F,, can be represented as

Sk.n
Faop =00 Uk {Slj’ n Fz,n} :

n

i = — oM | (Skn
Setting R” = {8;’” NFyn}, wecanget 7o, = U, _ U RY .

s ,n
For n € N, k € o(n), two piecewise functions of sth sensor can be derived as follows:

t—t hte R}m
(0= t—6 h—hteR?
t.— 5 h—=(Gn—Dh,t € Ri’;;
and
0,te R}{ ;

3

c0=1” (5,h) =5 (6,h+n).ceR2,

5 (,0) =5 (6,8 + (Gn—1) k)t € R

Based on the definitions of Ti HO) and ef{ L0, it yields that Tli L0 €10, h),t € Zxn N Fap.
The triggering condition of sy, event generator also can be acquired

T
e, (8,0)9e, (6,0) <ot (6,0+5h) Q5 (8, h+BR).
Combining (6) and (23), the signal transmitted from the event generator can be expressed as
5 (8,8) =0 (t-72,0) + 0.

By combining (11), (14), and (24), one can get the final input measurement of sth estimator

B (t) 0, te UneNFLn
R W [ys (e-7,0)+ e;m(t)] L€ [=h, 0] U (UnenFan) -

- - -}, the time interval Z ,

(19)

(20)

(21)

(22)

(23)

(24)

(25)
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Setting es(f) = x(t) — X5(¢), by combining (1), (3), and (25), the estimation error é(t) can be acquired as follows:

PIPWCIENNELE) { <A —A; +K,;C; - Dy Zws, )x(t) + Bio(0)

i=1 j=1 s=1
+ <A — Ky;Cj + Dy Zwsj >es(t)} t€Fin
s=1
&(0) = 5 z;z;l,-(n(x))l (T(R)) { (A —A; +K;C; - Dy z;wsj >x(t) + Biow(?) (26)
i=1j= s=

—Kyd +A,) <Cl-x <t — (t)) + efan(t)>

+ (A — Ky;C; + Dy Zws, >es(t)}, t € Frn Zicn.

s=1

Based on the aforementioned analysis, setting e(t) = %(t) — X(t), X(t) = [&] (®)- - %L1, X() = [xT(@®)- - - X' O], @(t) =
[@" (1) - @ ()], e(t) = [e] (1) - -ep (D], ern(t) = [e; nT(t)o e "(©]7, the estimation error é(f) can be obtained

ZZli(ﬂ(x))lj(zr(fc)) {(Ai -A;+K;C; - D,-A(_?j) X(t) + Bio(t)
i=1 j=1
+(A; —=K,C; + D;AC)) e(t)} tE€ Fip
. t — r r _ ~ ~ ~ B 27
0= B N lxe)l(@) { (Ai = A; + K;C; = D;AC)) X(t) + B (0) @7
i=1 j=1
—K;(I+ Ap) (CX(t = 1ien(t) + excn(?))
+(AJ—K]CJ+DJACJ)e(t)}, tEFZ’nﬂZk,n,
where
Ai=1n®A;,Bi=In®B;,Ci=1n®Ci,Li =1, QL
Aj=1,0A4,,C;=1,C;,L; =1, QL
K = di ag{Klj,sz, .. mj}’Dj = dlag{Dlj,Dzj, .. ',ij}
TN wig —w s —Wip
—W21 0 Wzs e _W2m
—Wm1 “Wm2 —Wm3 E Wms
Defining X(t) = [JVCT(I) 0] ] T, Z(t) = z(t) — Z(t), the estimation error system can be expressed as
D Y e (x(®) (Ayx(e) + Byd) t € Fin
) i=1 j=1
) =14 v w . - _ ~
® DY Lz (%) {Ayx() + Byat) — (I + Ay) [CyX(t = ziea(®))
i=1 j=1
| FH K 0]}, € Fan ) Zin (28)

2t = Y, Y MmO (rE)Lyx(0)

i=1j=1
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- - - - - = = 1T= A; 0
where Hy=[I 0], Hy=[0 I". L;=[Li - L; L; | . By = [B: Bi| A;= A —A; +Kjléj +D;AC; A; —K,;C; —D;AC; |’

= 0 0
Cij = [K,C‘i 0. ]
Before giving the main results, a definition and two lemmas are introduced.

Definition 1 (See the work of Chen et al*®). The zero solution of (28) is said to be exponentially stable if there exist
two scalars F > 0 and € > 0 such that ||x(t)|| < F||e||lne™¢, Vt > 0.d

Lemma 1 (See the work of Liu et al?*). Consider the augmented system with t(t), which satisfies 0 < =(t) < 7. For all

of constant matrices R € R™" and U € R™" satisfying [ 5 ;] > 0, the following inequality holds:

‘ xty 1°[ -R * * x(t)
—f/ XT(s)ch(s)ds < lx(t - r(t))] lR —U 2R+ U+UT =« ] lx(t - r(t))]
t-7 x(t—17) U R-U -R x(t — 7).

Lemma 2 (See the work of Hu and Yue®). For given appropriately dimensioned matrices H;, H, and a symmetric
matrix A, the inequality A + sym{H;A(k)H,} < 0 holds for all A(k) satisfying AT(k)A(k) < Iif and only if there exists a
positive scalar dy > 0 such that A + d\H[ Hy + d;'H,H, <O0.

3 | MAIN RESULTS

Theorem 1. For given positive scalars ay, a,, y,, and u,; sampling period h; trigger parameter o; DoS parameters 0, 7,
€ min, ANd 1mqx, quantized parameter b; matrices A, Kj, and Dj, the system (28) is exponentially stable with decay rate v, if
there exist positive matrices P > 0, P, > 0,Q; >0,Q,>0,R; >0,R, > 0,7, > 0,72, > 0, Q > 0, Uy, U,, W1, W, with
compatible dimensions, such that the following inequalities hold with 1;(z(%)) — y;1;(z(x)) > 0:

Y?j—g<0(i,je7a;q=1,2) (29)

XYy — b+ G <0i€ER;qg=1,2) (30)

XYG 05 = 1=l + G+ <0< jiij € Rig=1,2) (3D
Py < Py (32)

P, < ”lez(a1+a2)hP1 (33)

Q1 £ 12Q2,Q2 £ 1 Qs
Ri < 3R, Ry < inRy (34)
Zy S U2y, 7y < i1y

0<6

_ 201 (Zmin — h) — 205 (imax + 1) — In(p1 12) (35)
Tq ’
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where

@?1***

=4 q q
va _ | Zu * —g @21 @22 * %
ij = q q |y q q q
M1 Mz G)31 ®32 ®33 *
q q
®41 0 O (944

- 1 5
Oy, = PlA; + ALP] +2aiP1 + Qi + fiRi + 120, 1 = —5e 2mh

0 = fiRy — Uy + Zy — W), 0}, = f1 (=2Ry + Uy + U = 22y + Wy + W)
0}, = /iU + W1),0}, = /i(Ry = Uy + Z1 — W1), 0}, = f1(R1 + Z1 + hQy)
Oy =0y =0.M) = [\/EPV%' 00 0] My ==Pi(R) Py = PI(Z1) Py
0l = PA; + AT PY = 200Py + Qu + foRo + f2Z0, fo = ;1 20,0

2 = fo(Ro =~ Uz + Zy = W) — (I + ACTPLL €2, = fo(Ry — Up + 2 — W)
®§2 = /2 (—2R2 + U, + U2T — 27, + W, + WzT) + O'HlTCiTQCiHl,@‘zm - _Q
03, = /o(Us + W2), 03, = fo(Rs + Z5 + hQ2), 0}, = —(I + A)K[H, P},

M2 = [ M2 M2, 0 M2, ] M2 = VRPAy, M2, = Vh(I + A)P.Cy,

M2, = VI + A)PHLK;, M2 = —Py(R,) P, — Py(Z,) ' Py

Proof. Construct the following Lyapunov function for the system (28):

V) = ‘T(t)qu(t)+ / xT(s)B(- )QgX(s)ds + / / (s)B( )qu(s)dsde

/ / " (s)B(- )ZgX(s)dsd®, (36)

where Q; > 0, Ry > 0, Z; > 0, ag > 0, symmetric matrix Py > 0, and B(-) = 2V t=9(g = 1,2).
Next, the proof of Theorem 1 is demonstrated with ¢ = 1 and q = 2, respectively.
When q = 1, the derivation of V7 (t) can be expressed as

V() < 28T (6P (0) + T (DQux (1) — X7 (t — h)e 2 hQux(t — h) + hi' (£)(Ry + Z1)X(t)

t t t
- / T (s)e 2" R Z(s)ds — / 7' (s)e"2mhZ,3(s)ds — 2a, / 2T ($)B()Q1x(s)ds
t t—h

—h t—h

0 t 0 t
—2a / / %" ($)B()Ry%(s)dsd6 — 2a; / / %7 (5)B()Z1%(s)dsd6 — 2a,%T (1) PLX(0). (37)
-h Jito —h Jito
By combining (37) and Lemma 1, the following inequality can be derived:

V() < =2 Vi (0) + 2XT(OPL(OX(D) + X ()Qu(DX(E) + k' (Ry(£) + Z1(D) X(0)

+ 2axT () P1x(E) — e 29T (t — h)Q1(H)X(t — h) + %e—Z“lhxgle + %e‘zﬁhxm)ﬂ, (38)
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where
X = [X(t) X(t — Tiealt) X(t—h)]

—R; * *
Gi=|Ri—-U; 2R+ U; +R;r *
Ul Rl - Ul _Rl

[ -7 * *
Hi=|2Z,—-W, =22+ W1 + Z{ * .
W1 Zl - Wl _Zl

By using the Schur complement, (38) can be described as

V1(6) < =200 Vi(t) + ) D L)L (x@)n" (0 (o), (39)

i=1 j=1

where 7(t) = [X7(t) X7 (t — Tia(®)) X7(t = h) e, (1) I]T.
Following the method in the work of Liu et al,® a slack matrix ¢; is introduced to simplify the calculation

D Y Iix) {lix(e) = LGN} &

i=1 j=1

= Yz (x) (Zl,(n(x)) - Zl,-(n(fc))) G=0, (40)
i=1 Jj=1 Jj=1

where &; = ¢ e R™" > 0(i = 1,2, ...,r,) are arbitrary matrices. Then, it can be obtained that
; ry

Vi) < =2 Vi(D) + Y D L@ (x@®)n" (O ()

i=1 j=1

=20 V1() + Lz Q)L (G (Y ()
J

i=1 j=1

+ ) (o) { () = L ®) + 2L () = 1L (x@) } 0" (OGin ()

i=1 j=1

= 2 Vi) + X, Y e aeom™ ) (1Y = 16+ &) (o

i=1j=1

+ 2 Y k) {1 (@) = iz} " (Y}, = &) neo, (41)

i=1 j=1

By combining (39) to (41), we can derive

Va0 < 200V + Y B © (45 + 0y - i+ &) o

i=1

+ L) {1,r) = s w0 "0 (X} = &) )

+ 2 YO (Y5 + 1Y = 16— g + G+ & ) n(o. 42)

i=1 i<j
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Based on the inequalities (29) to (31) and (42), one can acquire the following inequality:

Vi(t) < =20 Va(0) + ) ) L) (x@)n" (O | n(6) < 0 (43)

i=1 j=1
with [;(z(X)) — y;1;(z(x)) > O for all j € R; it declares that there exists a positive scalar ¢, satisfying Vi) < —e1|ln®)||?

for n(t) # 0. Then, the inequality V() < 2a;V1(t) holds for t € [ty . t2.n).
When q = 2, the effect of ETS should be taken into consideration. The triggering condition can be expressed as

ekn (DQen(t) < 6X"(t — T (1)) C] QCE(t — Ticn (1)), (44)

where ¢ = diag{o1, ...,0m}, X(t — Tk x (1)) = [)'cl(t = Tpn(®) ... Xp(t— rk!n(t))]T, Q =diag{Qy,...,Qu}.
By combining (36) and (44), the derivation of V() can be obtained

Va(t) < 2a,Vo(0) + 2XT (DPL(0%(1) + X (HQa(DX(E) + b (Ro(t) + Za(D) X(1)
+ 20, (OP,X(E) — M5 (1 — WYQy(DR(E — h) + %eZ“zhxgsz + %eZ“ZhXHZA’T

+ 06X (t — Tk n(1))C] QCX(t — T (1)) — € (DQepn (D), (45)
where

X = [X(t) X(t — Tin() X(t = h) |

—Rz k k
G =|R—-U, 2R, + U, + R; *
U, R, -U; -R;
—Z> * *
H, = Zy,— W, —222+W2+Z§ *
W, Z, — W, —2Z5.

Following the analysis method above, by using Schur complement theory, (45) can be described as

Va(t) < 20:V2(0) + ), D LxCenl(a@)n" (Y n(®) < 0. (46)

i=1 j=1

According to the inequalities (29) to (31), the inequality V,(t) < 2a, V() holds if there exists a positive &, such that
Va(t) < —&2||n()||? for n(t) # 0.

Define Vi(tgn) = q, Vy(ty,) =3 —q,q € {1,2}. For t € [tgn, l3-gn+q-1), the following inequality can be derived with
the method in the work of Chen et al*8:

Vq(t) < TV (tg). 47)
The inequality (47) can be summarized as
e2a(t=t) t € [t 0.t
V) < (61 2] (48)
e2e(t=ta) t € [tz,n, tl,n+1) .

According to (32) to (34), one can easily get that

Viltin) < w2V (tin>

(49)
Vatan) < pre¥@tadhy, <f2_n> .
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For t € [t1,n, t2), by combining the inequalities (48) and (49), one can derive
Vi) < Mze_z‘s(t_[l'")vz(tl_«") < en(t)xZ(al+az)+n(t)ln(#1ﬂz)Vl(o)ec < ebl(t)Vl(O), (50)

where c = 2a2(wn —Wp—1 —Lﬂn 1 —fn 2= —fo)—Zal(fn_l +lxﬂn_2+' . '+f()), bl([) = 2]’1((11 +(12)(a+ Ti)+2a21max(0+
—) = 202 min(0 + —) +(0@+ —)ln(/tlﬂz)
“Based on (35), the followmg inequality can be expressed as:

Vi(t) < e1e™%V4(0), (51)

where s; = 2(aq + a)h + ll’l(//llplz)a + 2021max0 — 2018 min0-
By combining (50) and (51), it yields

V1(0
Vo) < Le0v,(0) < LeSze-f“‘), (52)
M2 H2

where by(t) = 20 + @)h@ + £ + 1) = 20ma@ + £+ 1) + (@ + £+ 1) + 200a@ + £+ 1,5 =
@+ D2(ay + az)h + ln(ﬂlﬂZ) + 2(121max — 20118 min)-

Define W = max{e*, ”—} a1 = min{émin(Py)}, @2 = Smax(P1) + hémax(Q1) + = 5maX(R1 +Z1),andv = 2
Based on inequalities (51) and (52), one can get that

V(t) < We™V4(0). (53)
According to the Definition 1 and (53), the following inequalities are acquired:
V() 2 alIOI1%. V1(0) < ll@oll;- (54)

Combining (53) and (54), one can obtain

- Wa, _,
@I < 4/ = polln, Ve 2 0, (55)
1

which proves that the system (28) is exponentially stable with decay rate v = g O

The sufficient conditions are obtained in Theorem 1, which can ensure the exponential stability of the system (28).
Next, H,, performance of the estimation error system subjected to external disturbance w(t) is studied in Theorem 2.

Theorem 2. For given positive scalars ay, az, i1, and u,; sampling period h; trigger parameter o; H,, disturbance atten-
tion level y; DoS parameters 0, Tq, € min, and Imax; quantized parameter b; and the matrices A, K;, and D, the estimation
error system (28) is exponentially stable with decay rate v given in Theorem 1, if there exist matrices P, > 0, P, > 0,
Q,>0,Q,>0,R; >0,R, >0,Z; >0,Z, >0, Q> 0, Uy, Uy, W1, W, with appropriate dimensions, such that (32)-(35)
and the following inequalities hold with ;(z(X)) — x;l;(z(x)) > O:

@]~ <0(.j € Rig=1,2) (56)

xi®. —yli+§<0ieR;q=1,2) (57)

2L+ 0@ = 6= 08 + G+ <0G < i j € Rig=1,2), (58)
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where

q IC?I. *
@ = AN NG

q 49
/1/122****

q q q
]Cq — 131 132 /133 * * *
i Y5 VI R S

T pT 2
BUPq 0 0 0 —yiI =

—I; 0 0 0 0 -I

_ _ 1 _
Ay = PiA; +A5P1T+2051P1 + Q1+ fiRi + f121, fr = ¢ 2mh

L= f1R = Ui+ Zy = W), Ay, = f1 (2R + Uy + U] =221+ Wy + WY)

Ay = [iUr+ W), Ay, = fiRy = Ur + Zy = Wh), Ay, = iRy + Z1 + hQy)
My =2y = 0N = | VhPiA, 000 N = =PiR) P - Pi(Z) Py
)’%l =P2AU +ATPT 20,P5 + Qy + foRy + 22,

ijo 2

= fo(Ry = Uz + Z, = W5) = I + A)C P, o = 2“2’“

By =fu (2R + Us+ Uy =22, + W + W) ) + UHITC‘iTQCiHl
§1 = LU + W), 43, = foRe = Us + Z, = W)), A3, = fo(Ry + Z2 + hQ2)
—(I+A)KH P}, A5, = —QNT = [N N} 0N, N 0]

N = VP N = \/E(I + A)P.Cy. N2 = VI + AP K,

N2 = —Vi(I + A)P,By. N2 = —Py(R)) P, — Py(Z,)"'P,.

Proof. Construct a Lyapunov function as follows:

t
Va(t) = X1 ()Pgx(t) + / xT($)B(-)QqX(s)ds + / / % (s)B(- )R X(s)dsd0

/ / 7" (s)B(- )Zg(s)dsdo. (59)

When g = 1, based on the similar method in Theorem 1, the following inequality can be obtained:

Vi(t) + 2a, Vi (t) + 2(0)72(0) — y*o" (a1

< ZZI (T CeNL (x(®DET (1) [Ic1 + 'Ry + Z) " h+ L (D7 Ly | £0), (60)

i=1 j=1

where &(t) = [XT(t) XT(t — Tin(t)) XT(t = h) en” (1) @T(t) 11| T
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Based on equality (40), it can be derived
Vi) + 20 V1) + 2T (A8 =y’ (Deo(®)

< Y D)L EE)ET O EW)

i=1 j=1

= X D Lx)L(xNE (D] ED)

i=1 j=1

+ 2 D 1z )) {(x()) — Li(x®) + i (x(0) — ;i (x ) } ETDGEW)

i=1 j=1

= X DU (ECNET Oy, — ki + CIEWD

i=1j=1

+ " Y Lix) {L(x®) — 1)} ET W@, - LIED) >

i=1 j=1
According to the analysis above, (61) can be expressed as
Vi) + 2 Vi(1) + 2 (02(1) — o (Da(D)
< Y le00) {2 = il a0) } €70 () = &) )

i=1

+ Y B@ET O (10h + 10} — i+ &) €0)
i=1

+ 2 YO (10 + 1) - G- 16+ G+ G ) 0.
i=1 i<)

Based on the equalities (56) to (58), it can be obtained that

V1(t) < —2aVi(8) = 2" (@02(0) + Yo" (Do) + Y D L)L (x®)ET (HP]E®D < 0.

i=1 j=1

By utilizing Schur complement theory, (60) can be described as

Vi) + 20 Vi(0) + 2T (020 - 0" i) < D0 L) (x®)ET (HD]E®D < 0.

i=1 j=1
According to (64), it yields the following inequality:
Vi) + 20 Vi () + 27 (02(1) — y*@" ()a(1) < 0.
When q = 2, t € F,,, by using the analysis method above, one can acquire
Va() = 2a2V2(0) + 21 (02(1) = y*0" (Dad(t) < 0.
For all @(t) € L£,[0, ), t € [tgn, t3-q,n+q-1), inequalities (65) and (66) can be summarized as

Vo(0) + 2a0(-1)17 V(1) + 2" (02(0) - y*@" (ao(t) < 0.

(61)

(62)

(63)

(64)

(65)

(66)

(67)
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Meanwhile, the inequality (35) can be expressed as

lezalfmin_z(aﬁ'az)h - Mzez%(w"_fmi“) > 0. (68)
H1
Based on #min < &5 < Wyi1, 1 € N, it yields that
lez(xlfn—z(aﬁaz)h _ ”zeZaz(wy,—f,,) > LeZGJmin—z(al‘*’az)h — #2e2a2(wn—fmm). (69)
I H1
By combining (68) and (69), it can be derived that
leZalf’n—z(al+az)h _ uzeZ%(Wn—fmin) > 0. (70)

H1

Consequently, for the given condition ¢ € [0, w, + £;,), n € N, it follows from the zero-initial condition that

n wy W+
Z { / (Vi) + 200 V1(0)) dt + / (Va(t) = 202 V5(D)) dt} > 0. (71)

k=1 -1+ k1 Wi

Based on the zero initial condition and (71), when n — oo, one can get that

/ ) Zi(ztde < / ) rra’ (Ha(tdt. (72)
0 0

For all a(t) € L£,[0, o), the inequality ||Z(¢)||> < y||l@(t)|2 holds.
By combining (56) to (58), it yields that V(r) + 27 (t)z(t) — y?@"(H)a@(t) < 0(g = 1,2). Thus, the estimation error
system (28) is exponentially stable with DoS attacks and external disturbance @(t). That completes the proof. O

Based on Theorems 1 and 2, the algorithms of distributed state estimator gains and coupling gains are presented in
Theorem 3.

Theorem 3. For given positive scalars ay, ay, u,, and u,; sampling period h; trigger parameter o; H,, disturbance atten-
tion level y; DoS parameters 0, T4, € min, And imax; quantized parameter b; and matrix A, the system (28) is exponentially
stable with decay rate v given in Theorem 1, if there exist matrices Q; > 0,9, > 0, Ry > 0,R, > 0,2, > 0,2, > 0, P; > 0,
P, = diag{P5,Px»n} >0, P;SZ) >0(s V), Q, Uy, U,, Wy, Ws, Yy, My with compatible dimensions and scalars ey, e,, such
that (35) and the following linear matrix inequalities hold with l;(z(%)) — y;l;(z(x)) > 0:

éfj—éi<0(i,je7a;q=1,2) (73)

a0l - b+ & <0ieR;g=1,2) (74)

}(jéfj + }(iqA)?i — 16—+ G+ <0< )i, jER;q=1,2) (75)
[_’;ZZPZ _;1] <0 (76)

[ - 82(a1+a2)hP2 %

P, _Pz] <0 (77)
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—H3—qQ3—q * <0 78)
1 -Qq
—p3_gR5_ *
et <0 (79)
Pyg  egRg—2eqPg
—U3_g 25— *
H3—qL3—q o <0 (8())
Pyg  egZq— 2e4Pq,
where
SR ~
/111 * % % % %
2%1 2%2 k %k K %k
A1 M 51
bl — Ay Ay Ay R x ok
i BTPT 0 0 —p2I % =
ijo 1
-L; 0 0 0 -I %
| VhPiA; 0 0 0 0 AL

/1%1 * % % * % % * *
22 22
A5 A5y k% * k% * %
) 22 A2
/131 /132 /133 * * % % % %
242;1 0 0 -Q * * % *
(iJIZJ = Bl.TjPzT 0 0 0 —yI % = * *
-L; 0 0 0 0 —-I % = s
VRPA; 32, 0 32, 22, 0 22, o« w
) 22
0 2,0 12 0 0 0 -mI x
22 T -1
| 0 i, O H 0 0 0 0 -mI |

A — _ ~ R N 1 o
Ay = PiAy + ADP] 4+ 201 Py + Qu+ fiRi + 120, f1 = e 2mih

My = AR = Oy 20 = W), ALy = i (2R + Oy + OF =220+ Wi + W)
A= A0+ W), 15, = iR = Uy + 21 = W), A3, = fiRy + 21 + hQy)
AL, = —2e,Py + €R, — 2e,P, + €22,

2%1 = P,A;; +A5P§ =20 + Qo + foRo + 22,

flil =fLR-U+2,-Wy) -1 + Ar)C'iSPZT, fo= %ez%h

2, = £ (~2Ro + 0y + U3 = 22, + Wy + WT ) + oHI CTQCiH,

= 10+ W2), 2y = foRy = Uz + 25— W)

2= frlRo+ 2, +hQy), 23 = - + Ar)YjT, 22, = Vi + Ap)P,Cy;

32, = VI + A)Y;, 225 = —Vh(T + A)BLP, 22, = —\/miH, Y, H,

2, = —2e,P, + R, — 20,P, + €225, 12, = \/mihH, Y, Hy, 32, = HICTH,

Yj = diag{Ylj,Yzj, ,ij},Mj = diag{MU,sz, ’Mmj}-



LIU ET AL. Wl L EY 1173

Moreover, the sth security-guaranteed state estimator gains and coupling gains are obtained

-1 -1
Ky = (pg) Yy, Dy = <P§Z)) M;j,s€V. (81)

Proof. When q = 2, by considering the impact of quantization, the matrix <I>l.2j can be expressed as

@} =¥} +sym {HL/A\Hr}, (82)
where
[ /1%1 %k ok k% k]
72 2
/121 /122 k k * k%
2 2 g2
A A Ay % x ok x
22
111121 = A 0 0 -Q x % =%
A% 0 0 0 —y%I * =
—]:ij 0 0 0 0 -—-I =
i 72 2 72 2
| VhPAy B2, 0 2, 20 i,

Z%l = ‘7351 + l/7221"7351 = fr(Ry = Uz + 2, = W)
i = —CiPy. Ay = —K/H, P}, 13, = \/ﬁpzéij
2, = VhPHoK;, B2 = ~VhP,By

Hg = | —H2K;H, O1x6 |

Hp =0 HITC'I.THZT 0 H{ Oixs. |
Based on Lemma 2 and (82), the following inequality can be acquired:
¥}, + miHiHg + m; " H{Hp < 0. (83)
By utilizing Schur complement, the equality (83) can be described as

@ =| Hg —-mul <0 (84)
Hr O —m;ll.

Based on (R; — €;'P))R; (R, — €;'P;) > 0,(Z, — €;'P,)Z;(Z, — ;' P,) > 0, one has

—P,R;'P, < —2¢,P; + €2R, (85)
—PzZZ_IPZ < —2e2P2 + e%Zz.

Then, replace —P,R;'P, and —P,Z;' P, in (84) with —2e,P; + 2R, and —2e,P, + €Z,, respectively.
Define X = 1, 02 = dlag{X, ,X,PZ_I,X}, P2 = diag{P21,P22}, P22 = dlag{Pé ,P;nz}, Y} = P221<j, ]\4] = P22D‘,
——

PEIREE

7
Q) = XQuX, Ry = XR,X, U, = XUyX, Z, = XZ,X, W, = XWX, and Q, = XQ,X. Premultiply and postmultiply @7
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with 6, and 02T . The following inequality can be derived:
Va(t) + 27 (0)2(8) — P w" (6w e) < zr:,Er;li(mx))l,(n(k))éT(t)ci%,:(t). (86)
i=1j=
When q = 1, by using same analysis method above, we can get
Vi) + 2" (0z(t) = r*w' () < zr:Zr:li(ﬂ(x))lj(n(fc))fT(t)@},é(t). (87

i=1 j=1

For inequality (32), by using Schur complement theory, then premultiplying and postmultiplying with
diag{P; L P; 1} and its transposition, one can derive (76). For inequality (33), following the similar method above, we
can obtain (77). Following the similar method, it can be easily derived that three inequalities of (35) ensure (78) to
(80) holding, respectively. According to Theorem 2, it yields that the system (28) is exponentially stable. Moreover,
owing to Y; = P5,Kj and M; = Py, D, the state estimator gains and coupling gains can be derived as K; = P,)Y; and
D; = P;)M;. That completes the proof. O

4 | NUMERICAL EXAMPLES

In this section, an illustrative example is utilized to testify the effectiveness of the proposed distributed state estimators
for nonlinear networked systems against DoS attacks.
Consider the following system:

-

2
X0 = Y L(x(e){Ax(®) + Bio(1))
i=1

A

2
¥s(t) = Y L(r(x)Cix(t)

i=1

2
2(t) = Y L(r()Lix(o),
i=1

“

—0.68 0.4 -03 02 0.01 0.03 —0.2 0.1
A= [ 0.25 —0.59] Az = [ 0.5 —0.6] B = [0.04] B2 = [0.08] G = [—0.3 0.1]
—0.4 0.2
~0.5 0.1

where

C, = [ ] ,L1=[0101],L,=[01 02],l(z(x)) = sin’t, L(z(x)) = cos’t.
The initial conditions of the system are given by x(f) = [-1 l]T, () = [-03 0.3]T, X(t) = [-0.4 0.4]T, X(t) =
T T sin(zt),0 <t <20
[—0.5 0.5] ,and X, (t) = [—0.6 0.6] . The function of external disturbance is supposed as w(t) =
0, else

The DoS attacks related parameters are given in Table 1. As shown in Figure 3, the matrix A is given as

1 0 0 -1

-1 2 0 -1

A=l_1a2 0

0 0 -1 1.
TABLE 1 Denial-of-service-related n=0 n=1 n=2 n=3 n=4 n=5 n=6 n=7 n=8 n=9
parameters n 2.20 1.92 1.91 2.53 n 2.96 3.22 1.96 2.33 3.10

0
Imax 0 029 012 0.21 0.19 1y 0.08 0.11 026 032 0.34
0 249 453 6.65 9.37 w, 1241 1574 1796 20.61 24.05
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FIGURE 3 The structure of the estimators's networks

In the following, two cases are considered for the proposed method. In Case 1, quantization mechanism and ETS are not
considered for nonlinear networked systems with DoS attacks. In Case 2, quantization mechanism and ETS are adopted
for the system subjected to DoS attacks.

The response of x(t) and its estimation

Case 1. Setthe distributed event-generator parameters o; = o, = 03 = 04 = 0, which declare that the ETS is not used.
Meanwhile, the parameter b = 0 means that the quantization mechanism is not adopted. Set the H,, disturbance
attenuation level y = 1.2 and the DoS attacks parameters iy, = 0.35, £in = 1.89, 61 = 1,e; = 1, a3 = 0.05, @, = 0.5,

and p; = p, = 1.01 such that inequality (35) holds.

The state estimators gains and coupling gains can be obtained by solving Theorem 3

Dy,

[ —0.0327 —0.0518 |
| 0.0263 0.0218 |

[ -0.1311 —0.1838 ]
| 0.0616 0.0118 |
[ -0.0525 —0.0785 ]

| 0.0444 0.0449 |

[0.7710 —1.0227 |
| 1.0975 —0.9935 |

[1.0769 —0.5245 |
1.5812 -1.2932 |

[0.9107 —1.3719 ]

| 1.9426 —1.5953 | °

Ky, =

,Do1 = [

D32=[

0.9685 —1.0593
0.3368 —0.3988 |’

[ —0.1382 —0.1860 |
| 0.0326 0.0130 |
[ ~0.0056 —0.0105 |
| 0.0094 0.0051 |
[ —0.1690 —0.2173 ]

~ | 00696 0.0179 |

bl

1.0074 —0.6036
2.3095 —-1.6707

22 —

D41=[

,Dy1 =

[ ~0.0378 —0.0544
| 0.0369 0.0330 ]
[ -0.0761 —0.1065

| 0.0014 0.0247 ]

[1.5877 —1.1930
| 4.4378 —3.0940

0.6802 —0.8544
- [0.5956 —0.5937]
0.9998 —1.0966
7.6405 —5.1338]

Based on the obtained gains, the simulation results of case 1 are shown in Figures 4 to 6 by using MATLAB. In
Figure 4, the red lines denote x(¢) and the blue lines represent X; (¢). Figure 5 shows the state estimation error systems
can rapidly reach stable when the DoS attacks occur. The response of state estimation error Z(¢) is given in Figure 6.
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10 15 20 25 30

Case 2. Set the parameters of event-triggered parameters o7 = 0.4, 6, = 0.5, 03 = 0.6, and o4 = 0.3 and the quanti-
zation parameter b = 0.818. In this case, an ETS and a quantization mechanism are adopted. Set the H,, disturbance
attenuation level y = 1.2 and the DoS attacks parameters iy, = 0.35, £min = 1.89, 61 =1, e, = 1, a3 = 0.05, @, = 0.5,

and u; = p, = 1.01 such that inequality (35) holds.

By solving the linear matrix inequalities in Theorem 3 via MATLAB, one can obtain

Kll

_ [ —0.0550 —0.0820 ]

[ ~0.0067 —0.0137 ]
| 0.0057 0.0037 |

| 0.0158 0.0023 |
[ —0.0062 —0.0121 |

~ | 0.0010 0.0035 |

| 0.0069 0.0077 |

[ 0.8691 —1.3564 |

| 1.4830 —1.2087 |-

[ —0.0543 —0.0803 |
| 0.0097 0.0095 |
[ ~0.0030 —0.0041 |

[ —0.0544 —0.0761 |

~ | 0.0154 0.0003 |
0.8225 —0.4333
1.9424 —1.4362 |

1.1027 —1.3143
0.5286 —0.5650 |’

[0.7973 —1.1258 ]
~ | 1.0896 —0.9645 | 7' T [
[1.3202 —0.7499 ]
T | 22461 —1.7354 |72 7 [

[ —0.0026 —0.0042
| 0.0055 0.0045

[ —0.0297 —0.0453 ]

~ | 0.0064 0.0152

D,
D,

[1.5221 —1.2182
| 5.0718 —3.4955

0.4505 —0.4706

0.5413 —-0.6205
5.9936 —4.0299

0.7767 —0.9895 ]
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The response of x(t) and its estimation
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30 FIGURE 9 Response of state X(¢) and its estimation [Colour figure
can be viewed at wileyonlinelibrary.com]|

According to the derived gains, the simulation results exhibited in Figures 7 to 10 can be obtained through the MAT-
LAB. In Figure 7, the blue lines represent the normal transmitted data without quantization, and the red lines denote
quantized signals. Figure 8 represents the sequence of nonperiodic DoS attacks occurrence. The response of x(t) and
its estimation are shown in Figure 9. The graph of event-triggered instants and intervals is shown in Figure 10. Based
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on the graphs above, we can demonstrate the feasibility of the designed distributed state estimation for nonlinear
networked systems against DoS attacks.
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FIGURE 10 Release instants and intervals of event-triggered
scheme 1 [Colour figure can be viewed at wileyonlinelibrary.com]

5 | CONCLUSIONS

This paper has focused on security distributed state estimation for nonlinear networked systems against DoS attacks. First,
an ETS and a quantization mechanism are adopted to alleviate the effect of resource constraints. In addition, a T-S fuzzy
model is constructed for nonlinear networked systems against DoS attacks. By using Lyapunov stability theory, sufficient
conditions ensuring the stability of state estimating error system are obtained. Moreover, the state estimator gains and
coupling gains are acquired in terms of linear matrix inequalities. Finally, an example is utilized to verify the usefulness of
proposed method. The future research will be connected with H, fusion estimation and quantized filtering for nonlinear
networked systems under the consideration of multiple cyber-attacks.
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