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Abstract

This paper focuses on the design of Hy filter for a class of discrete-time networked systems. Given
that the network communication resources are becoming limited with the ever-increasing network traffic,
an adaptive event-triggered mechanism (AETM) is adopted for the systems to mitigate the pressure of
network bandwidth. The considered discrete-time networked systems are envisioned to suffer from both
Deception attacks and denial-of-service (DoS) attacks, thereby a novel hybrid cyber attacks model
is firstly constructed to integrate the two kinds of attacks. Then, a filtering error system model is
established for the discrete-time networked systems under AETM and hybrid cyber attacks. Based
on the constructed model, the sufficient conditions that guaranteeing the asymptotic stability and H.,
performance of the concerned filtering error system are analyzed based on Lyapunov—Krasovskii stability
theory. Furthermore, the corresponding parameters of the designed filter are derived by solving a set
of linear matrix inequalities (LMIs). The effectiveness of the designed filter is finally demonstrated by
conducting a numerical example.
© 2021 The Franklin Institute. Published by Elsevier Ltd. All rights reserved.
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1. Introduction

Over the past few decades, the filtering issue plays an important role in networked control
field and thus attracts persistent research attentions. Up to now, fruitful results on the issue
have been presented in literatures [1-7]. To specifically mention a few, the authors in Gu
et al. [1] solved the filtering problem over a class of interconnected systems; focusing on T-S
fuzzy systems, the robust filter design problem was tackled in Shi et al. [3]; by taking input
constraints and network anomaly into considerations, the authors in Liu et al. [4] proposed an
effective filtering method for networked control systems. The aforementioned works were all
conducted based on continuous-time model. However, given that continuous-time systems tend
to be digitally implemented in practice [8], the filtering problem on discrete-time networked
systems is gaining rapid research concerns (see [2,9-12]). For instance, a Kalman filtering
approach was proposed in Zhong and Liu [9] to realize intermittent observations for wireless
sensor networks. Nevertheless, Kalman filtering always assumes that the spectral densities
of external noise are known in advance to minimize the estimation error, which is hardly
to be achieved [11]. Accordingly, many new filtering schemes, such as H, filtering and Hy,
filtering, are exploited to deal with system uncertainties. Comparing with H, filtering, Hu,
filtering is more applicable since that it is not necessary to predetermine the attenuation level
of the envisioned filter but which is needed for H, filtering. Therefore, this paper will focus
on designing Hy, filter for discrete-time networked systems.

While designing an effective filter, the mismatch between the ever-increasing volume of
system data and the limited bandwidth capacity of communication network brings significant
challenges. In view of this, many triggered mechanisms have been investigated to reduce
the transmission of sampling signals, and guarantee the system performance [13—18]. Among
which, time-triggered schemes where the sampled data is periodically transmitted are com-
monly used in the early stage. However, when the system is stable, which means that the
current sampling data is almost same with the latest transmitted data, time-triggered meth-
ods will result in a lot of redundant traffic. Thus, event-triggered schemes are consequently
proposed with the aim to avoid unnecessary signal transportation [19-25]. Among these liter-
atures, the event-triggered mechanism presented in Yue et al. [23] attracts wide attentions, in
which whether the current sampling data is released was determined by a predefined thresh-
old. Based on [23], many kinds of event-triggered methods are designed for various systems
and applications. For instance, to handle the synchronization problem of neural networks, the
authors in Yan et al. [21] employed an event-triggered scheme with a constant parameter to
control the rate of data transmission; for state-dependent uncertain systems, a fixed-parameter-
based event-triggered method was used to reduce the bandwidth pressure on communication
network in Liu et al. [22]. But it is hard to give an appropriate constant triggering threshold
considering the fluctuation of system status. Therefore, adaptive event-triggered mechanisms
(AETMs) where the triggering threshold is dynamically adjusted during the system operations
are consequently proposed [26-32]. For example, the authors in Gu et al. [26] designed a
novel AETM for nonlinear networked interconnected control systems; in Peng et al. [28],
another AETM was presented to save network bandwidth for network-based power systems.
Given the good adaptability of AETMs to the changes of system states, this paper will in-
troduce an AETM into the design of filter for discrete-time networked systems to respond to
the limited network bandwidth.

In networked systems, besides of the limited network resources, the system performance
is also affected by various of cyber attacks given the openness of communication networks.
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The randomly occurring attacks can interrupt the data transmission, destroy the stability or
even availability of networked systems. Such security issue inevitably increases the complex-
ity of handling filtering problem. In the existed studies, a lot of concerns are concentrated
on two typical attacks, i.e., denial-of-service (DoS) attacks [33-35] and Deception attacks
[36-39]. DoS attacks suspend the regular signal transmission by exhausting network resources.
Taking DoS attacks into considerations, the distributed resilient filtering problem for a class
of power systems was addressed in Chen et al. [33]. For nonlinear stochastic systems with
DoS attacks, the distributed filtering problem based on probabilistic constraints was investi-
gated in Tian et al. [34]. Deception attacks degrade the system performance by injecting fake
information into the network. With Deception attacks, the filtering problem over stochastic
nonlinear time-varying complex networks was studied in Shen et al. [36]. The authors in Xiao
et al. [37] designed a distributed finite-time filter for discrete-time networked systems with
Deception attacks. In practice, DoS attacks and Deception attacks may be launched simul-
taneously, which will result in more severe damage of networked systems. Thus, the hybrid
DoS and Deception attacks are considered in this paper.

On the basis of the above investigations, this paper dedicates to design an effective H, filter
for discrete-time networked systems with AETM and hybrid cyber attacks. To the best of our
knowledge, none of the existed researches studies the H,, filtering problem over discrete-time
networked systems under the limited bandwidth and hybrid cyber attacks scenario. Meanwhile,
the main contributions of this paper are listed as below:

* In order to save limited network resources, an AETM is applied into the considered
discrete-time networked systems to adaptively reduce redundant data transmission.

* Based on the employed AETM, a filtering error system model is established under the
hybrid cyber attacks scenario.

* By recurring to Lyapunov stability theory and linear matrix inequalities (LMIs) technology,
a Hy, filter with guaranteed stability is designed for the formulated filtering error system.

The remaining parts of this paper are organized as follows. The mathematical model of
filtering error system under the AETM and hybrid cyber attacks scenario is established in
Section 2. The sufficient conditions that guaranteeing the asymptotic stability of the filtering
error system are derived and the algorithm designing parameters of the filter is obtained in
Section 3. In Section 4, the effectiveness of the work is verified via a simulated example.

Notation: In this paper, R™, R", R”, R? and R! are used to denote the Euclidean space
with appropriate dimensions, and N is the set of all non-negative integers. 0 represents matrix
of compatible dimensions zero. The symbol ||.|| means the Euclidean norm. The superscript T
represents matrix transposition and the asterisk * in a matrix stands for the term induced by
summery. [ refers to the identity matrix with appropriate dimensions. IL,[0, 0co) is the space
of square summable vector-valued functions. Matrices, if not specified explicitly, are assumed
to have compatible dimensions. Pr{.} represents the probability.

2. System model and problem formulation

Given that the Hy, filtering problem over discrete-time networked systems is exploited in
this paper, the considered networked linear system model with discrete-time is firstly given
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Fig. 1. The framework of discrete-time networked systems with AETM and hybrid cyber attacks.
as follows:
x(k+ 1) = Ax(k) + Bw(k),
y(k) = Cx(k) + Dv(k), ey
z(k) = Lx (k).

In Eq. (1), x(k) e R™, y(k) € R" and z(k) € R? are the system state, measured output
and estimated signal, respectively; w(k) € R! and v(k) € R? are the disturbance input and
measurable outside noise, and both of them belong to 1;[0, 00). A, B, C, D, L are known
constant matrices with appropriate dimensions.

Based on the above system model, the framework of the envisioned discrete-time net-
worked systems with AETM and hybrid cyber attacks is then presented in Fig. 1. As shown,
whether the signal sent out by the sensor, i.e., y(k), is released is determined by the AETM.
Considering that the released data is transferred through the communication network, which
is assumed to suffer from Deception attacks, DoS attacks and the zero-order-holder (ZOH),
the y(k) is used to indicate the signal that finally arrived at the filter, the specific constitution
of which will be introduced shortly.

According to the framework, the filter to be designed in this paper can be given as:

{xf(k +1) = Apxp(k) + Bsy(k),
7y (k) = Crxyp(k),

where, x;(k) € R™ and zy(k) € R” are the state and output of the filter; A, By, Cy are the
filtering parameters which will be designed later.

)

2.1. Adaptive event-triggered mechanism
In the progress of designing an effective filter, an AETM is adopted to relieve data trans-

mission pressure of communication network. Let kg < k; < ... <k, <... be the sequence of
the triggered instants, then the next trigging instant can be depicted as:

1
ks+1 = ks + min {i | 59k + oy (ks + Dy ks +i) — ¢" (k)P (k) < 0}- 3)
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In Eq. (3), 6 and o are the given positive scalars; ¢ (k) = y(ky) — y(ks + i), y(ks) and
y(ks + i) are the measurable outputs at the latest triggered instant k; and the current sampling
instant kg + i, respectively; g(k) is the triggering threshold, which satisfies adaptive control
law as follows:

gk +1) = rq(k) + oy" (ks + D)y(ks + i) — ¢" () (k). “4)
where A € (0, 1) is a given constant and ¢(0) > 0 denotes the initial condition.

Remark 1. Inspired by Li et al. [40], an AETM is adopted into the design of filter for discrete-
time networked linear systems in this paper. Noting that the threshold g(k) of AETM Eq. (3) is
a dynamic parameter, which is adaptively adjusted according to the adaptive control law
Eq. (4). Meanwhile, the AETM Eq. (3), in which the triggering condition changes depending
on the states of system, shows the advantage on adaptively reducing the transmission of
redundant data.

Remark 2. During data transmission, if the triggering condition Eq. (3) is satisfied, the new
measurable signal y(k; + i) will be released into the communication network by the sensor,
and vice versa. It is also would like to note that if 6 — 400, the AETM will reduce to a
static event-triggered mechanism, i.e.,

ks+1 = ks + min {i 1oy" (ks + D)ylhs + 1) — " (k)P (k) < 0}, 4)
2.2. Hybrid cyber attacks modeling

Before modeling the hybrid cyber attacks occurred in the communication network, the
network-induced delay is firstly investigated. Similar to Yue et al. [23], the time interval
[ks + T, kst1 + Tr,,,) can be divided into n + 1 (n = kg1 — k; — 1) subintervals:

[k + T kst + ) = Uy oW, 6)

where i, € [0, 7y7] is the network-induced delay of y(k;) and W,L‘ = [ks + m 4 Tpom, ks +
m+ 14 T pme1).

Defining d(k) =k — ks —m (k € Wn’j‘), then it can be obtained:
0<dk) <ty+1=dy. (7

By introducing d(k), the transmitted signal under network-induced delay can be denoted
as:

y(k) = y(k —d(k)) + ¢ (k). ®)

Based on Eq. (8), we then try to model the considered hybrid cyber attacks, where the
Deception attacks are always assumed to be launched before the DoS attacks. Under the
Deception attacks, the real measurement signal, denoted by y(k), can be defined as:

y(k) = (1 = p)y (k) + peh(G(k)). C))

where, p; is a Bernoulli distributed white sequence used to represent the probability of the
Deception attacks occurrence, it takes values on {0, 1}, i.e., o = 1 indicates that the Deception
attacks occur in the network and vice versa. The probability distribution of o satisfies Pr{p; =
1}=p and Pr{p, =0} =1—p (0 <p <1); h(y(k)) is the false data while the Deception
attacks appear and it follows:

hT Gk)hGK)) < 3" ()G Gy k), (10)
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in which G is a given constant matrix with appropriate dimension.
By further considering the DoS attacks and ZOH, the signal arrived at the filter, i.e., y(k),
can be given as:

Yy = (1 =y = (1 = ro[(1 = po)yk) + peh (3 (k)] Y

Similar to o, in the Deception attacks Eq. (9), r; in Eq. (11) is a random variable satisfying
Bernoulli distribution, which is used to denote the probability of the DoS attacks occurrence.
It takes values in the set {0, 1}, i.e., r, = 1 indicates that the DoS attacks occur in the
network and vice versa. Besides, the probability distribution of r; satisfies Pr{ry, =1} =7
and Pr{r,=0}=1—-r (0<r<1).

Specially, in practical systems, the attacks may be launched by different adversaries, and
one attacker generally does not know the existence of the other attackers. In view of this, we
do not consider the influence of one type of attacks on the other type of attacks in this study.

Remark 3. Comparing with the single type of attacks, i.e., DoS attacks or Deception attacks,
the considered hybrid cyber attacks will inevitably complicate the control of the envisioned
system given that the system may be affected by different types of attacks at different instants.
Then, the filtering methods focused on the single type of attacks will become inefficient, which
impels the research of filtering strategy under the hybrid cyber attacks.

Remark 4. Deception attacks are a type of integrity attacks that can pass detectors. Thus,
many researches have been presented to design effective detectors so as to identify or defense
various forms of Deception attacks [41,42]. Although the Deception attacks are also considered
in this study, but we follow a different research route that to design effective control strategy
so as to guarantee the stability of the envisioned system compromised by the Deception
attacks.

Remark 5. In practical systems, the specific order of cyber attacks occurrence is unknown
in advance. In this paper, it is assumed that the hybrid cyber attacks occur in the following
order: the Deception attacks — the DoS attacks. By simply extending the above proposed
modeling approach, the hybrid cyber attacks model can also be designed for the circumstance
that the DoS attacks occur before the Deception attacks.

Remark 6. In Eq. (11), the hybrid cyber attacks are depicted by two random variables, i.e.,
pr and ry, pr = 1 and r, = 1 indicate that both of the Deception attacks and DoS attacks are
launched by hackers relatively, o, = 0 and ry = O represent that the communication network
is secure without danger of attacks, o = 1 and r, =0 (px = 0 and ry = 1) denote that only
the Deception attacks (the DoS attacks) occur in the network.

2.3. Formulation of the filtering error system
Let &(k) = [x" (k)  x} (k)]T, e(k) = z(k) — zy(k), then the filtering error system resulting
from Egs. (1), (2), (3), (8) and (11) can be formulated as:

E(k+ 1) = A& (k) + BE (k — d(k)) + CVo(k) + D1¢ (k) + Drh(k), (12)
e(k) = E§(k),

where,

= A 0 - 0 0 = B 0
A‘[o Af]’ B‘[(l—m)(l—pkwfc 0]’ C‘[o (1—rk>(1—pk)BfD}’
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o[ wk . 0 _— 0
o= [vU« —d<k>>}’ b= [(1 —r) (- m)Bf]’ P2 = [pka - rkwf}’
E=[L —C/, h(k) =h(k—dk)+¢K)).

For easy description, define y(k —d(k)) = Fi& (k —d(k)) + F2#w(t), where F; = [C 0]
and /, =[0 D].

Before giving the main results derived in this study, the following definition and lemmas
should be firstly introduced.

Definition 1 [43]. Let ¥ > 0 be a given attenuation level, then for all nonzero w(k) €
LL,[0, 00), the filtering error system Eq. (12) is asymptotic stable and the H,, performance is
guaranteed only when e(k) and w(k) satisfy:

+00 +oo
D E{le I} < v* Y _E{IW K1) (13)
k=0 k=0

Lemma 1 [44]. For any scalars x, y € R" and positive definite matrix Z € R"™*", it can be
obtained that:

Ty < xTZx +yT'771y. (14)

Lemma 2 [43]. For given matrices 2, 21, Q2 with appropriate dimensions and t (k) €
[t1, 2], (z(k) — 1)) + (12 — T (k)R + Q2 < 0 holds only while:

(=) + 2 <0, (15)
(h — 1)+ 2 <0.

3. Main results

The main results of this paper are presented in form of two theorems in this section with
their corresponding proofs. By using Lyapunov—Krasovskii stability theory and LMI tech-
niques, the sufficient conditions guaranteeing the asymptotic stability of the filtering error
system Eq. (12) and the algorithm designing parameters of filter will be obtained in Theo-
rems | and 2, respectively.

3.1. Stability and Hy, performance analysis

Theorem 1. For given scalars 0, o, A, 1, p, dy, y and matrices Ay, By, Cy, if there exist pos-
itive definite matrices P, Q, R and free weighting matrices M, N with appropriate dimensions
such that the following matrices inequalities:

Iy Gy () () k) (k) (%)
[21(s) —R (%) (x) () (x) (%)
I3y 0 =P (x) () ) &
Tu 0 0 —-R (x () (]<0 s=12 (16)
Ts, 0 0 0 —bl ()
e O 0 0 0 —I (%
T 0 0 0 0 0 I
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hold, in which,

1 1
a=14+—-—-A b=——F——, c=vdu+1,

0 (I+1-10’
—P+Q+N; + N/ (%) (%) (x) (%) (%)
Ny = NI +M!I' —N, — NI + My + MT () () (%) (%)
I = N; —M[ —Ns + Ms —MI —Q0—M5—M] (x) (x) (%)
1= 0 0 0 =y (%) (x|
0 0 0 0 —al (%)
0 0 0 0o 0 —I

Ty (1) = [VduN{  duN] JduN; 0 0 0],

T (2) = [VdyM]  ayM] JdyMI 0 0 0],
F41=[C(RA—R) cRB 0 cRC cRD, CRDz],

I';;=[PA PB 0 PC PDy PD;,

I'ss=[0 F 0 K 0 0], Tq¢=[0 GF 0 GF G 0],
r'n=[E 0 0 0 0 0]

then the augmented filtering error system Eq. (12) is asymptotic stable and satisfies the Ho,
performance under zero initial condition.

Proof. Constructing the following Lyapunov function:

4
Vi)=Y Vilk), (17)
i=1
with
Vi(k) = &7 (k)P& (k),
Va(k) = Y5y, &7 (9)QE(s), as)
Vak) = Y2 Sy, 8T (DRS(D),
Vi(k) = 5q(k),
where 6(/) =&(I + 1) — &(l). Then, taking derivative of V;(k), it can be gotten:
AV (k) = ET (k + 1)PE(k + 1) — &7 (k)P (k),
AVy (k) = ET (k) Q& (k) — &7 (k — du) Q& (k — du), (19)
AVs(k) = (dy + 1)87 (k)RS (k) — Zf:k_dM sT(HRS(D),
AVi(k) = 5(q(k +1) — q(k)).
For AV5(k), adopting the free weighting matrix method [45,46], it is clear that:
AVs(k) = (dy + 1)8T (k)RS (k) — Zf:kfdM ST(HRS(1) + Yy + Y2, (20)

where Y, = 2nT(k)N[g (k) — &k —d(k)) — Z’;:k,d(k) 6(j)] =0, T>=2n"(k)M [S (k —
dk) =k —di) = LIZ40 6] =0, n' 0 =[et0) Ek—d®) &k —dw)]"
N=[M M N]om=[m oMo,
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According to Lemma 1, it can be obtained that:
{—M(kw > i 80D < AT ONRTINT (k) + Y5y 8T (HRS ().
=2 OM Y204 8() < (du — d()n" (MR MT k) + X524 8T (HRS()).
1)
Thus, combining Egs. (20) and (21), it is obvious that:
AV3(k) <(dy + 1)8" (k)RS (k) + 20" (K)NTE (k) — £ (k — d (k)]
+ 20" ()ME (k — d (k) — £ (k — dy)]
+d(k)n" NR™'NTn(k) + (dy — d(k))n" (k)MR™'M" (k). (22)

For AV4(k), based on the introduced AETM Eq. (5) and adaptive control law Eq. (4), we
have:

1
AVa(k) =2 (Aq (k) + oy' (k —d(k)y(k —d(k)) — ¢ (k)p(k) — q(k))

1 1
=54 = Dqlh) + E(GYT(k —d(k)y(k —d(k)) — ¢" (k)¢ (k)
<G = D@ P k) — oy (k—dk)yk —dk)))
1
+ g(ffyT (k —d(k))y(k —d (k) — ¢" (k)p (k)

1 1
<@A-1- 5)¢T(k)¢(k) -(A-1- 5)UyT(k —d(k)y(k —d(k)). (23)
Based on Egs. (17), (19), (22), (23) and (10), it is obtained:

4
E{AV(K)} =) E{AVi(k)}

i=1

<E{g" (k + )PE(k + 1) — T (k)PE (k) + &7 (k) Q& (k) + (dy + 1)8" (k)RS (k)
— &7 (k — dy) Q& (k — dyr) + 20" (K)N[E (k) — & (k — d (k)]
+ 20" (k)MIE (k — d (k) — & (k — dy)] + d (k)n" (F)NR™'NT (k)

1
+ (dy — d(k))n" FMR™'M (k) + (A — 1 — 5)¢T (k)¢ (k)

1
-(-1- §)GyT(k —d(k))y(k —d(k))

— W (y(k — d(k)) + ¢(k))h(y(k — d (k) + ¢ (k))
+ [k —d®) + ¢®)] GGk — d k) + ()]}
=E{¢" (k)®1¢ (k) +d(K)n" NR'N"n(k) + (dy — d(K)n" )MR™'M" n(k)},
(24)
where ¢7(k) = [6(k) &k —d(k) Ek—dy) Wwk) ¢k hk)],

A ()) (%) () (%)
F3p =P (%) (x) (%)
o =|Tyy 0 —R (x) ()],
Ty, 0 0 —bl (%
1 0 0 0 —1I
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in which,
—P+ Q4N + N/ (%) (%) (x) () (%)
Ny —N{ +M{ =N, —N] + M, +M] (*) () () (%)
Al — N3 — M| —Ns+M;—M]  —Q—-M3—M] (x) (x) (%)
1= 0 0 0 0 () |
0 0 0 0 —al (%)
0 0 0 0o o0 -I

Then the E{AV (k)} can be rewritten as:
E{AV (k)} = E{AV (k) + & (k)e(k) — y* W ()w(k)} — Efe” (k)e(k) — y*w" (k) (k)}
< E{¢" (k)2 (k) + d (k)n" (K)NR™'NT (k) + (d — d(k))n" (k)MR™'M" 5 (k)}
—E{e" (k)e(k) — y*w" (k)w(k)}, (25)
where,

P () () () ) ()
3 =P (x) (0 () ()
Fyp 0 =R (») () (%)
F51 0 0 —bl (*) (*) ’
F61 0 0 0 —1I (*)
'm0 0 0 0 I

So, for k € [0, T'], it can be obtained that:

T
> E{AV ()}
k=0

T

<Y E{t" (@20 (k) + d(on" (NR™'N"n(k) + (du — d(k))n" (k)MR™'M" n(k)}
k=0
T T
=Y E{e" (ek)} + Y By ()W (k). (26)
k=0 k=0
which means that:

T T
E!Z ||e<k>||2} - yzlE{Z ||v9<k>||2}
k=0 k=0

T
<Y E{¢" () ®az (k) + d(k)n" ()NR™'N"5(k) + (dy — d (k)" (k)MR™'M"n(k))
k=0

—E{V(+ 1} +E{V(0)]. (27

Given the zero initial condition, i.e., V (0) = 0, then it is clear that:
T T
E{Z ||e<k>||2} - )/2]E{Z ||fv(k>||2}
k=0 k=0
T
< ZE{CTUC)%{(/{) +d(K)n" (NR'N"n(k) + (dy — d (k))n" (k)MR™'M" 5 (k) }
k=0
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—E{V(k+ 1)}

T
<Y E{¢" () P2z (k) +d(k)n" RNR™'N"n(k) + (dy — d())n" ()MR™'M n(k)}.  (28)
k=0

Let T — +o0, it can be further gotten:

+00 +oo
D E{lle®)IP} - y* Y E{IIW )17}
k=0 k=0

+o0
<Y E{t" (@22 (k) +d()n" (WONR'N"n(k) + (dy — d())n" (OMR™'M n(k)}.  (29)
k=0

Based on Eq. (29) and Definition 1, the filtering error system is asymptotic stable and

satisfies Hy, performance only while:

+o0
Y E{¢" (@22 (k) +d (k)" (ONR™'NT (k) + (dy — d (k))n" (R)MR™'M"n(k)} < 0.
k=0

(30)
According to Lemma 2, inequality Eq. (30) holds only if:
¢T (k) ®2¢ (k) +dyn” (K)NR™'NTn(k) <0, G1)
¢ (k) @24 (k) + dyn” ()MR™'M" (k) < 0.

By using Schur implement theory, noting that if inequalities in Eq. (16) are satisfied, then
the Eq. (31) hold, that is to say, the filtering error system Eq. (12) is asymptotic stable and
satisfies Hy, performance. So far, the theorem is proved. [J

In Theorem 1, the sufficient conditions that guaranteeing the asymptotic stability and H,,
performance of the considered filtering error system Eq. (12) are derived. In the next subsec-
tion, the algorithm to design Af, By, Cy based on the deductions above will be proposed.

3.2. Hy filter design

Theorem 2. For given scalars 0, o, A, ¥ ,p, dy and y, if there exist matriges P >0 P >0,
Ql > O) Q2 > 0) Rl > O) R2 > 0) P3, Q3) R3; Mi) Ni (i € {11273})) Y‘) Yj (j € {1729374})
and Y, with appropriate dimensions, such that the following LMIs:

Iy, ) () () () (k) (%)
I (s) —R (x) (x) () () ()
I3, 0 =P (x) ) ) &
Ty 0 0 —-R (x () (]|<0 s=12, (32)
M, 0 0 0 —bl ()
Mg O 0 0 0 —I (%
' 0, 0 0 0 0 0 1]
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are satisfied, where,

—P+ Q4N + N/ () () () (%) (%)

N, =Nl +M!I' —N, — NI + My + M? (%) () (%) (%)

O = N —M{ ~Ns +M; =M, —Q-M;—M] (¥) (¥) (%
1= 0 0 0 -y (%) ()|

0 0 0 0 —al (%

0 0 0 0 0 -I

A _ 101 % _ R ()

P_|:P3 P2:|’ Q_[Qs Q2:|’ R_|:R3 R2:|’

My (1) = [VduN]  NdyN] JdyNT 0 0 0],

M (2) = [VduM{ dyM] JdyMj 0 0 0],

M3 =[Man M Mags),

Qoo — [P1A Y, A=~ -pKHC 0 _[o 0o AB (A-AHU-pHD
M=pa ¥, A-»Ha-prc o 2710 0 AB (1-F(1-pND]|
(1-HA=p)Y, sl =Nl
1-nd-p¥ p(l =Ny

c(RIA=Ry) c(Vy—RD] el =N =pnLC 0
c(RsA—Ry) c(B3—Ry|" "7 e =P —-pKC 0f

l_1313=|: } My =[A1 Ay 0 Az A4,

A=

As = |:CRlB c-nd- x?)@D]’ L= [C(l - - /2)124 cp(l — f)fzx}
: cR3B  c(1—7r)(1 —p)Y3D c(l=—r1-=p)s cp(l—-—rY;

Il5; = [O O ¢ 0 0 0 0 D O 0],

Ilg; = [O 0O G 0 0 0 0 GD G 0],

I = [L -Y. 0 0 0 0 0 0 O 0],

then the augmented filtering error system Eq. (12) is asymptotic stable and satisfies Hoo
performance under zero initial condition, and the parameters of the designed filter are:

Ap =Py,
By =P, 'Yy, (33)
Cf =Y.,
Proof. Based on Theorem 1, defining the following matrices:
PzAf=f/1, P,B; =Y,
PIA; =1, PIB; =1,
- N S = Cr=Y, 34
RZAf:Y3, R2Bf=Y_3, f ¢ ( )
R:{Af = ?4, Rng =1,

by using the above definitions, the matrices inequalities in Eq. (16) can be transformed into
LMIs in Eq. (32) and the parameters of the designed filter can be expressed as: Ay = P, 'y,
By =P, 'Y, and C '+ =Y,. Thus, the theorem can be obtained. [J

Remark 7. The H,, filtering problem has been widely exploited in literatures [47-50]. For
instance, under the limited network resources scenario, Hy, filters were designed for switch-
based filtering networks and nonlinear networked systems in Zhang et al. [47] and Zhao
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et al. [48], respectively; while considering the existence of cyber-attacks, the authors in Gong
et al. [49] designed an asynchronous distributed H,, filter for sensor networks with hidden
Markovian switching policy, and the authors in Cheng et al. [50] proposed a hierarchical
structure approach to design H, filter for fuzzy Markov switching systems. However, differing
from these existed works, our study takes both limited network resources and hybrid cyber
attacks, i.e., Deception attacks and DoS attacks, into accounts, and then designs an efficient
H, filter for discrete-time networked systems. Under such complicated network environment
and specific research objective, different system model, analysis and validation processes are
further presented in the paper.

4. Numerical example

In this section, an example is given to demonstrate the effectiveness and applicability of
the designed H, filter. For this, given a discrete-time networked linear system Eq. (1) with
the following parameters:

—-05 —-04 0.1
A= [ ) —0.1}’ B= [0.4}, C=[1 -02], D=06, L=[-0.1 05].
The employed AETM and constructed hybrid cyber attacks model are depicted by: 6 = 1.5,
A=08,0=009, q0)=0,dy =2, 7=04, p=0.3, the matrix G in Deception attacks is
given as G =[0.1 0.1]7, and the H,, performance level y is set to be 1.6733.
Based on the above settings, by solving the LMIs Eq. (32) in Theorem 2, it can be gotten
that:

p, _ [788614  —0.0876] 5 [ 008227 5 _[~1.7340 —2.6489
27 1-0.0876 788174 "' T | —0.3907|" "' T | 2.1603  —0.5855]

Y, = [0.0549 —0.3271].
According to Eq. (33), then the parameters of H, filter can be derived as follows:

Af = |:—0.0220 —0.0336j|’ By = [ 0.0010

0.0274  —0.0075 —0.0050}’ Cr=[0.0549 —0.3271],

Next, the initial conditions are assumed that: x(0)=[-0.21 0.3]T, xr(0) =

[—0.05 O.IS]T, and the disturbance input and measurable noise function are given as:
wk) = 2% e 01 (k) = —e 02,

Meanwhile, the function of Deception attacks is assumed to be:
h(y(k —d(k)) + ¢(k)) = 0.1 s sin(=k) * (y(k — d (k)) + ¢(k)).

The final simulation results are obtained by using MATLAB. From Figs. 2 and 3, it can
be seen that the system tends to be stable and the filtering error changes to zero along the
time, which represents the robust filtering performance on estimating the output of the origin
system, and thus validates the effectiveness of the study. Furthermore, the adaptive control
law ¢(k), data release instants and intervals are shown in Figs. 4 and 5. It is clear that the
q(k) changes to zero when the system achieves stability. Besides, the simulated DoS attacks
and Deception attacks are presented in Figs. 6 and 7, respectively.

Figs. 8 and 9 are given to verify the statement presented in Remark 3. In Figs. 8 and 9,
we show the filtered signals under a strategy focused on the DoS (Deception) attacks, denoted
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by x.’f.l(t) (x"/.l (1)) and x}z ) (x_//.2 (t)), and that under the proposed strategy focused on the
hybrid cyber attacks, i.e., x¢1(t) and xs,(¢). The strategy focused on the DoS (Deception)
attacks is constructed by ignoring the Deception (DoS) attacks in the proposed method. As
presented, the fluctuations of the filtered signals under the proposed strategy are much smaller
than that under the strategies focused on the single type of attacks at the transient process,
which confirms the significance of studying the hybrid cyber attacks.

5. Conclusion

In this paper, the Hy, filtering problem is studied over discrete-time networked systems
which lack sufficient network resources and suffer from various cyber attacks. To save the
limited network bandwidth, an AETM is firstly introduced to reduce the transmission of re-
dundant signals. In the AETM, the triggering threshold can be adaptively adjusted to response
to the changes of system status. Then, a hybrid cyber attacks model is employed to depict the
Deception attacks and DoS attacks occurred simultaneously. Based on the AETM and hybrid
cyber attacks model, the considered filtering problem is formulated by establishing a filtering
error system model. The sufficient conditions on the asymptotic stability and H,, performance
of the constructed filtering error system are obtained by using Lyapunov stability theory, and
the specific filtering parameters are also derived via LMI technique. Simulation results show
that the robustness of the designed filter can be guaranteed under hybrid cyber attacks sce-
nario. Given that the hybrid cyber attacks model is constructed based on fixed probabilities
in this paper, a more realistic scenario is to construct a detector-based hybrid cyber attacks
model, which will be the future work of us. Apparently, this work lays a good foundation for
the future study.
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