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Abstract—The problem of secure adaptive-event-triggered fil-
ter design with input constraint and hybrid cyber attack is
investigated in this article. First, a new model of hybrid cyber
attack, which considers a deception attack, a replay attack, and
a denial-of-service (DoS) attack, is established for filter design.
Second, an adaptive event-triggered scheme is applied to the
filter design to save the limited communication resource. In addi-
tion, a novel adaptive-event-triggered filtering error model is
established with the consideration of hybrid cyber attack and
input constraint. Moreover, based on the Lyapunov stability the-
ory and linear matrix inequality technique, sufficient conditions
are obtained to guarantee the augmented system stability, and
the parameters of the designed filter are presented with explicit
forms. Finally, the proposed method is validated by simulation
examples.

Index Terms—Adaptive event-triggered scheme, deception
attacks, denial-of-service (DoS) attacks, hybrid cyber attack,
secure filtering.

I. INTRODUCTION

AS A CLOSED-LOOP feedback control system, the net-
worked control system (NCS) uses a communication

network to exchange the measured signals. It has the advan-
tages of convenient information resource sharing, fewer con-
nections, simple installation and maintenance, low cost, etc.
Because of the above advantages, networked systems can solve
problems that traditional control systems cannot solve, such
as multiagent [1]–[3]; remote control of teleoperation robots
[4], [5]; and other fields [6]–[8] in harsh environments. That
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is why scholars pay so much attention to the relevant con-
trol areas of NCSs [9], [10]. Presently, the main research
contents of networked systems include transmission mecha-
nism design, security control and filtering, input and output
constraints, etc. In practical applications, due to the influence
of material quality and external environment, if the input or
output of components exceeds a certain limit, it may cause
component damage, system performance reduction, or even
instability. Therefore, considering input constraint can protect
components and maintain good performance of the system to
a large extent. In view of this, the problem of state restriction
has attracted much attention from scholars [11]–[14].

The introduction of the network brings many benefits
to a control system, which makes networked systems a
research hotspot. However, with the introduction of the
network, the problem of network resource constraints caused
by hardware and technology comes along. If the system
runs smoothly, abundant unnecessary sampled data enter the
network, thus wasting limited network resources. In order
to solve this problem, the event-triggered scheme has been
proposed which only allows data to be transmitted when
the trigger condition is satisfied. Under this scheme, the
transmission frequency of sampled data is reduced, which
can save the network resources effectively. In view of this,
the event-triggered scheme is widely studied [15]–[20]. For
instance, Yue et al. [17] proposed a new event-triggered
scheme, in which the implementation of the event genera-
tor only requires supervision of state. Considering the merits
and drawbacks of the time-triggered and event-triggered mech-
anisms, a hybrid-triggered scheme is studied in [21]–[23].
Due to the triggering condition of the event-triggered scheme
is preset, it cannot adapt to the changing system condi-
tions. In view of this, an adaptive event-triggered scheme is
first proposed for nonlinear networked interconnected control
systems in [24], which can dynamically change triggering
conditions rather than presupposing triggering conditions.
Afterward, an adaptive event-triggered scheme and its appli-
cation have been widely studied, and many achievements have
been obtained [25]–[30].

With the in-depth application of networked systems, not
only the problem of resource constraints has been stud-
ied but also the problem of security has attracted a lot of
attention. According to the different attack targets, there are
sensor attack [31], actuator attack [32], network attack [33],
and so on. In recent years, the network attack has been a
hot topic of research. There are several kinds of common
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cyber attacks, such as deception [34]–[36], replay [37]–[39],
denial-of-service (DoS) attack [40], etc. The deception attack,
as the most common attack, usually replaces the real data of
the system with carefully forged data to achieve certain pur-
poses of the attacker. Another common cyber attack is the
replay attack, which maliciously reproduces transmitted data
to influence system operation. In addition, DoS attacks can
also have a great impact on the system. Attackers prevent mea-
surements from reaching their destination by executing DoS
attacks, which can pose a huge threat to the system. However,
it should be pointed out that although a lot of research has
been done on network attacks, few studies have considered
multiple attacks at the same time.

Taking the effects of the deception attack into account,
Ding et al. [35] investigated the security control problem
for a stochastic nonlinear system. In [39], the resilient net-
worked control systems subject to replay attacks were stud-
ied. With the consideration of nonperiodic DoS attacks, the
resilient event-based controller design for NCSs was investi-
gated in [40]. However, it should be pointed out that although
a lot of results like [35], [39], and [40] have been done on
network attacks, few studies have considered multiple attacks.
Inspired by that, a hybrid cyber attack is considered in this
article, which contains deception, replay, and DoS attacks
at the same time. Moreover, in order to better solve the
problem of resource constraints, an adaptive event-triggered
scheme is proposed and introduced into the NCS based on the
scheme in [17]. As far as we know, although there exist some
research results on event-triggered control and estimation, few
results consider the impacts of network attacks and input con-
straints on the system. The innovation points of this article are
summarized as follows.

1) Different from the existing literature, a novel unified
model of hybrid attacks is first proposed, which con-
siders deception, replay, and DoS attacks at the same
time.

2) Based on the event-triggered scheme, a novel adaptive
event-triggered filtering error model is first established
with the consideration of a hybrid cyber attack and input
constraint.

3) Based on the above error system model, the problem of
filter design for networked systems with a hybrid cyber
attack and input constraint is studied for the first time.

The structure of this article is organized as follows. By con-
sidering the influence of the hybrid cyber attack and introduc-
ing an adaptive event-triggered scheme, a filtering error system
model is established in Section II. In Section III, based on the
Lyapunov stability theory, a secure adaptive-event-triggered
filter is designed. Then, the designed filter performance is val-
idated by an illustrative example in Section IV. The conclusion
is provided in Section V.

Notation: Throughout this article, Rn denotes the
n-dimensional Euclidean space; ST stands for transpose
of matrix S; for real matrix S, S > 0 means that S is a real
symmetric positive-definite matrix; 0 and I represent the
zero matrix and identity matrix with compatible dimensions,
respectively; and (∗) stands for a term that is induced by
symmetry.

II. SYSTEM MODELING

In this article, a secure adaptive-event-triggered filtering
problem with input constraint and hybrid cyber attack is
investigated. Consider the following linear system:

⎧
⎨

⎩

ẋ(t) = Ax(t) + Bω(t)
y(t) = Cx(t)
z(t) = Lx(t)

(1)

where x(t) ∈ Rn is the state vector, z(t) is the output vector
to be estimated, ω(t) represents the external disturbance, and
y(t) is the measurement of the sensor. Matrices A, B, C, and
L are constant matrices.

The purpose of this article is to design the following filter:
{

ẋf (t) = Af xf (t) + Bf ỹ(t)
zf (t) = Cf xf (t)

(2)

where xf (t) is the filter state; ỹ(t) is the real input of the filter;
and zf (t) is the estimation of z(t). Af , Bf , and Cf are the
parameter matrices of the filter to be designed.

As we all know, the state information of plant is measured
by a sensor. However, due to the influence of its own hard-
ware and environment, data transmitted by the sensor is often
limited. In this article, the following restriction function is
considered:

ȳ(t) =
⎧
⎨

⎩

ymax, if y(t) > ymax
y(t), if −ymax ≤ y(t) ≤ ymax
−ymax, if y(t) < −ymax.

(3)

Then, similar to [23], the signal can be separated as

ȳ(t) = y(t) − �(y(t)) (4)

where the nonlinear function �(y(t)) satisfies the following
condition for μ ∈ (0, 1):

μyT(t)y(t) ≥ �T(y(t))�(y(t)). (5)

Remark 1: In practical applications, there always exists
constraint of the input and output signals by the influence
of hardware materials and environment. If the input or output
exceeds a certain limit, it will cause damage to the compo-
nents themselves and influence the system performance. To
avoid that, a kind of secure adaptive-event-triggered filter with
input constraint is designed in this article.

By taking the limited network resources into account,
inspired by [24], an adaptive event-triggered scheme is adopted
to solve resource constraints. Under this scheme, the triggering
instants are as follows:

tk+1h = tkh + inf
q≥1

{
qh|eT(tkh)�e(tkh)

− φ(t)yT(tqk h
)
�y

(
tqk h

) ≥ 0
}

(6)

where tkh represents the triggering instant; h represents the
sampling period; � is a weight of triggering condition; tqk h =
tkh + qh; e(tkh) = y(tkh) − y(tkh + qh) represents the thresh-
old error; q = 1, 2, . . . , and φ(t) is a triggering parameter
satisfying the following adaptive law:

φ̇(t) = η

φ(t)

(
1

φ(t)
− π

)

eT(t)�e(t) (7)

with η > 0, π > 0, and 0 < φ(t) ≤ 1.
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Remark 2: Considering that the existing event-triggered
scheme cannot well meet the needs of rapidly changing
systems, an adaptive event-triggered scheme which is deter-
mined by a varying threshold φ(t) is introduced. It can adjust
the release frequency by changing the threshold parameter
under the adaptive law (7). Moreover, when the system is sta-
ble, according to the adaptive law (7), φ(t) will maintain a
constant which means it turns to the traditional event-triggered
scheme. Particularly, if φ(t) ≡ 0, the adaptive event-triggered
scheme turns to the time-triggered scheme.

Remark 3: It can be seen from the adaptive triggering con-
dition in (6) that the trigger parameter is not a preset constant
as traditional ones. Instead, it satisfies an adaptive law in (7),
which depends on the state error of the latest data and present
data. In this case, measurements can be more reasonably
transmitted in the network.

Remark 4: If set η = 0 in (7), then φ̇(t) = 0, the triggering
instants in (6) can be changed as

tk+1h = tkh + inf
q≥1

{
qh|eT(tkh)�e(tkh)

− φ̄yT(tqkh
)
�y

(
tqkh

) ≥ 0
}

where 0 < φ̄ ≤ 1. That means the adaptive triggering
condition reduces to the conventional ones (such as in [17]
and [18]).

Similar to the analysis in [17], the interval [tkh+μtk , tk+1h+
μtk+1) can be divided into several subintervals, which can be
expressed as [tkh+μtk , tk+1h+μtk+1) = ⋃θ

j=0 [tjkh+μtk , tjkh+
h + μtk+1). μtk are the corresponding network-induced delay,
and θ = tk+1 − tk − 1. Define d(t) = t − tqk h, and it is easy to
get the range of d(t) as 0 ≤ μtk ≤ d(t) ≤ h + dtk+q+1 � dM .

Then, the signal transmitted to network can be expressed as

ŷ(t) = ȳ(t − d(t)) + e(t). (8)

When the data are transmitted by the network, a decep-
tion attack is considered first. It is assumed that the deception
attack signal f (·) which satisfies Assumption 1 can completely
replace the normal transmission data in this article. In order
to show its randomness, a Bernoulli variable α(t) satisfy-
ing E{α(t)} = ᾱ and E{(α(t) − ᾱ)2} = θ2

1 is introduced.
Then, the data transmitted under the deception attack can be
represented as

y1(t) = (1 − α(t))f (y(t − τ(t))) + α(t)ŷ(t) (9)

where ŷ(t) represents the data transmitted to the network, as
defined in (8).

Assumption 1 [23]: For a real constant matrix F, the signal
of the deception attack f (y(t)) satisfies

‖f (y(t))‖2 ≤ ‖Fy(t)‖2. (10)

Remark 5: In (9), a nonlinear function is used to represent
the deception attack signals and a Bernoulli variable α(t) is
utilized to indicate whether the deception attack occurs or not.
When α(t) = 1, then the deception attack does not occur
and the data transmitted is y1(t) = ŷ(t); when α(t) = 0, that
means the deception attack occurs and the data transmitted are
replaced as y1(t) = f (y(t − τ(t))).

Then, a replay attack is considered next. When the replay
attack occurs, the data transmitted will be replaced by past
data. In order to show the uncertainty of attack occurrence,
similarly, variable β(t) satisfying the Bernoulli distribution is
introduced. Then, the signal transmitted in the network can be
rewritten as

y2(t) = (1 − β(t))yr(t) + β(t)y1(t) (11)

where yr(t) = ŷ(t−r(t)) is the replay signal, and r(t) represents
that the replayed data are the data transmitted in previous r(t)
seconds. E{β(t)} = β̄, E{(β(t) − β̄)2} = θ2

2 . It should be
pointed that the data stolen by attackers are often within a
certain period of time, that is, r(t) has an upper bound rM .
Then, we have 0 < r(t) ≤ rM .

Assumption 2 [41]: The transmission data are assumed to
be stored from instant t0 to current instant t, and then the
data of an arbitrary instant from the sequence are selected for
replay.

Finally, a DoS attack is taken into consideration when the
communication network transmits the measurement signals.
When the DoS attack is active, no signal can be transmitted
to the filter; when the DoS attack is sleeping, the signal is
transmitted to the filter normally. In view of this, the data
transmitted suffering the DoS attack can be represented as

y3(t) =
{

y2(t), t ∈ [an, ln)
0, t ∈ [

ln, an+1)
(12)

where an is used to represent the start time of the DoS
attack when it enters sleeping for the nth time. sn indicates
the duration of the nth sleeping. ln is the ending instant
of the nth sleeping, that is, ln = an + sn. The condition
0 ≤ a0 < a1 < l1 < a2 < l2 < · · · < ln is satisfied.

Assumption 3 [42]: Assume that there exist uniform
bounds on the lengths of the DoS sleeping and active periods,
respectively

{
smin ≤ infn∈N{sn}
bmax ≥ supn∈N{an − ln−1}. (13)

Assumption 4 [43]: Define l(t) as the number of DoS attack
sleep/active transitions during the interval [0, t). For given real
number ν1 ≥ 0, 
 > h, the DoS frequency l(t) satisfies the
following condition:

l(t) ≤ ν1 + t



. (14)

Combining (9), (11), and (12), the real input of filter can
be obtained

ỹ(t) =
⎧
⎨

⎩

(1 − β(t))yr(t) + β(t)(1 − α(t))f (y(t − τ(t)))
+ α(t)β(t)ŷ(t), t ∈ [an, ln)

0, t ∈ [
ln, an+1).

(15)

Remark 6: In this article, it is assumed that hybrid cyber
attacks occur in the following order: deception → replay →
DoS attack. In fact, the order of hybrid cyber attacks is uncer-
tain in most cases; however, hybrid cyber attacks in other
orders can also be modeled in the similar way described above.
In practical applications, we can use the attack detection meth-
ods to determine whether the attacks occur and its sequence,
and then adjust the corresponding control strategies.
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By combining (2), (4), (8), and (15), one can obtain

ẋf (t) =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Af xf (t) + Bf {(1 − β(t))yr(t) + (1 − α(t))β(t)
× f (y(t − τ(t))) + α(t)β(t)
(Cx(t − d(t)) + e(t) − �(y(t − d(t))) }

t ∈ [an, ln)
0, t ∈ [

ln, an+1).

(16)

Define ξ(t) =
[

x(t)
xf (t)

]

, z̄(t) = z(t)− zf (t), then one can have

the filtering error system
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

ξ̇ (t) =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Āξ(t) + B̄ω(t) + (1 − β(t))ĒHξ(t − r(t))
+ (1 − β(t))Ēe(t − r(t)) + (1 − α(t))β(t)
× Ēf (y(t − τ(t))) + α(t)β(t)C̄(Hξ(t − d(t)) + e(t))
− α(t)β(t)Ē�(y(t − d(t))), t ∈ [an, ln)
Āξ(t) + B̄ω(t), t ∈ [

ln, an+1)

ξ(t) = ϕ(t), t ∈ [−h, 0)

z̄(t) = L̄ξ(t)

(17)

where Ā =
[

A 0
0 Af

]

, B̄ =
[

B
0

]

, C̄ =
[

0
Bf C

]

, H = [
I 0

]
,

Ē =
[

0
Bf

]

, L̄ = [
L −Cf

]
.

For the convenience of analysis, some lemmas are intro-
duced as follows.

Lemma 1 [21]: For any vectors a, b ∈ Rn, and positive-
definite matrix S ∈ Rn×n, the following inequality holds:

2aTb ≤ aTSa + bTS−1b. (18)

Lemma 2 [23]: For given positive-definite matrices R, P
and scalar γ , the following inequality holds:

− PR−1P ≤ −2γ P + γ 2R. (19)

III. MAIN RESULTS

In this section, sufficient conditions to ensure the mean-
square exponential stability for system (17) are obtained. Then,
on this basis, a filter is designed under an adaptive event-
triggered scheme and hybrid attack. The main results are
presented as follows.

Theorem 1: For given positive scalars λi, ςi (i=1,2), γ , ᾱ,
β̄, sampling period h, DoS parameters smin, bmax, ν1, 
 , and
matrices F, and filter parameters Af , Bf , Cf , system (17) is
exponentially mean-square stable if there exist � > 0, Pi > 0,
Qi1 > 0, Ri1 > 0, Qi2 > 0, Ri2 > 0, Qi3 > 0, Ri3 > 0, and
matrices Ji, Mi, Zi, Ni, Ui and Vi (i = 1, 2) with appropriate
dimensions, such that for i = 1, 2, j = 1, 2, 3 the following
inequalities hold:

�i =

⎡

⎢
⎢
⎣

ϒi1 (∗) (∗) (∗)

ϒi2 ϒi3 (∗) (∗)

ϒi4 0 ϒi5 (∗)

ϒi6 0 0 ϒi7

⎤

⎥
⎥
⎦ < 0 (20)

2ς1smin − 2(ς1 + ς2)h − 2ς2bmax − ln(λ1λ2)



> 0 (21)

P1 ≤ λ2P2 (22)

P2 ≤ λ1e2(ς1+ς2)hP1 (23)

Qij ≤ λ3−iQ(3−i)j (24)

Rij ≤ λ3−iR(3−i)j (25)

where the elements of the matrix �i are given in Appendix A.
Proof: See Appendix B.
In Theorem 1, sufficient conditions guaranteeing the expo-

nentially mean-square stability for argument filtering system
have been obtained. In the following, an adaptive-event-
triggered filter with input constraint and hybrid cyber attack
is designed on the basis of Theorem 1.

Theorem 2: For given positive scalars λi, ςi (i = 1, 2), γ ,
ᾱ, β̄, sampling period h, DoS parameters smin, bmax, ν1, 
 ,
matrices F, system (17) is exponentially mean-square stable if
there exist Âf , B̂f , Ĉf , �, Pi1 > 0, P̄i3 > 0, Q̂i1 > 0, R̂i1 > 0,
Q̂i2 > 0, R̂i2 > 0, Q̂i3 > 0, R̂i3 > 0, Si, Ĵi, M̂i, Ẑi, N̂i, Ûi

and V̂i (i = 1, 2) with appropriate dimensions, such that for
i = 1, 2, j = 1, 2, 3 the following linear matrix inequalities
and conditions (21)–(23) hold:

�̂i =

⎡

⎢
⎢
⎣

ϒ̂i1 (∗) (∗) (∗)

ϒi2 ϒi3 (∗) (∗)

ϒ̂i4 0 ϒ̂i5 (∗)

ϒ̂i6 0 0 ϒ̂i7

⎤

⎥
⎥
⎦ < 0 (26)

Pi1 − P̄i3 > 0 (27)

SiQ̂ijS
T
i ≤ λ3−iQ̂(3−i)j (28)

SiR̂ijS
T
i ≤ λ3−iR̂(3−i)j (29)

where the elements of the matrix �̂i are given in Appendix C.
Moreover, the parameters of the designed filter can be

obtained
⎧
⎨

⎩

Af = Âf P̄−1
13

Bf = B̂f

Cf = Ĉf P̄−1
13 .

(30)

Proof: See Appendix D.

IV. SIMULATION EXAMPLES

In this section, the effectiveness of the designed method is val-
idated by the following examples. A tunnel diode circuit system
is considered to prove the effectiveness of the designed filter
in Example 1. Moreover, in Example 2, a numerical example
is used to demonstrate the effectiveness of the design filter.

Example 1: As shown in Fig. 1, a tunnel diode circuit system
is considered, which can be expressed as follows:

{
CV̇C(t) = −VC(t)

RD
+ iL(t)

Li̇L(t) = −VC(t) − REiL(t) + ω(t).

Let x(t) = [
x1(t) x2(t)

]T = [
VC(t) iL(t)

]T, then the
circuit system can be expressed as

ẋ(t) =
[
− 1

CRD
− 1

C
− 1

L −RE
L

]

x(t) +
[

0
1
L

]

+ ω(t).

Consider the circuit system in Fig. 1 with C = 2 F, RE =
2 �, L = 1000 mH, and RD = 2 �. Set the system parameters
to h = 0.1 s, smin = 2, bmax = 3, ᾱ = 0.2, β̄ = 0.3, λ1 =
λ2 = 1.01, ς1 = 0.46, ς2 = 0.4, dM = 0.1, τM = 0.08,
rM = 0.11, γ = 2, μ = 0.16, and e1 = e2 = 3.
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Fig. 1. Structure of the tunnel diode circuit system.

Fig. 2. Occurrence instants of deception, replay, and DoS attacks in
Example 1.

(a) (b)

Fig. 3. Release instants, intervals, and filtering error in Example 1. (a) Release
instants and intervals. (b) Filtering error.

The disturbance signal is described as

ω(t) =
{

1, 6 ≤ t ≤ 7
0, else

and the deception attack signal is selected as f (y(t)) =
tanh(0.15y(t)).

By using Theorem 2, the designed parameters of filter can
be acquired

⎧
⎪⎪⎨

⎪⎪⎩

Af =
[−0.0254 −2.0152
−0.4233 −26.8053

]

Bf = [
0.9870 −0.5781

]T

Cf = [−0.0050 −0.2376
]
.

Set the initial condition x(0) = [
1 0.4

]T, xf (0) =
[
0.9 0.3

]T, the following figures can be obtained.
Fig. 2 shows the Bernoulli distributed variable for the decep-

tion attack, replay attack, and occurrence of DoS attack,
respectively. Release instants and intervals under the adap-
tive event-triggered scheme are shown in Fig. 3(a). Fig. 3(b)
shows the filtering error of the filter designed under the adap-
tive event-triggered scheme and hybrid attack, which illustrates
the validity of the designed method.

(a) (b)

Fig. 4. Adaptive event-triggered scheme in Example 2. (a) Parameter φ(t)
of the adaptive event-triggered scheme. (b) Release instants and intervals.

Fig. 5. x(t), xf (t), and the filtering error in Example 2. (a) x(t) and xf (t).
(b) Filtering error.

Example 2: The following system (1) is considered:

A =
[−2.1 0.1

1 − 2

]

, B =
[

1
−0.2

]

C = [
1 0

]
, L = [

1 −0.5
]
.

Consider the disturbance signal described as

ω(t) =
{

1, 6 ≤ t ≤ 7
0, else

and the deception attack signal is selected as

f (y(t)) = tanh(0.15y(t)).

Checking Assumption 1, one can see that if the nonlinearity
upper bound is F = 0.15, the condition (10) is satisfied.

Set the system parameters to h = 0.1 s, smin = 2, bmax = 3,
ᾱ = 0.2, β̄ = 0.3, λ1 = λ2 = 1.01, ς1 = 0.46, ς2 = 0.4,
dM = 0.05, τM = 0.08, rM = 0.06, γ = 2, μ = 0.16, and
e1 = e2 = 3.

Then, the filter parameters can be acquired by using
Theorem 2

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

P̄13 =
[

0.9865 −0.9102
−0.9102 −2.9232

]

Âf =
[−12.6588 0.7785

−0.6137 −14.9601

]

B̂f = [−1.2303 −0.1701
]T

Ĉf = [−0.2016 −0.0466
]
.

The initial condition is assumed that x(0) = [
1 −1

]T,

xf (0) = [
0.9 −0.9

]T, one can obtain the following figures
by simulation.

Variations in parameters of the adaptive event triggering
mechanism are shown in Fig. 4(a). In Fig. 4(b), release
time intervals under the adaptive event-triggered scheme are
presented. The filtered signal and actual signal are shown
in Fig. 5(a). Moreover, the filtering error when the filter is
subjected to the hybrid attack is shown in Fig. 5(b).
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(a) (b)

Fig. 6. Release instants and intervals with different sampling period h.
(a) Release instants and intervals with h = 0.01 s. (b) Release instants and
intervals with h = 0.1 s.

TABLE I
INFLUENCE OF THE ADAPTIVE PARAMETER π WITH φ(0) = 0.4

From Fig. 4(b), one can see that at the beginning of the
system operation, the measurement data are released fre-
quently due to the instability of the system, and the release
intervals are small. When the system is stable, the release
decreases instantaneously until the disturbance in the 6th sec-
ond causes the data to be transmitted again frequently. This
proves that the adaptive event-triggered scheme can save the
communication resources effectively. From Fig. 5(a) and (b),
it can be seen that the filter designed is still effective even
with disturbance and hybrid attack.

By setting different sampling period h, the data release can
be seen in Fig. 6.

It can be seen from Fig. 6 that with the increase of the sam-
pling periods h, the number of data triggered under the same
trigger parameter decreases. When the system is stable, the
number of data triggered is basically close. Therefore, before
the system is stabilized, the larger the sampling period h is, the
better the effect of saving network resources will be obtained.

By setting different adaptive parameter π , the data records
are obtained in Table I.

It can be seen from Table I that with the increase of the
selected value of the adaptive parameter π , the smaller the
trigger parameter φ(t) becomes after the system is stable, and
the more packets are transmitted in the network. Therefore, in
the actual system, we should set the corresponding adaptive
parameters according to the system requirements, in order to
achieve the best effect. In addition, it should be noted that
when π = 2.5 and φ(n) ≡ 0.4, the adaptive event-triggered
scheme degenerates into the event-triggered scheme.

V. CONCLUSION

The secure adaptive-event-triggered filtering with hybrid
cyber attack and input constraint is investigated in this article.
To save the limited network and power resources, an adap-
tive event-triggered scheme is introduced. Then, by taking the
influence of the hybrid cyber attack into account, a novel filter-
ing error model with the adaptive event-triggered scheme and
input constraint is established. Sufficient conditions to guar-
antee the system stability is obtained by using the Lyapunov
stability theory. Moreover, the filter parameters are obtained by

utilizing the linear matrix inequality technique. Finally, sim-
ulation examples are given to verify the effectiveness of the
proposed method. In the future, security control problems for
the cyber–physical systems under the adaptive event-triggered
scheme and hybrid cyber attack will be studied.

APPENDIX A
ELEMENTS OF MATRIX ϒi IN THEOREM 1

ϒ11 = �1 + �1 + �T
1 , ϒ21 = �2 + �2 + �T

2

�i = [Ji + Ni + Ui − Ji + Mi − Mi

− Ni + Zi − Zi − Ui + Vi − Vi]

�1 =

⎡

⎢
⎢
⎢
⎢
⎣

�1 (∗) (∗) (∗) (∗)

�2 �3 (∗) (∗) (∗)

0 0 �4 (∗) (∗)

�5 0 0 �6 (∗)

�7 0 0 0 �8

⎤

⎥
⎥
⎥
⎥
⎦

�1 = 2ς1P1 + P1Ā + ĀTP1 + Q11 + Q12 + Q13

�2 = ᾱβ̄HTC̄TP1, �3 = C̄THT�HC̄

�4 = diag
{
−e−2ς1dM Q12, 0,−e−2ς1τM Q11

}

�5 = [
β̄1P1C̄H 0 ᾱβ̄P1C̄ β̄1P1C̄

]T

�6 = diag
{

CTHT�HC,−e−2ς1τM Q13,−v�,−v�
}

�7 = [
ᾱ1β̄P1Ē P1B̄ − ᾱβ̄P1Ē

]T
, β̄1 = 1 − β̄

�8 = diag
{
−I,−γ 2I,−I

}
, ϒ13 = diag{−I,−I,−I}

ϒ12 =
⎡

⎣
L̄ 0 0 0 01×8
0 0 0 FH 01×8
0

√
μC1 0 0 01×8

⎤

⎦

ϒ14 = [
�9 �10 0 �11 �12

]

�9 = [
ĀTP1 0 0 0

]T
, θ1 = √

ᾱᾱ1, θ2 = β̄β̄1

�10 = [
�2 ᾱθ2�13 β̄θ1�13 θ1θ2�13

]T

�11 =

⎡

⎢
⎢
⎣

β̄1P1C̄H 0 ᾱβ̄P1C̄ β̄1P1C̄
−θ2P1C̄H 0 ᾱθ2P1C̄ − θ2P1C̄

0 0 θ1β̄P1C̄ 0
0 0 θ1θ2P1C̄ 0

⎤

⎥
⎥
⎦

�12 =

⎡

⎢
⎢
⎣

ᾱ1β̄P1Ē P1B̄ −ᾱβ̄P1Ē
ᾱ1θ2P1Ē 0 −ᾱθ2P1Ē
−θ1β̄P1Ē 0 −θ1β̄P1Ē
−θ1θ2P1Ē 0 −θ1θ2P1Ē

⎤

⎥
⎥
⎦

ϒ15 = diag
{
−P1R−1

1 P1,−P1R−1
1 P1,−P1R−1

1 P1

− P1R−1
1 P1

}
, f1 = e−2ς1h

R1 = τMR11 + dMR12 + rMR13, f2 = e2ς2dM

R2 = τMR21 + dMR22 + rMR23, f3 = e2ς2τM

ϒ17 = diag{−f1R12,−f1R12,−f1R11,−f1R11

− f1R13,−f1R13}
ϒ22 = [

L̄ 0 0 0 0 0 0 0
]

ϒ24 = [
P2Ā 0 0 0 0 0 P2B̄

]

ϒ23 = −I, ϒ25 = −P2R−1
2 P2
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�2 =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

�14 (∗) (∗) (∗) (∗) (∗)

0 0 (∗) (∗) (∗)

0 0 −f2Q22 (∗) (∗) (∗)

0 0 0 0 (∗) (∗)

0 0 0 0 −f3Q21 (∗)

B̄TP2 0 0 0 0 −γ 2I

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

ϒi6 = [
Ji Mi Ni Zi Ui Vi

]T

JT
i = [

JT
i1 JT

i2 0 0 0 0 0 0
]

MT
i = [

0 MT
i2 MT

i3 0 0 0 0 0
]

NT
i = [

NT
i1 0 0 NT

i4 0 0 0 0
]

ZT
i = [

0 0 0 ZT
i4 ZT

i5 0 0 0
]

UT
i = [

UT
i1 0 0 0 0 UT

i6 0 0
]

VT
i = [

0 0 0 0 0 VT
i6 VT

i7 0
]

ϒ27 = diag{−R22,−R22,−R21,−R21,−R23,−R23}.

APPENDIX B
PROOF OF THEOREM 1

Choose the following Lyapunov functional:

Vi(t) = ξT(t)Piξ(t) +
∫ t

t−τM

ξT(s) exp(·)Qi1ξ(s)ds

+
∫ t

t−dM

ξT(s) exp(·)Qi2ξ(s)ds

+
∫ t

t−rM

ξT(s) exp(·)Qi3ξ(s)ds

+
∫ 0

−τM

∫ t

t+v
ξ̇T(s) exp(·)Ri1ξ̇ (s)dsdv

+
∫ 0

−dM

∫ t

t+v
ξ̇T(s) exp(·)Ri2ξ̇ (s)dsdv

+
∫ 0

−rM

∫ t

t+v
ξ̇T(s) exp(·)Ri3ξ̇ (s)dsdv (31)

where Pi > 0, Qi1 > 0, Ri1 > 0, Qi2 > 0, Ri2 > 0, Qi3 > 0,
Ri3 > 0, exp(·) = e2(−1)iςi(t−s), ςi > 0, and

i =

⎧
⎪⎨

⎪⎩

1, t ∈ [−h, 0] ∪
(

∪
n∈N

[anln)

)

2, t ∈ ∪
n∈N

[
ln, an+1).

When i = 1, by taking the derivative and mathematical
expectation of (31), one can obtain

E
{
V̇1(t)

} ≤ −2ς1V1(t) + 2ς1ξ
T(t)P1ξ(t) + 2E

{
ξT(t)P1ξ̇ (t)

}

+ ξT(t)(Q11 + Q12 + Q13)ξ(t)+E
{
ξ̇T(t)R1ξ̇ (t)

}

− ξT(t − dM)e−2ς1hQ12ξ(t − dM)

− ξT(t − τM)e−2ς1hQ11ξ(t − τM)

− ξT(t − rM)e−2ς1hQ13ξ(t − rM)

−
∫ t

t−τ(t)
ξ̇T(s)e−2ς1hR11ξ̇ (s)ds

−
∫ t−τ(t)

t−τM

ξ̇T(s)e−2ς1hR11ξ̇ (s)ds

−
∫ t

t−d(t)
ξ̇T(s)e−2ς1hR12ξ̇ (s)ds

−
∫ t−d(t)

t−dM

ξ̇T(s)e−2ς1hR12ξ̇ (s)ds

−
∫ t

t−r(t)
ξ̇T(s)e−2ς1hR13ξ̇ (s)ds

−
∫ t−r(t)

t−rM

ξ̇T(s)e−2ς1hR13ξ̇ (s)ds. (32)

Then, the following equalities can be obtained by using the
free weighting matrix method:

2ρ(t)Z1

[

ξ(t − τ(t)) − ξ(t − τM) −
∫ t−τ(t)

t−τM

ξ̇ (s)ds

]

= 0

2ρ(t)N1

[

ξ(t) − ξ(t − τ(t)) −
∫ t

t−τ(t)
ξ̇ (s)ds

]

= 0

2ρ(t)M1

[

ξ(t − d(t)) − ξ(t − dM) −
∫ t−d(t)

t−dM

ξ̇ (s)ds

]

= 0

2ρ(t)J1

[

ξ(t) − ξ(t − d(t)) −
∫ t

t−d(t)
ξ̇ (s)ds

]

= 0

2ρ(t)V1

[

ξ(t − r(t)) − ξ(t − rM) −
∫ t−r(t)

t−rM

ξ̇ (s)ds

]

= 0

2ρ(t)U1

[

ξ(t) − ξ(t − r(t)) −
∫ t

t−r(t)
ξ̇ (s)ds

]

= 0

(33)

where Z1, N1, M1, J1, V1, and U1 are the introduced free
weighting matrices, ρ(t) = [

ρ1(t) ρ2(t) ρ3(t)
]T, ρ1(t) =[

ξT(t) ξT(t − d(t)) ξT(t − dM) ξT(t − τ(t))
]

, ρ2(t) =[
ξT(t − τM) ξT(t − r(t)) ξT(t − rM) eT(tr) eT(t)

]
,

ρ3(t) = [
f (y(t − τ(t))) ω(t) �(y(t − d(t)))

]
.

Note that

E
{
ξ̇T(t)R1ξ̇ (t)

} = ATR1A + θ2
1BTR1B

+ θ2
2CTR1C + θ2

1 θ2
2DTR1D (34)

where A = Āξ(t) + B̄ω(t) + (1 − β̄)ĒC̄ξ(t − r(t)) + (1 −
β̄)Ēe(t − r(t))+ (1 − ᾱ)β̄Ēf (y(t − τ(t)))+ ᾱβ̄C̄Hξ(t − d(t))+
+ᾱβ̄C̄e(t) − ᾱβ̄Ē�(y(t − d(t))), B = −β̄Ēf (y(t − τ(t))) +
β̄C̄Hξ(t − d(t)) + β̄C̄e(t) − β̄Ē�(y(t − d(t))), C = −ĒC̄ξ(t −
r(t))− Ēe(t−r(t))+(1− ᾱ)Ēf (y(t−τ(t)))+ ᾱC̄Hξ(t−d(t))+
ᾱC̄e(t) − ᾱĒ�(y(t − d(t))), D = −Ēf (y(t − τ(t))) + C̄Hξ(t −
d(t)) + C̄e(t) − Ē�(y(t − d(t))).

The input constraint can be acquired from (5)

μξT(t − d(t))CT
1 C1ξ(t − d(t)) − �T(y(t))�(y(t)) > 0. (35)

According to (6) and (7), one can obtain the constraint of
the adaptive event-triggered scheme

ξT(t − d(t))HT�Hξ(t − d(t)) − πeT(t)�e(t) > 0. (36)

Moreover, the following inequality can be derived from
Assumption 1:

ξT(t)CT
1 FTFC1ξ(t) − f T(y(t))f (y(t) ≥ 0. (37)

Combining (32)–(37) and using the Schur complement and
Lemma 1, it yields

E{V̇1(t)} + z̄T(t)z̄(t) − γ 2ωT(t)ω(t)

≤ −2ς1V1(t) + ρT(t)
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× [
�1 + E

{
ξ̇T(t)R1ξ̇ (t)

}

+ J1e2ς1hR−1
12 JT

1 + M1e2ς1hR−1
12 MT

1

+ N1e2ς1hR−1
11 NT

1 + Z1e2ς1hR−1
11 ZT

1

+ U1e2ς1hR−1
13 UT

1 + V1e2ς1hR−1
13 VT

1

]
ρ(t). (38)

Using (20), it can be obtained that E{V̇1(t)} + z̄T(t)z̄(t) −
γ 2ωT(t)ω(t) ≤ −2ς1V1(t).

Processing V2(t) in the same way, one obtains

E
{
V̇2(t)

} + z̄T(t)z̄(t) − γ 2ωT(t)ω(t)

≤ −2ς2V2(t) + ρT(t)
[
�2 + E

{
ξ̇T(t)R2ξ̇ (t)

}

+ J2e2ς2hR−1
22 JT

2 + M2e2ς2hR−1
22 MT

2

+ N2e2ς2hR−1
21 NT

2 + Z2e2ς2hR−1
21 ZT

2

+ U2e2ς2hR−1
23 UT

2 + V2e2ς2hR−1
23 VT

2

]
ρ(t) (39)

and E{V̇2(t)} + z̄T(t)z̄(t) − γ 2ωT(t)ω(t) ≤ −2ς2V2(t).
Then, it follows that:

{
E{V1(t)} ≤ e−2ς1(t−an)E{an}, t ∈ [an, ln)
E{V2(t)} ≤ e2ς2(t−ln)E{ln}, t ∈ [

ln, an+1).
(40)

Using the inequalities (22)–(25) yields
{
E{V1(an)} ≤ λ2E

{
V2

(
a−

n

)}

E{V2(ln)} ≤ λ1e2(ς1+ς2)hE
{
V2

(
l−n
)}

.
(41)

For t ∈ [an, ln), from (40) and (41), it can be obtained that

E{V1(t)} ≤ λ2e−2ς1(t−an)E
{
V2

(
a−

n

)}

≤ λ2e−2ς1(t−an)e2ς2(an−ln−1)E{V2(ln−1)}
...

≤ em1(t)E{V1(0)} (42)

where m1(t) = (ν1+[t/
 ])[2(ς1+ς2)h+2ς2bmax −2ς1smin+
ln(λ1λ2)].

According to (21)

E{V1(t)} ≤ en1 e−gt
E{V1(0)} (43)

where n1 = ν1[2(ς1 + ς2)h + 2ς2bmax − 2ς1smin + ln(λ1λ2)],

g = ς1smin − (ς1 + ς2)h − ς2bmax − 1/2 ln λ1λ2



.

Similarly

E{V2(t)} ≤ 1

λ2
en2 e−gt

E{V1(0)} (44)

where n2 = (ν1 + 1)[2(ς1 + ς2)h + 2ς2bmax − 2ς1smin +
ln(λ1λ2)].

Defining M = max{en1, (1/λ2)en2}
E{V(t)} ≤ Me−gt

E{V1(0)}. (45)

The following formulas result from the definition of V(t):

E{V(t)} ≥ d1‖ξ(t)‖2, E{V1(0)} ≤ d2‖ϕ‖2
h (46)

where d1 = min{λmin(Pi)}, d2 = max{λmax(Pi)+hλmax(Qi1 +
Qi2 + Qi3) + (h2/2)λmax(Ri1 + Ri2 + Ri3)}.

Then, combining (45) with (46), one obtains

‖ξ(t)‖ ≤
√

Md2

d1
e− g

2 t|ϕ‖h. (47)

This means system (17) is exponentially mean-square stable
under the conditions (20)–(25), which completes the proof.

APPENDIX C
ELEMENTS OF MATRIX �̂i IN THEOREM 2

ϒ̂11 = �̂1 + �̂1 + �̂T
1 , ϒ̂21 = �̂2 + �̂2 + �̂T

2

�̂1 =
[
Ĵ1 + N̂1 + Û1 − Ĵ1 + M̂1 − M̂1

− N̂1 + Ẑ1 − Ẑ1 − Û1 + V̂1 − V̂1

]

�̂1 =

⎡

⎢
⎢
⎢
⎢
⎢
⎣

�̂1 (∗) (∗) (∗) (∗)

�̂2 �̂3 (∗) (∗) (∗)

0 0 �̂4 (∗) (∗)

�̂5 0 0 �̂6 (∗)

�̂7 0 0 0 �8

⎤

⎥
⎥
⎥
⎥
⎥
⎦

�̂1 = 2λ1P̂1 + �1 + �T
1 + Q̂11 + Q̂12 + Q̂13

P̂1 =
[

P11 P̄13

P̄13 P̄13

]

, �1 =
[

P11A Âf

P̄13A Âf

]

�̂2 =
[
ᾱβ̄CTB̂T

f ᾱβ̄CTB̂T
f

0 0

]

, �̂3 =
[

CT�C 0
0 0

]

�̂4 = diag
{
−e−2ς1dM Q̂12, 0,−e−2ς1τM Q̂11

}

�̂5 = [
�T

2 0 �T
3 �T

4

]T
, �̂7 = [

�T
5 �T

6 �T
7

]T

�2 =
[
β̄1CTB̂T

f β̄1CTB̂T
f

0 0

]

, �11 =
[

B̂f

B̂f

]

�4 = [
β̄1CTÊT β̄1CTÊT

]
, �7 =

[
−ᾱβ̄B̂T

f − ᾱβ̄B̂T
f

]

�̂6 = diag
{
�̂3,−e−2ς1rM Q̂13 − v�,−v�

}

�3 =
[
ᾱβ̄CTB̂T

f ᾱβ̄CTB̂T
f

]

�5 =
[
ᾱ1β̄B̂T

f ᾱ1β̄B̂T
f

]
, �6 = [

BTP11 BTP̄13
]

�8 =
[

B̂f C 0
B̂f C 0

]

, �9 =
[

B̂f 0
B̂f 0

]

, �10 =
[

B̂f C
B̂f C

]

ϒ̂14 = [
�̂9 �̂10 0 �̂11 �̂12

]

�̂9 = [
�1 0 0 0

]T
, θ1 = √

ᾱᾱ1, θ2 = β̄β̄1

�̂10 = [
ᾱβ̄�T

8 ᾱθ2�
T
8 β̄θ1�

T
8 θ1θ2�

T
8

]T

�̂11 =

⎡

⎢
⎢
⎣

β̄1�9 0 ᾱβ̄�10 β̄1�10
−θ2�9 0 ᾱθ2�10 − θ2�10

0 0 θ1β̄�10 0
0 0 θ1θ2�10 0

⎤

⎥
⎥
⎦

�̂12 =

⎡

⎢
⎢
⎣

ᾱ1β̄�11 �T
6 − ᾱβ̄�11

ᾱ1θ2�11 0 − ᾱθ2�11

−θ1β̄�11 0 − θ1β̄�11
−θ1θ2�11 0 − θ1θ2�11

⎤

⎥
⎥
⎦

ϒ̂15 = diag
{
−2e1P̂1 + e2

1R̂1,−2e1P̂1 + e2
1R̂1
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− 2e1P̂1 + e2
1R̂1,−2e1P̂1 + e2

1R̂1

}

R̂1 = τMR̂11 + dMR̂12 + rMR̂13

R̂2 = τMR̂21 + dMR̂22 + rMR̂23

ϒ̂i6 = [
Ĵi M̂i N̂i Ẑi Ûi V̂i

]T

JT
i = [

ĴT
i1 ĴT

i2 0 0 0 0 0 0
]

MT
i = [

0 M̂T
i2 M̂T

i3 0 0 0 0 0
]

NT
i = [

N̂T
i1 0 0 N̂T

i4 0 0 0 0
]

ZT
i = [

0 0 0 ẐT
i4 ẐT

i5 0 0 0
]

UT
i = [

UT
i1 0 0 0 0 UT

i6 0 0
]

VT
i = [

0 0 0 0 0 VT
i6 VT

i7 0
]

ˆ̂
ϒ17 = diag

{
−f1R̂12,−f1R̂12,−f1R̂11

− f1R̂11,−f1R̂13,−f1R̂13

}

�̂2 = [
Ĵ2 + N̂2 − Ĵ2 + M̂2 − M̂2 − N̂2 + Ẑ2 − Ẑ2

]

�̂2 =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

�̂14 (∗) (∗) (∗) (∗) (∗) (∗) (∗)

0 0 (∗) (∗) (∗) (∗) (∗) (∗)

0 0 �14 (∗) (∗) (∗) (∗) (∗)

0 0 0 0 (∗) (∗) (∗) (∗)

0 0 0 0 �15 (∗) (∗) (∗)

0 0 0 0 0 0 (∗) (∗)

0 0 0 0 0 0 �16 (∗)

�12 0 0 0 0 0 0 − γ 2I

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

ϒ24 = [
�13 0 0 0 0 �T

12

]
, �14 = −f2Q̂22

�13 =
[

P21A Âf

P̄23A Âf

]

, �12 = [
BTP21 BTP̄23

]

ϒ̂25 = −2e2P̂2 + e2
2R̂2, �15 = −f3Q̂21, �16 = −f3Q̂23.

APPENDIX D
PROOF OF THEOREM 2

By applying Lemma 2, for positive scalar e1, one can obtain

− P1R−1
1 P1 ≤ −2e1P1 + e2

1R1. (48)

Similarly, we have

− P2R−1
2 P2 ≤ −2e2P2 + e2

2R2. (49)

Since P̄i3 > 0, there exist Pi2 and Pi3 > 0 satisfy-

ing P̄i3 = PT
i2Pi3Pi2. Define that Pi =

[
Pi1 PT

i2
Pi2 Pi3

]

, Yi =
[

I 0
0 PT

i2P−1
i3

]

, Si = Y3−iY
−1
i . Then premultiplying and post-

multiplying (20) by {Yi, . . . , Yi︸ ︷︷ ︸
6

, I, . . . , I
︸ ︷︷ ︸

8

, Yi, . . . , Yi︸ ︷︷ ︸
8

} and its

transposition. Define P̂i = YiPiYT
i , Q̂ij = YiQijYT

i , R̂ij =
YiRijYT

i , Ĵik = YiJikYT
i , N̂ik = YiNikYT

i , M̂ik = YiMikYT
i ,

Ẑik = YiZikYT
i , Ûik = YiUikYT

i , V̂ik = YiVikYT
i for j = 1, 2, 3;

k = 1, 2. then we have (26) from (20). Since Pi > 0, by using
the Schur complement, one can obtain (27).

Define variables
⎧
⎨

⎩

Âf = Ãf P̄13, Ãf = PT
12Af P−T

12
B̂f = PT

12Bf

Ĉf = C̃f P̄13, C̃f = Cf P−T
12 .

(50)

According to the above definitions, similar to the method
of [44], the parameters of filter can be expressed as Af =
P−T

12 Ãf PT
12, Bf = P−T

12 B̂f , and Cf = C̃f P12.
Define x̂f (t) = PT

12xf (t), (2) can be rewritten as

{
x̂f (t) = Ãf x̂f (t) + B̂f ŷ(t)
zf (t) = C̃f x̂(t).

(51)

Then, one can obtain (30) from (50) and (51). That completes
the proof.
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