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Security Control for T–S Fuzzy Systems With
Adaptive Event-Triggered Mechanism

and Multiple Cyber-Attacks
Jinliang Liu , Tingting Yin , Jie Cao , Dong Yue , and Hamid Reza Karimi

Abstract—This article focuses on the security control for
Takagi–Sugeno (T–S) fuzzy systems with adaptive event-triggered
mechanism (AETM) and multiple cyber-attacks, which include
deception attacks and denial-of-service (DoS) attacks. A multiple
cyber-attacks model is first established for T–S fuzzy systems by
considering deception attacks and DoS attacks at the same time.
An AETM is introduced to relieve the network load, where the
threshold of event-triggering condition can be adaptively adjusted
while preserving the system performance. Then a novel mathe-
matical model for T–S fuzzy systems with multiple cyber-attacks
and AETM is proposed first. Based on the built model, sufficient
conditions to guarantee the exponentially mean square stability
of the system are achieved by utilizing the Lyapunov stability the-
ory. Moreover, the controller gains are derived with the help of a
linear matrix inequality technique. Finally, simulated examples
are presented for illustrating the effectiveness of the proposed
method.

Index Terms—Adaptive event-triggered mechanism (AETM),
multiple cyber-attacks, security control, Takagi–Sugeno (T–S)
fuzzy systems.

I. INTRODUCTION

TAKAGI–SUGENO (T–S) fuzzy systems can approxi-
mate nonlinear systems by using lots of fuzzy linear

models, which can describe the local dynamics in different
state-space regions [1]–[11]. In the recent decades, T–S fuzzy
systems play a significant role in modeling and analyzing
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various systems, which results in a great number of achieve-
ments [12]–[18]. For instance, the T–S fuzzy systems were
applied in [3] where the problem of quantized stabilization for
networked control systems was addressed. Chadli et al. [7]
studied the local stability issue for a kind of T–S fuzzy
systems. In [15], the relaxed real-time scheduling stabilization
was discussed for discrete-time T–S fuzzy systems. A class
of cyber-physical systems was discussed which was approxi-
mated by the T–S fuzzy systems [16], [19]. In addition, the
control problem of T–S fuzzy systems has also attracted great
interests of scholars [20]–[22]. Liu et al. [20] concentrated on
the problem of the networked fuzzy static output feedback con-
trol for discrete-time T–S fuzzy systems. The fuzzy predictive
controller design was proposed for T–S fuzzy systems in [21].

In the networked systems, some issues brought by con-
strained network resources pose a grave threat to the system
performance. Considerable efforts are made to solve these
issues and many results are procurable. Time-triggered scheme
is the most extensively used in the networked systems due to
its simple task model, where all data are sampled and deliv-
ered in a fixed period. When the changes between the latest
transmitted data and current sampling data are fairly small,
a great quantity of similar data are delivered in the network,
thus leading to network congestion and waste of communi-
cation resources. For the sake of relieving the unnecessary
waste of network resources, scholars devote themselves into
developing more effective data transmission strategies and put
forward various event-triggered schemes [23]–[28]. Among
these event-triggered mechanisms, an event-triggered scheme
proposed in [25] has received wide applications since it super-
vises system states at discrete intervals and only allows the
data violating the predefined condition to be sent out. Inspired
by the event-triggered mechanism in [25], an adaptive event-
triggered mechanism (AETM) is proposed in [29] to further
economize the limited bandwidth and improve the utilization
of communication resources. The event-triggered condition
of AETM has a varying-threshold, thus it can adjust the
sampling interval dynamically when maintaining the system
performance. Zhang et al. [30] adopted the AETM to design
an adaptive event-triggered controller for nonlinear networked
systems. Through utilizing AETM, the controller design of
networked interconnected control systems was proposed with
the help of T–S fuzzy model in [31]. Additionally, the event-
triggered mechanism in [25] are further developed, then
hybrid-triggered mechanism and distributed event-triggered
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mechanism are proposed [32]–[35]. Under the hybrid-triggered
mechanism, time-triggered scheme, and event-triggered mech-
anism are stochastically switching according to the amount
of transmitted data and network environment in the current
network [3]. The hybrid-triggered mechanism was applied
in [32] where the authors investigated the state estimation
of T–S fuzzy systems. Through using the distributed event-
triggered mechanism, Liu et al. [33] presented an algorithm
of state estimator design for networked sensor systems.

The introduction of the network contributes to higher effi-
ciency for data transmission, nevertheless, it also results in lots
of problems, such as packet dropouts [36], time delay [37],
[38], and stochastic uncertainties [39]. One of these important
issues is the network security problem, which can drastically
deteriorate the system performance. Therefore, a lot of efforts
have been put into the researches on this problem [40]–[49].
In reality, the network is highly possible to be attacked by
malicious signal, which results from the openness and shara-
bility of network. Generally, the frequently studied network
attacks contain deception attacks, replay attacks, denial-of-
service (DoS) attacks, etc. The deception attacks degrade
systems performance with the method of injecting the mali-
cious data. By considering the impacts of deception attacks,
the problem of event-based filter design for cyber-physical
systems was addressed in [42]. The state estimator design for
networked control systems subject to deception attacks was
proposed in [33]. The replay attacks replay previous trans-
mitted data, which leads to system performance deterioration.
Liang et al. [45] focused on the distributed Kalman filtering
for target tracking with the consideration of replay attacks.
A stochastic coding detection scheme was proposed in [46]
to improve the performance of cyber-physical systems against
replay attacks. Besides, the DoS attacks are aimed at block-
ing the data transmission by taking up the network resources.
By taking DoS attacks into account, the state estimation for
T–S fuzzy systems with sensor saturation was investigated
in [16]. Zhang et al. [47] focused on the robust output consen-
sus for multiagent systems under DoS attacks. The controller
design for networked control system with DoS attacks was
proposed [48], [49]. To the best of our knowledge, there exists
a considerable part of literatures where single cyber-attack is
taken into account while few study is concerned with multiple
cyber-attacks. As a consequence, the multiple cyber-attacks,
containing deception attacks, and DoS attacks, are first con-
sidered when investigating the issue of security control for T–S
fuzzy systems with AETM in this article.

The remainder of this article is organized as follows. The
mathematical model of T–S fuzzy systems with AETM and
multiple cyber-attacks is presented in Section II. The sufficient
conditions ensuring system exponentially mean-square stable
(EMSS) are acquired and the desired controller gains are accu-
rately obtained in Section III. In Section IV, the usefulness of
designed algorithm is confirmed through simulated examples.

Notation: Rm, Rm×n, and R≥0 stand for the m-dimensional
Euclidean space, the set of m × n real matrices, and non-
negative real scalars, respectively; the identity matrix I is with
appropriate dimension; for Z ∈ Rm×m, Z > 0 represents that Z
is a real symmetric positive definite matrix; XT represents the

transposition of matrix X. ϑmax(A) (ϑmin(A)) denotes the max-
imum (minimum) eigenvalue of matrix A. ∗ in a symmetric
matrix represents the entries implied by symmetry. N stands
for the set of positive integers. H−

l2,n
presents that Hl2,n is in

time interval [Hl1,n,Hl2,n).

II. PROBLEM FORMULATION AND MODELING

The framework of security control for T–S fuzzy systems
with AETM and multiple cyber-attacks, which consist of
DoS attacks and deception attacks, is shown in Fig. 1. In
this framework, the sensor, the AETM, the controller, and a
zero-order-hold (ZOH), a network channel are included. The
sampled data are transmitted via the network from sensor to
controller, controller to actuator. Besides, the influences of
multiple cyber-attacks are taken into consideration.

Consider the following T–S fuzzy system with ith rule:
IF φ1(x(t)) is Gi

1, . . ., and φp(x(t)) is Gi
p, THEN

ẋ(t) = Aix(t)+ Biu(t) (1)

where x(t) ∈ Rm1 is the state vector; u(t) ∈ Rm2 is the con-
trol output vector; Ai and Bi are constant matrices, which
are with appropriate dimensions; Gi

v (i ∈ {1, 2, . . . , r} �
D, v = 1, 2, . . . , p) are the fuzzy sets; r is the number of IF-
THEN rules; and the fuzzy premise variables are represented
as φv(x(t)); for the sake of convenience, φv(x(t)) is abbreviated
as φv(x) and φ(x) = [φ1(x), φ2(x), . . . , φp(x)].

Through the utilization of center-average defuzzifier, prod-
uct interference, and singleton fuzzifier, the system (1) can be
described as follows:

ẋ(t) =
r∑

i=1

ξi(φ(x))[Aix(t)+ Biu(t)] (2)

where ξi(φ(x)) is the normalized membership function satis-
fying ξi(φ(x)) ≥ 0,

∑r
i=1 ξi(φ(x)) = 1 for i ∈ D. ξi(φ(x)) =

([χi(φ(x))]/[
∑r

i=1 χi(φ(x))]), χi(φ(x)) = ∏p
v=1 χ

i
v(φv(x)),

χ i
v(φv(x)) represents the grade membership value of φv(x).
Remark 1: It is known to all that T–S fuzzy systems can

serve as universal approximators of nonlinear systems, such
as inverted pendulum systems and chaotic systems. Therefore,
T–S fuzzy systems have been widely investigated in the past
decades [12]–[15], [17]. In this article, the problem of security
control for T–S fuzzy systems with AETM and multiple cyber-
attacks is first studied.

The purpose of this article is to propose an algorithm
of adaptive event-triggered controller design for T–S fuzzy
systems under multiple cyber-attacks. Owing to the existence
of network-induced delay, it is of rationality that the latest
lagged premise variable ξj(φ(x̃)) is adopted in the controller
design with jth rule as follows:

IF φ1(x̃(t)) is Jj
1, . . ., and φκ(x̃(t)) is Jj

κ , THEN

u(t) = Kjx̃(t) (3)

where x̃(t) ∈ Rm1 is the actual input of controller. Jj
q (j ∈

D, q = 1, 2, . . . , κ) stand for the fuzzy sets; φq(x̃(t)) are fuzzy
premise variables; for convenience, φq(x̃(t)) is represented by
φq(x̃) and φ(x̃) = [φ1(x̃), φ2(x̃), . . . , φκ(x̃)]. Kj ∈ Rm1×m2 are
controller gains to be determined.
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Fig. 1. Structure of T–S fuzzy systems with AETM and multiple
cyber-attacks.

Then the following fuzzy controller is inferred:

u(t) =
r∑

j=1

ξj(φ(x̃))Kjx̃(t) (4)

where ξj(φ(x̃)) is the normalized membership function which
satisfies ξj(φ(x̃)) ≥ 0,

∑r
j=1 ξj(φ(x̃)) = 1 for j ∈

D. ξj(φ(x̃)) = ([oj(φ(x̃))]/[
∑r

j=1 oj(φ(x̃))]), oj(φ(x̃)) =
∏κ

q=1 oj
q(φq(x̃)), oj

q(φq(x̃)) denotes the grade membership
value of φq(x̃).

In order to save bandwidth resources, the AETM exhibited
in Fig. 1 is adopted in this article. Denote h and tkh as the sam-
pling period and the latest transmitting instant, respectively,
then the next triggering instant tk+1h is given as follows:

tk+1h = tkh + min
b∈N

{
bh|δT

k (tkh)Wδk(tkh)

− ε(t)xT(tkh + bh)Wx(tkh + bh) > 0
}

(5)

where weighting matrix W > 0; b = 1, 2, . . . , b̄, in which
b̄ represents the maximum allowable number of successive
packet losses; ε(t) is a variable of threshold and satisfies ε(t) ∈
(0, 1]; and δk(tkh) = x(tkh)−x(tkh+bh), x(tkh) represents the
latest transmitted data, x(tkh+bh) denotes the current sampling
data.

Similar to [31], the interval [tkh + νk, tk+1h) can be divided
into b̄ subintervals, namely, [tkh+νk, tk+1h) = ∪b̄

b=1[tkh+bh−
h+νk,b−1, tkh+bh+νk,b), where νk,b is a positive constant. It is
worthy of being mentioned that b̄ = supb≥1{δT

k (tkh)Wδk(tkh)−
ε(t)xT(tkh + bh)Wx(tkh + bh) ≤ 0}.

It should be pointed out that the threshold ε(t) in (5) is a
variable satisfying the following equality:

ε̇(t) = 1

ε(t)

(
1

ε(t)
− σ

)
δT

k (tkh)Wδk(tkh) (6)

where σ > 0 is utilized to adjust the convergence rate of
ε(t). Therefore, the triggering condition δT

k (tkh)Wδk(tkh) −
ε(t)xT(tkh+bh)Wx(tkh+bh) > 0 can be dynamically adjusted
according to the system states.

Remark 2: Compared with the existing event-triggered
scheme [25] with a constant threshold parameter, the AETM
has an advantage of saving limited network resources
while keeping the desired system performance due to the
varying-threshold ε(t). When the system reaches stable,
δT

k (tkh)Wδk(tkh) → 0, then ε(t) will maintain a constant. In
particular, when setting ε(t) ≡ 0, the AETM turns to be a
conventional time-triggered scheme.

Remark 3: In this article, the AETM (5) is introduced
to mitigate communication burden and improve network
resources utilization. The event-triggering threshold of AETM
can be adaptively adjusted according to the parameters of
system states. It needs to be pointed out that AETM has
been widely applied in the analysis and design of networked
systems [29]–[31]. Inspired by the mentioned literatures, the
AETM (5) is adopted to investigate the security control
problem of T–S fuzzy systems with multiple cyber-attacks in
this article.

In the networked T–S fuzzy systems, due to the openness
of communication channel, the network is more susceptible to
malicious signals such as multiple cyber-attacks. In this article,
the influences of multiple cyber-attacks, including deception
attacks and DoS attacks are considered, which is shown in
Fig. 1.

When the network is subjected to deception attacks, the
deception attack signal h(x(t)) may substitute for normal data.
A Bernoulli variable η(t) ∈ {0, 1} is used to describe whether
deception attacks occur or not, which is of the following
statistical properties:

E{η(t)} = η̄, E
{
(η(t)− η̄)2

}
= η̄(1 − η̄) = ρ2

where η̄ and ρ2 denote the expectation of η(t) and the
mathematical variance of η(t), respectively.

Assumption 1 [3]: For given constant matrix L, the decep-
tion attack function h(x(t)) satisfies the following condition:

‖h(x(t))‖2 ≤ ‖Lx(t)‖2. (7)

At the same time, we consider the effects of DoS attacks,
then the actual signal transmitted to controller via the network
with multiple cyber-attacks is presented as follows:

x̃(t) = α(t)[(1 − η(t))h(x(t))+ η(t)xe(t)] (8)

where α(t) = 0 or α(t) = 1 represent the DoS attacks take
place or not, respectively. α(t) = 1 denotes DoS jamming sig-
nal is sleeping when t ∈ [Hn,Hn + μn); α(t) = 0 indicates
the DoS jamming signal is active when t ∈ [Hn + μn,Hn+1).
n ∈ N stands for the period number. Hn+1 denotes the end
instant of the nth active period and the starting instant of
the (n + 1)th sleeping period; μn represents the length of
the nth sleeping period. Obviously, one can get that the start-
ing instants and end instants of DoS sleeping period satisfy
0 ≤ H0 < H0 + μ0 < H1 < H1 + μ1 < H2 < · · · < Hn <

Hn + μn < Hn+1 < · · · xe(t) is the normal signal which
will be delivered over the network. For technical convenience,
∀n ∈ N , let W1,n � [Hn,Hn +μn), W2,n � [Hn +μn,Hn+1).

Remark 4: It needs to be pointed out that the DoS attacks
discussed in this article are assumed to be of unknown attack
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period. In an attack period [Hn,Hn+1), namely, W1,n ∪W2,n,
the DoS jamming signal is sleeping in W1,n while it is active in
W2,n. Besides, DoS attacks block the transmitted signals from
sensor to controller when active in the interval W2,n. In other
words, the signals are transmitted successfully in ∪n∈NW1,n
while the data transmission is failed in ∪n∈NW2,n.

Remark 5: In (8), when η(t) = 1 and α(t) = 1, the signal
x̃(t) transmitted from the sensor to the controller is xe(t), which
means that there is no cyber-attack occurring in the network;
when η(t) = 0 and α(t) = 1, the actual signal x̃(t) transmitted
to controller is h(x(t)), which means that the network is only
subjected to deception attacks; when α(t) = 0, we can get
x̃(t) = 0, which means that DoS jamming signal is active
and the signal communication is denied no matter whether
deception attacks take place or not.

In the presence of DoS attacks, the transmitted data are
interrupted in the active period W2,n, thus, the event-triggering
condition (5) is not suitable as before. Motivated by [49], the
previous adaptive event-triggered condition (5) is modified for
adapting the DoS attacks. In the following, the event-triggered
instant of the modified AETM is presented [48]:

tk,nh = {tkah satisfying (5)|tkah ∈ W1,n
} ∪ {Hn} (9)

where k is the number of triggering instants in ath attack
period of DoS attacks, and k ∈ {1, . . . , k(n)} � D(n),
k(n) = sup{k ∈ N |tk,nh ≤ Hn + μn}; tka , ka, n, a ∈ N .

For convenience, ∀n ∈ N , let Ck,n � [tk,nh, tk+1,nh), t0,nh �
Hn. Further, the time interval Ck,n is divided into

Ck,n =
ψk,n⋃

τ=1

Oτk,n ∪ O
ψk,n+1
k,n (10)

where k ∈ D(n), n ∈ N , ψk,n � inf{τ ∈ N |tk,nh +
τh ≤ tk,n+1h}, and Oτk,n = [tk,nh + (τ − 1)h, tk,nh + τh),

τ ∈ {1, 2, . . . , ψk,n}, O
ψk,n+1
k,n = [tk,nh + ψk,nh, tk+1,nh).

Notice that the following expression holds:

W1,n =
D(n)⋃

k=0

{Ck,n ∩ W1,n
} ⊆

D(n)⋃

k=0

Ck,n. (11)

According to (10) and (11), the interval W1,n is denoted as

W1,n =
D(n)⋃

k=0

ψk,n+1⋃

τ=1

{
Oτk,n ∩ W1,n

}
. (12)

As a result, define

λk,n(t) = t − tk,nh − (∂ − 1)h, t ∈ O∂k,n ∩ W1,n (13)

and

δk,n(t) = x
(
tk,nh

)− x
(
tk,nh + (∂ − 1)h

)
, t ∈ O∂k,n ∩ W1,n (14)

where ∂ = 1, 2, . . . , ψk,n + 1.
From (13) and (14), it can be obtained that λk,n(t) ∈ [0, h),

t ∈ Ck,n ∩ W1,n. Then the adaptive event-triggered sampled
state x(tk,nh) is presented as follows:

xe(t) = x
(
tk,nh

) = δk,n(t)+ x
(
t − λk,n(t)

)
(15)

with δk,n(t) and ε(t) satisfying the following conditions:

ε̇(t) = 1

ε(t)

(
1

ε(t)
− σ

)
δT

k,n(t)Wδk,n(t) (16)

δT
k,n(t)Wδk,n(t) ≤ ε(t)xT(t − λk,n(t)

)
Wx
(
t − λk,n(t)

)
. (17)

By combining (2), (4), (8), and (15), the system (2) can be
expressed as

ẋ(t) =

⎧
⎪⎪⎨

⎪⎪⎩

∑r
i=1
∑r

j=1 ξiξj
{
Aix(t)+ BiKj

[
η(t)δk,n(t)

+ η(t)x
(
t − λk,n(t)

)+ (1 − η(t))h(x(t))]}
t ∈ Ck,n ∩ W1,n∑r
i=1
∑r

j=1 ξiξjAix(t), t ∈ W2,n

(18)

where ξi and ξj stand for ξi(φ(x)) and ξj(φ(x̃)), respectively;
x(t) = β(t), t ∈ [−h, 0]; β(t) is the supplemented initial
condition of the state x(t) on [−h, 0], β(0) � β0.

Remark 6: In the past years, the network security issue
of T–S fuzzy systems has become a research hotspot due to
the much attention paid to T–S fuzzy systems [1]–[3], [21].
There are most of the published literatures only concerned
with single cyber-attack, however, various cyber-attacks may
simultaneously occur in the real systems. To describe it more
authentic, a class of multiple cyber-attacks consisting of decep-
tion attacks and DoS attacks is considered for the networked
T–S fuzzy systems. Then the mathematical model (18) of T–S
fuzzy systems with AETM and multiple cyber-attacks is first
established.

Under the consideration of multiple attacks, this article
aims at designing the controller and triggering parameters to
stabilize the T–S fuzzy systems with AETM. To solve this
issue, inspired by [32] and [50], the errors of the grades of
memberships are assumed to satisfy the following inequalities:

|ξi(φ(x))− ξi(φ(x̃))| ≤ ςi, i ∈ D. (19)

Then, the following assumptions, definition, and lemma are
introduced to assist us in achieving the main results.

Assumption 2 [51]: In attack periods ∪n∈N [Hn,Hn+1) of
DoS attacks, there exist the following conditions:

{
HM ≥ supn∈N {Hn+1 − Hn − μn}
Hm ≤ infn∈N {μn} (20)

where HM and Hm denote a uniform upper bound on the
lengths of the DoS active periods Hn+1 − Hn −μn and a uni-
form lower bound on the lengths of the DoS sleeping periods
μn, respectively.

Assumption 3 [51]: In the interval [0, t), the number of DoS
attacks sleep/active transitions is defined as f (t). If c ∈ R≥0
and ψd ∈ R≥h are given, the sequence {Hn,Hn+μn,Hn+1}n∈N
of DoS attacks satisfies the following constraint:

f (t) ≤ c + t

ψd
. (21)

Definition 1 [52]: For known scalars χ1 > 0 and χ2 > 0, if
E{‖x(t)‖2} ≤ χ1e−χ2 E{‖β0‖2} holds, the zero solution of (18)
is regard to be EMSS with the initial condition.

Lemma 1 [43]: For d(t) ∈ [0, dm], if

[
Z ∗
S Z

]
≥ 0 for any

constant matrices Z ∈ Rm1×m1 and S ∈ Rm1×m1 , the following
inequality holds:

− dm

∫ t

t−dm

ẋT(v)Zẋ(v)dv ≤ sT(t)�s(t) (22)
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where

s(t) =
⎡

⎣
x(t)

x(t − d(t))
x(t − dm)

⎤

⎦,� =
⎡

⎣
−Z ∗ ∗

Z + S −2Z − S − ST ∗
−S Z + S −Z

⎤

⎦.

III. MAIN RESULTS

The main results are presented in the form of two theo-
rems in this section, along with their corresponding proofs.
By using Lyapunov–Krasocskii stability theory and linear
matrix inequality techniques, sufficient conditions to ensure
the system (18) EMSS and the controller gains will be obtained
in Theorems 1 and 2, respectively.

Theorem 1: For known DoS parameters HM , Hm, c, and
ψd, matrices Kj, L and scalars η̄ ∈ (0, 1), σ > 0, h > 0, the
system (18) is EMSS, if for some prescribed scalars �1 > 0,
�2 > 0, γ1 > 0, γ2 > 0, and ςi (i ∈ D), there exist symmetric
matrices W > 0, P1 > 0, P2 > 0, Q1 > 0, Q2 > 0, R11 > 0,
R21 > 0, R12 > 0, and R22 > 0, and matrices M, S11, S21, S12,
and S22 with appropriate dimensions such that for l ∈ {1, 2},
i, j ∈ D the following inequalities hold:

�l
ii < 0 (23)

�l
ij + �l

ji < 0 (24)

M + ϒ l
ij > 0 (25)

ϑ > 0 (26)⎧
⎨

⎩

P1 ≤ γ2P2,P2 ≤ γ1e2ϑ1hP1
Ql ≤ γ3−lQ3−l

R1l ≤ γ3−lR1 3−l,R2l ≤ γ3−lR2 3−l

(27)

where

�l
ij = ϒ l

ij +
r∑

p=1

ςp

(
M +ϒ l

ip

)

ϒ1
ij =

⎡

⎢⎣
�1

ij11 ∗ ∗
�1

ij21 �1
22 ∗

�1
ij31 �1

ij32 �1
33

⎤

⎥⎦ < 0

�1
ij11 =

⎡

⎣
vi11 ∗ ∗
vij21 v22 ∗
v31 v32 −g1(Q1 + R11 + S11)

⎤

⎦

vi11 = 2�1P1 + P1Ai + AT
i P1 + Q1

− g1R11 − g1R21, vij21 = η̄KT
j BT

i P1 + v32

v22 = g1
(−2R11 − S11 − ST

11 − 2R21 − S21 − ST
21

)

− σW, v31 = −g1S11 − g1S21

v32 = g1(R11 + S11 + R21 + S21), g1 = e−2�1h

�1
ij21 =

⎡

⎣
η̄KT

j BT
i P1 0 0

η̄1KT
j BT

i P1 0 0
L 0 0

⎤

⎦

�1
22 = diag{W,−η̄1I,−η̄1I}, η̄1 = 1 − η̄

�1
ij31 =

[
hP1Ai hη̄P1BiKj 0

0 hρP1BiKj 0

]

�1
ij32 =

[
hη̄P1BiKj hη̄1P1BiKj 0
hρP1BiKj −hρP1BiKj 0

]

�1
33 = diag

{
−P1(R11 + R21)

−1P1 ,

− P1(R11 + R21)
−1P1

}
, ρ = √η̄(1 − η̄)

ϒ2
ij =

⎡

⎢⎢⎣

vi11 ∗ ∗ ∗
v21 v22 ∗ ∗
v31 v31 v33 ∗

hP2Ai 0 0 v44

⎤

⎥⎥⎦ < 0

vi11 = −2�2P2 + P2Ai + AT
i P2 + Q2 − R12 − R22

v21 = R12 + S12 + R22 + S22

v22 = −2R12 − S12 − ST
12 − 2R22 − S22 − ST

22

v31 = −S12 − S22, v32 = R12 + S12 + R22 + S22

v33 = −e2�2hQ2 − R12 − R22

v44 = −P2(R12 + R22)
−1P2, ϑ1 = �1 +�2

ϑ = 2

ψd
(�1Hm −�2HM − ϑ1h)− 1

ψd
ln(γ1γ2).

Proof: Construct the following time-varying Lyapunov func-
tional for system (18):

Vθ(t)(t) = xT(t)Pθ(t)x(t)+
∫ t

t−h
xT(v)ω(·)Qθ(t)x(v)dv

+ h
∫ 0

−h

∫ t

t+s
ẋT(v)ω(·)R1θ(t)ẋ(v)dvds

+ h
∫ 0

−h

∫ t

t+s
ẋT(v)ω(·)R2θ(t)ẋ(v)dvds (28)

where Pθ(t) > 0, Qθ(t) > 0, R1θ(t) > 0, R2θ(t) > 0, and
ω(·) � e(−1)θ(t)2�θ(t)(t−v), θ(t) ∈ {1, 2}.

Then two cases of θ(t) = 1 and θ(t) = 2 will be discussed
in the following, respectively.

When θ(t) = 1, calculating the derivation and mathematical
expectation of V1(t) for t ∈ W1,n, n ∈ N , notice that we can
obtain that

E
{
V̇1(t)

} ≤ −2�1E{V1(t)} + 2�1xT(t)P1x(t)

+ 2xT(t)P1ẋ(t)+ xT(t)Q1x(t)

− xT(t − h)e−2�1hQ1x(t − h)

+ E
{
ẋT(t)Rẋ(t)

}− h
∫ t

t−h
ẋT(v)e−2�1hR11ẋ(v)dv

− h
∫ t

t−h
ẋT(v)e−2�1hR21ẋ(v)dv (29)

where E{ẋT(t)Rẋ(t)} = A
T
1ijRA1ij + ρ2

A
T
2ijRA2ij, A1ij =

Aix(t) + (1 − η̄)BiKjh(x(t)) + η̄BiKj[x(t − λk,n(t)) + δk,n(t)],
A2ij = BiKj[h(x(t)) + x(t − λk,n(t)) + δk,n(t)], and R =
h2(R11 + R21).

According to (6) and (5), one can acquire the constraint of
AETM

xT(t − λk,n(t)
)
Wx
(
t − λk,n(t)

)− σδT
k,n(t)Wδk,n(t) > 0. (30)

By using Lemma 1, we have

−h
∫ t

t−h
ẋT(v)R11ẋ(v)dv ≤ sT

1 (t)�1s1(t) (31)

−h
∫ t

t−h
ẋT(v)R21ẋ(v)dv ≤ sT

1 (t)�2s1(t) (32)
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where

s1(t) =
⎡

⎣
x(t)

x
(
t − λk,n(t)

)

x(t − h)

⎤

⎦

�ι =
⎡

⎣
−Rι1 ∗ ∗

Rι1 + Sι1 −2Rι1 − Sι1 − ST
ι1 ∗

−Sι1 Rι1 + Sι1 −Rι1

⎤

⎦, ι = 1, 2.

According to the inequality (7) in Assumption 1, it yields
that

xT(t)LTLx(t)− hT(x(t))h(x(t)) ≥ 0. (33)

Then by combining (29)–(33) and utilizing Schur comple-
ment, it is easy to obtain that

E
{
V̇1(t)

} ≤ −2�1E{V1(t)} + ζ T
1 (t)ϒ

1
ijζ1(t) (34)

where ζ1(t) = [xT(t) xT(t − λk,n(t)) xT(t −
h) δT

k,n(t) hT(x(t)) I I I]T. According to ϒ1
ij < 0, then

it yields that E{V̇1(t)} ≤ −2�1E{V1(t)} holds for t ∈ W1,n.
When θ(t) = 2, t ∈ W2,n, n ∈ N , by taking the derivation

and expectation of V2(t) and utilizing the similar approach
above-mentioned, we can get

E
{
V̇2(t)

} ≤ 2�2E{V2(t)} + ζ T
2 (t)ϒ

2
ijζ2(t) (35)

where ζ2(t) = [xT(t) xT(t − λk,n(t)) xT(t − h) I]T. By using
ϒ2

ij < 0, it can be deduced that E{V̇2(t)} ≤ 2�2E{V2(t)} holds
for t ∈ W2,n.

Define Hl,n =
{

Hn, l = 1,

Hn + μn, l = 2
, then we can get

Wl,n = [Hl,n,H3−l,l−1+n). Therefore, it yields that t ∈
[Hl,n,H3−l,l−1+n), l ∈ {1, 2}

E{Vl(t)} ≤ e2(−1)l�l(t−Hl,n)E
{
Vl
(
Hl,n
)}
. (36)

Then we have

E{V(t)} ≤

⎧
⎪⎪⎨

⎪⎪⎩

e−2�1(t−H1,n)E
{
V1
(
H1,n

)}

t ∈ [H1,n,H2,n
)

e2�2(t−H2,n)E
{
V2
(
H2,n

)}

t ∈ [H2,n,H1,1+n
)
.

(37)

Note that the inequalities in (27) hold, then the following
inequalities can be obtained by simple calculations:

⎧
⎨

⎩
E
{
V1
(
H1,n

)} ≤ γ2E
{

V2

(
H−

1,n

)}

E
{
V2
(
H2,n

)} ≤ γ1e2ϑ1hE
{

V1

(
H−

2,n

)} (38)

where ϑ1 = �1 +�2.
If t ∈ [H1,n,H2,n), by combining (37) and (38), one has

E{V(t)} ≤ γ2e−2�1(t−H1,n)E
{

V2

(
H−

1,n

)}

≤ γ2e−2�1(t−H1,n)+2�2(H1,n−H2,n−1)

× E
{
V2
(
H2,n−1

)}

≤ · · · ≤ ef (t)E{V1(0)} (39)

where f (t) = 2(c + [t/ψd])(ϑ1h + �2HM − 2�1Hm) + (c +
[t/ψd]) ln(γ1γ2). Due to the inequality (26) holding, it is easy
to acquire that

E{V(t)} ≤ eε1 e−νtE{V1(0)} (40)

where ε1 = 2c(2ϑ1h +�2HM −�1Hm)+ c ln(γ1γ2) and ν =
(1/ψd)(−ϑ1h −�2HM +�1Hm)− (1/2ψd) ln(γ1γ2).

Similarly, by combining inequality (26), we can get

E{V(t)} ≤ 1

γ2
eε2 e−νtE{V1(0)} (41)

where ε2 = (c + 1)[2ϑ1h + 2�2HM − 2�1Hm + ln(γ1γ2)].
Define C = max{eε1 , (1/γ2)eε2}, it yields that

E{V(t)} ≤ Ce−νtE{V1(0)}. (42)

It follows from the definition of V(t) that:
{

E{V(t)} ≥ χminE
{‖x(t)‖2

}

E{V1(0)} ≤ χmaxE
{‖β0‖2

} (43)

where χmin = min{ϑmin(Pi)} and χmax = max{ϑmax(Pi)} +
hϑmax(Q1)+ (h2/2)ϑmax(R11 + R21).

Combining (42) and (43), one can obtain the following
inequality holds for all t ≥ 0:

E
{
‖x(t)‖2

}
≤ Cχmax

χmin
e− ϑ

2 tE
{
‖β0‖2

}
. (44)

In addition, considering the difference between ξi(φ(x)) and
ξj(φ(x̃), we introduce a slack matrix M which satisfies the
following equality [50]:

r∑

i=1

r∑

j=1

ξi(φ(x))
(
ξj(φ(x̃))− ξj(φ(x))

)
M = 0. (45)

Then by using Schur complement, it yields that E{V̇1(t)} < 0
can be guaranteed by inequality (46)

r∑

i=1

r∑

j=1

ξi(φ(x))ξj(φ(x̃))ϒ
1
ij < 0. (46)

If M +ϒ1
ij > 0, substituting (45) and (46), we have

E
{
V̇1(t)

} ≤
r∑

i=1

r∑

j=1

ξi(φ(x))

×
[
ξj

(
φ(x̃)ϒ1

ij +
(
ξj
(
φ(x̃)− ξj(φ(x))

)(
M + ϒ1

ij

) ]

≤
r∑

i=1

r∑

j=1

ξi(φ(x))ξj

⎛

⎝φ(x̃)

⎛

⎝ϒ1
ij +

r∑

p=1

ςp

(
M + ϒ1

ip

)
⎞

⎠

=
r∑

i=1

r∑

j=1

ξ2
i (φ(x))�

1
ii +

r∑

i=1

∑

i<j≤r

ξi(φ(x))ξj(φ(x̃))

×
(
�1

ij + �1
ji

)
(47)

where �1
ij = ϒ1

ij +∑r
p=1 ςi(M + ϒ1

ip).
Combining the inequalities (45) and (46) in Theorem 1,

it yields that inequality (47) holds, furthermore, one can get
E{V̇1(t)} < 0. Besides, under the help of the same method,
it can be deduced that E{V̇2(t)} < 0. Notice that the inequal-
ity (44) holds, then by using Definition 1, we can obtain that
the system (18) is EMSS. That completes the proof.

The sufficient conditions are acquired in Theorem 1 to
guarantee the system (18) EMSS. Based on Theorem 1,
the controller gains of T–S fuzzy systems with AETM and
multiple cyber-attacks are derived in the following Theorem 2.
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Theorem 2: The DoS parameters HM , Hm, c, and ψd, matrix
L and scalars η̄ ∈ (0, 1), σ > 0, h > 0, �l > 0, and �2l > 0
(l = 1, 2) are given. The system (18) is EMSS, if for some
prescribed scalars �1 > 0, �2 > 0, γ1 > 0, γ2 > 0, and
ςi (i ∈ D), there exist symmetric matrices W̃ > 0, X1 > 0,
X2 > 0, Q̃1 > 0, Q̃2 > 0, R̃11 > 0, R̃21 > 0, R̃12 > 0,
and R̃22 > 0, and matrices Yj, M̃, S̃11, S̃21, S̃12, and S̃22 with
appropriate dimensions such that inequality (26) holds and
for l ∈ {1, 2}, i, j ∈ D the following linear matrix inequalities
hold:

�̃l
ii < 0 (48)

�̃l
ij + �̃l

ji < 0 (49)

M̃ + ϒ̃ l
ij > 0 (50)

[−γ2X2 ∗
X2 −X1

]
≤ 0 (51)

[−γ1e2ϑ1hX1 ∗
X1 −X2

]
≤ 0 (52)

[−γ3−lQ̃3−l ∗
X3−l −2�2lXl + �2

2lQ̃l

]
≤ 0 (53)

[−γ3−lR̃1 3−l ∗
X3−l −2�lXl + �2

l R̃1 3−l

]
≤ 0 (54)

[−γ3−lR̃2 3−l ∗
X3−l −2�lXl + �2

l R̃2 3−l

]
≤ 0 (55)

where

�̃l
ij = ϒ̃ l

ij +
r∑

p=1

ςp

(
M̃ + ϒ̃ l

ip

)

ϒ̃1
ij =

⎡

⎢⎣
�̃1

ij11 ∗ ∗
�̃1

ij21 �̃1
22 ∗

�̃1
ij31 �̃1

ij32 �̃1
33

⎤

⎥⎦ < 0

�̃1
ij11 =

⎡

⎢⎣
ai11 ∗ ∗
aij21 a22 ∗
a31 a32 −g1

(
Q̃1 + R̃11 + S̃11

)

⎤

⎥⎦

ai11 = 2�1X1 + AiX1 + X1AT
i + Q̃1 − g1R̃11

− g1R̃21, aij21 = η̄YT
j BT

i + a32

a22 = g1

(
−2R̃11 − S̃11 − S̃T

11 − 2R̃21 − S̃21 − S̃T
21

)

− σ W̃, a31 = −g1S̃11 − g1S̃21

a32 = g1

(
R̃11 + S̃11 + R̃21 + S̃21

)
, g1 = e−2�1h

�̃1
ij21 =

⎡

⎣
η̄YT

j BT
i 0 0

η̄1YT
j BT

i 0 0
LX1 0 0

⎤

⎦

�̃1
22 = diag

{
W̃,−η̄1I,−η̄1I

}
, η̄1 = 1 − η̄

�̃1
ij31 =

[
hAiX1 hη̄BiYj 0

0 hρBiYj 0

]
, ρ = √η̄(1 − η̄)

�̃1
ij32 =

[
hη̄BiYj hη̄1BiYj 0
hρBiYj −hρBiYj 0

]

�̃1
33 = diag

{
−2�1X1 + �2

1

(
R̃11 + R̃21

)
,

− 2�1X1 + �2
1

(
R̃11 + R̃21

)}

ϒ̃2
ij =

⎡

⎢⎢⎣

ai11 ∗ ∗ ∗
a21 a22 ∗ ∗
a31 a31 a33 ∗

hAiX2 0 0 a44

⎤

⎥⎥⎦ < 0

ai11 = −2�2X2 + AiX2 + X2AT
i + Q̃2 − R̃12 − R̃22

a21 = R̃12 + S̃12 + R̃22 + S̃22

a22 = −2R̃12 − S̃12 − S̃T
12 − 2R̃22 − S̃22 − S̃T

22

a31 = −S̃12 − S̃22, a32 = R̃12 + S̃12 + R̃22 + S̃22

a33 = −e2�2hQ̃2 − R̃12 − R̃22

a44 = −2�2X2 + �2
2

(
R̃21 + R̃22

)
, ϑ1 = �1 +�2.

Moreover, the controller gains are derived

Kj = YjX
−1
1 , j ∈ D. (56)

Proof: Owing to (R − �−1P)R−1(R − �−1P) ≥ 0, we have

− PR−1P ≤ −2�P + �2R. (57)

Namely,

−P1(R11 + R21)
−1P1 ≤ −2�1P1 + �2

1(R11 + R21).

Then, replacing the terms in �1
33 with −2�1P1 + �2

1(R11 +
R21), it yields that �1

33 = diag{−2�1P1 + �2
1(R11 +

R21),−2�1P1 + �2
1(R11 + R21)}.

Let X1 = P−1
1 ,  1 = diag{X1,X1, . . . ,X1︸ ︷︷ ︸

5

, I,X1,X1}, then

multiplying  1 and  T
1 on both sides of ϒ1

ij , respectively.

Define Yj = KjX1, Q̃1 = X1Q1X1, R̃11 = X1R11X1, R̃21 =
X1R21X1, S̃11 = X1S11X1, S̃21 = X1S21X1, and W̃ = X1WX1,
then we can obtain ϒ̃1

ij . Adopting the similar approach in
Theorem 1, a slack matrix M̃ satisfying the following equality
is introduced:

r∑

i=1

r∑

j=1

ξi(φ(x))
(
ξj(φ(x̃))− ξj(φ(x))

)
M̃ = 0. (58)

Combining (48) and (49), it is easy to get that E{V̇1(t)} < 0.
Besides, set X2 = P−1

2 ,  2 = diag{X2,X2,X2,X2}, then
multiplying the both sides of ϒ2

ij with  2 and  T
2 . Denote

Q̃2 = X2Q2X2, R̃12 = X2R12X2, R̃22 = X2R22X2, S̃12 =
X2S12X2, S̃22 = X2S22X2, then ϒ̃2

ij can be obtained. Further,
E{V̇2(t)} < 0 can be derived with the same method.

For the first inequality in (27), using the Schur complement,
then remultiplying and post-multiplying its both sides by �
and �T (� = diag{X2,X2}), it yields that (51) holds. Similar
operation to the rest four inequalities in (27), one can get
that inequalities (52)–(55) hold. According to the analysis of
Theorem 1, the system (18) is EMSS. Moreover, notice that
Yj = KjX1, then the controller gains are designed as Kj =
YjX

−1
1 (j ∈ D).

IV. SIMULATION EXAMPLES

In this section, two simulation examples are given to
demonstrate the feasibility of the designed algorithm.

Example 1: Consider the following nonlinear mass–spring
system [53]:

{
ẋ1 = x2

ẋ2 = −0.01x1 − 0.67x3
1 + u

(59)
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Fig. 2. Response of x(t) in case 1.

where x1 ∈ [−1, 1]. Choose the fuzzy membership function
ξ1(x1) = 1 − x2

1 and ξ2(x1) = 1 − ξ1(x1). Then the nonlinear
system (59) can be approximated by the following T–S fuzzy
model:

RULE 1: IF x1 is ξ1, THEN ẋ(t) = A1x(t)+ B1u(t)
RULE 2: IF x1 is ξ2, THEN ẋ(t) = A2x(t)+ B2u(t) where

A1 =
[

0 1
−0.01 0

]
,A2 =

[
0 1

−0.68 0

]
,B1 = B2 =

[
0
1

]
.

Set Hm = 1.3 s, γ1 = γ2 = 1.02, h = 0.01 s and �1 = 0.08,
�2 = 1.02.

In the following, two cases are discussed according to the
different values of η̄ which denotes the probability of decep-
tion attacks not occurring in T–S fuzzy systems. By setting
η̄ ∈ [0, 1) or η̄ = 1, the performances of T–S fuzzy systems
under multiple cyber-attacks or single cyber-attack are studied
in Cases 1 and 2, respectively.

Case 1: Set η̄ = 0.94 and HM = 1.26, which means that
T–S fuzzy systems are subjected to multiple cyber-attacks,
concretely, the occurring probability of deception attacks is
0.06 and the upper bound on the lengths of the DoS active
periods is 1.26 s. Let σ = 0.2, �l = 0.2, �2l = 0.2
(l = 1, 2), ς1 = 1, and ς2 = 1. Choose the deception attack
function h(x(t)) = [− tanhT(0.15x1(t)) − tanhT(0.05x2(t))]T,
which satisfies inequality (7) in Assumption 1 with L =
diag{0.15, 0.05}. By solving a set of linear matrix inequalities
in Theorem 2 through MATLAB, we can get

⎧
⎪⎪⎨

⎪⎪⎩

Y1 = [−5.3692 −6.6582]
Y2 = [−4.2147 −6.4049]

X1 =
[

17.9866 −13.8400
−13.8400 127.5211

]
.

By calculating the equality (56) in Theorem 2, the controller
gains are obtained as follows:

{
K1 = [−0.3695 −0.0923]
K2 = [−0.2978 −0.0826].

The initial parameter of system (18) is chosen as x0 =[
0.1 0.5

]T, then by applying MATLAB, the simulation
results are exhibited. The state response of the system is
presented in Fig. 2. Fig. 3(a) shows the occurring instants of
deception attacks. The DoS jamming signal with HM = 1.26
and Hm = 1.3 is exhibited in Fig. 3(b). The release instants and
intervals of AETM are shown in Fig. 4(a). Fig. 4(b) exhibits
the response of controller input. In view of the above analysis,
it can be concluded that the system with multiple cyber-attacks

(a) (b)

Fig. 3. Situation of multiply attacks in case 1. (a) Occurring instants of
deception attacks. (b) Signal of DoS attacks.

(a) (b)

Fig. 4. (a) Release instants and intervals and (b) response of controller input
in case 1.

and AETM is EMSS and the designed controller for T–S fuzzy
systems with multiple cyber-attacks is feasible.

Case 2: Set η̄ = 1 and HM = 1.26, which means that the
deception attacks do not occur, namely, only the DoS attacks
take place in the T–S fuzzy systems with AETM. Let σ =
0.2, �l = 0.2, �2l = 0.2 (l = 1, 2), ς1 = 1, and ς2 = 1.
Through solving the linear matrix inequalities of Theorem 2
in MATLAB, it yields that

⎧
⎪⎪⎨

⎪⎪⎩

Y1 = [−20.6243 − 11.4383]
Y2 = [−20.6743 − 11.3851]

X1 =
[

5.1945 −5.8545
−5.8545 24.0761

]
.

According to the equality (56) in Theorem 2, the controller
gains are calculated as

{
K1 = [−6.2069 −1.9844]
K2 = [−6.2167 −1.9846].

Given the initial state x0 = [0.1 0.5
]T of system (18), the

results are obtained by using MATLAB. Fig. 5(b) presents the
signal of DoS attacks. The release instants and release intervals
of the transmission signals are exhibited in Fig. 6(a). By com-
paring Fig. 4(a) with Fig. 6(a), the release time intervals in
case 2 have increased in comparison with the ones in case 1
due to the absence of deception attacks. Fig. 6(b) stands for the
response of controller input. Fig. 5(a) shows the state response
of x(t), which means that the system under single cyber-attack
performs well. According to the aforementioned analysis, one
can draw the conclusions that the algorithm of adaptive event-
triggered controller design is effective for T–S fuzzy systems
under no matter single cyber-attack or multiple cyber-attacks.
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(a) (b)

Fig. 5. State response, signal of DoS attacks in case 2. (a) Response of x(t).
(b) Signal of DoS attacks.

(a) (b)

Fig. 6. (a) Release instants and intervals and (b) response of controller input
in case 2.

TABLE I
CONTROLLER GAINS WITH DIFFERENT h AND σ

Example 2: Consider the system (2) with the following
system matrices:

A1 =
[−1 0
−1 −0.5

]
,A2 =

[ −1 0
−1.2 −1

]
,B1 = B2 =

[
1
0

]
.

The deception attack function is chosen as h(x(t)) =
[− tanhT(0.15x1(t)) − tanhT(0.05x2(t))]T, which satisfies
inequality (7) in Assumption 1 with L = diag{0.15, 0.05}.
Choose the fuzzy membership function ξ1(x1) = 1 − x2

1,
ξ2(x1) = 1 − ξ1(x1). The initial parameter of system (18) is
x0 = [0.1 0.5

]T.
Set the parameters HM = 1.26, HM = 1.78, γ1 = γ2 =

1.02, �1 = 0.08, �2 = 1.02, ς1 = ς2 = 1, �l = 0.01, and
�2l = 0.01 (l = 1, 2).

h and σ are chosen as different values, then the controller
gains can be derived under the help of MATLAB, which is
presented in Table I.

For the purpose of testifying the advantages of the proposed
method, the following comparisons between AETM and event-
triggering mechanism in [25] are presented.

TABLE II
NUMBER OF TRANSMITTED DATA PACKET IN 50 S WITH

SAMPLING PERIOD h = 0.01

TABLE III
NUMBER OF TRANSMITTED DATA PACKET IN 50 S WITH

SAMPLING PERIOD h = 0.05

TABLE IV
NUMBER OF TRANSMITTED DATA PACKET IN 50 S WITH

SAMPLING PERIOD h = 0.1

Under the circumstances of different sampling periods h
and σ , the numbers of transmitted data packets are recorded,
respectively, which are shown in Tables II–IV.

From Tables II–IV, one can see that under AETM adopted
in this article, the number of transmitted data packets is obvi-
ously less than the number of data packets transmitted with
the event triggering mechanism in [25]. This indicates that
the utilization of AETM in this article can further econo-
mize the limited bandwidth and improve the utilization of
communication resources.

In short, the AETM proposed in this article can effectively
save the network resources when keeping the desired system
performance.

V. CONCLUSION

In this article, the security control for T–S fuzzy systems
with AETM and multiple cyber-attacks has been investigated.
A multiple cyber-attacks model, where deception attacks and
DoS attacks are considered at the same time, is first con-
structed for T–S fuzzy systems. In order to mitigate the com-
munication pressure, the AETM is adopted where the event-
triggered condition can be dynamically adjusted by the states
of both the system and the communication network. Then an
algorithm of controller design for T–S fuzzy systems is first
proposed with AETM and multiple cyber-attacks. By the use
of Lyapunov stability theory, sufficient conditions are achieved
that ensure the system is EMSS. Moreover, the controller gains
are acquired in terms of linear matrix inequalities. Finally,
the algorithm of controller design for T–S fuzzy systems is
testified to be feasible by the simulation examples. In the
future, the attack detection will be considered for improv-
ing system performance subject to cyber-attacks. Besides,
with the wide application of machine learning, the rein-
forcement learning will be introduced to optimize the event-
triggered control strategy for further saving limited network
resources.

Authorized licensed use limited to: Southeast University. Downloaded on September 17,2021 at 00:03:40 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: SECURITY CONTROL FOR T–S FUZZY SYSTEMS WITH AETM AND MULTIPLE CYBER-ATTACKS 6553

REFERENCES

[1] Z.-G. Wu, S. Dong, P. Shi, H. Su, T. Huang, and R. Lu, “Fuzzy-
model-based nonfragile guaranteed cost control of nonlinear Markov
jump systems,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 47, no. 8,
pp. 2388–2397, Aug. 2017.

[2] H. Li, L. Bai, Q. Zhou, R. Lu, and L. Wang, “Adaptive fuzzy control of
stochastic nonstrict-feedback nonlinear systems with input saturation,”
IEEE Trans. Syst., Man, Cybern., Syst., vol. 47, no. 8, pp. 2185–2197,
Aug. 2017.

[3] J. Liu, L. Wei, X. Xie, E. Tian, and S. Fei, “Quantized stabilization
for T–S fuzzy systems with hybrid-triggered mechanism and stochastic
cyber-attacks,” IEEE Trans. Fuzzy Syst., vol. 26, no. 6, pp. 3820–3834,
Dec. 2018.

[4] H. Li, J. Wang, H.-K. Lam, Q. Zhou, and H. Du, “Adaptive sliding
mode control for interval type-2 fuzzy systems,” IEEE Trans. Syst., Man,
Cybern., Syst., vol. 46, no. 12, pp. 1654–1663, Dec. 2016.

[5] H. Li, S. Yin, Y. Pan, and H.-K. Lam, “Model reduction for
interval type-2 Takagi–Sugeno fuzzy systems,” Automatica, vol. 61,
pp. 308–314, Nov. 2015.

[6] B. Jiang, H. R. Karimi, Y. Kao, and C. Gao, “Takagi–Sugeno model-
based sliding mode observer design for finite-time synthesis of semi-
Markovian jump systems,” IEEE Trans. Syst., Man, Cybern., Syst.,
vol. 49, no. 7, pp. 1505–1515, Jul. 2019.

[7] M. Chadli, H. R. Karimi, and P. Shi, “On stability and stabilization
of singular uncertain Takagi–Sugeno fuzzy systems,” J. Frankl. Inst.,
vol. 351, no. 3, pp. 1453–1463, 2014.

[8] S. Dong, Z.-G. Wu, P. Shi, H. Su, and R. Lu, “Reliable control of fuzzy
systems with quantization and switched actuator failures,” IEEE Trans.
Syst., Man, Cybern., Syst., vol. 47, no. 8, pp. 2198–2208, Aug. 2017.

[9] H. Shen, Y. Men, Z.-G. Wu, and J. H. Park, “Nonfragile H∞ con-
trol for fuzzy Markovian jump systems under fast sampling singular
perturbation,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 48, no. 12,
pp. 2058–2069, Dec. 2018.

[10] Q. Zhou, H. Li, C. Wu, L. Wang, and C. K. Ahn, “Adaptive fuzzy
control of nonlinear systems with unmodeled dynamics and input sat-
uration using small-gain approach,” IEEE Trans. Syst., Man, Cybern.,
Syst., vol. 47, no. 8, pp. 1979–1989, Aug. 2017.

[11] Y. Luo, Z. Wang, and G. Wei, “Fault detection for fuzzy systems with
multiplicative noises under periodic communication protocols,” IEEE
Trans. Fuzzy Syst., vol. 26, no. 4, pp. 2384–2395, Aug. 2018.

[12] Z. G. Wu, S. Dong, P. Shi, D. Zhang, and T. Huang, “Reliable
filter design of Takagi–Sugeno fuzzy switched systems with
imprecise modes,” IEEE Trans. Cybern., to be published,
doi: 10.1109/TCYB.2018.2885505.

[13] E. Tian and D. Yue, “Reliable H∞ filter design for T-S fuzzy model-
based networked control systems with random sensor failure,” Int. J.
Robust Nonlin. Control, vol. 23, no. 1, pp. 15–32, 2013.

[14] C. Peng, Q.-L. Han, and D. Yue, “To transmit or not to transmit: A
discrete event-triggered communication scheme for networked Takagi–
Sugeno fuzzy systems,” IEEE Trans. Fuzzy Syst., vol. 21, no. 1,
pp. 164–170, Feb. 2013.

[15] X. Xie, D. Yue, and C. Peng, “Relaxed real-time scheduling stabilization
of discrete-time Takagi–Sugeno fuzzy systems via an alterable-weights-
based ranking switching mechanism,” IEEE Trans. Fuzzy Syst., vol. 26,
no. 6, pp. 3808–3819, Dec. 2018.

[16] J. Liu, T. Yin, M. Shen, X. Xie, and J. Cao, “State estimation for
cyber–physical systems with limited communication resources, sen-
sor saturation and denial-of-service attacks,” ISA Trans., Dec. 2018,
doi: 10.1016/j.isatra.2018.12.032.

[17] J.-J. Yan, G.-H. Yang, and X.-J. Li, “Adaptive observer-based fault-
tolerant tracking control for T–S fuzzy systems with mismatched faults,”
IEEE Trans. Fuzzy Syst., vol. 28, no. 1, pp. 134–147, Jan. 2020,
doi: 10.1109/TFUZZ.2019.2900838.

[18] X. Xie, D. Yue, and C. Peng, “Observer design of discrete-time fuzzy
systems based on an alterable weights method,” IEEE Trans. Cybern.,
to be published, doi: 10.1109/TCYB.2018.2878419.

[19] D. Zhang, H. Song, and L. Yu, “Robust fuzzy-model-based filtering for
nonlinear cyber–physical systems with multiple stochastic incomplete
measurements,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 47, no. 8,
pp. 1826–1838, Aug. 2017.

[20] D. Liu, G. H. Yang, and M. J. Er, “Event-triggered control for T-S fuzzy
systems under asynchronous network communications,” IEEE Trans.
Fuzzy Syst., to be published, doi: 10.1109/TFUZZ.2019.2906857.

[21] C. Peng, M. Wu, X. Xie, and Y.-L. Wang, “Event-triggered predictive
control for networked nonlinear systems with imperfect premise match-
ing,” IEEE Trans. Fuzzy Syst., vol. 26, no. 5, pp. 2797–2806, Oct. 2018.

[22] S. Zhang, Z. Wang, D. Ding, G. Wei, F. E. Alsaadi, and T. Hayat,
“A gain-scheduling approach to nonfragile H∞ fuzzy control subject to
fading channels,” IEEE Trans. Fuzzy Syst., vol. 26, no. 1, pp. 142–154,
Feb. 2018.

[23] L. Ma, Z. Wang, C. Cai, and F. E. Alsaadi, “Dynamic event-triggered
state estimation for discrete-time singularly perturbed systems with dis-
tributed time-delays,” IEEE Trans. Syst., Man, Cybern., Syst., to be
published, doi: 10.1109/TSMC.2018.2876203.

[24] Y. Tang, H. Gao, and J. Kurths, “Robust H∞ self-triggered control
of networked systems under packet dropouts,” IEEE Trans. Cybern.,
vol. 46, no. 12, pp. 3294–3305, Dec. 2016.

[25] D. Yue, E. Tian, and Q.-L. Han, “A delay system method for designing
event-triggered controllers of networked control systems,” IEEE Trans.
Autom. Control, vol. 58, no. 2, pp. 475–481, Feb. 2013.

[26] J. liu, M. Yang, X. Xie, C. Peng, and H. Yan, “Finite-time H∞ filtering
for state-dependent uncertain systems with event-triggered mechanism
and multiple attacks,” IEEE Trans. Circuits Syst. I, Reg. Papers, to be
published, doi: 10.1109/TCSI.2019.2949014.

[27] J. Song, Z. Wang, and Y. Niu, “On H∞ sliding mode control
under stochastic communication protocol,” IEEE Trans. Autom. Control,
vol. 64, no. 5, pp. 2174–2181, May 2019.

[28] B. Li, Z. Wang, and Q.-L. Han, “Input-to-state stabilization of
delayed differential systems with exogenous disturbances: The event-
triggered case,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 49, no. 6,
pp. 1099–1109, Jun. 2019.

[29] Z. Gu, P. Shi, D. Yue, and Z. Ding, “Decentralized adaptive event-
triggered H∞ filtering for a class of networked nonlinear interconnected
systems,” IEEE Trans. Cybern., vol. 49, no. 5, pp. 1570–1579,
May 2019.

[30] Z. Zhang, H. Liang, C. Wu, and C. K. Ahn, “Adaptive event-triggered
output feedback fuzzy control for nonlinear networked systems with
packet dropouts and actuator failure,” IEEE Trans. Fuzzy Syst., vol. 27,
no. 9, pp. 1793–1806, Sep. 2019.

[31] Z. Gu, D. Yue, and E. Tian, “On designing of an adaptive event-triggered
communication scheme for nonlinear networked interconnected control
systems,” Inf. Sci., vol. 422, pp. 257–270, Jan. 2018.

[32] L. Zha, J. Fang, J. Liu, and E. Tian, “Reliable control for hybrid-
driven T–S fuzzy systems with actuator faults and probabilistic nonlinear
perturbations,” J. Frankl. Inst., vol. 354, no. 8, pp. 3267–3288, 2017.

[33] J. Liu, L. Wei, X. Xie, and D. Yue, “Distributed event-triggered
state estimators design for networked sensor systems with deception
attacks,” IET Control Theory Appl., vol. 13, no. 17, pp. 2783–2791,
Nov. 2019.

[34] J. Liu, W. Suo, L. Zha, E. Tian, and X. Xie, “Security dis-
tributed state estimation for nonlinear networked systems against
denial-of-service attacks,” Int. J. Robust Nonlin. Control, Dec. 2019,
doi: 10.1002/rnc.4815.

[35] J. Liu, Y. Gu, X. Xie, D. Yue, and J. H. Park, “Hybrid-driven-based H∞
control for networked cascade control systems with actuator saturations
and stochastic cyber attacks,” IEEE Trans. Syst., Man, Cybern., Syst.,
vol. 49, no. 12, pp. 2452–2463, Dec. 2019.

[36] Z. Tang, J. H. Park, and T. H. Lee, “Dynamic output-feedback-based H∞
design for networked control systems with multipath packet dropouts,”
Appl. Math. Comput., vol. 275, pp. 121–133, Feb. 2016.

[37] H. R. Karimi, and H. Gao, “New delay-dependent exponential H∞ syn-
chronization for uncertain neural networks with mixed time delays,”
IEEE Trans. Syst., Man, Cybern. B, Cybern., vol. 40, no. 1, pp. 173–185,
Feb. 2010.

[38] T. H. Lee, J. H. Park, and S. Xu, “Relaxed conditions for stabil-
ity of time-varying delay systems,” Automatica, vol. 75, pp. 11–15,
Jan. 2017.

[39] H. Shen, Z.-G. Wu, and J. H. Park, “Reliable mixed passive and H∞
filtering for semi-Markov jump systems with randomly occurring uncer-
tainties and sensor failures,” Int. J. Robust Nonlin. Control, vol. 25,
no. 17, pp. 3231–3251, 2015.

[40] D. Ding, Z. Wang, D. W. C. Ho, and G. Wei, “Observer-based event-
triggering consensus control for multiagent systemswith lossy sensors
and cyber-attacks,” IEEE Trans. Cybern., vol. 47, no. 8, pp. 1936–1947,
Aug. 2017.

[41] J. Liu, Z.-G. Wu, D. Yue, and J. H. Park, “Stabilization of net-
worked control systems with hybrid-driven mechanism and probabilistic
cyber-attacks,” IEEE Trans. Syst., Man, Cybern., Syst., to be published,
doi: 10.1109/TSMC.2018.2888633.

[42] Z. Gu, X. Zhou, T. Zhang, F. Yang, and M. Shen, “Event-triggered
filter design for nonlinear cyber–physical systems subject to deception
attacks,” ISA Trans., Mar. 2019, doi: 10.1016/j.isatra.2019.02.036.

Authorized licensed use limited to: Southeast University. Downloaded on September 17,2021 at 00:03:40 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TCYB.2018.2885505
http://dx.doi.org/10.1016/j.isatra.2018.12.032
http://dx.doi.org/10.1109/TFUZZ.2019.2900838
http://dx.doi.org/10.1109/TCYB.2018.2878419
http://dx.doi.org/10.1109/TFUZZ.2019.2906857
http://dx.doi.org/10.1109/TSMC.2018.2876203
http://dx.doi.org/10.1109/TCSI.2019.2949014
http://dx.doi.org/10.1002/rnc.4815
http://dx.doi.org/10.1109/TSMC.2018.2888633
http://dx.doi.org/10.1016/j.isatra.2019.02.036


6554 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS: SYSTEMS, VOL. 51, NO. 10, OCTOBER 2021

[43] J. Liu, Y. Gu, L. Zha, Y. Liu, and J. Cao, “Event-triggered H∞
load frequency control for multi-area power systems under hybrid
cyber attacks,” IEEE Trans. Syst., Man, Cybern., Syst., vol. 49, no. 8,
pp. 1665–1678, Aug. 2019.

[44] J. Liu, M. Yang, E. Tian, J. Cao, and S. Fei, “Event-based security
control for state-dependent uncertain systems under hybrid-attacks and
its application to electronic circuits,” IEEE Trans. Circuits Syst. I, Reg.
Papers, vol. 66, no. 12, pp. 4817–4828, Dec. 2019.

[45] C. Liang, F. Wen, and Z. Wang, “Trust-based distributed Kalman filtering
for target tracking under malicious cyber attacks,” Inf. Fusion, vol. 46,
pp. 44–50, Mar. 2019.

[46] D. Ye, T.-Y. Zhang, and G. Guo, “Stochastic coding detection scheme
in cyber–physical systems against replay attack,” Inf. Sci., vol. 481,
pp. 432–444, May 2019.

[47] D. Zhang, L. Liu, and G. Feng, “Consensus of heterogeneous linear
multiagent systems subject to aperiodic sampled-data and DoS attack,”
IEEE Trans. Cybern., vol. 49, no. 4, pp. 1501–1511, Apr. 2019.

[48] S. Hu, D. Yue, X. Xie, X. Chen, and X. Yin, “Resilient event-triggered
controller synthesis of networked control systems under periodic DoS
jamming attacks,” IEEE Trans. Cybern., vol. 49, no. 12, pp. 4271–4281,
Dec. 2019.

[49] X. Chen, Y. Wang, and S. Hu, “Event-based robust stabilization of uncer-
tain networked control systems under quantization and denial-of-service
attacks,” Inf. Sci., vol. 459, pp. 369–386, Aug. 2018.

[50] D. Zhang, Q. L. Han, and X. Jia, “Network-based output tracking control
for a class of T-S fuzzy systems that can not be stabilized by nonde-
layed output feedback controllers,” IEEE Trans. Cybern., vol. 45, no. 8,
pp. 1511–1524, Aug. 2015.

[51] S. Hu, D. Yue, X. Chen, Z. Cheng, and X. Xie, “Resilient H∞ filtering
for event-triggered networked systems under nonperiodic DoS jam-
ming attacks,” IEEE Trans. Syst., Man, Cybern., Syst., to be published,
doi: 10.1109/TSMC.2019.2896249.

[52] J. P. Hespanha, P. Naghshtabrizi, and Y. Xu, “A survey of recent results
in networked control systems,” Proc. IEEE, vol. 95, no. 1, pp. 138–162,
Jan. 2007.

[53] H. Zhang, M. Li, J. Yang, and D. Yang, “Fuzzy model-based robust
networked control for a class of nonlinear systems,” IEEE Trans. Syst.,
Man, Cybern. A, Syst., Humans , vol. 39, no. 2, pp. 437–447, Mar. 2009.

Jinliang Liu received the Ph.D. degree in control
science and engineering from the School of
Information Science and Technology, Donghua
University, Shanghai, China.

He was a Post doctoral Research Associate with
the School of Automation, Southeast University,
Nanjing, China, from 2013 to 2016. From 2016 to
2017, he was a Visiting Researcher/Scholar with the
Department of Mechanical Engineering, University
of Hong Kong, Hong Kong. From 2017 to 2018,
he was a Visiting Scholar with the Department of

Electrical Engineering, Yeungnam University, Gyeongsan, South Korea. He is
currently a Professor with the Nanjing University of Finance and Economics,
Nanjing. His current research interests include networked control systems,
complex dynamical networks, T–S fuzzy systems, and time delay systems.

Tingting Yin was born in Jiangsu, China, in 1993.
She received the B.S. degree in network engi-
neering from the Nanjing University of Posts and
Telecommunications, Yangzhou, China, in 2017.
She is currently pursuing the M.S. degree from
the College of Information Engineering, Nanjing
University of Finance and Economics, Nanjing,
China.

Her research interests include T–S fuzzy systems,
cyber-physical systems, and multiagent systems.

Jie Cao received the Ph.D. degree in manufactur-
ing automation from Southeast University, Nanjing,
China, in 2002.

He is currently a Professor with the Nanjing
University of Finance and Economics, Nanjing. His
current research interests include cloud computing,
business intelligence, and data mining.

Prof. Cao has been selected in the Program for
New Century Excellent Talents in University and
awarded with Young and Mid-Aged Expert with
Outstanding Contribution in Jiangsu province.

Dong Yue received the Ph.D. degree in auto-
matic control from the South China University of
Technology, Guangzhou, China, in 1995.

He is currently a Professor and the Dean of
the Institute of Advanced Technology, College
of Automation, College of Artificial Intelligence,
and also with the Jiangsu Engineering Laboratory
of Big Data Analysis and Control for Active
Distribution Network, Nanjing University of Posts
and Telecommunications, Nanjing, China. He is
also a Changjiang Professor with the Department

of Control Science and Engineering, Huazhong University of Science and
Technology, Wuhan, China. He has published more than 100 papers in interna-
tional journals, domestic journals, and international conferences. His research
interests include the analysis and synthesis of networked control systems,
multiagent systems, optimal control of power systems, and Internet of Things.

Prof. Yue was an Associate Editor of the IEEE TRANSACTIONS ON

NEURAL NETWORKS AND LEARNING SYSTEMS. He is currently an
Associate Editor for some international journals, including the IEEE
TRANSACTIONS ON INDUSTRIAL INFORMATICS, IEEE TRANSACTIONS ON

SYSTEMS, MAN, AND CYBERNETICS: SYSTEMS, Journal of the Franklin
Institute, and International Journal of Systems Science.

Hamid Reza Karimi was born in 1976, received
the B.Sc. degree (First Hons.) in power systems from
the Sharif University of Technology, Tehran, Iran, in
1998, and the M.Sc. and Ph.D. degrees (First Hons.)
in control systems engineering from the University
of Tehran, Tehran, in 2001 and 2005, respectively.

From 2009 to 2016, he was a Professor
of Mechatronics and Control Systems with the
University of Agder, Kristiansand, Norway. Since
2016, he has been a Professor of Applied Mechanics
with the Department of Mechanical Engineering,

Politecnico di Milano, Milan, Italy. His current research interests include con-
trol systems and mechatronics with applications to automotive control systems
and wind energy.

Prof. Karimi awarded as the 2016–2019 Highly Cited Researcher in
Engineering by Web of Science. He is currently the Editor-in-Chief of
the Journal of Cyber-Physical Systems, Journal of Machines, International
Journal of Aerospace System Science and Engineering, and Journal
of Designs, the Section Editor-in-Chief of the Journal of Electronics
and Journal of Science Progress, the Subject Editor of Journal of the
Franklin Institute, and a Technical Editor, Moderator for IEEE TechRxiv,
or Associate Editor for some international journals, such as the IEEE
TRANSACTIONS ON NEURAL NETWORKS AND LEARNING SYSTEMS, IEEE
TRANSACTIONS ON CIRCUITS AND SYSTEMS—PART I: REGULAR PAPERS,
IEEE/ASME TRANSACTIONS ON MECHATRONICS, IEEE TRANSACTIONS

ON SYSTEMS, MAN AND CYBERNETICS: SYSTEMS, Information Sciences,
IFAC-Mechatronics, and International Journal of Robust and Nonlinear
Control. He is a member of the Agder Academy of Science and Letters,
the IEEE Technical Committee on Systems with Uncertainty, the Committee
on Industrial Cyber-Physical Systems, the IFAC Technical Committee on
Mechatronic Systems, the Committee on Robust Control, and the Committee
on Automotive Control.

Authorized licensed use limited to: Southeast University. Downloaded on September 17,2021 at 00:03:40 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TSMC.2019.2896249


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


