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This paper addresses the hybrid-triggered security control design for the networked con-
trol system (NCS) under multiple cyber attacks. A hybrid-triggered scheme (HTS) is intro-
duced to mitigate the burden of the network transmission. Besides, a new model of
multiple cyber attacks is built by simultaneously considering deception attacks and DoS
attacks. In addition, A novel NCS model based on multiple cyber attacks is established with
the hybrid-triggered scheme. Then, based on Lyapunov stability theory, criteria for guaran-
teeing the closed-loop system stability and achieving hybrid-triggered security controller
design are derived. Finally, an illustrative example is given to validate the usefulness of
the theoretical results.

� 2020 Elsevier Inc. All rights reserved.
1. Introduction

Networked control system (NCS) represents a control system where the feedback loop is closed via some communication
networks. A vital feature of an NCS is that various system components, such as sensors, controllers, and actuators, allow
being spatially distributed over a communication network medium [35]. Different from the traditional control system,
NCS offers significant advantages in terms of reduced cost, convenient installation and maintenance, eased power require-
ments, high reliability, etc. Naturally, NCS has found extensive applications in a variety of areas including power grids, trans-
portation networks, sensor networks andmulti-agent systems. It should be pointed out that the introduction of the networks
into the control system inevitably causes several network-induced constraints during system analysis and syntheses, such as
data packet dropouts and communication delay. These problems will significantly degrade system performance or even lead
to system instability [21]. In order to tackle these network-induced constraints for NCS, multidisciplinary research efforts
with both control and communication theories are demanded, which has been witnessed by a large amount of literature over
the past few years [2,13,17,31]. For example, in [32] the problem of communication constraint and topology switching are
studied for distributed control of a sensor-network-based large-scale NCS. The authors in [25] investigated the problem of
delay and data loss in a nonlinear NCS by using an adaptive back stepping control approach. The authors in [17] studied the
controller design of NCS considering the random cyber attack and hybrid-triggered scheme.
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Over the past decade, the problem of how to reduce the transmission of redundant data and thus improve the utilization
efficiency of network bandwidth has been regarded as a hot research topic in both control and signal processing areas
[1,6,7,9]. In order to reduce the impact of redundant data collected by traditional time-triggered schemes on network band-
width, event-triggered schemes have been intensively studied [3,8,26,29]. A prominent feature of event-triggered schemes is
that data transmissions are only invoked when a certain event triggering is violated, thereby making network resources
occupied when ”needed”. Such an event-triggered scheme is of great significance for NCS when the system approaches its
steady-state, and no external disturbance acts on the system. In this case, the system state will have little fluctuation
between any two consecutive samplings and transmissions and apparently, the time-triggered scheme will still transmit
these little-fluctuated data through the bandwidth-limited communication channels, leading to a waste of scarce network
resources. For example, the authors in [29] proposed a novel event-triggered scheme which adopts a threshold in the trig-
gering condition to decide whether to deliver the sample data. In addition, the authors applied the event-triggered scheme in
[26] to study the problem of limited communication capabilities. A new mixed sampling scheme is proposed in [19], where
self-triggered and event-triggered schemes are studied to improve energy efficiency for a wireless NCS. A novel hybrid-
triggering mechanism switching between the event-triggering mechanism and the time-triggering mechanism is introduced
to reduce the load on the network bandwidth and improve the system performance for NCS in [15]. In [11], a hybrid com-
munication mechanism is proposed to transmit the following measurements when the measured value released by the
event-triggered is lost.

The introduction of a communication network into NCS not only brings network-induced constraints but also makes the
NCS more open to the cyber world. Specifically, the modern NCSs face serious security threats, as testified by a number of
security incidents in the past decade. For example, Black-Energy 3 attacked the Ukrainian power grid in 2015, causing dam-
age to multiple substations and causing massive power outages; the Venezuelan Guri hydropower plant suffered a cyber
attack in 2019, the destruction resulted in the interruption of power supply in 18 of the 23 states, and a large-scale power
outage paralyzed traffic, interrupted communications, and prevented flights from taking off and landing normally. For NCS,
the security estimation and control problems have yet received a great deal of attention, see, e.g., [4,5,14,27,28,34,36]. As
acknowledged in the literature, denial of service(DoS) attack [23] and deception attacks [24] are deemed as the two most
representative cyber attacks in NCS. In particular, a DoS attack disrupts the stability and operation of NCS by blocking signals
and data from arriving at their destinations, while a deception attack injects malicious and falsified data into the sensor or
control data transmission channels with an ultimate aim to disrupt system stability. For example, in [12], considering peri-
odic DoS attacks, the authors redesign resilient event-triggered parameters and controllers to achieve the stability required
by NCS. Paper [33] investigated the robust output consensus conundrum of heterogeneous linear multi-agent systems con-
sidering the impact of stochastic DoS attacks. In [10], resilient attack detection estimators are constructed to deal with prob-
lems caused by cyber attacks such as blocking wireless transmission channels and intentionally modify the system’s state. By
considering stochastic cyber attacks, the problem of finite-time H1 filter with the event-triggered mechanism for networked
state-dependent uncertain systems is studied in [16]. Several effective security control methods have been available to deal
with DoS attack or deception attack separately. However, we should note that when network communication resources are
limited, how to achieve secure event-triggered control of NCS in the simultaneous presence of multiple DoS attack and
deception attack remains insufficiently explored, which motivates this study.

In this paper, by proposing a hybrid triggered scheme, the problem of security controller design for NCS under multiple
cyber attacks will be investigated. A hybrid-triggered scheme governed by a Bernoulli random variable will be developed to
reduce the redundant data transmissions. Multiple cyber attacks will be taken into consideration during the security con-
troller design.

This paper is organized as follows. In Section 2, a mathematical model for the NCS with the hybrid-triggered scheme
under multiple cyber-attacks is formulated. Based on the Lyapunov stability theory and LMI techniques, Section 3 shows
the main results of the NCS with sufficient stability conditions and controller design method. Moreover, an example is given
to show the effectiveness of the designed controller in Section 4. Section 5 presents the conclusion and prospects.

Notation: Rn represents the n-dimensional Euclidean space, Rn�m denotes the set of n�m real matrices;N represents the
natural number; AT denotes the transposition of matrixA;A >0, for A 2 R means that A is real symmetric positive definite;
I represents the identity matrix, and 0 represents the zero matrices with appropriate dimension; E Af g represents the math-

ematical expectation of A; for a symmetric matrix A �
B C

� �
with two symmetric matrices A and C; � denotes the entries

implied by symmetry.
2. System description

Consider the following networked control system:
_x tð Þ ¼ Ax tð Þ þ Bu tð Þ ð1Þ
where x tð Þ 2 Rm represents the state vector, u tð Þ 2 Rn represents output vector, matrices A and B are constant matrices of
appropriate dimensions.
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We aim to deal with the problem of security controller design for NCS with multiple cyber attacks and hybrid-triggered
scheme, where the system is controlled through a communication network, as shown in Fig. 1. The controller is described as
u tð Þ ¼ Kx tð Þ ð2Þ

where K 2 Rn�m denotes the controller gain matrix to be designed.

A hybrid-triggering mechanism is introduced into the system to seek a better balance between data transmission and
data collection. The switching pattern of the hybrid-triggered scheme is assumed to follow the Bernoulli distribution. More
specifically, under the time-triggered scheme, the data to be transmitted over the network can be written as
xp tð Þ ¼ x t � g tð Þð Þ ð3Þ

where g tð Þ 2 0;gm½ �;gm is the upper bound of the network induced delay.

When the event-triggered scheme is activated, signals transmitted over the network should meet the following condition:
ej tð ÞTXej tð Þ > r2xT tjhþ nh
� �

Xx tjhþ nh
� � ð4Þ
where r 2 0;1½ Þ;X > 0; ej tð Þ ¼ x tjh
� �� x tjhþ nh

� �
; j;n 2 N; x tjh

� �
indicates the latest transmitted data, x tjhþ nh

� �
represents

the current sampled data. Then the next triggering instant can be computed as:
tjþ1h ¼ tjhþ inf
nP1

P nhjej tð ÞTXej tð Þ > r2xT tjhþ nh
� �

Xx tjhþ nh
� �n o

ð5Þ
Define s tð Þ ¼ t � tjh� nh, the sampled data can be presented as
xe tð Þ ¼ x t � s tð Þð Þ þ ej tð Þ ð6Þ
Remark 1. Due to the limitation of hardware equipment and operating environment, network resources are usually limited.
The author in [29] proposed an event-triggered scheme to get better performance and lower network bandwidth
requirements under limited network resources. Only when condition (4) is satisfied, the sampled data can be delivered over
the network.

According to the hybrid-triggered scheme proposed in [18], combining with Eq. (3) and Eq. (6), the data transmission in
the network can be written as
Fig. 1. The structure of NCS with the hybrid-triggered scheme under multiple cyber attacks.
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xH tð Þ ¼ a tð Þx t � g tð Þð Þ þ 1� a tð Þð Þ x t � s tð Þð Þ þ ej tð Þ� � ð7Þ

where a tð Þ is a random Bernoulli distribution variable, E a tð Þf g ¼ a, and the mathematical variance of a tð Þ can be described
as f21.

Remark 2. Different from the event-triggering mechanism and time-triggering mechanism, the hybrid-triggered scheme
described by the random Bernoulli distribution variable a tð Þ. When a tð Þ ¼ 1, the time-triggered scheme is activated, the
system periodically sends sampled data, the Eq. (7) can be expressed as xH tð Þ ¼ x t � g tð Þð ÞÞ; otherwise, event-triggered
scheme is activated, the sampled data can be delivered when the system satisfies the trigger conditions, then the Eq. (7) can
be present as xH tð Þ ¼ x t � s tð Þð Þ þ ej tð Þ� �

.

Remark 3. The hybrid-triggered scheme was first proposed in [18], the purpose of the hybrid-triggered scheme is to
improve the effectiveness and reduce the burden of network bandwidth for NCS. Similar hybrid-triggered schemes have
been studied in [11,15]. A detailed comparison and description of the hybrid-triggered schemes is beyond the scope of this
paper.

Due to the openness of the network, data cannot be transmitted securely using encryption algorithms solely. Therefore,
attackers can easily cause severe data loss and data tampering. Cyber attacks will seriously affect the normal operation of the
system and thus should be carefully modeled and addressed. This paper presents multiple cyber attacks, including randomly
occurring deception attacks and DoS attacks.

When deception attack is active, the transmitted data can be replaced. The transmitted data can then be expressed as:
xD tð Þ ¼ b tð ÞF x t � k tð Þð Þð Þ þ 1� b tð Þð ÞxH tð Þ ð8Þ

where xH tð Þ represents the data normally transmitted by the system during the sleep period of the deception attack, as given
in (7). The random Bernoulli distribution variable b tð Þ is used to indicate the possibility of spoofing attacks. E b tð Þf g ¼ b, and
f22 is used to denote the mathematical variance of b tð Þ.

Assumption 1. [17] For given real constant matrix G, the deception attack F x tð Þð Þ satisfies

kF x t � k tð Þð Þk2 6 kGx t � k tð Þk2ðð ð9Þ
Remark 4. The nonlinear function F x t � k tð Þð Þð Þ represents the deception attack signal which replaces the normal data trans-
mission. When b tð Þ ¼ 0, the network is suffering from the deception attacks, the data normally transmitted by the system
can be replaced with F x t � k tð Þð Þð Þ; otherwise, b tð Þ ¼ 1, the system has not been subjected to spoofing attacks, which have
no impact on the network, and data will be transmitted usually.

Next, we let d tð Þ represent the frequency of DoS attacks, which satisfies the following:
d tð Þ ¼ 1; t 2 hi; hi þ li½ Þ
0; t 2 hi þ li; hiþ1½ Þ

�
ð10Þ
where hi denotes the start moment of the ith sleep cycle time, li represents the duration of the ith sleep period. In addition, hi

and li satisfy the following relationship inequalities: 0 6 h0 < h1 < h1 þ l1 < � � � < hi < hi þ li < � � �. For the purpose of sim-
plicity, Di;1 , hi;hi þ li½ Þ and Di;0 , hi þ li;hiþ1½ Þ are given.

Assumption 2. [20] Assume that there exists a uniform upper bound bmax indicates the periods when the DoS attack is
active, and a unified lower bound lmin represents normal communication time, then bmax and lmin satisfy the following
inequalities:
lmin 6 inf
i2N

lif g
bmax P sup

i2N
hi � hi�1 � li�1f g

8<: ð11Þ
Assumption 3. [20] n tð Þ is defined as the total number of sleep/active transitions when the DoS attack is active, there exist
a P 0 and -D 2 R which should meet the following:
n tð Þ 6 aþ h
-D

ð12Þ
Remark 5. When d tð Þ ¼ 1, the DoS attack is sleeping, in other words, the DoS attack has no effects on the data transmission;
while d tð Þ ¼ 0, DoS attacks block data transmission and prevent the sampled data from being transmitted to the controller.

The actual input of the controller, under DoS attacks and deception attacks, can be presented as follows:
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ex tð Þ ¼ d tð Þ b tð ÞF x t � k tð Þð Þð Þ þ 1� b tð Þð ÞxH tð Þf g ð13Þ
Remark 6. From (13), the following three cases are noted: 1Þ.when d tð Þ ¼ 0, DoS attack is active and the controller will not
receive any signal from the network; 2Þ. when d tð Þ ¼ 1 and b tð Þ ¼ 1, the controller receives the transmitted data subject to
only the deception attacks; 3Þ. when d tð Þ ¼ 1 and b tð Þ ¼ 0, the data received by the controller is xH tð Þ.

Because the DoS attack can block communication, the data transfer mechanism needs to be redesigned.
ti;jh ¼ tjl h satisfying 5jtjl h 2 Di�1;1
	 
 [ hif g ð14Þ
where jl; tjl ; i; l 2 N; j denotes the triggering time in ith DoS attack period, j 2 1;2; � � � ; jif g.
For n 2 1;2; � � � ; mi;j

	 

, define that
�hn
i;j ¼ ti;jhþ n� 1ð Þh; ti;jhþ nh

� �
�h
mi;jþ1
i;j ¼ ti;khþxi;jh; ti;jþ1h

� �(
ð15Þ
where mi;j , sup n 2 Njti;jhþ nh < ti;jþ1h
	 


, then the event intervals -i;j can be expressed as follows:
-i;j ¼ [mi;j
n¼1 ti;jhþ n� 1ð Þh; ti;jhþ nh

� � [ ti;jhþ mi;jh; ti;jþ1h
� � ð16Þ
Note that
Di;1 ¼ [ki
k¼0 -i;j \Di;1

	 

#[ji

j¼0-i;j ð17Þ

set
Hn
i;j ¼ �hn

i;j \Di;1 ð18Þ

then combining (15)–(17), the interval Di;1 can be rewritten as:
Di;1 ¼ [ji
j¼0[

mi;jþ1
n¼1 Hn

i;j ð19Þ

Now, for i 2 N; j 2 1;2; � � � ; jif g, two piecewise functions can be defined as:
si;j tð Þ ¼

t � ti;jh; t 2 H1
i;j

t � ti;jh� h; t 2 H2
i;j

..

.

t � ti;jh� mi;jh; t 2 H
mi;jþ1
i;j

8>>>>>><>>>>>>:
ð20Þ
and
ei;j tð Þ ¼

0; t 2 H1
i;j

x ti;jh
� �� x ti;jhþ h

� �
; t 2 H2

i;j

..

.

x ti;jh
� �� x ti;jhþ mi;jh

� �
; t 2 H

mi;jþ1
i;j

8>>>>>><>>>>>>:
ð21Þ
According to the inequality (4), and combining (20) and (21), the event-triggered condition can be expressed as:
ei;j tð ÞTXei;j tð Þ > r2xT t � gi;j tð Þ
� �

Xx t � gi;j tð Þ
� �

ð22Þ
Then under the event-triggering mechanism, the transmitted data ~xe tð Þ can be described as:
~xe tð Þ ¼ x t � si;j tð Þ� �þ ei;j tð Þ; t 2 -i;j \Di;1 ð23Þ

The output u tð Þ can be obtained by combining (2), (13) and (23):
u tð Þ ¼
Kb tð ÞF x tð Þð Þ þ K 1� b tð Þð Þ 1� a tð Þð Þ x t � s tð Þð Þ þ ek tð Þð Þ
þK 1� b tð Þð Þa tð Þx t � g tð Þð Þ; t 2 Di�1;1

0; t 2 Di�1;0

8><>: ð24Þ
then the system can be rewritten as:
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_x tð Þ ¼ Ax tð Þ þ BKb tð ÞF x tð Þð Þ þ BK 1� b tð Þð Þ 1� a tð Þð Þ x t � s tð Þð Þ þ ej tð Þ� �þ BK 1� b tð Þð Þa tð Þ � x t � g tð Þð Þ; t 2 Di�1;1

Ax tð Þ; t 2 Di�1;0

(
x tð Þ ¼ u tð Þ; t 2 �h;0½ Þ

8><>:
ð25Þ
3. Main results

Sufficient conditions satisfied the exponentially stable is obtained for the system(25) in this section. In addition, the
hybrid-triggered-based controller is designed by considering multiple cyber attacks.

Lemma 1 [22]. For any vectors a; b 2 Rn, and Q 2 Rn�n is a positive definite matrix, the following inequality holds:
2aTb 6 aTQaþ bTQ�1b ð26Þ
Lemma 2 [29]. Suppose s tð Þ 2 0; sm½ �;g tð Þ 2 0;gm½ �, matrices P1;P2;P3;P4 and N with appropriate dimensions, then
s tð ÞP1 þ sm � s tð Þð ÞP2 þ g tð ÞP3 þ gm � g tð Þð ÞP4 þ N < 0;
if and only if
smP1 þ gmP3 þ N < 0;
smP2 þ gmP3 þ N < 0;
smP1 þ gmP4 þ N < 0;
smP2 þ gmP4 þ N < 0:

8>>><>>>: ð27Þ
Lemma 3 [30]. For given positive matrix X;Y and scalar h, the following inequality holds:
� XY�1X 6 �2hX þ h2Y ð28Þ
Theorem 1. For given positive scalars qı;gı ı ¼ 1;2ð Þ, trigger parameter r, DoS parameters a;-D; lmin; bmax, matrix G and K, the
system (25) is asymptotically stable if there exist positive matrix X > 0; Pı > 0;Qıs > 0; Zıs > 0(s = 1,2,3), matrix Lq;Mq;Nq

(q = 1,2,3,4) with appropriate dimensions, the following inequalities hold:
Uı < 0 ð29Þ

P1 6 g2P2 ð30Þ

P2 6 g1e
2 q1þq2ð ÞhP1 ð31Þ

Qıs 6 g3�ıQ 3�ıð Þs ð32Þ

Zıs 6 g3�ıZ 3�ıð Þs ð33Þ

2q1lmin � 2 q1 þ q2ð Þh� 2q2bmax � lng1g2

-D
> 0 ð34Þ
where the elements of the matrix Uı are given in Appendix A.
Proof. Choose the following Lyapunov functional for the system (25)
V/ tð Þ tð Þ ¼ V1/ tð Þ tð Þ þ V2/ tð Þ tð Þ þ V3/ tð Þ tð Þ ð35Þ

where
V1/ tð Þ tð Þ ¼ x tð ÞTP/ tð Þx tð Þ
74



J. Cao, Da Ding, J. Liu et al. Information Sciences 548 (2021) 69–84
V2/ tð Þ tð Þ ¼
Z t

t�sm
e �ð Þx sð ÞTQ/ tð Þ1x tð Þdsþ

Z t

t�gm
e �ð Þx sð ÞTQ/ tð Þ2x sð Þdsþ

Z t

t�km

e �ð Þx sð ÞTQ/ tð Þ3x sð Þds

V3/ tð Þ tð Þ ¼
Z t

t�sm

Z t

s
e �ð Þ _x vð ÞTZ/ vð Þ1 _x vð Þdvdsþ

Z t

t�gm

Z t

s
e �ð Þ _x vð ÞTZ/ tð Þ2 _x vð Þdvdsþ

Z t

t�km

Z t

s
e �ð Þ _x vð ÞTZ/ tð Þ3 _x vð Þdvds
in which e �ð Þ ¼ e2 �1ð Þ/ tð Þq/ tð Þ t�sð Þ; P/ tð Þ;Q/ tð Þ; Z/ tð Þare symmetric positive matrices and / tð Þ can be defined as follows:
/ tð Þ ¼ 1; t 2 �h; 0½ � [ [i2NDi;1
� �

2; t 2 [i2NDi;0

(
ð36Þ
For the case of / tð Þ ¼ 1, by taking the time derivative and mathematical expectation of (35), we can obtain:
E _V1 tð Þ
n o

6 �2q1V1 tð Þ þ 2q1V11 tð Þ þ 2E xT tð Þq1 _x tð Þ	 
þ xT tð ÞQ11x tð Þ þ xT tð ÞQ12x tð Þ þ xT tð ÞQ13x tð Þ
þ smE _xT tð ÞZ11 _x tð Þ	 
þ gmE _xT tð ÞZ11 _x tð Þ	 
þ kmE _xT tð ÞZ11 _x tð Þ	 
� e�2q1smxT t � smð ÞQ11x t � smð Þ

� e�2q1gmxT t � gmð ÞQ12x t � gmð Þ � e�2q1kmxT t � kmð ÞQ12x t � kmð Þ �
Z t

t�sm
e�2q1sm _xT sð ÞZ11 _x sð Þds

�
Z t

t�gm
e�2q1gm _xT sð ÞZ12 _x sð Þds�

Z t

t�km

e�2q1km _xT sð ÞZ13 _x sð Þds ð37Þ
The following can be obtained by using the free weighting matrix method
2h tð ÞL1 x tð Þ � x t � s tð Þð Þ � R t
t�s tð Þ _x sð Þds

h i
¼ 0

2h tð ÞL2 x t � s tð Þð Þ � x t � smð Þ � R t�s tð Þ
t�sm _x sð Þds

h i
¼ 0

2h tð ÞM1 x tð Þ � x t � g tð Þð Þ � R t
t�g tð Þ _x sð Þds

h i
¼ 0

2h tð ÞM2 x t � g tð Þð Þ � x t � gmð Þ � R t�g tð Þ
t�gm

_x sð Þds
h i

¼ 0

2h tð ÞN1 x tð Þ � x t � k tð Þð Þ � R t
t�k tð Þ _x sð Þds

h i
¼ 0

2h tð ÞN2 x t � k tð Þð Þ � x t � kmð Þ � R t�k tð Þ
t�km

_x sð Þds
h i

¼ 0

ð38Þ
and by applying Lemma 1, we can obtain
�2h tð ÞL1
R t
t�s tð Þ _x sð Þds 6 smhT tð ÞL1e2q1smZ�1

11 L
T
1h tð Þ þ R t

t�s tð Þ _x
T sð Þe�2q1smZ11 _x sð Þds

�2h tð ÞL2
R t�s tð Þ
t�sm _x sð Þds 6 smhT tð ÞL2e2q1smZ�1

11 L
T
2h tð Þ þ R t�s tð Þ

t�sm _xT sð Þe�2q1smZ11 _x sð Þds
�2h tð ÞM1

R t
t�g tð Þ _x sð Þds 6 gmh

T tð ÞM1e2q1gmZ�1
12M

T
1h tð Þ þ R t

t�g tð Þ _x
T sð Þe�2q1gmZ11 _x sð Þds

�2h tð ÞM2
R t�g tð Þ
t�gm

_x sð Þds 6 gmh
T tð ÞM2e2q1gmZ�1

12M
T
2h tð Þ þ R t�g tð Þ

t�gm
_xT sð Þe�2q1gmZ11 _x sð Þds

�2h tð ÞN1
R t
t�k tð Þ _x sð Þds 6 kmh

T tð ÞN1e2q1kmZ�1
13N

T
1h tð Þ þ R t

t�k tð Þ _x
T sð Þe�2q1kmZ11 _x sð Þds

�2h tð ÞN2
R t�k tð Þ
t�km

_x sð Þds 6 kmh
T tð ÞN2e2q1kmZ�1

13N
T
2h tð Þ þ R t�k tð Þ

t�km
_xT sð Þe�2q1kmZ11 _x sð Þds

ð39Þ
where matrices L1; L2;M1;M2;N1;N2 with appropriate dimensions, h tð Þ ¼ h1 h2 h3½ �, h1 ¼ xT tð Þ xT t � s tð Þð Þ xT t � smð Þ� �
;

h2 ¼ xT t � g tð Þð Þ xT t � gmð Þ xT t � k tð Þð Þ� �
, h3 ¼ xT t � kmð Þ FT x t � k tð Þð Þð Þ eTk tð Þ� �

.
Notice that
E _xT tð ÞZ11 _x tð Þ	 
 ¼ AT
oZ11Ao þ f21A

T
aZ11Aa þ f22A

T
bZ11Ab þ f21f

2
2A

T
abZ11Aab

E _xT tð ÞZ12 _x tð Þ	 
 ¼ AT
oZ12Ao þ f21A

T
aZ12Aa þ f22A

T
bZ12Ab þ f21f

2
2A

T
abZ12Aab

E _xT tð ÞZ13 _x tð Þ	 
 ¼ AT
oZ13Ao þ f21A

T
aZ13Aa þ f22A

T
bZ13Ab þ f21f

2
2A

T
abZ13Aab

ð40Þ
where
Ao ¼ Ax tð Þ þ BK �bF x t � k tð Þð Þð Þ þ 1� �b
� �

�ax t � g tð Þð Þ þ 1� �að Þ 1� �b
� �

x t � s tð Þð Þ þ ej tð Þ� �� �
Aa ¼ a tð Þ � �að ÞBK x t � s tð Þð Þ � x t � g tð Þð Þ � ej tð Þ� �

1� �b
� �� �

Ab ¼ b tð Þ � �b
� �

BK F x t � k tð Þð Þð Þ � �ax t � s tð Þð Þ � 1� �að Þ x t � g tð Þð Þ þ ej tð Þ� �� �
Aab ¼ a tð Þ � �að Þ b tð Þ � �b

� �
BK x t � g tð Þð Þ þ ej tð Þ � x t � s tð Þð Þ� �
From the event-triggered condition (4), it follows
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r2xT t � gi;j tð Þ
� �

Xx t � gi;j tð Þ
� �

� eTi;j tð ÞXei;j tð Þ > 0 ð41Þ
By recalling the Assumption 1, the following condition can be obtained
xT t � k tð Þð ÞGTGx t � k tð Þð Þ � FT x t � k tð Þð Þð ÞF x t � k tð Þð Þð Þ 6 0 ð42Þ

Applying Schur complement and Lemma 2, the following can be obtained by combining (35)-(41):
E _V1 tð Þ
n o

6 �2q1V1 tð Þ þ hT tð Þ !1
11 þ smE _xT tð ÞZ11 _x tð Þ	 
þ gmE _xT tð ÞZ12 _x tð Þ	 
h

þ kmE _xT tð ÞZ13 _x tð Þ	 

smL1e2q1smZ�1

11 L
T
1 þ smL2e2q1smZ�1

11 L
T
2gmM1e2q1gmZ�1

12M
T
1

þ gmM2e2q1gmZ�1
12M

T
2kmN1e2q1kmZ�1

13N
T
1 þ kmN2e2q1kmZ�1

13N
T
2

i
h tð Þ ð43Þ
Considering the condition (29), we can get E _V1 tð Þ
n o

6 �2q1V1 tð Þ, one can get the following by processing E _V2 tð Þ
n o

in the

same way,
E _V2 tð Þ
n o

6 2q2V2 tð Þ þ hT tð Þ !2
11 þ smE _xT tð ÞZ21 _x tð Þ	 
þ gmE _xT tð ÞZ22 _x tð Þ	 
þ kmE _xT tð ÞZ23 _x tð Þ	 


smL3e2q1smZ�1
21 L

T
3

h
þ smL4e2q1smZ�1

21 L
T
4gmM3e2q1gmZ�1

22M
T
3 þ gmM4e2q1gmZ�1

22M
T
4kmN3e2q1kmZ�1

23N
T
3 þ kmN4e2q1kmZ�1

23N
T
4

i
h tð Þ ð44Þ
one can get E _V2 tð Þ
n o

6 2q2V2 tð Þ.
From the inequalities (43) and (44), then we have
E V1 tð Þf g 6 e�2q1 t�hið ÞV1 hið Þ; t 2 hi; hi þ li½ Þ
E V2 tð Þf g 6 e2q2 t�hið ÞV2 hi þ lið Þ; t 2 hi þ li;hiþ1½ Þ

(
ð45Þ
According to (30)-(33), one can be get that
E V1 hið g 6 g2E V2 h�
i

� �	 

E V2 hi þ lið Þf g 6 g1e

2 q1þq2ð ÞE V1 h�
i þ l�i

� �	 
		 ð46Þ

For t 2 hi;hi þ li½ Þ, combining(45) and (46), it can be obtained
E V1 tð Þf g 6 e�2q1 t�hið Þg2E V2 h�
i

� �	 

6 e�2q1 t�hið Þþ2q2 hi�hi�1�li�1ð Þ � g2E V2 hi�1 þ li�1ð Þf g
6 � � �
6 eq tð Þ g1g2ð Þn tð Þ

E V1 h0ð Þf g

ð47Þ
where q tð Þ ¼ 2 q1 þ q2ð Þhn tð Þ þ q1 �l0 � l1 � l2 � � � � � li�2 � li�1ð Þ þ q2 hi � hi�1 � l0 � l1 � l2 � � � � � li�2 � li�1ð Þ½ �, then similar
to the (47), for t 2 hi þ i; liþ1½ Þ, one can get the following:
E V2 tð Þf g 6 g1e
2q2 t�hi�lið Þþ2 q1þq2ð ÞE V1 h�

i þ l�i
� �	 


6 e2q2 t�hi�lið Þþ2 q1þq2ð Þ�2q1 t�hið Þ � g1E V1 hi�1ð g 6 � � � 6 e. tð Þ
g2

g1g2ð Þ n tð Þþ1ð Þ
E V1

~h0

� �n on ð48Þ
with . tð Þ ¼ 2 n tð Þ þ 1ð Þ q1 þ q2ð Þh� q1min þ q2bmax½ �.
Define M ¼ max ea1 ; e

a2

g2

n o
, according to (47)-(48), combining with the frequency of DoS attack, then one can get the

inequality:
E V/ tð Þ tð Þ	 

6 Me�dt

E V1 h0ð Þf g ð49Þ
where a1 ¼ 2b1 h q1 þ q2ð Þ � q1lmin þ q2bmax þ ln q1q2ð Þ
2

h i
; a2 ¼ 2 b1 þ 1ð Þ h q1 þ q2ð Þ � q1lmin þ q2bmax þ ln q1q2ð Þ

2

h i
;

d ¼ 2q1Dmin�2h q1þq2ð Þ�2q2bmax�lnq1q2
-D

.

From the definition of V/ tð Þ(t),
E V1 0ð Þf g 6 c1kuk2h;E V/ tð Þ tð Þ	 

6 c2kx tð Þk2h ð50Þ
where c1 ¼ max fmax Pið Þ þ hfmax Q11 þ Q12 þ Q13ð Þ þ h2

2 fmax Z11 þ Z12 þ Z13ð Þ
n o

; c2 ¼ min fmin Pið Þf g.
Then combine (49) and (50), then we have the following:
E V/ tð Þ tð Þ	 

6

ffiffiffiffiffiffiffiffiffi
c2M
c1

s
e�

d
2tkuk2h ð51Þ
That means that we can get the system (25) is exponential stable when the decay rate is d
2.
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One can get the sufficient conditions from Theorem 1, which can ensure mean-square exponential consensus of the sys-
tem (25). Based on Theorem 1, the hybrid-triggered controller gain of NCS under multiple cyber attacks will be derived in the
following.

This completes the proof.

Theorem 2. For given positive scalars qı;gı ı ¼ 1;2; s ¼ 1;2;3ð Þ, trigger parameter r, DoS parameters a;-D; lmin; bmax and matrix

G, the system (25) is asymptotically stable if there exist positive matrix X̂ > 0; P/ tð Þ > 0; bQ ıs > 0; bZıs > 0;Xı > 0

ı ¼ 1;2; s ¼ 1;2;3ð Þ, matrix Y; bLq; bMq; bNq(q = 1, 2, 3, 4) with appropriate dimensions, the following linear matrix inequalities hold:
Ûı < 0 ð52Þ

�g2X2 �
X2 �X1

� �
6 0 ð53Þ

�g1e
2 q1þq2ð ÞhX1 �

X1 X2

" #
6 0 ð54Þ

�g 3�ıð Þs
bQ 3�ıð Þs �

X3�ı �2mısXıs þ m2ısQ ıs

" #
6 0 ð55Þ

�g 3�ıð Þs
bQ 3�ıð Þs �

X3�ı �2mısXıs þ m2ısQ ıs

" #
6 0 ð56Þ
the elements of the matrix Ûı can be obtained in Appendix B.
In addition, the controller gain K is also got
K ¼ YX�1
1 ð57Þ
Proof. For any positive e1; Z11 � e�1
1 P1

� �
Z�1
11 Z11 � e�1

1 P1
� �

P 0, by applying the Lemma 3, we can easily get the following
inequalities:
�P1Z
�1
11 P1 6 �2e1P1 þ e21Z11ð58Þ
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Fig. 2. State response of x(t).
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Similarly, one can have
�P1Z
�1
12 P1 6 �2e2P1 þ e22Z12

�P1Z
�1
13 P1 6 �2e3P1 þ e23Z13

�P2Z
�1
21 P2 6 �2e4P2 þ e24Z21

�P2Z
�1
22 P2 6 �2e5P2 þ e25Z22

�P2Z
�1
23 P2 6 �2e6P2 þ e26Z23

8>>>>>>><>>>>>>>:
ð59Þ
Based on (58) and (59), by replacing the �P1Z
�1
11 P1;�P1Z

�1
12 P1;�P1Z

�1
13 P1;�P2Z

�1
21 P2;�P2Z

�1
22 P2;�P2Z

�1
23 P2 in with

�2e1P1 þ e21Z11;�2e2P1 þ e22Z12;�2e3P1 þ e23Z13;�2e4P2 þ e24Z21;�2e5P2 þ e25Z22;�2e6P2 þ e26Z23 respectively. Then we obtain
/1

55 ¼ diag �2e1P1 þ e21Z11;�2e1P1 þ e21Z11;�2e1P1 þ e21Z11;�2e1P1 þ e21Z11;�2e2P1 þ e22Z12;�2e2P1 þ e22Z12;�2e2P1 þ e22Z12;
	

�2e2P1þe22Z12;�2e3P1þe23Z13;�2e3P1þe23Z13;�2e3P1þe23Z13;�2e3P1þe23Z13g and /2
44 ¼diag �2e4P2þe24Z21;�2e5P2þ

	
e25Z22;

�2e6P2þe26Z23g.
When / tð Þ ¼ 1, define X1 ¼ P�1

1 ;Y ¼ KX1; bLij ¼ X1LijX1; bMij ¼ X1MijX1; bNij ¼ X1NijX1(i = 1,2; j = 1,2,3,� � �,9),
X̂ ¼ X1XX1; Q̂1k ¼ X1Q1kX1; Ẑ1k ¼ X1Z1kX1(k = 1,2,3). Multiplying diag {X1; � � � ;X1|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}

27

; I} and its transpose on both side of U1, then

Û1 < 0 can be obtained. Moreover, we can acquire that E V1 tð Þf g < 0.

When / tð Þ ¼ 2, define X2 ¼ P�1
2 ; bLij ¼ X2LijX2; bMij ¼ X2MijX2; bNij ¼ X2NijX2(i = 3,4; j = 1,2,3,� � �,7), X̂ ¼ X2XX2;

Q̂2k ¼ X2Q2kX2; Ẑ2k ¼ X2Z2kX2(k = 1,2,3). Multiplying diag{X2; � � � ;X2|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}
16

} and its transpose on both side of U2, then Û2 can be

obtained. Further, E V2 tð Þf g < 0 can also be obtained.
Applying the similar method, inequalities (54)-(56) hold which follow from the inequalities in (31)-(33). we can get that

the system (25) is asymptotically stable in mean square from the results of Theorem 1. At the same time, the required con-
troller state feedback gain can be obtained in (57).

This completes the proof.

4. Simulation example

A frequently used example [11,29], the inverted pendulum on a mobile shopping cart, is considered in this section. The
linearized model of this example is constructed as follows:
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Fig. 3. Release instants and release interval.
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A ¼

0 1 0 0
0 0 �M2 � g

M1
0

0 0 0 1
0 0 � g

L 0

26664
37775; B ¼

0
1
M1

0
�1

M1 �L

266664
377775
In this example, M1 ¼ 10kg;M2 ¼ 1kg; L ¼ 0:75m; g ¼ 9:8076m=s2, where M1 and M2 respectively represent the cart mass
and the mass of the pendulum bob, the length of the pendulum arm is L and g indicates the gravitational acceleration.

Suppose the function of deception attacks is selected as follows:
F x tð Þð Þ ¼

�tanh 0:25x tð Þð Þ
�tanh 0:15x tð Þð Þ
�tanh 0:20x tð Þð Þ
�tanh 0:10x tð Þð Þ

26664
37775
According to the Assumption 1, we can obtain G ¼ diag 0:25;0:15;0:20;0:10f g. Define the sampling period
h ¼ 0:01s; lmin ¼ 1:78;g1 ¼ g2 ¼ 1:01;q1 ¼ 0:05;q2 ¼ 0:3;r ¼ 0:4; e1 ¼ e2 ¼ e3 ¼ 3; e4 ¼ e5 ¼ e6 ¼ 10. Set �a ¼ 0:35; �b ¼ 0:25;
bmax ¼ 0:2, which means that the network control system is under multiple cyber attacks with the hybrid-triggered scheme.

X;X1 and Y can be obtained by solving the above formulas.
X ¼

0:0011 0:0019 �0:0055 �0:0008
0:0019 0:0038 �0:0107 �0:0018
�0:0055 �0:0107 0:0391 0:0050
�0:0008 �0:0018 0:0050 0:0015

26664
37775

X1 ¼ 1:0eþ 03 �

7:1336 �3:0915 0:1562 �0:6325
�3:0915 5:2444 0:6789 0:0763
0:1562 0:6789 0:3743 �0:3393
�0:6325 0:0763 �0:3393 4:5615

26664
37775

Y ¼ 1:0eþ 05 � �0:2218 �0:9086 �0:1101 1:2471½ �
Fig. 4. The response of deception attacks.

Fig. 5. The response of DoS attacks.
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By applying the equality (57) in Theorem 2, the controller gain K can also be obtained as
K ¼ �18:9173 �38:9378 77:3136 31:1188½ �

Define the initial condition x0 ¼ 0:9 0:1 � 0:3 0:3½ �, Fig. 2,3,4,5,5 indicate the simulation results by applying MATLAB.

Fig. 2 shows that the system applying the hybrid triggering scheme is exponentially stable suffering multiple network
attacks. As can be seen from the from Fig. 3, the amount and frequency of transmitted data is significantly reduced, which
reflects the release instants. Fig. 4 shows the f x tð Þð Þ curve describing the deception attacks. From Fig. 5, the sequence of DoS
attacks occurrence is presented. According to the above analysis, one can get that the method proposed in this article can
reduce the burden of network bandwidth.

5. Conclusions

This paper investigates the security control for the NCS with the hybrid-triggered scheme under multiple cyber attacks. A
hybrid-triggered scheme is exploited into the system to decrease network bandwidth consumption. Then when considering
the impact of various network attacks, a new mathematical model of NCS with a mixed trigger network is first constructed.
Moreover, one can derive sufficient conditions to ensure the stability of the system and the security controller gain is
obtained by applying LMI techniques and Lyapunov function. Finally, a simulated example confirms the efficiency of the pro-
posed method. In the future, to improve the capability of the NCS against cyber attacks, attack detection in NCS will be the
focus of the following research.
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Appendix A
U1 ¼

U1
11 � � � � �

U1
21 U1

22 � � � �
U1

31 U1
32 U1

33 � � �
U1

41 U1
42 U1

43 U1
44 � �

U1
51 0 U1

53 0 U1
55 �

U1
61 0 0 0 0 �I

266666666664

377777777775
;U2 ¼

U2
11 � � �

U2
21 U2

22 � �
U2

31 U2
32 U2

33 �
U2

41 0 0 U2
44

266664
377775

U1
11 ¼

W1
11 � � � �

W1
21 W1

22 � � �
W1

31 W1
32 W1

33 � �
W1

41 W1
42 W1

43 W1
44 �

W1
51 W1

52 W1
53 W1

54 W1
55

266666664

377777775;U
2
11 ¼

W2
11 � � � �

W2
21 W2

22 � � �
W2

31 W2
32 W2

33 � �
W2

41 W2
42 W2

43 W2
44 �

W2
51 W2

52 W2
53 W2

54 W2
55

266666664

377777775
W1

11 ¼ 2q1P1 þ P1Aþ ATP1 þ Q11 þ Q12 þ Q13 þ L11 þ LT11 þM11 þMT
11 þ N11 þ NT

11

W1
21 ¼ �a �b1K

TBTP1 þ L12 � LT11 þ LT21 þM12 þ N12;W
1
22 ¼ L22 þ LT22 � L12 � LT12

W1
31 ¼ L13 � LT21 þM13 þ N13;W

1
32 ¼ L23 � L13 � LT22;W

1
33 ¼ �e�2q1smQ11 � L23 � LT23

W1
41 ¼ �a1

�b1K
TBTP1 þ L14 þM14 �MT

11 þMT
21 þ N14;W

1
42 ¼ L24 � L14 �MT

12 þMT
22

W1
43 ¼ MT

23 � L24 �MT
13;W

1
44 ¼ M24 þMT

24 �M14 �MT
14 þ r2X;W1

51 ¼ L15 þM15 �MT
21 þ N15
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W1
52 ¼ L25 � L15 �MT

22 ;W
1
53 ¼ �L25 �MT

23 ;W
1
54 ¼ �M15 þM25 �MT

24

W1
55 ¼ �e�2q1gm Q12 �M25 �MT

25 ;U
1
33 ¼ diag �I;�Xf g;U1

61 ¼ G 0 0 0 0½ �
U1

21 ¼ W1
61 W1

62 W1
63 W1

64 W1
65

� �
;U1

31 ¼ W1
71 W1

72 W1
73 W1

74 W1
75

� �
W1

61 ¼ L16 þM16 þ N16 � NT
11 þ NT

21

L17 þM17 þ N17 � NT
21

" #
;W1

62 ¼ L26 � L16 � NT
12 þ NT

22

L27 � L17 � NT
22

" #
;W1

63 ¼ NT
23 � L26 � NT

13

�L27 � NT
23

" #

W1
64 ¼ M26 �M16 � NT

14 þ NT
24

M27 �M17 � NT
24

" #
;W1

65 ¼ NT
25 �M26 � NT

15

�M27 � NT
25

" #
;U1

32 ¼ N28 � N18 �N28

N29 � N19 �N29

� �

U1
22 ¼ N26 þ NT

26 � N16 � NT
16 NT

27 � NT
17 � N26

N27 � N17 � NT
26 �e�2q1km Q13 � N27 � NT

27

" #
;W1

72 ¼ L28 � L18
L29 � L19

� �

W1
71 ¼

�bKTBTP1 þ L18 þM18 þ N18

�a1
�b1K

TBTP1 þ L19 þM19 þ N19

" #
;W1

73 ¼ �L28
�L29

� �
;W1

74 ¼ M28 �M18

M29 �M19

� �
;W1

75 ¼ �M28

�M29

� �

U1
41 ¼

smW1
41

gmW
1
51

kmW
1
61

2664
3775;U1

42 ¼
smW1

42

gmW
1
52

kmW
1
62

2664
3775;U1

43 ¼
smW1

43

gmW
1
53

kmW
1
63

2664
3775;W1

41 ¼
LT11 LT12 LT13 LT14 LT15
LT21 LT22 LT23 LT24 LT25

264
375

W1
51 ¼

MT
11 MT

12 MT
13 MT

14 MT
15

MT
21 MT

22 MT
23 MT

24 MT
25

264
375;

W1
61 ¼ NT

11 NT
12 NT

13 NT
14 NT

15

NT
21 NT

22 NT
23 NT

24 NT
25

" #

W1
42 ¼ LT16 LT17

LT26 LT27

" #
;W1

52 ¼ MT
16 MT

17

MT
26 MT

27

" #
;W1

62 ¼ NT
16 NT

17

NT
26 NT

27

" #
;W1

43 ¼ LT18 LT19
LT28 LT29

" #

W1
53 ¼ MT

18 MT
19

MT
28 MT

29

" #
;W1

63 ¼ NT
18 NT

19

NT
28 NT

29

" #
;U1

51 ¼

ffiffiffiffiffiffi
sm

p
W1

81ffiffiffiffiffiffigm
p

W1
81ffiffiffiffiffiffi

km
p

W1
81

2664
3775;U1

53 ¼

ffiffiffiffiffiffi
sm

p
W1

82ffiffiffiffiffiffigm
p

W1
82ffiffiffiffiffiffi

km
p

W1
82

2664
3775

U1
44 ¼ diag �e�2q1smZ11;�e�2q1smZ11;�e�2q1gmZ12;�e�2q1gmZ12;�e�2q1kmZ13;�e�2q1kmZ13

	 

U1

55 ¼ diag �P1Z
�1
11 P1;�P1Z

�1
11 P1;�P1Z

�1
11 P1;�P1Z

�1
11 P1;�P1Z

�1
12 P1;�P1Z

�1
12 P1;�P1Z

�1
12 P1;

n
� P1Z

�1
12 P1;�P1Z

�13
1 P1;�P1Z

�1
13 P1;�P1Z

�1
13 P1;�P1Z

�1
13 P1g

W1
81 ¼

P1A �a �b1P1BK 0 �a1
�b1P1BK 0

0 d1�b1P1BK 0 �d1�b1p1BK 0
0 �d2�aP1BK 0 �d2 �a1P1BK 0
0 �d1d2P1BK 0 d1d2P1BK 0

26664
37775;W1

82 ¼

�bP1BK �a1
�b1P1BK

0 �d1 �b1P1BK

d2P1BK �d2 �a1P1BK

0 d1d2P1BK

26664
37775

W2
11 ¼ �2P2q2 þ P2Aþ ATP2 þ Q21 þ Q22 þ Q23 þ L31 þ LT31 þM31 þMT

31 þ N31 þ NT
31

W2
21 ¼ L32 � LT31 þ LT41 þM32 þ N32;W

2
22 ¼ L42 þ LT42 � L32 � LT32;W

2
31 ¼ L33 � LT41 þM33 þ N33

W2
32 ¼ L43 � L33 � LT42;W

2
33 ¼ �e2q2smQ21 � L43 � LT43;W

2
41 ¼ L34 þM34 �MT

31 þMT
41 þ N34

W2
42 ¼ L44 � L34 �MT

32 þMT
42;W

2
43 ¼ MT

43 � L44 �MT
33;W

2
44 ¼ M44 þMT

44 �M34 �MT
34

W2
51 ¼ L35 þM35 �MT

41 þ N35;W
2
52 ¼ L45 � L35 �MT

42;W
2
53 ¼ �L45 �MT

43

W2
54 ¼ �M35 þM45 �MT

44;W
2
55 ¼ �e2q2gmQ22 �M45 �MT

45

U2
21 ¼ W2

61 W2
62 W2

63 W2
64 W2

65

� �
;U2

22 ¼ W2
66 W2

67

� �
W2

61 ¼ L36 þM36 þ N36 � NT
31 þ NT

41

L37 þM37 þ N37 � NT
41

" #
;W2

62 ¼ L46 � L36 � NT
32 þ NT

42

L47 � L37 � NT
42

" #

W2
63 ¼ �L46 � NT

33 þ NT
43

�L47 � NT
43

" #
;W2

64 ¼ �M36 þM46 � NT
34 þ NT

44

�M37 þM47 � NT
44

" #

W2
65 ¼ �M46 � NT

35 þ NT
45

�M47 � NT
45

" #
;W2

66 ¼ N46 þ NT
46 � N36 � NT

36

N47 � N37 � NT
46

" #

W2
67 ¼ NT

47 � NT
37 � N46

�e2q2kmQ23 � N47 � NT
47

" #
;U2

31 ¼

ffiffiffiffiffiffi
sm

p
W2

711ffiffiffiffiffiffigm
p

W2
713ffiffiffiffiffiffi

km
p

W2
713

2664
3775;U2

32 ¼

ffiffiffiffiffiffi
sm

p
W2

721ffiffiffiffiffiffigm
p

W2
722ffiffiffiffiffiffi

km
p

W2
723

2664
3775

W2
711 ¼ LT31 LT32 LT33 LT34 LT35

LT41 LT42 LT43 LT44 LT45

" #
;W2

712 ¼ MT
31 MT

32 MT
33 MT

34 MT
35

MT
41 MT

42 MT
43 MT

44 MT
45

" #

W2
713 ¼ NT

31 NT
32 NT

33 NT
34 NT

35

NT
41 NT

42 NT
43 NT

44 NT
45

" #
;W2

721 ¼ LT36 LT37
LT46 LT47

" #
;W2

722 ¼ MT
36 MT

37

MT
46 MT

47

" #
;W2

723 ¼ NT
36 NT

37

NT
46 NT

47

" #
U1

33 ¼ diag �e2q2smZ21;�e2q2smZ21;�e2q2gmZ22;�e2q2gmZ22;�e2q2kmZ23;�e2q2kmZ23
	 


U1
44 ¼ diag �P2Z

�1
21 P2;�P2Z

�1
22 P2;�P2Z

�1
23 P2

n o
U1

41 ¼

ffiffiffiffiffiffi
sm

p
P2A 0 0 0 0ffiffiffiffiffiffigm

p
P2A 0 0 0 0ffiffiffiffiffiffi

km
p

P2A 0 0 0 0

264
375
81
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Appendix B
Û1 ¼

Û1
11 � � � � �

Û1
21 Û1

22 � � � �
Û1

31 Û1
32 Û1

33 � � �
Û1

41 Û1
42 Û1

43 Û1
44 � �

Û1
51 0 Û1

53 0 Û1
55 �

Û1
61 0 0 0 0 �I

266666666664

377777777775
; Û2 ¼

Û2
11 � � �

Û2
21 Û2

22 � �
Û2

31 Û2
32 Û2

33 �
Û2

41 0 0 Û2
44

266664
377775

Û1
11 ¼

Ŵ1
11 � � � �

Ŵ1
21 Ŵ1

22 � � �
Ŵ1

31 Ŵ1
32 Ŵ1

33 � �
Ŵ1

41 Ŵ1
42 Ŵ1

43 Ŵ1
44 �

Ŵ1
51 Ŵ1

52 Ŵ1
53 Ŵ1

54 Ŵ1
55

266666664

377777775; Û
2
11 ¼

Ŵ2
11 � � � �

Ŵ2
21 Ŵ2

22 � � �
Ŵ2

31 Ŵ2
32 Ŵ2

33 � �
Ŵ2

41 Ŵ2
42 Ŵ2

43 Ŵ2
44 �

Ŵ2
51 Ŵ2

52 Ŵ2
53 Ŵ2

54 Ŵ2
55

266666664

377777775
Ŵ1

11 ¼ 2q1X1 þ AX1 þ X1A
T þ bQ 11 þ bQ 12 þ bQ 13 þ bL11 þ bLT11 þ bM11 þ bMT

11 þ bN11 þ bNT
11

Ŵ1
21 ¼ �a �b1Y

TBT þ bL12 � bLT11 þ bLT21 þ bM12 þ bN12; Ŵ1
22 ¼ bL22 þ bLT22 � bL12 � bLT12

Ŵ1
31 ¼ bL13 � bLT21 þ bM13 þ bN13; Ŵ1

32 ¼ bL23 � bL13 � bLT22; Ŵ1
33 ¼ �e�2q1sm bQ 11 � bL23 � bLT23

Ŵ1
41 ¼ �a1

�b1Y
TBT þ bL14 þ bM14 � bMT

11 þ bMT
21 þ bN14; Ŵ1

42 ¼ bL24 � bL14 � bMT
12 þ bMT

22

Ŵ1
43 ¼ bMT

23 � bL24 � bMT
13; Ŵ

1
44 ¼ bM24 þ bMT

24 � bM14 � bMT
14 þ r2X̂; Ŵ1

51 ¼ bL15 þ bM15 � bMT
21 þ bN15

Ŵ1
52 ¼ bL25 � bL15 � bMT

22; Ŵ
1
53 ¼ �bL25 � bMT

23; Ŵ
1
54 ¼ � bM15 þ bM25 � bMT

24

Ŵ1
55 ¼ �e�2q1gm bQ 12 � bM25 � bMT

25; Û
1
33 ¼ diag �I;�X̂

n o
; Û1

21 ¼ Ŵ1
61 Ŵ1

62 Ŵ1
63 Ŵ1

64 Ŵ1
65

h i
Ŵ1

61 ¼
bL16 þ bM16 þ bN16 � bNT

11 þ bNT
21bL17 þ bM17 þ bN17 � bNT

21

" #
; Ŵ1

62 ¼
bL26 � bL16 � bNT

12 þ bNT
22bL27 � bL17 � bNT

22

" #

Ŵ1
63 ¼

bNT
23 � bL26 � bNT

13

�bL27 � bNT
23

" #
; Ŵ1

64 ¼
bM26 � bM16 � bNT

14 þ bNT
24bM27 � bM17 � bNT

24

" #
; Ŵ1

65 ¼
bNT

25 � bM26 � bNT
15

� bM27 � bNT
25

" #

Û1
31 ¼ Ŵ1

71 Ŵ1
72 Ŵ1

73 Ŵ1
74 Ŵ1

75

h i
; Ŵ1

71 ¼
�bYTBT þ bL18 þ bM18 þ bN18

�a1
�b1Y

TBT þ bL19 þ bM19 þ bN19

" #

Û1
22 ¼

bN26 þ bNT
26 � bN16 � bNT

16
bNT

27 � bNT
17 � bN26bN27 � bN17 � bNT

26 �e�2q1km bQ 13 � bN27 � bNT
27

" #

Ŵ1
72 ¼

bL28 � bL18bL29 � bL19
" #

; Ŵ1
73 ¼ �bL28

�bL29
" #

; Ŵ1
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bM28 � bM18bM29 � bM19

" #
; Ŵ1

75 ¼ � bM28

� bM29

" #

Û1
32 ¼

bN28 � bN18 �bN28bN29 � bN19 �bN29

" #
;U1

41 ¼
smŴ1

41

gmŴ
1
51

kmŴ1
61

2664
3775;U1

42 ¼
smŴ1

42

gmŴ
1
52

kmŴ1
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2664
3775;U1

43 ¼
smŴ1

43

gmŴ
1
53

kmŴ1
63

2664
3775

Û1
44 ¼ diag �e�2q1sm bZ11;�e�2q1sm bZ11;�e�2q1gm bZ12;�e�2q1gm bZ12;�e�2q1km bZ13;�e�2q1km bZ13

n o

Ŵ1
41 ¼

bLT11 bLT12 bLT13 bLT14 bLT15bLT21 bLT22 bLT23 bLT24 bLT25
264

375; Ŵ1
42 ¼

bLT16 bLT17bLT26 bLT27
264

375; Ŵ1
43 ¼

bLT18 bLT19bLT28 bLT29
264

375
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Ŵ1
51 ¼

bMT
11

bMT
12

bMT
13

bMT
14

bMT
15bMT

21
bMT

22
bMT

23
bMT

24
bMT

25

264
375; Ŵ1

52 ¼
bMT

16
bMT

17bMT
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bMT
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264
375; Ŵ1

53 ¼
bMT

18
bMT

19bMT
28

bMT
29

264
375

Ŵ1
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bNT
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bNT
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bNT
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15bNT
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bNT
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bNT
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bNT
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375; Ŵ1

63 ¼
bNT

18
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375

Û1
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Ŵ1
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AX1 �a �b1BY 0 �a1
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0 �d1d2BY 0 d1d2BY 0
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37775; Ŵ1
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0 �d1 �b1BY
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Ŵ2
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T þ bQ 21 þ bQ 22 þ bQ 23 þ bL31 þ bLT31 þ bM31 þ bMT
31 þ bN31 þ bNT
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Ŵ2
21 ¼ bL32 � bLT31 þ bLT41 þ bM32 þ bN32; Ŵ2

22 ¼ bL42 þ bLT42 � bL32 � bLT32
Ŵ2

31 ¼ bL33 � bLT41 þ bM33 þ bN33; Ŵ2
32 ¼ bL43 � bL33 � bLT42; Ŵ2

33 ¼ �e2q2sm bQ 21 � bL43 � LT43
Ŵ2

41 ¼ bL34 þ bM34 � bMT
31 þ bMT

41 þ bN34; Ŵ2
42 ¼ bL44 � bL34 � bMT

32 þ bMT
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Ŵ2
43 ¼ bMT

43 � bL44 � bMT
33; Ŵ

2
44 ¼ bM44 þ bMT

44 � bM34 � bMT
34; Ŵ

2
51 ¼ bL35 þ bM35 � bMT

41 þ bN35

Ŵ2
52 ¼ bL45 � bL35 � bMT

42; Ŵ
2
53 ¼ �bL45 � bMT

43; Ŵ
2
54 ¼ � bM35 þ bM45 � bMT
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Ŵ2
55 ¼ �e2q2gm bQ 22 � bM45 � bMT

45; Û
2
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61 Ŵ2
62 Ŵ2

63 Ŵ2
64 Ŵ2
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h i
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22 ¼ Ŵ2
66 Ŵ2

67

h i
Ŵ2
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bL36 þ bM36 þ bN36 � bNT

31 þ bNT
41bL37 þ bM37 þ bN37 � bNT
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" #
; Ŵ2

62 ¼
bL46 � bL36 � bNT

32 þ bNT
42bL47 � bL37 � bNT
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" #

Ŵ2
63 ¼ �bL46 � bNT

33 þ bNT
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�bL47 � bNT
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" #
; Ŵ2

64 ¼ � bM36 þ bM46 � bNT
34 þ bNT
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� bM37 þ bM47 � bNT
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" #
; Ŵ2

65 ¼ � bM46 � bNT
35 þ bNT
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� bM47 � bNT
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" #

Ŵ2
66 ¼

bN46 þ bNT
46 � bN36 � bNT

36bN47 � bN37 � bNT
46

" #
; Ŵ2
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bNT

47 � bNT
37 � bN46
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47

" #

Û2
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Ŵ2
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Ŵ2
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Ŵ2
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713 ¼
bNT

31
bNT

32
bNT

33
bNT

34
bNT

35bNT
41

bNT
42

bNT
43

bNT
44

bNT
45

264
375

Ŵ2
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