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duced to mitigate the burden of the network transmission. Besides, a new model of
multiple cyber attacks is built by simultaneously considering deception attacks and DoS
attacks. In addition, A novel NCS model based on multiple cyber attacks is established with
the hybrid-triggered scheme. Then, based on Lyapunov stability theory, criteria for guaran-
teeing the closed-loop system stability and achieving hybrid-triggered security controller
Hybrid-triggered scheme design are flerived. Finally, an illustrative example is given to validate the usefulness of
Multiple cyber attacks the theoretical results.

Denial of service attacks © 2020 Elsevier Inc. All rights reserved.
Deception attacks
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1. Introduction

Networked control system (NCS) represents a control system where the feedback loop is closed via some communication
networks. A vital feature of an NCS is that various system components, such as sensors, controllers, and actuators, allow
being spatially distributed over a communication network medium [35]. Different from the traditional control system,
NCS offers significant advantages in terms of reduced cost, convenient installation and maintenance, eased power require-
ments, high reliability, etc. Naturally, NCS has found extensive applications in a variety of areas including power grids, trans-
portation networks, sensor networks and multi-agent systems. It should be pointed out that the introduction of the networks
into the control system inevitably causes several network-induced constraints during system analysis and syntheses, such as
data packet dropouts and communication delay. These problems will significantly degrade system performance or even lead
to system instability [21]. In order to tackle these network-induced constraints for NCS, multidisciplinary research efforts
with both control and communication theories are demanded, which has been witnessed by a large amount of literature over
the past few years [2,13,17,31]. For example, in [32] the problem of communication constraint and topology switching are
studied for distributed control of a sensor-network-based large-scale NCS. The authors in [25] investigated the problem of
delay and data loss in a nonlinear NCS by using an adaptive back stepping control approach. The authors in [17] studied the
controller design of NCS considering the random cyber attack and hybrid-triggered scheme.

* Corresponding author.
E-mail address: liujinliang@vip.163.com (J. Liu).

https://doi.org/10.1016/j.ins.2020.09.046
0020-0255/© 2020 Elsevier Inc. All rights reserved.


http://crossmark.crossref.org/dialog/?doi=10.1016/j.ins.2020.09.046&domain=pdf
https://doi.org/10.1016/j.ins.2020.09.046
mailto:liujinliang@vip.163.com
https://doi.org/10.1016/j.ins.2020.09.046
http://www.sciencedirect.com/science/journal/00200255
http://www.elsevier.com/locate/ins

J. Cao, Da Ding, J. Liu et al. Information Sciences 548 (2021) 69-84

Over the past decade, the problem of how to reduce the transmission of redundant data and thus improve the utilization
efficiency of network bandwidth has been regarded as a hot research topic in both control and signal processing areas
[1,6,7,9]. In order to reduce the impact of redundant data collected by traditional time-triggered schemes on network band-
width, event-triggered schemes have been intensively studied [3,8,26,29]. A prominent feature of event-triggered schemes is
that data transmissions are only invoked when a certain event triggering is violated, thereby making network resources
occupied when "needed”. Such an event-triggered scheme is of great significance for NCS when the system approaches its
steady-state, and no external disturbance acts on the system. In this case, the system state will have little fluctuation
between any two consecutive samplings and transmissions and apparently, the time-triggered scheme will still transmit
these little-fluctuated data through the bandwidth-limited communication channels, leading to a waste of scarce network
resources. For example, the authors in [29] proposed a novel event-triggered scheme which adopts a threshold in the trig-
gering condition to decide whether to deliver the sample data. In addition, the authors applied the event-triggered scheme in
[26] to study the problem of limited communication capabilities. A new mixed sampling scheme is proposed in [19], where
self-triggered and event-triggered schemes are studied to improve energy efficiency for a wireless NCS. A novel hybrid-
triggering mechanism switching between the event-triggering mechanism and the time-triggering mechanism is introduced
to reduce the load on the network bandwidth and improve the system performance for NCS in [15]. In [11], a hybrid com-
munication mechanism is proposed to transmit the following measurements when the measured value released by the
event-triggered is lost.

The introduction of a communication network into NCS not only brings network-induced constraints but also makes the
NCS more open to the cyber world. Specifically, the modern NCSs face serious security threats, as testified by a number of
security incidents in the past decade. For example, Black-Energy 3 attacked the Ukrainian power grid in 2015, causing dam-
age to multiple substations and causing massive power outages; the Venezuelan Guri hydropower plant suffered a cyber
attack in 2019, the destruction resulted in the interruption of power supply in 18 of the 23 states, and a large-scale power
outage paralyzed traffic, interrupted communications, and prevented flights from taking off and landing normally. For NCS,
the security estimation and control problems have yet received a great deal of attention, see, e.g., [4,5,14,27,28,34,36]. As
acknowledged in the literature, denial of service(DoS) attack [23] and deception attacks [24] are deemed as the two most
representative cyber attacks in NCS. In particular, a DoS attack disrupts the stability and operation of NCS by blocking signals
and data from arriving at their destinations, while a deception attack injects malicious and falsified data into the sensor or
control data transmission channels with an ultimate aim to disrupt system stability. For example, in [12], considering peri-
odic DoS attacks, the authors redesign resilient event-triggered parameters and controllers to achieve the stability required
by NCS. Paper [33] investigated the robust output consensus conundrum of heterogeneous linear multi-agent systems con-
sidering the impact of stochastic DoS attacks. In [10], resilient attack detection estimators are constructed to deal with prob-
lems caused by cyber attacks such as blocking wireless transmission channels and intentionally modify the system’s state. By
considering stochastic cyber attacks, the problem of finite-time H,, filter with the event-triggered mechanism for networked
state-dependent uncertain systems is studied in [16]. Several effective security control methods have been available to deal
with DoS attack or deception attack separately. However, we should note that when network communication resources are
limited, how to achieve secure event-triggered control of NCS in the simultaneous presence of multiple DoS attack and
deception attack remains insufficiently explored, which motivates this study.

In this paper, by proposing a hybrid triggered scheme, the problem of security controller design for NCS under multiple
cyber attacks will be investigated. A hybrid-triggered scheme governed by a Bernoulli random variable will be developed to
reduce the redundant data transmissions. Multiple cyber attacks will be taken into consideration during the security con-
troller design.

This paper is organized as follows. In Section 2, a mathematical model for the NCS with the hybrid-triggered scheme
under multiple cyber-attacks is formulated. Based on the Lyapunov stability theory and LMI techniques, Section 3 shows
the main results of the NCS with sufficient stability conditions and controller design method. Moreover, an example is given
to show the effectiveness of the designed controller in Section 4. Section 5 presents the conclusion and prospects.

Notation: R, represents the n-dimensional Euclidean space, R,., denotes the set of n x m real matrices; N represents the
natural number; AT denotes the transposition of matrix A; A >0, for A € R means that A is real symmetric positive definite;
I represents the identity matrix, and O represents the zero matrices with appropriate dimension; E{A} represents the math-

ematical expectation of A; for a symmetric matrix [A with two symmetric matrices A and C, = denotes the entries

k
B C
implied by symmetry.

2. System description
Consider the following networked control system:
X(t) = Ax(t) + Bu(t) (1

where x(t) € Ry, represents the state vector, u(t) € R, represents output vector, matrices A and B are constant matrices of
appropriate dimensions.
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We aim to deal with the problem of security controller design for NCS with multiple cyber attacks and hybrid-triggered
scheme, where the system is controlled through a communication network, as shown in Fig. 1. The controller is described as
u(t) = Kx(t) (2)

where K € R,.,, denotes the controller gain matrix to be designed.

A hybrid-triggering mechanism is introduced into the system to seek a better balance between data transmission and
data collection. The switching pattern of the hybrid-triggered scheme is assumed to follow the Bernoulli distribution. More
specifically, under the time-triggered scheme, the data to be transmitted over the network can be written as

Xp(£) = x(t = n(t)) (3)

where 7(t) € [0,7,,],1,, is the upper bound of the network induced delay.
When the event-triggered scheme is activated, signals transmitted over the network should meet the following condition:

ej(t)' Qe;(t) > ax (t;h + nh)Qx(t;h + nh) (4)

where ¢ € [0,1),Q > 0,¢;(t) = x(tjh) — x(t;h + nh),j,n € N, x(t;h) indicates the latest transmitted data, x(t;h + nh) represents
the current sampled data. Then the next triggering instant can be computed as:

Giah = th+ inf > {nh\ej(t)Ter(t) > a2 (th + nh)Qx(t;h + nh)} (5)

Define t(t) = t — tjh — nh, the sampled data can be presented as
Xe(t) = x(t — (1)) + ¢;(t) (6)

Remark 1. Due to the limitation of hardware equipment and operating environment, network resources are usually limited.
The author in [29] proposed an event-triggered scheme to get better performance and lower network bandwidth
requirements under limited network resources. Only when condition (4) is satisfied, the sampled data can be delivered over
the network.

According to the hybrid-triggered scheme proposed in [18], combining with Eq. (3) and Eq. (6), the data transmission in
the network can be written as
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Fig. 1. The structure of NCS with the hybrid-triggered scheme under multiple cyber attacks.
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Xu(6) = a(O)X(t — () + (1 — () [X(t — T(0)) + e;(t)] (7)
where o(t) is a random Bernoulli distribution variable, E{o(t)} = &, and the mathematical variance of «(t) can be described
2
as (7.

Remark 2. Different from the event-triggering mechanism and time-triggering mechanism, the hybrid-triggered scheme
described by the random Bernoulli distribution variable «(t). When «(t) = 1, the time-triggered scheme is activated, the
system periodically sends sampled data, the Eq. (7) can be expressed as xy(t) = x(t — #(t))); otherwise, event-triggered
scheme is activated, the sampled data can be delivered when the system satisfies the trigger conditions, then the Eq. (7) can
be present as xy(t) = [x(t — T(t)) + j(t)].

Remark 3. The hybrid-triggered scheme was first proposed in [18], the purpose of the hybrid-triggered scheme is to
improve the effectiveness and reduce the burden of network bandwidth for NCS. Similar hybrid-triggered schemes have
been studied in [11,15]. A detailed comparison and description of the hybrid-triggered schemes is beyond the scope of this
paper.

Due to the openness of the network, data cannot be transmitted securely using encryption algorithms solely. Therefore,
attackers can easily cause severe data loss and data tampering. Cyber attacks will seriously affect the normal operation of the
system and thus should be carefully modeled and addressed. This paper presents multiple cyber attacks, including randomly
occurring deception attacks and DoS attacks.

When deception attack is active, the transmitted data can be replaced. The transmitted data can then be expressed as:

Xp(t) = BOF(x(t = A(t))) + (1 — B(£))Xu(t) 8)
where xy(t) represents the data normally transmitted by the system during the sleep period of the deception attack, as given

in (7). The random Bernoulli distribution variable §(t) is used to indicate the possibility of spoofing attacks. E{f(t)} = B, and
{2 is used to denote the mathematical variance of f(t).

Assumption 1. [17] For given real constant matrix G, the deception attack F(x(t)) satisfies

[Fx(E = A(O)] < 1Gx(E = A0l 9)

Remark 4. The nonlinear function F(x(t — A(t))) represents the deception attack signal which replaces the normal data trans-
mission. When B(t) = 0, the network is suffering from the deception attacks, the data normally transmitted by the system
can be replaced with F(x(t — A(t))); otherwise, f(t) = 1, the system has not been subjected to spoofing attacks, which have
no impact on the network, and data will be transmitted usually.

Next, we let §(t) represent the frequency of DoS attacks, which satisfies the following:

1, teh,hi+1
5(0:{, € lhi.hi + 1)
0, telhi+l,hi)
where h; denotes the start moment of the i, sleep cycle time, I; represents the duration of the iy, sleep period. In addition, h;

and [; satisfy the following relationship inequalities: 0 < hg < hy < h; +1; <--- <h; < h; +1; < - --. For the purpose of sim-
plicity, D;; £ [h;, h; + ;) and Do £ [h; + I;, hiyq) are given.

(10)

Assumption 2. [20] Assume that there exists a uniform upper bound b4 indicates the periods when the DoS attack is
active, and a unified lower bound I[,;, represents normal communication time, then byq and I, satisfy the following
inequalities:

lmin < lnf{’z}
ieN (11)
bmax = sup{hi —hi_y — i1}

ieN

Assumption 3. [20] n(t) is defined as the total number of sleep/active transitions when the DoS attack is active, there exist
a > 0 and @p € R which should meet the following:

n(t) < a+w£D (12)

Remark 5. When 6(t) = 1, the DoS attack is sleeping, in other words, the DoS attack has no effects on the data transmission;
while §(t) = 0, DoS attacks block data transmission and prevent the sampled data from being transmitted to the controller.
The actual input of the controller, under DoS attacks and deception attacks, can be presented as follows:
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X(t) = o(OFBIOF(x(t — A1) + (1 = B(6)xu(0)}

(13)

Remark 6. From (13), the following three cases are noted: 1).when (t) = 0, DoS attack is active and the controller will not
receive any signal from the network; 2). when 6(t) = 1 and g(t) = 1, the controller receives the transmitted data subject to

only the deception attacks; 3). when §(t) = 1 and B(t) = 0, the data received by the controller is xy(t).
Because the DoS attack can block communication, the data transfer mechanism needs to be redesigned.

tijh = {t;h satisfying 5/t;h € Dj_11} U {h;}

where ji, t;,i,] € N,j denotes the triggering time in iy DoS attack period, j € {1,2,---,j;}.
Forne {1,2,---,v;;}, define that

hi; = [tish+ (n — 1)h, t;jh + nh)
{ i = [tich + wih, tiah)
where v;; £ sup{n € N|t;;h + nh < t;j,1h}, then the event intervals @;; can be expressed as follows:
@ij = U, [tijh + (n— Dh, ti;h +nh] U (tih + vizh, tijqh)
Note that
Dix = U;:’;o {@mijnDi1} C Ujizowij
set
0}, = hfj N Di;
then combining (15)-(17), the interval D;; can be rewritten as:
Diy = ULoUpy O

Now, forie N,j € {1,2,---,j;}, two piecewise functions can be defined as:

t — tijh, t €O
t—ti;h—h, te @

Tij(t) = ! !
t— tijh — V,‘Jl’l7 te @:}JJA

and

0, te o
X(ti‘/‘h) —X(ti_jh+h), tE(")iZJ

eij(t) =
X(ti‘ih) — X(ti_jh + V,'J'h), te @X}JH

According to the inequality (4), and combining (20) and (21), the event-triggered condition can be expressed as:

€i;(t) Qeiy(t) > 02" (£ = y(6) )X (£ = ()

Then under the event-triggering mechanism, the transmitted data X.(t) can be described as:
Xe(t) = x(t — Ti5(t)) +ey5(t), t € wWi; N Dy

The output u(t) can be obtained by combining (2), (13) and (23):

KB(O)F(x(t)) + K(1 — B(£))(1 — a(t))(x(t — T(t)) + ex(t))
u(t) = +K(1 = p(t)a(t)x(t — 5(t)), teDiqa
0, teDiao

then the system can be rewritten as:
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X(t) = Ax(t) + BKB(E)F(x(t)) + BK(1 — (£))(1 — au(t)) (X(t — T(t)) + €;(t)) + BK(1 = B(£))ox(t)  X(t = n(t)), €€ Dia
T Ax(t) te D
x(t) = @(t), te[-h0)

(25)

3. Main results

Sufficient conditions satisfied the exponentially stable is obtained for the system(25) in this section. In addition, the
hybrid-triggered-based controller is designed by considering multiple cyber attacks.

Lemma 1 [22]. For any vectors a,b € Ry, and Q € Ry, iS a positive definite matrix, the following inequality holds:

2a'b < d'Qa+b'Q7'b (26)

Lemma 2 [29]. Suppose t(t) € [0, Tpn], n(t) € [0,n,,], matrices I1,I1,, 115,14 and E with appropriate dimensions, then

T(OI + (T — T() 2 + n(OI5 + (7, —nE))Is +=E < 0,
if and only if

Tl + 1,113+ 2 <0,
Tl + an3 +E2 <0,

27
Tl + 1, Iy + 2 < 0, (27)
Tl + 1,114+ 2 < 0.
Lemma 3 [30]. For given positive matrix X,Y and scalar 0, the following inequality holds:
—XY7'X < —260X + 6*Y (28)

Theorem 1. For given positive scalars p,,n,(1 = 1,2), trigger parameter ¢, DoS parameters a, @Wp, lyin, bmax, matrix G and K, the
system (25) is asymptotically stable if there exist positive matrix Q > 0,P, > 0,Q,; > 0,Z; > 0(s = 1,2,3), matrix Lq, Mg, Ng
(q = 1,2,3,4) with appropriate dimensions, the following inequalities hold:

® <0 (29)
Py <myP, (30)
P, < i, e2Pipahp, (31)
Qs <13.,Q3-ns (32)
Zis < N3_Zi3-s (33)
2P lnin — 2(p1 + pzl)Uth 205bmax = Iny11 (34)

where the elements of the matrix @, are given in Appendix A.

Proof. Choose the following Lyapunov functional for the system (25)
Vi () = Vg (£) + Vago) (£) + Vag(o () (35)

where

Vigo (t) = (1) Pyox(t)
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Vago (t) = Z e()x(s) Qe x(t)ds + /t e()x(5)" Qyex(s)ds + /t e()x(s) Qy3x(s)ds

—Nm

Vg ( / / Z¢ 1X(v dyds+/ / szx dvds+/ / Z¢ pXx(v)dvds
[/

in which e(-) = 21" P09 p, . 1, Q) Zg(nare symmetric positive matrices and ¢(t) can be defined as follows:

1, te [—h,O} @] (U,‘END”)
t)= ' 36
o) {27 t € UienDio 38)
For the case of ¢(t) = 1, by taking the time derivative and mathematical expectation of (35), we can obtain:
[E{Vl(t)} < =2p, Vi (t) +2p, Vi (£) + 2E{X" (£) p;X(t) } + X" (£)Q1X(t) + X" (£)Qu2x(t) + X" (£)Q13X(t)
+ TE{XT ()Z11X(t) } + N E{X" (6)Z11%(t } + AmE{XT(O)Z11%(t)} — e 21T (t — Tp) QX(E — Tmn)

t
— e 2nxT (£ —1,)Qux(t — 1) — €72P"mXT (£ — ) QX (t — Jim) — / e 2/ mxT(5)Z11x(s)ds
t=Tm

t t
- / 20T (5)Z15%(s)ds — / e-201iniT (5)Z,5%(s)ds (37)
=1y t—/m
The following can be obtained by using the free weighting matrix method
2()(t)L1[x() X(E—T(6) — fi X ]:0
20(t)L; [x(r —T(t)) — x(t — Tw) — [ TOk(s ] =0
20(6)M [x(t) - ok ds] ~0 .
20()M, [x(t = 1(6) = X(t = 1,) = [ W0X(s)ds] = 0
20(t)N; [x(t) —x(t - At)) — f; 0 X(S) ds] =0
20(6)N2 [X(t = A1) = X(t = 7m) = [{ [ V(s)ds| = 0
and by applying Lemma 1, we can obtain
=20(t)L ][[ oo X(8)ds < T (0) L2 Z LT 0(t) + [t o XT (s)e~2P1™m 7,1 x(s)ds
=20(0)Ly [ 2VX(s)ds < Tw0" ()L™ Z L30(8) + [ 10K ()e 2™ Zy,%(s)ds
—20(t)M j[ r, | X(s)ds < 7,07 (t )M1e2/’1’7m212MT )+ ]t ne (s)e*zf’l’imznk(s)ds 39
—20(t)M; x(s)ds < N0 (M2 Z M3 0(E) + [ j; Ye 2 imZ,1X(s)ds 39)
—20(t)N; fr s X(8)ds < In0" ()N, e2PmZ INTO(t +ft o X ( )e*zf’l"‘mZnX(s)dS
—20(6)N2 [ k(s)ds < 2m0" (ON2e2P/mZINSO(E) + [i 1 OXT(s)e 21/ Zy1%(s)ds

where matrices Ly,L, My,M;,N1,N, with appropriate dimensions, 0(t) =[0; 02 03], 01 = [x"(t) X" (t — T(t)) X" (t — Tm)],
0> = [XT(t = n(t)) X" (t = 1y,) X' (¢ = A(1))], 03 = [XT(t — Zm) F(x(E = 4(8))) eg(t)].
Notice that
E{XT()Z11X(0)} = AyZ11Ao + GAZ1AL + GAZnAy + GGAZ1 Ay
E{X"(0)Z12X(t)} = AjZ12A0 + (AL Z12Ax + BALZ12As + (AL Z12Ax (40)
[E{)'(T(t)ZB)'c(t)} = Ay Zi3Ao + (A Z13As + GAZ13As + (AL Z13A

where
Ao = AX(t) + BK[BF(x(t — A())) + (1 - B)&X(t =n(6) + (1 =) (1= B)[x(t - =(1)) + &(0)]]
Ay = (o(t) — @)BK[(x(t — T(t)) — x(t — n(t)) — e;(t)) (1 — B)]
Ay = (B(t) — B)BK[F(x(t — A(t))) — ox(t — ( )) = (1= a)(x(t = () +e;(0))]
Asp = (o(t) = 2) (B(t) = B)BK[x(¢ = () + ¢;(€) = x(¢ = 7(t))]

From the event-triggered condition (4), it follows
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X (£ = m15(0) ) (£ = m155(0)) — €] (0)92ei;(6) > O (41)
By recalling the Assumption 1, the following condition can be obtained
X' (t = A(1)GTGx(t — A(t)) — FT(x(t — A(t)))F(x(t — A(t))) <O (42)

Applying Schur complement and Lemma 2, the following can be obtained by combining (35)-(41):
E{V1(6)} < 20,V (6) + 07 (O)[ X, + T E (T (OZ1%(0)} + 0, E{X (0Z1%(0)}
+ i E{XT (O)Z13X(0) }Tmlr €207 Zy [ L] + TnLa€® ™ 21 L, My @20 Z ) MY
+ Ny Mae?P i Z M 7Ny @201 7n ZINT 4 o Noe?PiinZ, ] Nﬂ 0(t) (43)

Considering the condition (29), we can get [E{Vl (t)} < —2p, Vi (t), one can get the following by processing [E{Vz(t)} in the
same way,
[E{Vz(t)} <2p,Va(t) +07(8) [Yﬁl + T E{KT () Z1X(0) } + N E{XT (0 Z00%(8)} + A E{XT (£)Z3K () }TLs€® ™ Z5 L]

+ Tuls@? 1™ 72, Ly, M3 inZ, MY + 1, Mye?#1in Z,) My inN3e*# 1 Z, 1 N3 +AmN4e2P1/m223NT] (t)y  (44)

one can get [E{Vz(t)} < 2p,Vy(t).
From the inequalities (43) and (44), then we have

{ E{Vi(t)} < e 2TV (), t € [h;, by + 1) (45)

E{V2(6)} < MV (hi + 1), t € [hi + 1, hisa)

According to (30)-(33), one can be get that
{E{Vi(hi} < moE{Va(hy ) JE(Va(hi + 1)} <@ B{Vy (hy + 1)} (46)

For t € [h;, h; + I;), combining(45) and (46), it can be obtained

E{V1(0)} < e, E{V (hy) }
e 201(t=hi)+2p; (hi=hi_1—li1) o N E{Va(hiy +1i1)}

N

(47)

NN

e’O (i, ﬂz)n(t) E{Vi(ho)}

where p(t) =2[(p; + py)hn(t) + p;(=lo -l =L — - =Ly —liq)+py(hi—hiy —lo— L — L, —---—li_, —li_1)], then similar
to the (47), for t € [h; +4,1i,1), one can get the following:

E{Va(t)} < ;7]esz<t—hf—lf>+2<p1+pz)[E{v1 (hlf + 1;)}
< @2a(t-hi—l)+2(p1+p2)-2p1 (t-hy) ’71[E{V1 (hi) << eflﬁ(nlnz)(n(ml)[E{vl (fl())} (48)
2

with o(t) = 2(n(t) + 1)[(p; + p2)h — P1min + P2Dmax]-

Define M = max{e‘“,;z} according to (47)-(48), combining with the frequency of DoS attack, then one can get the

inequality:

E{Vo (D)} < Me “E{V1(ho)} (49)
where  a; = 2b; {h(p1 + 03) = Pilmin + Prbmax + ’”@fl””], a; = 2(by + 1)[h(p1 + 02) = Pilmin + Prbmax + m(”zﬂ}
d = 2P18min=2h(p14p3)-2p;bmax—Inp1p;

From the deﬁnai,iion of V) (1),
E{V1(0)} < cill@lln E{Vaeo (D} < callx(®)]]5 (50)

where ¢ = max{ Gpe(Pr) + hcm@n + Qa2 + Qus) + 5 Cnox(Zi1 +Z12 + Z13) . €2 = min{Cin(P)}-
Then combine (49) and (50), then we have the following:

E{Vy(0) (1) \/ e gl (51)

That means that we can get the system (25) is exponential stable when the decay rate is 4.
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One can get the sufficient conditions from Theorem 1, which can ensure mean-square exponential consensus of the sys-
tem (25). Based on Theorem 1, the hybrid-triggered controller gain of NCS under multiple cyber attacks will be derived in the

following.

This completes the proof.

Theorem 2. For given positive scalars p,,n,(1 =1,2;s = 1,2, 3), trigger parameter ¢, DoS parameters a, @p, lyin, bmax and matrix
G, the system (25) is asymptotically stable if there exist positive matrix Q> 0, Py >0, Qi >0,Z5>0,X,>0
(1=1,2;5=1,2,3), matrix Y, fq, Mq, Nq(q =1, 2, 3, 4) with appropriate dimensions, the following linear matrix inequalities hold:

O, <0

[ 71”2X2 *
L X2 -Xi

[ -1 e, H’z)hxl

}SO

*

<0
X>

*
] <0
=2V Xis + vlszIS

x } <0
—2viXis + Vlszls

the elements of the matrix ®, can be obtained in Appendix B.
In addition, the controller gain K is also got

K =YXx;!

(52)

(53)

(54)

(55)

(57)

Proof. For any positive ey, (Zi; — e;'P1)Z;] (Z11 —e;'Py) = 0, by applying the Lemma 3, we can easily get the following

inequalities:

—P,Z; Py < —2e,P; + €2Z11(58)

The state response

1.5 T T T

_1.5 1 1 1
0 10 20 30

Time (s)

Fig. 2. State response of x(t).
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Similarly, one can have

fPlz]2 1 < —2e;P1 + €27y,
—P1Z;3 Py < —2e3Py + €2Zy3
—P,Z,! Py < —2e4P; + €375 (59)
—PyZ,, Py < —2esP; + ez,
—P2223 Py < —2esP; + €3Z53

Based on (58) and (59), by replacing the —PiZ;{Pi,—P:iZ,P1,—P:1Z;3P1,—P:Z5\ P2, —P:Z5, P2, —P;Z;3 P, in with
—2e1P1 + €3Z11,—2e,P1 + €3Z13, —2e3P; + e3Z13, —2e4P; + €3751, —2esP; + e2Z5,, —2esP> + e2Zy; respectively. Then we obtain
dis = diag{—2e\Py + €3Z11, —2e1Py + €3Z11, —2e1Py + €3Z11, —2e1P1 + €3Z11, —2€;3P1 + €3Z12, —2€:Py + €3Z12, —2e:P; + 3712,
—26,P1 +€3Z15,—2e3P; +€3Z13,—2e3P; +e3Z13,—2esP; + 3213, —2e3Py +€3Z13} and @3, = diag{—2esP, +e3Z51,—2esP,+ €275,
—2e6P; +e2Z53}.

When  ¢(t)=1, define X; =P;',Y =KXy, Lj = XiLjXs, My = XaMyXy, Ny = XiNgXa(i =12;  j  =1.2,3,--9),
Q = X10X1, Q1 = X1Q1.X1, Zik = X1Z1X1(k =1,2,3). Multiplying diag {X1, - - -, X1, I} and its transpose on both side of ®;, then

—
@, < 0 can be obtained. Moreover, we can acquire that E{V(t)} < 0.

When ¢(t) =2, define X, =P,' Lj = XoLiXs, My = XoMXo, Nj = XoNiXo(i =34; j =123,--7), Q=X,QX,,

Qo = X202Xa, Zop = XoZuXo(k =1,2,3). Multiplying diag{X,,---,X,} and its transpose on both side of ®,, then &, can be
—
obtained. Further, E{V,(t)} < 0 can also be obtained.

Applying the similar method, inequalities (54)-(56) hold which follow from the inequalities in (31)-(33). we can get that
the system (25) is asymptotically stable in mean square from the results of Theorem 1. At the same time, the required con-
troller state feedback gain can be obtained in (57).

This completes the proof.

4. Simulation example

A frequently used example [11,29], the inverted pendulum on a mobile shopping cart, is considered in this section. The
linearized model of this example is constructed as follows:

0.6 T T T T
©
5 i
S
3 051 7
®
[0 ®
e ? I
D04} o oQ o) 5 o i
& oo) Q0
1] o) ¢ 00
= o)
I n) ?
% 031 T
£
(0]
(2]
3
@ 0.2
e]
@ ‘, . |l
2 Bl 4 i -,'.'; e ey G | S || n ‘
S 0.1 GGRLCHT S i ial W. e i
_E 1t m» Iiiil 1|m' l\m
i “‘ M
w

50

Time (s)

Fig. 3. Release instants and release interval.
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010 0 0
Azoo—Mgwjgo B:ML‘
000 1] 0
00 -¢ 0 Wi

In this example, M; = 10kg, M, = 1kg,L = 0.75m, g = 9.8076m/s?, where M; and M, respectively represent the cart mass
and the mass of the pendulum bob, the length of the pendulum arm is L and g indicates the gravitational acceleration.
Suppose the function of deception attacks is selected as follows:
—tanh(0.25x(t))
—tanh(0.15x(t))
—tanh(0.20x(t))
—tanh(0.10x(t))

According to the Assumption 1, we can obtain G = diag{0.25,0.15,0.20,0.10}. Define the sampling period
h =0.01s,lyin = 1.78,, =1, = 1.01,p; =0.05,p, =0.3,0 =0.4,e; = e, =e3 =3,e4 =e5s = eg = 10. Set & =0.35,8=0.25,
bmax = 0.2, which means that the network control system is under multiple cyber attacks with the hybrid-triggered scheme.
Q. X; and Y can be obtained by solving the above formulas.
0.0011  0.0019 -0.0055 -0.0008
0.0019 0.0038 -0.0107 -0.0018
—0.0055 -0.0107 0.0391 0.0050
—0.0008 -0.0018 0.0050 0.0015
7.1336  -3.0915 0.1562 -0.6325
-3.0915 5.2444 0.6789 0.0763
0.1562 0.6789 03743 —-0.3393
-0.6325 0.0763 -0.3393 4.5615
Y=1.0e+05 « [-0.2218 -0.9086 -0.1101 1.2471]

F(x(t)) =

X1 =1.0e+03 =«

=3
o

o

o
=)
&

o

S
=
&

The deception attacks f(x(t))
S
2 &
& =

oS
N

s
I
B

4

w
o
o

20 30 40 50
Time(s)

Fig. 4. The response of deception attacks.

The signal of DoS attacks
e o o o o 9 9 o9
o @ A O ® N » © =

o

o

20 30 40 50
Time(s)

o
st

Fig. 5. The response of DoS attacks.
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By applying the equality (57) in Theorem 2, the controller gain K can also be obtained as
K=[-18.9173 -38.9378 77.3136 31.1188]

Define the initial condition x, = [0.9 0.1 —0.3 0.3], Fig. 2,3,4,5,5 indicate the simulation results by applying MATLAB.
Fig. 2 shows that the system applying the hybrid triggering scheme is exponentially stable suffering multiple network
attacks. As can be seen from the from Fig. 3, the amount and frequency of transmitted data is significantly reduced, which
reflects the release instants. Fig. 4 shows the f(x(t)) curve describing the deception attacks. From Fig. 5, the sequence of DoS
attacks occurrence is presented. According to the above analysis, one can get that the method proposed in this article can
reduce the burden of network bandwidth.

5. Conclusions

This paper investigates the security control for the NCS with the hybrid-triggered scheme under multiple cyber attacks. A
hybrid-triggered scheme is exploited into the system to decrease network bandwidth consumption. Then when considering
the impact of various network attacks, a new mathematical model of NCS with a mixed trigger network is first constructed.
Moreover, one can derive sufficient conditions to ensure the stability of the system and the security controller gain is
obtained by applying LMI techniques and Lyapunov function. Finally, a simulated example confirms the efficiency of the pro-
posed method. In the future, to improve the capability of the NCS against cyber attacks, attack detection in NCS will be the
focus of the following research.
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Appendix A

(1)}1 * * * * *
(1);1 (D;Z * * * * (I)f1 * * *

o = (D;l (D;2 (1);3 * * * 0, = (1)%1 (I)%2 * *
q)‘ln (I)‘lu q)‘lu (D‘lm * * ’ (I)gl (Dgz (D§3 *
O, 0 Dy 0 DL o« ®, 0 0 @
&, 0 0 0 0 I
\I—'}l * * * * ‘-Pfl * * * *
‘P;l ‘P;Z * * * W%l ‘P%Z * * *

(D}l = \Pél ‘{Jéz "Pés * * 7(1)%] = ‘P%l \sz ‘{%3 * *
l}’zln ‘Pz]u \p}u \Pz]m * \P?n ‘"I"zzu ‘PAZB \pfm *
W5 Wn Wi Wa Wi W5 Wn W ¥h Wi

Wi, =2p,P; +PIA+ AP +Quy + Qi + Qi3 +Lin + LT, + My; + MY, + Ny + NI,

W), = afK'B'Py + Lip — L], + L}, + Mz + Niz, W3, = Lop + L}, —Lip — L,

Wi =Lis — L3y + Mis + N3, W, = Loy — Lis — L], Wiy = —e 21 Qyy — L3 — L,
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Appendix B
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