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1 | INTRODUCTION

Due to the satisfactory nonlinear approximation and learning abilities, neural networks have been extensively applied
in modeling of nonlinear networked systems! to solve the synthetic control problems, such as the robust stability,®
controller design,” and so on. For example, the authors of Reference 8 studied the exponential stability analysis problem
for generalized neural networks with time delays. In Reference 9, the robust stabilization problem was addressed for
continuous-time delayed neural networks via dissipativity-learning approach. The authors of Reference 10 investigated
H, filtering problem for stochastic neural networks with a mixed of time-varying interval delays, time-varying distributed
delays, and leakage delays. The authors of Reference 11 concentrated on solving the adaptive neural network control issue
for bilateral teleoperation system with dynamic uncertainties.

With the rapid development of network communication technologies, the network plays a more and more important
role in the networked systems. Since the network resources is limited, how to deal with network resource constraints
are a fundamental research topic for studying networked systems. In the past few years, the time-triggered schemes
and the event-triggered schemes (ETSs) are two widely used data transmission strategies. Under the time-triggered
schemes, the signals are periodically delivered in a fixed time period. Nevertheless, when there is little fluctuation of
the delivered data, transmitting the almost identical data through communication network may cause the waste of
communication resources. To deal with the above problem, numerous scholars have proposed multifarious ETS.!?18
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Specially, the adaptive ETS (AETS) has an advantage over traditional ETSs in relieving the network bandwidth load owing
to the adjusted threshold, thus it has captured great attention.!*-?? For instance, the authors of Reference 23 applied AETS
to economize limited transmission resources for uncertain active suspension systems. H, filtering problem was addressed
for a class of networked nonlinear interconnected systems with AETS in Reference 24. In addition to ETS, quantization
is considered as another effective tool to save the limited bandwidth. By using quantization mechanism, the continuous
signal are converted into a set of discrete signal to reduce redundant data. The applications of quantization mechanism
for various systems can be found in considerable literature.>>2° For instance, the authors of Reference 30 investigated the
feedback control issue for networked systems with quantization. In Reference 31, H,, filtering problem was addressed
for switched systems with quantization. The consensus control problem was studied for multi-agent systems with quan-
tization in Reference 32. By applying quantization mechanism to uncertain linear systems, the authors of Reference 33
investigated the fault tolerant compensation control issue.

Owing to the insertion of network, it brings many advantages to networked systems, such as timeliness, convenience
and high efficiency. Nevertheless, due to the openness of networked communication channels, networked systems are
vulnerable to malicious cyber-attacks. In view of this, great efforts has been made to deal with the cyber security prob-
lems for networked systems. Some control and estimation problems for networked systems have been carefully studied
with common attacks including replay attacks,* deception attacks,> and denial-of-service (DoS) attacks,?*3” and so
on. When replay attacks occur, the attackers record a series of sampled data and replay the ones afterwards. Different
from the replay attacks, attackers launch deception attacks by replacing the normal data with malicious data. Stabi-
lization control problem was studied for networked systems subjected to deception attacks in Reference 35. As another
common attacks, DoS attacks try to jam the data transmission channels to prevent the measurement and sampled data
from reaching their destinations. Taking the impact of DoS attacks into account, the problem of robust stabilization
was studied for uncertain networked control systems in Reference 36. However, most of the existing achievements are
only concerned with one kind of cyber-attacks, which is not realistic. In fact, the systems may suffer from various
cyber-attacks at the same time. In order to reflect the actual situation, three common cyber-attacks are considered includ-
ing replay attacks, deception attacks, and DoS attacks in this article. To the best of our knowledge, there are no relevant
results about the quantized control for neural networks with AETS and complex cyber-attacks, which motivates this
current work.

In this article, by applying an AETS, the problem of quantized control for neural networks under complex
cyber-attacks will be investigated. An AETS is adopted to save the limited communication resources. A quantization
mechanism is introduced to further save the limited resources. Complex cyber-attacks will be taken into consideration
which consist of replay attacks, deception attacks and DoS attacks.

The remaining part of this article is organized as follows. Section 2 presents the model of quantized control for neural
networks with AETS and complex cyber-attacks. Sufficient conditions, which ensure the stability of neural networks, are
obtained in Section 3. Besides, the desired controller gain is acquired. In Section 4, a simulation example is given to verify
the effectiveness of the designed controller. At last, a conclusion is given in Section 5.

Notation: R" denotes the n-demonsional Euclidean space; R™™ denotes the set of n X m real matrices. || - || represents
the Euclidean vector norm or the induced matrix 2-norm as appropriate. The superscript T denotes the matrix trans-
position. I is the identity matrix with appropriate dimension. sym{X} represents the sum of matrix X and its transposed
matrix X7,

2 | PROBLEM FORMULATION
21 | System description

Consider the following n-neuron delayed neural network

x(t) = Ax(8) + Bu(t) + Eg(x(t — n(1))) o
z(t) = Cx()
where x(t) = [x;(t) ... x,(t)]T € R"is the state vector of neural networks; u(t) € R" denotes the control input; z(t) €

R”" represents the measurement output; g(x(t)) = [gl(xl(t)) gn(x,,(t))] T represents the neuron activation function



LIU ET AL. W ILEY 4707

FIGURE 1 The structure of quantized control for neural )
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with g(0) =0; n(t) denotes the time delay which satisfies the thresholds 0 < #(t) < #u, and #y is a constant; the diagonal
matrix A =diag{a;, a,, ... ,a,}<0; B, C, and E are given matrices with appropriate dimensions.

Assumption 1 (9). The activation function g(x(t)) satisfies the following condition with bounded property:

__8&) —g&)
STy <H

where Yo and yg+ are known constants, for all £, &, € R, & # &,.

The main purpose of this article is to design a quantized controller for neural networks with AETS and complex
cyber-attacks. The structure of feedback control for neural networks is shown in Figure 1. A quantization mechanism
and an AETS are employed to mitigate the network bandwidth load. A zero-order-holder (ZOH) is introduced between
the network and the controller. The quantized data is delivered to the controller via network subjected to complex
cyber-attacks.

In this article, the designed controller is given as follows

u(t) = Kx(t) (2

where K € R™"™ denotes the controller gain to be designed.

2.2 | Adaptive event-triggered scheme

As shown in Figure 1, an AETS is adopted to relieve the network bandwidth load in this article. Let {toh, t1h, tzh, ...}
represent the transmitted instants. The instant ¢y represents the first triggering time. ¢ h is the latest transmission instant,
then the next transmission instant ¢, . 1/ can be expressed as follows:

fisrh = tch + min{qhle[ (t:W)Qe(tch) > m(Ox" (teh + gh)Qx(tch + gh)} 3)

where Q > 0, ex(tph) =x(tch) — x(th + gh), ex(tih) denotes the error state between the latest data and current sampling
data; x(t;h) denotes the latest transmitted data, x(txh + gh) denotes the current sampling data, z(¢) is a function satisfying
the following adaptive law

iy = L (L _g)er
70 = <ﬂ(t) a> el (HQex(t) (4)

where 0 < 7(0) < 1,06 > 0.

Remark 1. From (3), one can get that the threshold of AETS is a varying parameter, which is regulated by the adaptive
law in (4). The AETS, in which the triggering condition can be dynamically adjusted depending on the error state, shows
flexibility in transmitting the sampled data. Inspired by [38], an AETS is applied to controller design for neural networks
in this article.
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Remark 2. In (4), when the parameter ¢ = $ one can get the adaptive event-triggered law 7(t) = 0. It means that the
proposed AETS reduces to general time-triggered scheme. If the system gradually reaches stable, the adaptive law 7 (t) —

0, it denotes that the threshold of AETS does not need to be regulated.

The interval [txh + 7k, ey h + 74,,,) can be divided into several parts as T, g( =[tkh+qgh—-h+ ri_l, tkh + qh + ri ) for

q

q=1,2, ... ,4, where § represents the number of subintervals. T,

is a positive constant. TZ takes the value of 7, and
7, for ¢ < g —1and q = q, respectively. In brief, T, = ngl Ti . As shown in Figure 2, A denotes the releasing instant,
W represents the arriving instant, and & is sampling period. The data are sampled periodically at instants Ok, 1h, ... ,. In

particular, the data are discarded at instants 1h,2h, 3h, 5h, 7h, ... on account of not reaching the triggering condition.
The data at instants Oh, 4h, 6h, ... satisfying the condition are delivered by network. 7, is a transmitted delay of sampled
data at instant 1k; the releasing interval T, contains a set of sampling-like subsets T3, Tg, TS, Tg.

SetT £ {qlel (HQe(t) — m(t)x" (txh + gh)Qx(th + gh) < 0}, then § can be defined by

A 13 E = g
q= (5)
1+ max{q|q € X}, others

The triggering condition of AETS can be expressed as follows
e, (DQe(t) — x(Ox" (tch + gn)Qx(tkh + gh) < 0 (6)
Define the equivalent delay z(t) = t — (txh + gh), then the sampled data via AETS can be acquired as follows:
X(t) = x(t = 7() + ex(t) (7

where 7(t) is time-varying delay satisfying 0 < z(¢) < 7j, 7y is a positive constant.

Assumption 2. In this article, we assume that the actuator is event-triggered, while the sensor is time-triggered. A ZOH
is adopted to keep the current control input in case that the latest input is not transmitted to the controller. The data in
communication network is delivered with a single packet.

2.3 | Quantization mechanism

In order to further save the limited bandwidth, a logarithmic quantizer shown in Figure 3 is employed to decrease
the redundant data with linear quantization levels. Suppose that the set of quantization levels is described by
H={+1l:1,=8,h,v==1,%+2, ... }u{xl}u{0}, [ > 0.

The logarithmic quantizer can be defined as follows:

b
1-b
r(xv) = 0, Xy = 0 (8)

—r(—xy), X%, <0

l\)
l,,,xv > 0’1_+b <Xx <
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FIGURE 3 The logarithmic quantizer L,=(1+b)x,
A lv : lvzxv
S L=(1-b)x,
Xy
L=re) |
where b = %Z 0<8<1; 9 is regarded as quantization density of r(-). If x = [x;, X3, ... ,X,]T € R™ is an m-dimensional
vector signal, then one can denote r(x) =diag{r,(x1), r>2(x2), ..., 7m(xm)}. For the symmetrical matrix r,(-),v € R™, the
equality r,(—x,) = —r,(x,) holds. The logarithmic quantizer r,(-) can be expressed as
) = I+ Ay (6)%, )
where |A, (x,))| < b,. For simplicity, A, is utilized to represent A, (x,)). One can get the following equality
r(x) =1+ Ap)x (10)
where A, = diag{A,,, Ay, ... , Ay }.
By combining equalities (7) and (10), the delivered data through the quantizer can be obtained
X(t) = (I + Apx(t) (11)

Remark 3. There exist two types of common quantizers including static quantizers and dynamic quantizers. As one of
the most representative static quantizers, the logarithmic quantizer is widely used in overcoming the constraint of the
network bandwidth. Compared with the dynamic quantizer, the logarithmic quantizer is more efficient due to its simpler
implementation. Therefore, a logarithmic quantizer is introduced to save the limited bandwidth in this article.

2.4 | Complex cyber-attacks model

In this subsection, a complex cyber-attacks model, where replay attacks, deception attacks and DoS attacks are taken into
account, will be constructed for neural networks. In the following, the replay attacks, deception attacks and DoS attacks
are discussed in turn as shown in Figure 1.

First, replay attacks are considered, in which attackers can record a series of sensor data and replay the sequence
afterwards. A random variable £(¢) obeying Bernoulli distribution is utilized to describe whether the replay attacks occur
or not. The delivered signal under replay attacks can be acquired

X1(t) = e(O)x-(t) + (1 — e()X(t) 12)

where x,(t) = X(t,), X(t,) represents the transmitted data at the past-time moment. For &(t) €{0,1}, the expectation
of e(t) can be expressed as E{&(t)} = ¢; the mathematical variance of £(t) can be expressed as E{(e(t) — £)*} = 5%.
e(t)=0 represents that the replay attacks are not occurring; (t)=1 denotes that the network suffers from replay
attacks.

In addition, deception attacks are considered, which aim to replace legally sampled data with malicious data. With
the same method in modeling replay attacks, a Bernoulli variable o(t) is adopted to describe whether deception attacks
occur or not. The following equality denotes the transmitted data with deception attacks.

X (0) = o(Of (e(t — d(1))) + (1 — o(D)%1 (1) 13)
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where f(x(t)) = [fl () ... f,,(xn(t))] T € R" denotes the function of deception attacks. d(¢) is time-varying delay satis-
fying 0 < d(¢t) < dy;, where dy, is a positive constant. The Bernoulli variable ¢(t) € {0, 1} is with given statistical properties:
expectation E{o(t)} = ¢ and variance E{o(t) — o} = 55. o(t) =0means that the deception attacks fail to change the normal
transmission data. o(t) = 1 denotes that deception attacks have replaced normal data with false data.

Remark 4. When &(t)=0 and o(t)=0, replay attacks and deception attacks are not occurring; when e(t)=1 and
o(t) =0, only the replay attacks are active; when £(t) =0 and o(t) =1 represent the network only suffers from deception
attacks.

Assumption 3. In this article, we consider that the transmitted data may be subject to deception attacks and replay
attacks randomly. We assume that the Bernoulli distributed variable £(t) € {0, 1} is used to describe the randomness of the
replay attacks, and the Bernoulli variable o(t) € {0, 1} is adopted to describe whether deception attacks occur or not.

Assumption 4. For a constant matrix G, the deception attacks signal f(x(t)) satisfies the following constraint.

f )2 < 1Gx@)]I2 (14)

where G is a given matrix with appropriate dimension representing the upper bound of deception attacks.

At last, nonperiodic DoS attacks are considered which attempt to prevent the normal data transmission by occupying
communication resources. In general, the DoS attacks are irregular and random. The nonperiodic DoS attacks signal with
variable v(f) can be expressed as follows

1,t € [Wy + €n, Wny1)

() = {O,te Wy, w, + €p) as)

where v(f) = 0 means that the systems are under safe condition and the data transmission is normal; v(t) = 1 denotes
that DoS attacks are active. n € N, w,, denotes the starting instant of n,, DoS sleeping intervals. w, + ¢, represents the
ending instant of ny, DoS sleeping intervals; w11 — w, — €, denotes the length of (n + 1), DoS active intervals. The DoS
attacks intervals can be expressed as M, = [w,, W, + €,) and N, = [y, + €4, Wpi1). Wy 41 and wy, + €, should satisfy the
condition w41 > wy, + €.

By considering the impact of complex cyber-attacks, the real control input is given

X3(0) = (1 = v(1)X2(1) (16)

The limitation of the attack duration and attack frequency is given in the following assumptions.

Assumption 5 (39). Assume that there exists a uniform lower bound ¢,,;;, on the lengths of the DoS sleeping periods €,
of the attacker, that is,

0 < emin < inf{e,}. 7)
nenN

Similarly, assume that there exists a uniform upper bound c,q. on the lengths of the DoS sleeping periods
Wni1 — Wy, — €, Of the attacker, that is,

0 < sup{wys1 — Wy, — €} < Cnax < 0. (18)
neN

where €, and cy,qy are positive constants.

Assumption 6 (40). For any m €[0, t;], the frequency of DoS attacks F(-) over [m, t;) satisfies

hh—m

F()<To+ (19)

D

where 7y > 0 and mp > 0, F(-) represents the number of DoS off/on transitions over [m, t;), F(-) = card{n € N|lw, + ¢, €
[m, t;)}, card represents the number of elements in the set.
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Remark 5. In this article, a complex cyber-attacks model is established by considering replay attacks, deception attacks
and DosS attacks in order. It needs to declare that other sequences of complex cyber-attacks also can be modeled with the
same method.

2.5 | Controller design

In this article, we assume that the whole time of nonperiodic DoS attacks can be divided into two set, namely, M,, and
Ny M, denotes DoS attacks sleeping intervals; and N, represents DoS attacks active intervals. Considering the impact
of DoS attacks, we improve the ETS and the triggering instants are described as

tenh = {tnh  satisfying  (3)|tknh € Mp-1} U {w,}

where n € N, k represents the number of event triggering times during the ny jammer action period, and k €
{0,1, ... ,k(n)} £ ¢(n). k(n) = sup {wy + €5 > tin1h}.

Define Ry, = [tknhs tiey1.0h), Cin 2 sup{txs1.nh > tenh + qh,q = 1,2, ... ,q}.

The time interval Ry, can be divided as

Rin = UC’“’W" 20)
where
WL = ltenh + (g = Dh, tinh + qh),
qe{19 ’é‘k,n} (21)
WEH = [tnh + onh tirnh)
Note that
Mn — Uk(n){Rkn N M } c Uk(n)R (22)

On the basis of (20)-(22), the time interval can be expressed as

M, = U Q"{ My} (23)

Let Gq {Wq N M, },and then one can get M,, = U é"” Gq .Thus, forn € N, k € ¢(n), two piecewise functions
can be derlved as follows

t—tinh t € Gy
t—tysh—hte Gin

Tien(t) =
(b~ Gon = Dht € G
and
0,t € Gi’n
eenlt) = X(tienh) = x(tknh + h),t € G,

X(tenh) — X(t nh — gknhtecfkn

Based on the above two functions, it can be acquired that 74 ,(¢) € [0, Ta), t € Rin N M.
The signal delivered into the communication network can be described as

X(tenh) = X(t = T n (1)) + €xn (D) (24)
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Combining the equalities (2), (7), (11), (12), (13), and (16), one can derive the real input of controller

K {of x(t = d(0)) + (1 — o)1 — ()T + Ap)(x(t — 7(1)) + ex())
u(t) = +e(O)x (D]}, t € Rign N My, (25)
0, tEWN,

By substituting (25) into (1), we can obtain the following:

Ax(t) + BKo(D)f (x(t — d(£))) + Eg(x(t — n(1))) + BK(1 — o(0))[e()x(£)
() = +(1 = eO)UT + A)X(t = 7(D) + k()] t € Rin N My, 6
Ax(t) + Eg(x(t — n(t))), t€ N,

At),t € [=h,0)
Before giving main results, some lemmas are introduced as follows.

Lemma 1 (38). For all of constant matrices W € R™" and V € R™" satisfying [‘I}[// ;,] > 0, the following inequality
holds:

, x(t) ! -W * * x(t)
_z / HOWHOAs < | x(t—r@) | [ W=V 2W+V+VT || xt-2(0)
o X(t — 7) Vv W—_v —w || xtt = 7

where ©(t) satisfies 0 < 7(t) < 7.

Lemma 2 (41). For given appropriately dimensioned matrices H,, H, and a symmetric matrix A, the inequality A +
sym{H,AH,} < 0 holds for all A satisfying ATA < I if and only if there exist a positive scalar d; > 0 such that A + lelTHl +
d_lHTHZ < 0.

1

Lemma 3 (42). For x(t) and g(x(t)), there exists a semi-definite diagonal matrix M satisfying the following inequality.

T
t -MI'; M} t
x() g 2 x(t) >0 @7
g0x(t) IgM —M | [g(x(®))
) _ _ _ . 2t TatTe ot en
whereI'y = dlag{ygly;,ygzy;z, o YenYan) and Ty = dlag{yg ZYE b Zyg .. ng }

3 | MAIN RESULTS

Theorem 1. For given positive scalars p;, a;(i=1,2), €, o, dy, nm, v, Sampling period h, quantized parameter v, trigger
parameter o, DoS parameters Cpqax, €min, Mp, To, the matrices K and F, the system is exponentially mean-square stable if
there exist matrices H;>0,J;>0, R; >0, Z;>0, S;>0, P;>0, Q;>0, U;, W;, M;, N;, Vi(i=1, 2) and Q > 0 with compatible
dimensions satisfying the following inequalities.

Yill * * * *
Y, Y5, % * *
=Y oYL YL o« % [<O (28)
Yy Y 00 Y, =
Y5, Y, 000 Y

Py < ayP3, Py < @ e?ntrip, (29)
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Q1 £a20Q2,Q; £ a1Qy
Ry < ayRy,R; £ Ry (30)
Z1 L a2y, 2, a1z,

< 2p1(€min — h) = 2p2(h + Cimax) — In(a1a2) S
mp

0 (31)

where the elements of matrix W' are given in Appendix A.

Proof. See Appendix B. n

Sufficient conditions, which can ensure the exponential mean-square stability of the system, are acquired in
Theorem 1. Based on the results in Theorem 1, the algorithm of controller design is given for neural networks in
Theorem 2.

Theorem 2. For given positive scalars p;, a;, ey, ep, e3(i=1,2), €, 0, dy, 1, T, Sampling period h, quantized parameter
v, trigger parameter ¢, DoS parameters Cpgy, €min, Mp, To, the matrices F, the system is exponentially mean-square stable if
there exist matrices Q; > 0, H; > 0,J; > 0,R; > 0,2, > 0,5, > 0, X;>0,Q > 0, U, W;, M;, N;, V(i = 1,2), Y with compatible
dimensions, such that for i=1, 2 the following linear matrix inequalities and condition (31) hold:

TR * * *
Y;l lez * * k
P = Yl31 Yl32 Yl33 * * <0 (32)
Yo Yo 0 Tu =
s Y 0 s
- X *
22 <0 (33)
X =X
—a ez(ﬂl+ﬂz)hX *
! 2 <0 (34)
Xi -X;
—a3_j 0 _i %
3 1Q3 i - < 0 (35)
| X e; Qi — 2enX; |
[ —a;_iRs *
3—i3—i - < 0 (36)
| X3_i eizRi - 2ei2Xi |
A * |
3—i&3—i . <0 (37)
| X3_i ei3Zi - 2ei3Xi i

where the elements of matrix ¥ are given in Appendix C.
In addition, the desired controller gain is derived as follows

K =vx;!' (38)

Proof. See Appendix D. [

4 | NUMERICAL EXAMPLE

In this section, a numerical example is presented to demonstrate the effectiveness of proposed method.
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T T T T T T FIGURE 4 The state response of the system in
case 1 [Colour figure can be viewed at
wileyonlinelibrary.com]
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Considering the system (1) with following parameters:

l 06 0 ] l 0.1 0.1 ] l 01 02 ] l 0.1 0.1 ]
A= ,B= ,E = ,C=
0 -0.5 0.2 0.1 0.05 -0.92 01 0.1

The neuron activation function is defined as g(x(t))=[tanh(0.04x,(t)) tanh(0.04x,(t))]7, and one can
obtain I’y =diag{0, 0}, F‘g*zdiag{0.0Z, 0.02}. The deception attack function is chosen as f(x(t))=[tanh(0.25x(t))
tanh(0.15x,(t))]7, which can satisfy the inequality (14) in Assumption 4 with F = diag{0.15,0.25}. And it can be acquired
I = diag{0, 0}, F}r = diag{0.125, 0.075}.

In the following, two cases are discussed to testify the feasibility of desired controller. In Case 1, the complex
cyber-attacks are not considered. Case 2 shows the performance of the quantized controller under complex
cyber-attacks.

Case 1:

Setting e = 0, ¢ = 0, it means that the complex cyber-attacks do not occur. Set dy; = 0.01, 75y = 0.12, 7y = 0.04, h =0.1s,

o = 0.2, ey = e, =1, the quantizer parameter r = 0.818. By solving Theorem 2 with MATLAB, the following matrices can
be acquired

0.0004 0.0261 —0.0103  0.0185

_ [0.0422 0.0004
' —0.0417 75.4735

l 0.0122 —0.0103] l75.2960 —0.0417]

According to the equality (38) in Theorem 2, one can get the controller gain

K= 0.2929 —-0.2503
—0.3984  0.7125

Set the initial system condition asx = [—1 1] " The simulation results are shown in Figures 4 to 6. The state trajectory
of neural networks without cyber-attacks is exhibited in Figure 4. In Figure 5, the red line denotes the normal signal
without quantization, and the blue line represents the quantized signal. The triggering instants and the releasing intervals
of AETS are given in Figure 6. According to above graphs, Case 1 shows the usefulness of the desired controller for neural
networks without complex cyber-attacks.
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FIGURE 5 The signals before and after 1.5 T T T T T T T T
quantization in case 1 [Colour figure can be viewed at
wileyonlinelibrary.com]
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in case 1 [Colour figure can be viewed at
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Case 2:

Setting € = 0.3, 0 = 0.4, €pin = 1.78, Cimax = 0.2, it denotes that the complex cyber-attacks are considered. Set dy; =0.01,
nvy =012, 7y = 0.04,h=0.15,06 = 0.2,e; =€, =1,a; =a, =1.05, p; = 0.1, p, = 0.15, Ty = 1, mp = 4, the quantizer param-
eter r=0.818, and Table 1 shows the DoS-related parameters. With the above parameters, the following matrices are
obtained by solving Theorem 2 through MATLAB.

_10.0196  0.0001 Y= 0.0071 —0.0185 o= 35.0782 —0.0053
0.0001 0.0141 | —0.0185 0.0172 | —0.0053 35.1422

Based on the equality (38) in Theorem 2, the controller gain can be acquired

0.3641 —0.9405
—1.3085 1.2223
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TABLE 1 DoS-related parameter in case 2

FIGURE 7 The Bernoulli distribution variables of
€(t) in case 2 [Colour figure can be viewed at
wileyonlinelibrary.com]|

FIGURE 8 The Bernoulli distribution variables of
o(t) in case 2 [Colour figure can be viewed at
wileyonlinelibrary.com]

Set the initial system condition as x = [—1 1] " The following graphs Figure 7 to 11 can be obtained
by MATLAB simulation. Figures 7 and 8 present the Bernoulli distribution variables for replay attacks and
deception attacks, respectively. Figure 9 shows nonperiodic DoS jamming signal. Figure 10 exhibits the signal
subjected to replay attacks and deception attacks. The state response of neural networks is exhibited in
Figure 11, which shows that the closed-loop system with complex cyber-attacks is stable. According to the
graphs above, it can be concluded that the proposed controller for neural networks with complex cyber-attacks

is feasible.
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FIGURE 9 The DoS attacks jamming signal intervals
[Colour figure can be viewed at wileyonlinelibrary.com|

FIGURE 10 The transmitted signal under replay
attacks and deception attacks [Colour figure can be viewed
at wileyonlinelibrary.com]

FIGURE 11 The state response of the system in case 2
[Colour figure can be viewed at wileyonlinelibrary.com|
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5 | CONCLUSION

This article focuses on the quantized control for neural networks with AETS and complex cyber-attacks. A mathemat-
ical model of complex cyber-attacks is firstly built for neural networks. A quantization mechanism and an AETS are
employed to mitigate the burden of network transmission. Then the sufficient conditions, which can ensure the stability
of closed-loop system, are derived by utilizing Lyapunov stability theory. Moreover, the controller gain can be acquired by
solving a series of linear matrix inequalities. At last, a simulation example is presented to verify the feasibility of proposed
method. In the future, we will study the detection and isolation of the cyber-attacks for neural networks.
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APPENDIX A. THE ELEMENTS OF THEOREM 1
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APPENDIX B. THE PROOF OF THEOREM 1

Proof. Choose the following Lyapunov functional candidate as

Vi(®) = V(@) + Vai(t) + V3i(t) + V(D)

where
Vii(0) = xT ()Pix(t)
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where P;>0, Q;>0, H;>0,J;>0,R;>0,Z;>0,5>0, p; > 03 =1,2), 6 < 0and A(-) = e-D'n=9)
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By taking derivation and expectation on V;(x(t)), one can get
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Inspired by the method in [38], we can get the following inequality:
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It is easy to acquire the following inequality with some simple calculation

E{Vi(t)} < 2(=1)'p;Vi(t) + 2px" ())Ppx(t) + (X (¢ — T(£))Qx(t — 7(t)) — ae,f(t)ﬂek(t))e”‘”i”f‘
+ 2xT(OPix(t) + xT()(Q; + H; + J)x(t) — e~ 27ixT (t — dp)Qix(t — dyy)

— e 2maxT (¢ — ) Hix(t — mag) — e (t — oy pe(t — )
t
+ xT(O)(d2,R; + 02, Zi + ©2,S)%x(t) — dpre™ 2P / T (s)Rix(s)ds
t—dy,
t

t
— ype” 2P / xT(8)Zx(s)ds — Tppe~2P1m / xT(5)Six(s)ds
t

t—1y,

v

By employing Lemma (1), it can be obtained
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where 2y, By, B34, R;, Uy, Zi, Wi, S; and Li(i =1, 2) are matrices with appropriate dimensions, and
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Based on the inequality (14) in Assumption 4, the following inequality can be acquired

X (e(t = d())F" Fx(x(t = d(1)) = f T (e(t = d(£)f (x(t = d(1))) 2 0 (B6)

Since there exist matrices M; and N;(i =1, 2), by using Lemma 3, one can obtain
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Next, two cases of i =1 and i =2 will be discussed, respectively.
When i =1, one can obtain
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where
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Combining (B1)—(B8), one can derive the following inequality by using the Schur complement.
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According to the inequality (28), one can get w!(O[Y;+duE{x"(ORX(0)} +nuE{XT(OZ1x(0)} +
uE{xT(£)S1%(t)}]w1(t) < 0. Then, we can obtain E{V1(t)} < —2p1V1(b).
When i =2, following the same analysis method, it is easy to get

E{V2(0)} < 2p:Va(t) + @) (D[ Y, + duE{XT (OR%(1)} + nuE{XT () Z,%(8)}
+ T E{XT () S:%(t) w2 (0)

where @y (t) = [x(t) x"(t—n®) x"—nw) gt —nON".
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Based on the inequality (28), it can obtain @!(O[Y;+dyE{xX"(ORX(1)} + nuE{XT (O Z%(0)} +
T E{XT(6)S2x(8) } 1w () < 0, one can get E{V,(£)} < 2p,V5(0).
Following the proposed method in Reference 37, for t € [t;,, t3-in+i-1),i € {1,2},n € N, it can be acquired

E(Vi(t)} < VPVt )

where

Wn—lsi = 1
lin = .
Wp_1 + €p-1,1 = 2

Then we have

E{Vi(t)} < e hIE{Vi(1)), t € [tin, tan) (B9)
E{Va(t)} < 2RI E{Vy (1)), t € [tans tnsn)
By combining the inequalities (29)-(31), it yields that
E{Vi(t —wE{V, (7 )} <0
{(Viltin)} — a:E{Va(1] )} < (B10)
E(Va(tyn)) — ai P 2RE(Vi(£5,)) < 0
If t € [t1, 5, 2. 1), the following inequality can be acquired by combining (B9) and (B10)
E{Vi(0)} < ape ThIE{Vo(t],) )
S ef‘(-)xz(pl+p2)h+T’(-)ln(a1a2)E{ Vl (0)}ed
< "VE{V1(0))
where d= 2p2(Wn — Wy 1—€p_1—€p_2— ... — €1 —€y) — 2p1(€n_1 ‘et ... +ert+e), )= (7—() + mLD) X 2(p1 +
PR+ 2020mae(To + 51-) = 2p2€min(To + 1) + (To + . -)in(a1az).
Based on the equality (31), it can be obtained
E{V1()} < ePe™E{V1(0)} (B11)
where p; = 275(p1 + p2)h + Toln(a1az) + 2p2CmaxTo — 2p1€minTo-
Ift e[ty n,t1,n+1), it is easy to get
E(van) < 2 0
az
Then
E
E(V2(0)) < @epzeﬂf (B12)

where  vo(t) = (To + o= + 1) X 2(p1 + p2)h + 2026max(To + 1= + 1) = 2p16min(To + oo + D + (To + 5= + Din(@ia). p =
(To + D(2(p1 + p2)h + ln(a1a2) + 2p2Cmax — 2p1€min)-

Define K = max{e’, ‘;— b, 01 =min{spin(P1)}, 02 =max{sma(P)} and 03 = max{smax(P)} + hsmax(Q1) + Smax(Rl +
Zy).

By combining the equalities (B11) and (B12), it can be acquired

E{Vi(t)} < Ke™E{V1(0)} (B13)
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Based on the definition of V;(¢), it is easy to derive
E{Vi(©)} > o1]lx(®)|I>, E{V1(0)} < oslle0ll} (B14)

Combining (B14) and (B13), one can get that

Ko
E{|lx@)ll} < \/O—jemumnh,w >0 (B15)

That completes the proof. n

APPENDIX C. THE ELEMENTS OF THEOREM 2

Yil * * * *
ol o1
Y21 Yzz % % £
~1 ol o1 ol
=Yz Y3 Y33 *
ol o1 o1
Yu Ya Yus *
ol al o1
Y51 Y5 0 Yss
_C:)il * * * * * * « |
(:)51 (:)22 * % * * * *
A1 Al Al
03 O3 O3 * * * *
a1 (:)}u 0 0 (:)41;4 * * * *
Yii=|.1 A1 Al
@51 0 0 @54 @55 * * *
G 0 0 0 I
@;1 0 0 (:);6 (:);7 *
O 0 0 o 0 o0 -0
A1 ~ N a R N N B
On =2pX1 + XiA +ATXy + Qy + Hy + 0y — iRy — o21 — f351,f = e7 2w
Al ST T Al ST
O =filR1 = U1), 0 = fi(=2R1 + U1 + U1) = Nil; + X, FTFX,

0x =fi01.f, = 6_2”1”’”,@;2 =f1(ﬁ1T -0, 6;3 =fi(Q, — Ry).f = 721w
Ou =f2(2{ - WlT), (:);1 = LW, (:34114 = (=22, + W1 + WlT) - erg_

@.1,4 =f2(Z1T -w, (:)és = fr(th - Zv), (:)21 =T+ ADoe Y BT +£,8, — fil,
O = f3(—28 + I +E1), (:);1 =f3f4f7®;6 =f3(ST - 5 6);7 =fi(h = S1)

Al _ = — - = — —— ——
Oz = + Ar)01€1YTBT,£1 =1-¢€,0,=1-0,61=Vee,00=1/00;

o, YTBT 0 o O1x4
¢ o0&, YTBT 0 0 0 014
21 = N
" xuET 0 0 TIFL Oue
£YTRT F;Nl 0 0 Opa
~ A N A ~1 ~ A~ A1 A N
Yéz = {UQ, —Q, —Ml, _Nl}’ Y31 = I:Ail Eéljl 5 Y32 = I:A§2 EéZ:I
dyAX;  O1xa dy0,61BY 0 dy0,6.BY
Al 0 O1x4 dy( + A)61E1BY | .1 0 dy(+A)6,e.BY
31 = , 3] =
0 O1x4 dM(I + A,)6,BY 0 dM(I + A,)o,BY

0 0134 —dm616,BY 0 —dp616,BY
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ol
Y33 =

Al
Ay =

o1
Yy =

Al
ASI =

o2
Yll =

[dyEX, dyEBY dyoE1BY  dyoEBY
0 duBY | o1 | dubEBY  dubiEBY
0 0 —dy5:BY  —dy8,BY
0 0 —dp616,BY —dp616,BY

dlag{ —2@11X1 + 8%11/21, —2@11X1 + e%lﬁl - 2611X1 + E%IRL —2611X1 + eflle}
nMAXs  Orxa nvmo1€1BY 0 nvoe1BY
0 O1xa nmd + Ap)d16BY a1 _ (0 T+ A)6,6,BY

,Ea
0 O1x4a 1M + Ar)5,BY 0  #nmd + Ap)SBY
0 O1x4 —Nm010,BY 0 —Nm0610,BY

(A1 Al o1 Al Al S Al A A 2,
Ay 541] g = [/\42 542] s Y51 = [/\51 1‘-51] s Y5y = [Asz 552]

nvoelBY  nuoe1BY nvEX1 nmeBY
nué1e1BY  nyb16.BY al 0 nvBY
—mmBY  —nyssBY || o 0
—H615,BY  —npy8,6,BY 0 0

dlag{ —2e12X7 + 3%221, —2e12X7 + 3%221 —2e12X1 + efzzl, —2e12X7 + 6%221}

TMAX1 01><4 TMﬁlngY 0 TMﬁlngY
0 01)(4 TM(I + Ar)(SlElBY 2l _ 0 TM(I + Ar)5151BY

0 Opa T +A8)5BY | |0 oy +A)6,BY

0 01><4 —TM51523Y 0 —TMélézBY
TMangY TMangY TMEX1 TMEBY
TM(SlngY TM(SlElBY al 0 TMBY

s 52 =
—TM5zBY —TM5zBY 0 0
—TM(Sl(SzBY —TM5152BY 0 0

diag{—2€13X1 + 6%33‘1, —2613X1 + 3%33‘1 - 2@13X1 + 6%33‘1, —2613X1 + €§3.§1}

o2
Y11 * * * *
a2 a2

Ygl Yzz % % ES

o2

Y3 Y3 ES * *
Yil F+M2 0 —Mz sk
5 0o o o Vi

. A ) &2 AT N o2 a
20X + XA + ATXoH, — fuZ, + FTF, Y51 = fu(Z, = W), Y51 = il

o2 AN . 2 AT ar o2 .
Yo =fi(2Z, + Wo + W)) = MuIy Yo = fu(Z2 - W), Y33 = —fuZ>

) o2 o2 o2 . B
Y =XE", Yo = nuAXo, Y5 = nuEXo, Yss = —2e13X, + €5,5,, fs = 722

APPENDIX D. THE PROOF OF THEOREM 2

Proof. When i =1, the matrix ¥! can be equivalently expressed as follows

W' =¥ 4 sym{H! A, Hy) (D1)
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where
- _
G T * * *
Y, Y, o« % *
~ 1 ~1
L] RETRND EPRND ¢ *
Yo Y, o Y,
Ys Y, o o YL
_(9%1 * * * * % * % 1
@%1 ®§2 * * * * % %
@;1 @éz ®§3 * * * * %
1 1
Yil _ e, 0 0 0, = * * %
e, 0 0 O, e x % =«
®, 0 0 0 0 O, * =
®, 0 0 0 0 O 0, =
©® O 0 0 0 0 0 -Q
o1 - ~ o1 ~ - <1 ~ -
Y3 = [Aél Eél] g = [Ail Eélu] Y51 = [Aél Eél] >
dyP1A  01x4 dpo,e1P1BK 0 dpyoe1P1BK
[\1 _ 0 Ol><4 dMélglplBK el 0 dM5lglplBK
31 = ;23] =
0 O1x4 dp6,P1BK 0 dp6,P1BK
0 O1xa —dp616,P1BK 0 —dp616,P1BK
~1 - ~1 R
Q61 = 0,61K"BTP; + fitS1 — fystmL1, Og1 = 0,61.K BT P,
nP1A  Oixa  nmo0161P1BK 0 nmo,e1P1BK
/N\l _ 0 01)(4 ﬂMélglplBK ~1 0 ﬂM(SlElPlBK
41 = y 4] =
0 O1x4a  nM62P1BK 0  nuoPBK
0 O1x4 —nm06162P1BK 0 —nm616,P1BK
TMP1A 01><4 TMElgIPIBK 0 TM5151P13K
Al 0 01><4 TMélglplBK =1 0 TMﬁlglplBK
51 = » 51 =
0 01><4 TM52P1BK 0 TM(SzPlBK
0 01><4 —TM5152P13K 0 —TM5152P1BK
He=|Ha Ho Hs|.H=[ons K 0 K Opacl
Ha = |01€:P1B 0O1x12 dumbi€:P1B  dy6,PB 0]
Hep =10 ny6ie1P\B  ny6,P1B o]
He3 =10 TM(SlElPlB TM52P1B 0]

By utilizing the Lemma 2, the following inequality can be obtained

W'+ muk?H] AZH, + m HI Hy < 0

Then, according to A? < k2, one can get

W'+ myH] H, + my Hl Hy < 0

(D2)

(D3)
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By using Schur complement, the equality (D3) can be rewritten as follows

~ 1
Y * %

' =|xkH, -mI * (D4)
Hy 0 —I’}’ll—lI

For given positive scalars e;1, €12, 13, due to

(R1 — enP)R;'(Ry — e P1) > 0
(Z1 — e1aP)Z (Zy — e12P1) 2 0 (D5)
(81 — e13P1)ST(S1 — e13P1) > 0

From (D5), one can get

_PIRI1P1 < —2e;1P1 + e%lRl
—P1Z1_1P1 < —2e P + e%ZZl (D6)
—PlSl‘lPl < —2813P1 + 9%351

By replacing —P,R;'Py, —P1Z;'Py, —P1S{'Py in Y};, Y,,, Y55 with —2e11Py + e} Ry, —2e1,Py + €2, 7y, —2e13Py + €2,51,
respectively.

When i=1, define X; = P{!, ¢; = diag{Xi, ... . X1, LI}, Y=KX1, Q, = X, Qi X[, Ry = XiR, X, Uy = Xy U1 X[, Wy =
——
24

XiWiXT, Ly = XiLiXT, 8 = X081 X7, 21 = Xi ZoXT, By = X\ Ho X7, I = X0 XY, My = XMy XT, Ny = XiN, X7 Pre- and
post- multiplying both sides of IT' with ¢; and its transpose, one can get ¥'. When i= 2, following the method above, the
matrix g also can be acquired. In addition, pre- and post- multiplying the inequalities in (29) with X, and X, respectively,
then by utilizing the Schur complement, we can obtain that (33)—(34) imply (29). Similarly, one can conclude that the
inequalities in (35)—(37) imply (30). Thus, the system (26) is exponentially mean-square stable. According to Y = KX, it
is easy to get K = YX; .

This completes the proof. m



