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This paper investigates the security tracking controller design for discrete-time networked
control systems (NCSs) with stochastic cyber-attacks via dynamic event-triggered commu-
nication approach (DETCA). The DETCA is introduced to adjust the amount of data trans-
mission in the network based on variation of the tracking error while keeping the
tracking performance of the system. Stochastic cyber-attacks such as the denial-of-
service and deception attacks are assumed to be encountered during the signal transmitted
in the network. A sufficient condition to guarantee the asymptotical stability of the track-
ing error system is achieved with the Lyapunov stability theory. The tracking controller
gain and the event-triggering parameter are co-designed by solving a linear matrix
inequality. Finally, two simulation examples are given to verify the availability of theoret-
ical results.

� 2022 Elsevier Inc. All rights reserved.
1. Introduction

Cyber-physical system(CPS) is known as an advanced generation system in which the physical processes, the computing,
communication technologies are integrated, presenting high efficiency [1–3]. These systems have received extensive atten-
tion in the fields of power grids, civil infrastructure, autonomous vehicles, and sensor networks [4–7]. Even though the net-
worked communications in such systems can highly improve the communication efficiency when the components in
physical systems are interacting with each other, it also brings some research challenges. In particular, the application of
open networked communication make the attackers accessible to gather information of the system measurement and the
control input, which may corrupt the stability of the CPS and degrade the system performance, if the attackers block or mod-
ify the true data [8,9]. Therefore, it is of paramount importance to investigate the security of the CPS. The state estimation,
filter design, consensus tracking issue of CPS have been addressed by some researchers, see [10–12] for example. In this arti-
cle, the secure tracking control problem is focused for the CPS.

As is well known that the limited network bandwidth in CPSs may result in unexpected phenomenon such as data packet
loss and network-induced time delay, which have negative impacts on system performance and should be paid much atten-
tion to. How to handle the limited network bandwidth issue has been a research frontier in recent years [13–17]. Many
experts have devoted themselves to economizing scarce network bandwidth resources and put forward some effective
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event-triggered mechanisms (ETMs) [18–21]. For example, the authors in [18] proposed adaptive event-triggered mecha-
nism for NCSs, in which its threshold will be adjusted spontaneously as the environment changes. The output feedback con-
troller was designed for switched linear systems with self-triggered mechanism in [19]. In [20], the authors designed a
dynamic triggering scheme to devise a reliable controller for continuous-time nonlinear system. Nonetheless, aiming at
the tracking control problem, there are few related studies on event-triggered control in which the triggering parameters
can adjust automatically with tracking errors, which motivates this article.

Network security is another significant problem that should be taken into account in analysis and control for NCSs. Due to
the openness of wireless networks, data transmission will inevitably be blocked or destroyed by DoS, deception and replay
attacks sent by attackers [22–25]. As for DoS attacks, the assailants attempt to clog the transmission channels, resulting that
data fail to reach the controller at particular instants [26]. When deception attacks happen, the current transmitted data is
replaced by the attackers with wrong packets [27,28]. Under the replay attacks, the attacker deceives the system by replacing
real data with previous data in network. There have been many achievements about cyber-attacks, for example, Wang et al.
[29] studied the event-based controller for CPSs with periodic DoS jamming attacks. To defend against DoS attacks, the
authors proposed a design state feedback control method for NCSs in [30]. In [31], considering deception attacks, the dis-
tributed filter design problem for discrete-time systems were addressed. An adaptive controller was proposed in [32] for
a set of nonlinear systems with replay attacks. Although some preliminary achievements have been made on secure tracking
control of NCSs, most of the available results only take one type of cyber-attacks into consideration [33–37]. However, the
attackers may launch stochastic cyber-attacks to realize their attacking purposes, it is practical to discuss the event-based
tracking control problem for NCSs under stochastic cyber-attacks. This is another motivation of this paper.

Enlightened by the above discussions, the security tracking control issue is investigated for discrete-time NCSs with
stochastic heterogeneous cyber-attacks in this study. The primary works of the paper are summarized below:

1) Considering the impact of DoS and deception attacks, a DETCA is introduced to reduce the networked transmission
burden based on variation of the tracking error, which is not considered in the vast majority of tracking control
literatures.
2) A novel dynamic event-based tracking error model is established for discrete-time NCSs, which is firstly taken both the
stochastic cyber-attacks and DETCA into a unified framework.
3) A sufficient condition for the asymptotic stability of the tracking error model is acquired. Meanwhile, the precise
expression of the tracking controller gain is acquired with solving the linear matrix inequality (LMI).

The rest of this work is arranged as follows. The model description of each module and a tracking error model are founded
in Section 2. The main results are shown in Section 3 based on stochastic cyber-attacks and DETCA. Section 4 gives two sim-
ulation examples and various cases analysis. Section 5 concludes the research work of the paper.

Notations: Rn is the n-dimensional vector space; XT and X�1 represent transpose and inverse of matrix X respectively;
X > 0 denotes the matrix is positive definite and X < 0 shows negative definiteness, similarly; In is the identity matrix.
Prfzg is the occurrence probability of event z. Ef�g represents expectation of �. � indicates the corresponding symmetric term
in symmetric matrices. diagf� � �g expresses a block-diagonal matrix.
2. Problem formulation

The framework of security tracking control for the NCS based on the DETCA is placed in Fig. 1. The sensor is connected
with the controller via an unprotected network. The aim of this article is to propose a secure tracking controller to ensure
the tracking performance of the system under DETCA and stochastic cyber-attacks.
Fig. 1. Structure of the NCS with DETCA and stochastic cyber-attacks.
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Consider the discrete-time NCS
xðkþ 1Þ ¼ AxðkÞ þ BuðkÞ þ DxðkÞ ð1Þ

where xðkÞ 2 Rn denotes the system state; uðkÞ 2 Rq indicates the control input vector; xðkÞ is the external disturbance; A;B
and D are known system matrices.

The reference model is considered as below
xrðkþ 1Þ ¼ ArxrðkÞ þ BrrðkÞ ð2Þ

where xrðkÞ 2 Rm is the state vector of the reference model and rðkÞ 2 Rp is the bounded reference input. Ar and Br are con-
stant matrices with suitable dimensions.

Inspired by [18], a DETCA is introduced to overcome the problem of resource constraints in this paper, as shown in Fig. 1.
The packets with little change being considered as ”unnecessary” data will be discarded by DETCA, and the remaining ‘‘nec-
essary” sampling packets can arrive at the controller, which should meet the following triggering condition
1
h
�ðkÞ þ reTðkÞeðkÞ � gT

e ðkÞgeðkÞ 6 0 ð3Þ
where geðkÞ ¼ eðkÞ � eðktÞ; eðktÞ is the sampled data at the latest transmitted instant, eðkÞ is the tracking error which will be
given later; h and r are known positive scalars; and the positive time-dependent threshold function �ðkÞ is defined as
�ðkþ 1Þ ¼ k�ðkÞ þ reTðkÞeðkÞ � gT
e ðkÞgeðkÞ ð4Þ
with k 2 ð0;1Þ is a given constant.

Remark 1. In this paper, the DETCA in (3) is motivated by some existing results (see [15,19] for example). However, the
DETCA in (3) is different from the existing ones in some aspects. Particularly, in [15], the threshold can be adjusted on the
basis of measurement output. Whereas, the tracking error has a significant impact on the dynamic adjustment threshold. It is
observed that the DETCA in [19] is designed for continuous NCSs, in this paper, the DETCA is introduced for discrete-time
NCSs. There are no available results to solve the tracking control problem for NCSs with stochastic attacks and DETCA, which
motivates the current study.

The opening character of the communication network brings risks to the NCSs undergoing DoS and deception attacks. In
order to make the NCSs tolerable to stochastic cyber-attacks, a resilient controller will be devised in the following.

If the communication network suffers deception attacks, the actual signal reach the controller is expressed as follows
~eðkÞ ¼ bdðkÞeðktÞ þ ð1� bdðkÞÞhðeðktÞÞ ð5Þ

where the nonlinear deception attacks function hðeðktÞÞ satisfies
hTðeðktÞÞhðeðktÞÞ 6 eTðktÞGTGeðktÞ ð6Þ

and G is a known constant matrix.

In addition, consider the scenario that communication channel is jammed by DoS attacks, the practical controller input
~eðkÞ is denoted as
~eðkÞ ¼ adðkÞ~eðkÞ ¼ adðkÞ½bdðkÞeðktÞ þ ð1� bdðkÞÞhðeðktÞÞ� ð7Þ

In (5) and (7), the stochastic variables adðkÞ and bdðkÞ are assumed to be mutually independent and obey the Bernoulli

distribution. At the same time, the range of values in f0;1g and the corresponding probabilities are
PrfadðkÞ ¼ 1g ¼ �ad; PrfadðkÞ ¼ 0g ¼ 1� �ad

PrfbdðkÞ ¼ 1g ¼ �bd; PrfbdðkÞ ¼ 0g ¼ 1� �bd

ð8Þ
with 0 6 �ad � 1;0 6 �bd � 1.

Remark 2. It is noticed that, the model (7) describes the practical controller input that affected by randomly appearing DoS
and deception attacks, which occur or not are described by the variable adðkÞ and bdðkÞ respectively. Specifically,
adðkÞbdðkÞ ¼ 1 represents an ideal transmission channel from sensor to controller, adðkÞ ¼ 0 and bdðkÞ ¼ 1 stands for the
network which under DoS attacks, adðkÞ ¼ 1 and bdðkÞ ¼ 0 indicates the channel which is under the deception attacks.
Remark 3. In fact, the type and sequence of attacks are unpredictable, but the information of the attacks can be detected by
some attack detection mechanisms, see [38,39] for example. In this work, it is assumed that deception attacks happen firstly,
and the DoS attacks happen later. If the sequence of the two cyber-attacks is reversed, the analysis and control method is
similar to this paper.

Hence, considering effect of the stochastic cyber-attacks, the following control method is proposed
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uðkÞ ¼ K~eðkÞ ¼ adðkÞ½bdðkÞKðeðkÞ � geðkÞÞ þ ð1� bdðkÞÞKhðeðkÞ � geðkÞÞ�: ð9Þ
For easing description, hðeðkÞ � geðkÞÞ is written as �hðkÞ in the rest of the article.
Taking (9) into (1), we can obtain
xðkþ 1Þ ¼ AxðkÞ þ adðkÞbdðkÞBKðeðkÞ � geðkÞÞ þ adðkÞð1� bdðkÞÞBK�hðkÞ þ DxðkÞ ð10Þ

Define the tracking error eðkÞ , xðkÞ � xrðkÞ, from (1) (2) (10), it can be obtained that
eðkþ 1Þ ¼ AxðkÞ þ adðkÞbdðkÞBKðeðkÞ � geðkÞÞ � ArxrðkÞ þ DxðkÞ � BrrðkÞ
þadðkÞð1� bdðkÞÞBK�hðkÞ

¼ ðAþ �ad
�bdBKÞeðkÞ � �ad

�bdBKgeðkÞ þ VeðkÞ þ �adð1� �bdÞBK�hðkÞ
þðadðkÞbdðkÞ � �ad

�bdÞBKeðkÞ � ðadðkÞbdðkÞ � �ad
�bdÞBKgeðkÞ þ ðadðkÞ � �adÞBK�hðkÞ

�ðadðkÞbdðkÞ � �ad
�bdÞBK�hðkÞ

ð11Þ
where VeðkÞ ¼ ðA� ArÞxrðkÞ þ DxðkÞ � BrrðkÞ.

Remark 4. In recent years, the tracking control issues have been researched owing to their wide range of applications [40–
42]. Inspired by the above literature, the tracking control issue considering networked security and resource constraints is
discussed in this paper. The purpose of the paper is to propose a tracking controller to make the error system (11) possesses
asymptotic stability with the condition of tracking performance (12).

The following Definition, Lemma and Assumptions are needed to carry out the subsequent analysis.

Definition 1. ([43]) The tracking error system (11) has tracking performance under the DETCA and stochastic cyber-attacks
if
E
X1
k¼0

eTðkÞeðkÞ
( )

< c2E
X1
k¼0

VT
eðkÞVeðkÞ

( )
ð12Þ
where c > 0 denotes tracking performance level and k is finite.
Lemma 1. ([44]) For given positive-definite matrices P;R and any positive scalar d > 0, the following inequality holds
� PR�1P 6 d2R� 2dP
Assumption 1. ([45]) The completely loss of transmission signal will happen if the communication channel is under DoS
attacks.
Assumption 2. ([45]) The deception attacks have the ability to know and randomly modify the exact value of the controller
input in real time.
3. Main results

By using Lyapunov–Krasovskii functional approach, sufficient condition will be given in Theorem 1, guaranteeing the
asymptotic stability of tracking error system (11) and satisfy the tracking performance (12). The controller gain will be
derived in Theorem 2.

Theorem 1. For given scalars k; �ad; �bd; c; d; h;r and matrix K, the error system (11) is asymptotically stable under the condition of
tracking performance (12) if there exists a symmetric matrix P > 0, such that the following inequality holds
X ¼

N11 � � � �
N21 �P � � �
N31 0 �P � �
N41 0 0 �P �
N51 0 0 0 �I

2
6666664

3
7777775
< 0 ð13Þ
where
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N11 ¼

�P � raI þ I � � �
0 aI � �
0 0 �c2I �
0 0 0 �I

2
6664

3
7775;

N21 ¼ PAþ �ad
�bdPBK � �ad

�bdPBK P �adð1� �bdÞPBK
� �

;

N31 ¼ �lPBK ��lPBK 0 ��lPBK½ �;
N41 ¼ �/

ffiffiffiffiffi
�bd

p
PBK ��/

ffiffiffiffiffi
�bd

p
PBK 0 �/ð

ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� �bd

p
ÞPBK

� �
;

N51 ¼ G �G 0 0½ �
with �l ¼ �ad

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
�bdð1� �bdÞ

q
; �/ ¼ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

�adð1� �adÞ
p

; a ¼ k� 1� 1
h

Proof. The Lyapunov–Krasovskii functional for system (11) is constructed as follows
VðkÞ ¼ eTðkÞPeðkÞ þ 1
h
�ðkÞ ð14Þ
Let MVðkÞ ¼ Vðkþ 1Þ � VðkÞ, it is calculated that
EfMVðkÞg ¼ EfVðkþ 1Þ � VðkÞg
¼ E eTðkþ 1ÞPeðkþ 1Þ � eTðkÞPeðkÞ þ 1

h ½�ðkþ 1Þ � �ðkÞ�� � ð15Þ
Notice that E ½adðkÞbdðkÞ � �ad
�bd�2

n o
¼ �ad

�bdð1� �ad
�bdÞ; E ½adðkÞ � �ad�½adðkÞbdðkÞ � �ad

�bd�
� � ¼ �ad

�bdð1� �adÞ and

E ½adðkÞ � �ad�2
n o

¼ �adð1� �adÞ, the following can be obtained
E eTðkþ 1ÞPeðkþ 1Þ� � ¼ E ATPA
� �þ E ðadðkÞbdðkÞ � �ad

�bdÞ2BTPB
n o

þ E ðadðkÞ � �adÞ2CTPC
n o

þ2E ðadðkÞ � �adÞðadðkÞbdðkÞ � �ad
�bdÞBTPC

� �
6 E ATPA

� �þ �adð1� �adÞð
ffiffiffiffiffi
�bd

p
Bþ CÞTPð

ffiffiffiffiffi
�bd

p
Bþ CÞ þ �ad

2 �bdð1� �bdÞBTPB
ð16Þ
where A ¼ ðAþ �ad
�bdBKÞeðkÞ � �ad

�bdBKgeðkÞ þ VeðkÞ þ �adð1� �bdÞBK�hðkÞ, B ¼ BKðeðkÞ � geðkÞ � �hðkÞÞ and C ¼ BK�hðkÞ.
Recalling the event-triggered condition (3), it can be represented as
1
h
�ðkÞ 6 geðkÞTgeðkÞ � reðkÞTeðkÞ ð17Þ
Obviously, combining (4) and (17), we can get
E 1
h �ðkþ 1Þ � �ðkÞ½ �� � ¼ E 1

h ½k�ðkÞ þ reTðkÞeðkÞ � gT
e ðkÞgeðkÞ � �ðkÞ�� �

¼ 1
h ½ðk� 1Þ�ðkÞ þ reTðkÞeðkÞ � gT

e ðkÞgeðkÞ�
6 ðk� 1� 1

hÞgT
e ðkÞgeðkÞ � rðk� 1� 1

hÞeTðkÞeðkÞ
ð18Þ
Based on inequality (6), it is clear that
�hTðkÞ�hðkÞ 6 ðeðkÞ � geðkÞÞTGTGðeðkÞ � geðkÞÞ ð19Þ

Combining (16), (18) and (19), the expression of EfMVðkÞg is
EfMVðkÞg 6 E ATPA
� �þ �ad

2 �bdð1� �bdÞBTPBþ �adð1� �adÞð
ffiffiffiffiffi
�bd

p
Bþ CÞTPð

ffiffiffiffiffi
�bd

p
Bþ CÞ

�eTðkÞPeðkÞ � rðk� 1� 1
hÞeTðkÞeðkÞ þ ðk� 1� 1

hÞgT
e ðkÞgeðkÞ

þðeðkÞ � geðkÞÞTGTGðeðkÞ � geðkÞÞ � �hTðkÞ�hðkÞ
ð20Þ
One can easily deduce that (20) is equal to (21)
E MVðkÞ þ eTðkÞeðkÞ � c2VT
eðkÞVeðkÞ

n o
6 E #TðkÞW#ðkÞ� � ð21Þ
where #ðkÞ ¼ ½eTðkÞ gT
e ðkÞ VT

eðkÞ hTðeðkÞ � geðkÞÞ�
T
and W ¼ N11 þ NT

21P
�1N21 þ NT

31P
�1N31 þ NT

41P
�1N41 þ NT

51N51.

According to Schur complement, E MVðkÞ þ eTðkÞeðkÞ � c2VT
eðkÞVeðkÞ

n o
6 0 can be ensured by (13). Based on the zero initial

condition and analysis, it is derived that
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X1
k¼0

E eTðkÞeðkÞ� �
< c2

X1
k¼0

E VT
eðkÞVeðkÞ

n o
�
X1
k¼0

E MVðkÞf g

¼ c2
X1
k¼0

E VT
eðkÞVeðkÞ

n o
� EfVð1Þg � EfVð0Þgf g

¼ c2
X1
k¼0

E VT
eðkÞVeðkÞ

n o
� EfVð1Þg

< c2
X1
k¼0

E VT
eðkÞVeðkÞ

n o
ð22Þ
which implies the H1 tracking performance (12) is guaranteed. This completes the proof. j

Based on Theorem 1, the tracking controller design method shall be proposed in Theorem 2.

Theorem 2. For given k; �ad; �bd; c; d; h and r , the error system (11) with controller in (9) is asymptotically stable under the
condition of tracking performance (12), if there exist matrices X > 0and Y such that the following LMI holds
�X ¼

�N11 � � � �
�N21 �X � � �
�N31 0 �X � �
�N41 0 0 �X �
�N51 0 0 0 �I

2
6666664

3
7777775
< 0 ð23Þ
where
�N11 ¼
�X þ ðra� 1Þð�2dX þ d2IÞ � � �
0 �að�2dX þ d2IÞ � �
0 0 �c2I �
0 0 0 �2dX þ d2I

2
6664

3
7775;

�N21 ¼ AX þ �ad
�bdBY � �ad

�bdBY I �adð1� �bdÞBY
� �

;

�N31 ¼ �lBY ��lBY 0 ��lBY½ �;
�N41 ¼ �/

ffiffiffi
�b

p
BY ��/

ffiffiffiffiffi
�bd

p
BY 0 �/ð

ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� �bd

p
ÞBY

h i
;

�N51 ¼ GX �GX 0 0½ �
with �l ¼ �ad

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
�bdð1� �bdÞ

q
; �/ ¼ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

�adð1� �adÞ
p

; a ¼ k� 1� 1
h.

Moreover, tracking controller gain is determined as
K ¼ YX�1 ð24Þ
Proof. Let X ¼ P�1;R ¼ diagfX;X; I;X;X;X;X; Ig. Then pre- and post-multipling X in (13) by R and RT , one can get
~X ¼

~N11 � � � �
�N21 �X � � �
�N31 0 �X � �
�N41 0 0 �X �
�N51 0 0 0 �I

2
6666664

3
7777775
< 0 ð25Þ
where
~N11 ¼

�X � ðra� 1ÞXX � � �
0 aXX � �
0 0 �c2I �
0 0 0 �XX

2
6664

3
7775
According to Lemma 1, the following inequality can be obtained
� XX 6 �2dX þ d2I ð26Þ
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Define Y ¼ KX, replace the items �XX in (25) with �2dX þ d2I [44], (23) can ensure (13) holds. Then, the controller gain K
is calculated as (24). This completes the proof. j

In Theorem 1 and Theorem 2, the security tracking control issue for discrete-time NCSs has been investigated under
stochastic cyber-attacks. However, the same kind of attacks also exist in the actual systems, which can be handled by the
same way in this paper.

If adðkÞ � 1, which means the tracking error system (11) is only subject to deception attacks, then the tracking error sys-
tem is expressed as
eðkþ 1Þ ¼ AxðkÞ þ bdðkÞBKðeðkÞ � geðkÞÞ � ArxrðkÞ þ DxðkÞ � BrrðkÞ
þð1� bdðkÞÞBK�hðkÞ
¼ ðAþ �bdBKÞeðkÞ � �bdBKgeðkÞ þ VeðkÞ þ ð1� �bdÞBK�hðkÞ
þðbdðkÞ � �bdÞBKeðkÞ � ðbdðkÞ � �bdÞBKgeðkÞ � ðbdðkÞ � �bdÞBK�hðkÞ
¼ Aþ ðbdðkÞ � �bdÞB

ð27Þ
where VeðkÞ ¼ ðA� ArÞxrðkÞ þ DxðkÞ � BrrðkÞ;A ¼ ðAþ �bdBKÞeðkÞ � �bdBKgeðkÞ þ VeðkÞ þ ð1� �bdÞBK�hðkÞ and

B ¼ BKðeðkÞ � geðkÞ � �hðkÞÞ.
On the other hand, if bdðkÞ � 1, which means only DoS attacks occur, the tracking error system (11) can be represented as
eðkþ 1Þ ¼ AxðkÞ þ adðkÞBKðeðkÞ � geðkÞÞ � ArxrðkÞ þ DxðkÞ � BrrðkÞ
¼ ðAþ �adBKÞeðkÞ � �adBKgeðkÞ þ VeðkÞ þ ðadðkÞ � �adÞBKeðkÞ � ðadðkÞ � �adÞBKgeðkÞ
¼ Aþ ðadðkÞ � �adÞB

ð28Þ
where VeðkÞ ¼ ðA� ArÞxrðkÞ þ DxðkÞ � BrrðkÞ;A ¼ ðAþ �adBKÞeðkÞ � �adBKgeðkÞ þ VeðkÞ and B ¼ BKðeðkÞ � geðkÞÞ.
The following Corollary 1 and Corollary 2 can be derived by using the same method as the Theorem 2 respectively.

Corollary 1. For given k; �ad; �bd; c; d; h and r, the error system (27) is asymptotically stable under the condition of tracking
performance (12) if there are matrices X > 0 and Y such that
X̂ ¼
N̂11 � � �
N̂21 �X � �
N̂31 0 �X �
N̂41 0 0 �I

2
66664

3
77775 < 0 ð29Þ
where
N̂11 ¼
�X þ ðra� 1Þð�2dX þ d2IÞ � � �
0 �að�2dX þ d2IÞ � �
0 0 �c2I �
0 0 0 �2dX þ d2I

2
6664

3
7775;

N̂21 ¼ AX þ �bdBY � �bdBY I ð1� �bdÞBY
� �

;

N̂31 ¼ �uBY ��uBY 0 ��uBY½ �;
N̂41 ¼ GX �GX 0 0½ �
with �u ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
�bdð1� �bdÞ

q
; a ¼ k� 1� 1

h. j

In this case, the tracking controller gain can be computed by K ¼ YX�1.

Corollary 2. For given scalars k; �ad; �bd; c; d; h and r. The error system (28) is asymptotically stable under the condition of
tracking performance (12) if there exist matrices X > 0 and Y, such that
~X ¼
~N11 � �
~N21 �X �
~N31 0 �X

2
64

3
75 < 0 ð30Þ
where
312



J. Liu, Y. Dong, L. Zha et al. Information Sciences 612 (2022) 306–321
~N11 ¼
�X þ ðra� 1Þð�2dX þ d2IÞ � �
0 �að�2dX þ d2IÞ �
0 0 �c2I

2
6664

3
7775;

~N21 ¼ AX þ �adBY � �adBY I½ �;
~N31 ¼ �/BY ��/BY 0

� �

with �/ ¼ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

�adð1� �adÞ
p

; a ¼ k� 1� 1
h.j

In this case, the tracking controller gain can be obtained through K ¼ YX�1.

4. Numerical examples

In what following, two examples will be taken to verify the feasibility and usefulness of the presented theoretical results.

Example 1. . An F-404 aircraft engine system is taken as a simulation example to verify the proposed secure tracking control
method. As discussed in [46–48], the matrix parameters of F-404 aircraft engine system is
A ¼
1:4600 0 2:4280
0:1643 �0:4000 �0:3788
0:3107 0 �2:2300

2
64

3
75
By setting the sampling period as 1 s, the discretized nominal system matrices in (1) are shown as follows
A ¼
0:4529 �0:1000 1:3951
�0:1570 �0:5000 0:3603
�0:5800 0:0899 �1:0975

2
64

3
75;B ¼

�2
1
0

2
64

3
75;D ¼

0:3 0:2 0
0:4 0:5 0
0:1 0 1

2
64

3
75
The reference model (2) is expressed as
xrðkþ 1Þ ¼
�0:1 0:2 0
0 �0:24 0
0 0 �0:2

2
64

3
75xrðkÞ þ

�0:45 0 0
0 0:4 0
0 0 0:5

2
64

3
75rðkÞ
where the bounded reference input rðkÞ is chosen as
rðkÞ ¼
�1:6 sinð0:75� 0:4kÞ
�1:1 sinð0:65� 0:4kÞ
�0:8 sinð0:25� 0:4kÞ

2
64

3
75
The initial values are xð0Þ ¼ ½�0:9 0:6 0:8�T ; xrð0Þ ¼ ½0:2 � 0:1 0:3�T . The deception attacks is hðeðktÞÞ ¼ 0:1 sinð�0:4eðktÞÞ,
which can satisfy the condition of (6), where G ¼ diagf0:05;0:1;0:15g. Suppose that the disturbance

xðkÞ ¼ ½�0:5 sinð0:4kÞ 1:5 sinð0:4� 0:4kÞ � 0:8 sinð0:5� 0:4kÞ�T .
The occurence probability of cyber-attacks are set as �ad ¼ 0:85; �bd ¼ 0:9 and the H1 tracking performance index c ¼ 2:09.

For given r ¼ 0:7; h ¼ 2; k ¼ 0:9; d ¼ 0:1, from the LMI (23), we can obtain the following parameters
Y ¼ 0:0141 0:0277 �0:0472½ �;X ¼
2:8032 0:3025 �1:4048
0:3025 2:1457 0:3402
�1:4048 0:3402 1:2847

2
64

3
75
the controller gain is derived from (24)
K ¼ �0:0485 0:0355 �0:0992½ �

With the tracking performance index c, one can see from Fig. 2 that the state vector xðkÞ is well tracked on the reference

model xrðkÞ. To further illustrate the effectiveness of the proposed method, the response trajectory of tracking error eðkÞ is
shown in Fig. 3, which converge to a very small region around zero. Fig. 4 carries out the response of control input uðkÞ under
random cyber-attacks. Fig. 5 depicts the event-triggering instants and intervals, it is easy to see that the sampling releasing
instants decrease drastically after 5 times.

Example 2. . Consider the system (1) with parameters given as
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Fig. 2. State responses in Example 1.

Fig. 3. Tracking error eðkÞ in Example 1.
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A ¼ �0:1 0:1
0:2 �0:12

� �
;B ¼ 0

1

� �
;D ¼ 0 1

1 0

� �
and the parameters of reference model (2) is selected as
Ar ¼
�0:8 0
0 �0:8

� �
;Dr ¼

0 1
1 0

� �
Set the bounded reference input
rðkÞ ¼ �1:8 sinð0:25� 0:4kÞ
�1:8 sinð0:65� 0:4kÞ

� �
and the relevant parameters r; h; k and c are the same as the Example 1. The deception attacks is chosen to be
hðeðktÞÞ ¼ 0:1 sinð�0:4eðktÞÞ, where G ¼ diagf�0:1;0:5g.

Next, the validity of the results obtained will be illustrated with three related cases.

Case 1. Given the occurence probability of cyber-attacks are �ad ¼ 0:85; �bd ¼ 0:9 and c ¼ 2:00.
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Fig. 4. Control input uðkÞ under stochastic cyber-attacks in Example 1.

Fig. 5. The releasing instants and the releasing intervals under DETCA in Example 1.
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The following parameters can be obtained by solving the LMI (23) in Theorem 2
Y ¼ �0:0305 0:0051½ �;X ¼ 0:9769 �0:0041
�0:0041 0:3093

� �
According to (24), the controller gain is derived as
K ¼ �0:0312 0:0160½ �

Simulation results of are given in Fig. 6 - Fig. 9. The state vector xðkÞ and the tracking signal xrðkÞ are shown in Fig. 6,

which implies that the tracking signal is basically the same as the state response trajectory after twenty seconds. Fig. 7 dis-
plays the tracking error eðkÞ approaches zero gradually. Fig. 8 shows the response of control input uðkÞ under random cyber-
attacks. Fig. 9 indicates the releasing instants and intervals under DETCA.

Case 2. In this case, let adðkÞ ¼ 1; �bd ¼ 0:9 and c ¼ 1:81, which means that only deception attacks occur.
The following matrices can be obtained by Corollary 1
Y ¼ �0:0096 0:0052½ �;X ¼ 0:3843 �0:0111
�0:0111 0:3300

� �
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Fig. 6. State responses in Case 1.

Fig. 9. The releasing instants and the releasing intervals under DETCA in Case 1.
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In the light of (24), the following control gain can be obtained
K ¼ �0:0247 0:0148½ �

Fig. 10 depicts the trajectory of xðkÞ and the response of xrðkÞ. From Fig. 10, we observe that the state tracks the reference

state well. The eðkÞ variation curve is given in Fig. 11, which can gradually converge to a very small region near zero. It can be
concluded from Fig. 12 that only 23% signals are transmitted to the controller under the DETCA.

Case 3. In this case, set bdðkÞ ¼ 1; �ad ¼ 0:54, and c ¼ 0:45, which indicate that only DoS attacks appear.
We can get the following values by Corollary 2
Y ¼ �0:1774 0:1101½ �;X ¼ 4:0465 0:0173
0:0173 4:1156

� �
By calculating (24), the controller gain is given as
K ¼ �0:0440 0:0269½ �
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Fig. 7. Tracking error eðkÞ in Case 1.

Fig. 8. Control input uðkÞ under stochastic cyber-attacks in Case 1.

Fig. 10. State responses in Case 2.
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Fig. 11. Tracking error eðkÞ in Case 2.

Fig. 12. Control input uðkÞ and release intervals in Case 2.
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Through Fig. 13 and Fig. 14, the tracking error can be asymptotically stabilized in about 20 times after large fluctuations in
the early stage. Moreover, it is obvious from Fig. 15 that the DETCA reduces triggering data and then effectively lightens the
network burden.
5. Conclusions

In this paper, a security tracking controller for discrete-time NCSs has been investigated with DETCA and stochastic cyber-
attacks. In order to reduce the load of communication channel, the DETCA is introduced to adjust the amount of data trans-
mission based on the variation of tracking error. The threshold of the ETM is adjustable according to a dynamic pre-designed
condition. In addition, a novel model is presented that considers the influence of stochastic cyber-attacks. A security tracking
control strategy is proposed for the discrete-time NCSs when networked security is affected. Moreover, by means of Lya-
punov stability theory, a sufficient condition to guarantee the stability of the tracking error system and H1 tracking perfor-
mance is achieved, the controller gain is obtained by LMI technique. In the end, the correctness and feasibility of the
theoretical results has been verified by two simulation examples.

Our future directions mainly includes the tracking control problem for networked systems using the reinforcement learn-
ing algorithm, such as neural network algorithm and Q-learning algorithm.
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Fig. 13. State responses in Case 3.

Fig. 14. Tracking error eðkÞ in Case 3.

Fig. 15. Control input uðkÞ and release intervals in Case 3.
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