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Abstract
In this study, the security quantized control problem is investigated for
discrete-time Takagi-Sugeno (T-S) fuzzy systems with deception attacks based
on the multi-channel-enabled round-robin (MCERR) protocol. The MCERR
protocol breaks through the limitation in the well-known RR protocol where
only one signal can be transmitted at every turn. Under MCERR protocol, mul-
tiple transmission channels are put to use and a set of sensor nodes can gain
access to network. Considering the random deception attacks and the measure-
ment outliers, a new system model is established and a sufficient condition is
derived to ensure the stability of the discussed system. Furthermore, an outlier
resistant observer-based controller which can mitigate the impact of deception
attacks is developed. Besides, the concrete expressions of observer gains and con-
troller gains are obtained. Finally, the effectiveness of the proposed method can
be validated by simulation results.
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1 INTRODUCTION

Recent years have observed extensive attention in modeling and controlling the nonlinear complex systems by
Takagi–Sugeno (T–S) fuzzy model.1,2 The basic idea of T–S fuzzy model is to describe nonlinear complex systems by a
finite number of linear subsystems, which are fused with membership functions (MFs) by if-then rules.3 With the method
of the T–S fuzzy model, the nonlinear factors of control systems can be dealt with effectively. In the past few years, great
progress has been made in the study of T-S fuzzy system.4-7 For some nonlinear complex systems, such was the case with
the availability of state information to the controlled system may not be guaranteed. In view of this case, the appraisal
to the state variables is indispensable by employing fuzzy observers. Nowadays, observer-based output feedback control
problem has caused more widespread concern and fruitful results can be found by considerable research recently.8,9

For networked systems, the shared communication network is used as the transmission medium to realize the signal
transmission from sensor to controller and controller to actuator. With the widely application of network technologies,
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networked communication has exhibited distinctive merits such as low installation, high flexibility and easy maintenance.
However, a key obstacle of the networked communication is the limited networked bandwidth, which may induce data
collision and network congestion, and also can make significant degradation for system performance and even result
in system instability.10,11 In view of this, it is of vital importance to make rational and efficient use of limited network
resources. As such, various communication protocols have been used to manage information transmission. Common
communication protocols include RR protocol,12,13 stochastic communication protocol14 and weighted try-once-discard
(WTOD) protocol.15 Among them, RR protocol has received the most attention in practice due to its easy implementation
and predictability. Specifically, only one node is authorized to access the network in a fixed circular order at each time
under it. It should be mentioned that most of the existing results assume the signal transmissions based on RR protocol
are carried out over one transmission channel at each time instant.16-19 Multi-channel-enabled round-robin (MCERR)
protocol has not gained any attention yet in the investigation of networked systems, which motivates this work.

Besides of the constraint network-bandwidth in networked systems, the network security is another important issue
worthy of attention.20-22 The network openness and vulnerabilities make the networked system expose to malicious
attacks, which interfere the integrity and authenticity of the transmitted data during transmission aiming to destroy
the target system. With the hope of eliminating the negative impacts inducing by malicious attacks, several types of
malicious attacks to networked systems have been studied in depth including denial-of-service (DoS) attacks23-25 and
deception attacks.26-29 Compared with other attacks, deception attacks are difficult to detect because of their strong con-
cealment, which are launched to modify the transmitted signal intermittently and corrupt the real signal value. So far,
ever-increasing interest has been evoked on how to protect the networked system from the adverse impacts of deception
attacks. For example, robust asynchronous filtering method was been proposed in Reference 30 for discrete-time T-S
fuzzy complex dynamical networks with random coupling delays and deception attacks.30 In Reference 31, in the case
of spoofing attack and continuous packet loss, a security controller for sampled data fuzzy system is developed.31

In actual engineering, the sudden or large disturbances on the measurement output may be unavoidable, which
are called measurement outliers. These measurement outliers may be induced by multiple reasons, including operation
errors, sensor aging, sensor failures and unpredictable environmental disturbances. So far, the outlier detection methods
and anti-outlier control scheme have attracted increasing attention.32 In comparison with measurement noises, the unex-
pected measurement outliers may result in anomalous amplitude changes and degrade the performance of the observer.33

As a consequence, it is of enormous significance to checkout anti-outlier state estimation by eliminating/suppressing the
side effects induced by measurement outliers. Aiming at ease up the impact of measuring outliers and improve the accu-
racy of data, an effective approach is to introduce a particular saturation function into the design of the observers-based
controller.34,35 Such as, to mitigate the negative effects on estimation error for a class of T-S fuzzy delayed neural networks
with reaction-diffusion terms, a state estimator scheme is presented by introducing a saturation function.36 In Reference
37, a certain confidence dependent saturation function is used to reduce the side effects of measurement outliers on the
estimation error dynamics.37 In the case of measured outliers, the saturation function in Reference 38 is used in the Tobit
Kalman filter structure to constrain innovations contaminated by measured outliers.38 However, up to now, there are few
related reference results, and there is still a lot of research space for the outlier-resistant observer-based control for T-S
fuzzy systems, which also inspires our research.

In this paper, motivated by the above analysis, the outlier resistant observer-based security controller is devised for
one-class T-S fuzzy systems under the network constraints. The challenges to deal with the problem are as follows: First,
how to tackle the communication constraints and the fragile communication network? Second, how to scheme the outlier
resistant observer-based controller of the considered system subject to quantization, MCERR protocol and deception
attacks? These two challenges will be addressed in this paper. The main contributions can be summarized as follows:

1. The MCERR protocol and signal quantization are presented to reduce the networked transmission burden and improve
the performance of the augmented system. The quantized measurement outputs will be scheduled by the MCERR
protocol. under which a group of sensor nodes can be connected to the network simultaneously.

2. The quantization, MCERR protocol and the deception attacks are taking into consideration in establishing the
addressed closed-loop system model. A new outlier-resistant observer-based controller is designed to ensure the
stability of the addressed networked systems with communication constraints and deception attacks.

The reminder of this paper is organized as follows. Section 2 describes the outlier-resistant observer-based control
problem for one-class T-S fuzzy systems with network constraints and deception attacks. The main results of the paper
are presented in Section 3. Sections 4 and 5 give the simulation results and the conclusion to this paper, respectively.
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Notation: Rm stands for the m-dimensional Euclidean space, I is the identity matrix of appropriate dimensions and
0 represents the zero matrix of compatible dimensions. The superscript T stands for matrix transposition. The symbol
diag{… } represents a block-diagonal matrix and ∗ stands for the symmetric term in a symmetric block matrix. || ⋅ || is
the Euclidean norm of a vector and its induced norm of a matrix. mod(a, b)means the nonnegative remainder on division
of the integer a by the positive integer b.

2 PROBLEM DESCRIPTION

2.1 The T-S fuzzy system

Consider the following discrete-time networked T-S fuzzy system with s rules, and the ith rule is
Plant Rule i ∶
IF 𝜗1(k) is Mi1, 𝜗2(k) is Mi2, … , 𝜗l(k) is Mil,
THEN

{
x(k + 1) = Aix(k) + Biu(k)
y(k) = Cix(k), i = 1, … , s

(1)

where 𝜗(k) = [𝜗1(k), 𝜗2(k), … , 𝜗l(k)]T is the premise variable vector. Mij(j = 1, 2, … , l) is the fuzzy set. x(k) ∈ Rnx is the
state vector, u(k) ∈ Rnu is control input vector and y(k) ∈ R

ny is the measurement output, respectively. Ai,Bi and Ci are
known constant matrices with appropriate dimensions.

By operating the method of center-average defuzzifier, product inference, and singleton fuzzifier, the T-S fuzzy system
(1) can be represented as:

{
x(k + 1) =

∑s
i=1hi(𝜗(k))[Aix(k) + Biu(k)]

y(k) =
∑s

i=1hi(𝜗(k))Cix(k), i = 1, … , s
(2)

where hi(𝜗(k)) is the normalized membership which satisfies:

hi(𝜗(k)) =
∏l

j=1𝜚ij(𝜗j(k))
∑s

i=1
∏l

j=1𝜚ij(𝜗j(k))

with hi(𝜗(k)) ≥ 0,
∑s

i=1hi(𝜗(k)) = 1 and 𝜚ij(𝜗j(k)) is the grade of membership of 𝜗j(k) in Mij.

Definition 1. The nonlinearity 𝜑(⋅)Rn → Rn satisfies the sector interval [Ω1,Ω2] if

(𝜑(𝜀) − Ω1𝜀)T(𝜑(𝜀) − Ω2𝜀) ≤ 0,∀𝜀 ∈ R
n (3)

where Ω1,Ω2 ∈ Rn are real matrices, and positive-definite matrix Ω = Ω2 − Ω1 is true.

Assumption 1. The matrix Bi is column full-rank.

2.2 Logarithmic quantization

For networked systems with limited communication capacity, the quantization of sensor measurements is required before
transmission. It is evident that the system performance is significantly influenced by the quantization, which should be
taken into account. Similar to Reference 38, the logarithmic quantizer q(⋅) is modeled by Reference 39

q(y(k)) = [q1(y1(k)), q2(y2(k)), … , qny(yny(k))]
T
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the quantization levels for each q𝓁(⋅)(1 ≤ 𝓁 ≤ ny) is given as follows

℧𝓁 ∶=
{
±𝜖𝓁(i) ∶ 𝜖𝓁(i) = 𝜌i

𝓁𝜖𝓁(0), i = 0,±1,±2, …
}
∪ {0}(𝜖𝓁(0) > 0) (4)

where 𝜖𝓁(0) is a scaling constant. The logarithmic quantizer q𝓁(⋅) is formulated as

q𝓁(y𝓁(k)) =
⎧
⎪
⎨
⎪
⎩

𝜖𝓁(i),
1+𝜌𝓁

2
𝜖𝓁(i) ≤ y𝓁(k) ≤

1+𝜌𝓁
2𝜌𝓁

𝜖𝓁(i)

0, y𝓁(k) = 0
− q𝓁(−y𝓁(k)), y𝓁(k) < 0.

(5)

where 𝜌𝓁 ∈ (0, 1) is quantization density.
Using quantization approach in Reference 39, the signal q(y(k)) satisfies40

(q(y(k)) −H1y(k))T(q(y(k)) −H2y(k)) ≤ 0. (6)

Denoting H1 = diagny{2𝜌𝓁∕(1 + 𝜌𝓁)} and H2 = diagny{2∕(1 + 𝜌𝓁)}. Since 0 < 𝜌𝓁 < 1, one can get that 0 ≤ H1 ≤ I ≤ H2.
Then, q(y(k)) can be formulated as

q(y(k)) = H1y(k) + 𝜑(y(k)) (7)

where 𝜑(y(k)) is a nonlinear vector-valued function (see Definition 1) satisfying

𝜑(y(k))T(𝜑(y(k)) −Hy(k)) ≤ 0 (8)

with H = H2 −H1.

2.3 The description of communication network

In the considered nonlinear networked system, the quantized signal q(y(k)) will be transmitted through the channels of
the communication network. A MCERR protocol is implemented to avoid data collisions in signal transmission. Under
the MCERR protocol, more than one sensor data can access to the communication channel at each time, which improves
the utilization of network bandwidth resources and reduces the cost. In this mechanism, each sensor is assigned to several
sets and transmit all sensor measurements in a set equally at a time. Let F(k) be one of the sets, N be the number of
sensor nodes and F(k) ⊆ {1, 2, ...,N} be the group of active nodes which obtain the token at the instant k. That is to say,
the value of F(k) chooses which sensor nodes to be authorized to release packets. We assume that the number of sensor
nodes able to access the communication network at one instant is m and t is the least common multiple of N and m,
that is, t = [N,m]

m
.

F(k) = F(k + t) = {mod((k − 1) ∗ m,N) + 1, … ,mod((k − 1) ∗ m + (m − 1),N) + 1} (9)

where mod(a, b) refers to the nonnegative remainder on division of the integer a by the positive integer b.
In practice, the communication network in control systems is prone to attacks, which makes the signal q(y(k))probable

to be attacked in the transmission process. The attacker can destroy the data authenticity by injecting some deception
signals maliciously. Specifically, there exists a certain possibility that the wrong signal will be injected by the attacker. For
safety purposes, the deception attacks on sensor measurements should be taken onto account and eliminate the negative
effects on the controlled system.

Then, yi(k) subject to MCERR protocol and deception attacks can be modeled as

yi(k) =

{
qi(yi(k)) + 𝛼(k)g(x(k)), i ∈ F(k)
yi(k − 1), otherwise

(10)
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where g(x(k)) is the erroneous data denoted the injected deception attacks, which satisfies:

||g(x(k))||2 ≤ ||S ⋅ x(k)||2 (11)

where S is a given matrix of constants with appropriate dimensions.
The parameter 𝛼(k) is a random variable, it is assumed that 𝛼(k) satisfies:

{
Pr{𝛼(k) = 1} = 𝛼
Pr{𝛼(k) = 0} = 1 − 𝛼

(12)

where 𝛼 ∈ [0,1) is a given constant and Prob(𝛼(k) − 𝛼)2 = 𝛼(1 − 𝛼), obviously.
Define the following update matrix:

Φ
ℏ(k) =

∑

i∈F(k)
𝜓i (13)

in which

𝜓i = diag{𝛿(i − 1)I, 𝛿(i − 2)I, … , 𝛿(i − ny)I} (14)

where 𝛿(⋅) ∈ {0, 1} is the Kronecker delta function and ℏ(k) ∈ {1, 2, … ,n}. Then, the update strategy of the controller
input can be presented as:

y(k) = Φ
ℏ(k)(q(y(k)) + 𝛼(k)g(x(k))) + (I − Φℏ(k))y(k − 1) (15)

Remark 1. In (15), 𝛼(k) = 1 donates the erroneous g(x(k)) is successfully injected into y(k), which means
deception attacks occur. When 𝛼(k) = 0, it represents that the controller input y(k) is normal.

Remark 2. In the light of the characteristic of original RR protocol, the MCERR protocol is employed in this
article, which is a generalization formula of the original one. Specifically, under the implemented RR protocol,
the number of the transmitted signals are according to (9), which has made a breakthrough in the conventional
RR protocol that only one node can be accessable to the network. Therefore, the results we obtained will be
more general.

2.4 Outlier-resistant observed-based controller

For diminishing the adverse effect of abnormal innovation caused by measurement outliers, we employ a saturation
function in the observer-based controller structure, in which the saturation level can be decided based on the range of the
innovation. In this paper, a kind of outlier-resistant control strategy will be designed for networked system (1) under the
influence of the MCERR protocol and logarithmic quantization. The proposed outlier-resistant observer-based controller
is as follows:

Plant Rule i ∶
IF 𝜗1(k) is Mi1, 𝜗2(k) is Mi2, … , 𝜗l(k) is Mil,
THEN

⎧
⎪
⎨
⎪
⎩

x̂(k + 1) = Aix̂(k) + Biu(k) + Li,ℏ(k)𝜐(y(k) − ŷ(k))
ŷ(k) = Cix̂(k)
u(k) = Ki,ℏ(k)x̂(k), i = 1, … , s, ℏ(k) = 1, 2, … ,ny

(16)

where x̂(k) is the state estimate, Li,ℏ(k) and Ki,ℏ(k) are the observer gain and controller gain to be designed, respectively.
Define the saturation function 𝜐(⋅): R

ny → R
ny as 𝜐(𝜅) =

[
𝜐

T
1 (𝜅1) 𝜐

T
2 (𝜅2) ⋅ ⋅ ⋅ 𝜐T

ny
(𝜅ny)

]T and 𝜐
𝜄
(𝜅
𝜄
) ≜ sign (𝜅

𝜄
) min

{𝜅
𝜄,max, |𝜅𝜄|}, 𝜄 = 1, 2, … , ny, where 𝜅

𝜄,max is the 𝜄th element of 𝜅max which is used to represent the saturation level.
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Obviously, the defuzzied overall observer-based control law can be formulated as:

⎧
⎪
⎪
⎨
⎪
⎪
⎩

x̂(k + 1) =
∑s

i=1hi(𝜗(k))[Aix̂(k) + Biu(k) + Li,ℏ(k)𝜐(y(k)
−ŷ(k))]

ŷ(k) =
∑s

i=1hi(𝜗(k))Cix̂(k)
u(k) =

∑s
i=1hi(𝜗(k))Ki,ℏ(k)x̂(k)

(17)

Denote e(k) ≜ x(k) − x̂(k) as observation error. The dynamics of the error e(k) is easily derived:

e(k + 1) =
s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k)){Aie(k) − Li,ℏ(k)𝜐(y(k) − ŷ(k))} (18)

The linear part and the nonlinear part compose of the saturation function 𝜐(y(k) − ŷ(k)) in (17), that is,

𝜐(y(k) − ŷ(k)) = N1(y(k) − ŷ(k)) + 𝜙(y(k) − ŷ(k)) (19)

for the diagonal matrices N1 ∈ R
ny×ny and N2 ∈ R

ny×ny satisfying 0 ≤ N1 < I ≤ N2. For the nonlinear vector-valued
function 𝜙(⋅) above, it satisfies:

𝜙

T(y(k) − ŷ(k))[𝜙(y(k) − ŷ(k)) − N(y(k) − ŷ(k))] ≤ 0 (20)

where N = N2 − N1.

Remark 3. The measurement outliers refers to the contaminated sensor measurements which are induced by
multiple causes such as equipment damage, operation error and so on. The measurement outliers may lead
to abnormal updates and adversely make an negative impact on the system stability. As to the observer in this
paper, if the measurement outliers are in presence, the innovations will deviate from the normal ones and
affect the accuracy of the observer. As such, we try to design a new outlier-resistant observer-based controller
so as to block the outliers interference and ensure the accuracy of the estimation.

Remark 4. The specific saturation function 𝜐(⋅), which is adopted to tackle with anomalous data impact
caused by the measurement outliers, is introduced to offset the deviation and make the innovation constrained
in a controllable range. The outlier-resistant observer-based controller we designed is capable of reducing the
interference of outliers.

Remark 5. Although some secure control method for T-S fuzzy systems with limited networked resources
and cyber attacks can be found in the existing literature, the discussed problem in this paper is distinct
from these publications.16,23,30 In Reference 16, a secure control method for T-S fuzzy systems is proposed
under consideration of quantization and RR protocol. In References 23 and 30, for T–S fuzzy systems, the
authors discussed the secure control problem against cyber-attacks by introducing event-triggered schemes
to avoid waste of network resources. However, these existing methods can not be applicable when the mea-
surement outliers are in presence and multiple transmission channels are put to use. Different from these
references, in this paper, the multi-channel-enabled round-robin (MCERR) protocol is employed to deal
with the communication constraints and a new security outlier-resistant quantized control method is pre-
sented for T-S fuzzy systems under the MCERR protocol, which makes up for the shortcomings of previous
studies.

Let 𝜂(k) = [xT(k) yT(k − 1) eT(k)]T , the augmented system can be presented as following:

𝜂(k + 1) =
s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

{
⃗Aij,ℏ(k)𝜂(k) + ⃗Bi,ℏ(k)𝜑(y(k)) + 𝛼⃗Bi,ℏ(k)g(x(k))

+ (𝛼(k) − 𝛼)⃗Bi,ℏ(k)g(x(k)) + ⃗Di,ℏ(k)𝜙(y(k) − ŷ(k))
}

(21)

 10991239, 2023, 18, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/rnc.6919 by N

anjing U
niversity O

f, W
iley O

nline L
ibrary on [10/11/2023]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense
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where

⃗Aij,ℏ(k) =
⎡
⎢
⎢
⎢
⎣

Ai + BiKj,ℏ(k) 0 −BiKj,ℏ(k)

Φ
ℏ(k)H1Ci Γ(k) 0
Π31 Π32 Π33

⎤
⎥
⎥
⎥
⎦

,
⃗Bi,ℏ(k) =

⎡
⎢
⎢
⎢
⎣

0
Φ
ℏ(k)

− Li,ℏ(k)N1Φℏ(k)

⎤
⎥
⎥
⎥
⎦

,
⃗Di,ℏ(k) =

⎡
⎢
⎢
⎢
⎣

0
0

− Li,ℏ(k)

⎤
⎥
⎥
⎥
⎦

,

Π31 = Li,ℏ(k)N1(Cj − Φℏ(k)H1Cj),Π32 = −Li,ℏ(k)N1Γ(k),Π33 = Ai − Li,ℏ(k)N1Cj,Γ(k) = I − Φ
ℏ(k).

3 MAIN RESULTS

In this section, the sufficient condition for the asymptotic stability of the addressed T-S fuzzy systems will be analyzed in
Theorem 1. The proposed co-design method of controller gains and the observer gains will be shown in Theorem 2 which
can guarantee the desired system performance.

Theorem 1. For given scalars𝜇0 > 0,𝜇1 > 0 and 𝛼 ∈ [0, 1), controller gain matrices Li,r and Kj,r, the asymptotic
stability of the overall fuzzy system (21) can be achieved if there exist Pr > 0 for any r = 1, 2, ...,n, such that

Ξij,r =

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

Ξr
11 ∗ ∗ ∗ ∗ ∗
Ξi

21 −𝜇1I ∗ ∗ ∗ ∗
0 0 −I ∗ ∗ ∗
Ξj,r

41 Ξr
42 Ξr

43 −𝜇0I ∗ ∗
Ξij,r

51 Ξi,r
52 Ξi,r

53 Ξi,r
54 −Pr+1 ∗

0 0 Ξi,r
63 0 0 −Pr+1

⎤
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

< 0 (22)

where

Ξr
11 = −Pr + 𝜃TSTS𝜃,Ξi

21 = 𝜇1
HCi𝜃

2
,Ξj,r

41 = 𝜇0
NGj,r

2
,

Ξr
42 = 𝜇0

NΦr

2
,Ξr

43 = 𝜇0𝛼
NΦr

2
,Ξij,r

51 = Pr+1 ⃗Aij,r,Ξi,r
52 = Pr+1⃗Bi,r,

Ξi,r
53 = 𝛼Pr+1⃗Bij,r,Ξi,r

54 = Pr+1 ⃗Di,r,Ξi,r
63 =

√
𝛼(1 − 𝛼)Pr+1⃗Bi,r,

𝜃 =
[

I 0 0
]

,Gj,r =
[

ΦrH1Cj − Cj Γ(k) Cj

]

, r = ℏ(k).

Proof. See Appendix A.1. ▪

By reason of some nonlinear terms existing in (22), the nonlinear matrix inequality need to be converted to linear
matrix inequality (LMI). In the following, we will devote to overcome this issue and give the observer and controller gains
design method in Theorem 2.

Theorem 2. For given scalars 𝜇0 > 0, 𝜇1 > 0 and 𝛼 ∈ (0, 1), the asymptotic stability of the overall fuzzy system
(21) can be achieved if there exist Pr > 0 for any r = 1, 2, ...,n, such that

̃Ξij,r =

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

Ψr
11 ∗ ∗ ∗ ∗ ∗

Ψi
21 −𝜇1I ∗ ∗ ∗ ∗

0 0 −I ∗ ∗ ∗
Ψj,r

41 Ξr
42 Ξr

43 −𝜇0I ∗ ∗

Ψ
ij,r
51 Ψ

i,r
52 Ψ

i,r
53 Ψ

i,r
54 −Pi+1 ∗

0 0 Ψ
i,r
63 0 0 −Pi+1

⎤
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

< 0 (23)
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ZHA et al. 10923

where

Ψr
11 =

⎡
⎢
⎢
⎢
⎣

− Pr + STS ∗ ∗
0 − ̃Pr ∗
0 0 −Pr

⎤
⎥
⎥
⎥
⎦

, Ψi
21 =

[

𝜇1
HCi

2
0 0

]

,

Ψ
i,r
52 =

⎡
⎢
⎢
⎢
⎣

0
̃Pi+1Φr

− Yi,rN1Φr

⎤
⎥
⎥
⎥
⎦

,Ψi,r
41 =

[

𝜇0
N(ΦrH1Cj−Cj)

2
𝜇0

NΓ(k)
2

𝜇0
NCj

2

]

,

Ψ
ij,r
51 =

⎡
⎢
⎢
⎢
⎢
⎣

Υ
ij,r
11 0 −BiXj,r

Υi,r
21

̃Pi+1Γ(k) 0

Υ
ij,r
31 Υ

i,r
32 Υ

ij,r
33

⎤
⎥
⎥
⎥
⎥
⎦

, Ψ
i,r
53 =

⎡
⎢
⎢
⎢
⎣

0
𝛼
̃Pr+1Φr

−𝛼Yi,rN1Φr

⎤
⎥
⎥
⎥
⎦

,

Ψ
i,r
54 =

⎡
⎢
⎢
⎢
⎣

0
0

− Yi,r

⎤
⎥
⎥
⎥
⎦

, Ψ
i,r
63 =

⎡
⎢
⎢
⎢
⎢
⎣

0
√
𝛼(1 − 𝛼) ̃Pr+1Φr

−
√
𝛼(1 − 𝛼)Yi,rN1Φr

⎤
⎥
⎥
⎥
⎥
⎦

,

Υ
ij,r
11 = Pr+1Ai + BiXj,r,Υi,r

21 = ̃Pr+1ΦrH1Ci,Υ
ij,r
31 = Yi,rN1(Cj − ΦrH1Cj),

Υ
i,r
32 = −Yi,rN1Γ(k),Υ

ij,r
33 = Pr+1Ai − Yi,rN1Cj.

Moreover, the parameters of the controller in the form of (17) are

Li,r = (P
1
r+1)−1Yi,r,Ki,r = (P

1
r+1)−1Xj,r,P

1
r+1 = ViQ−1

i UiQiV T
i (24)

Proof. : See Appendix A.2. ▪

4 NUMERICAL SIMULATION

A tangible example will be pursued to illustrate the validity of the designed controller of the networked system under the
impact of the MCERR protocol and logarithmic quantization. Consider one-class nonlinear systems as described in (1),
and the corresponding system parameters are:

A1 =
⎡
⎢
⎢
⎢
⎣

−0.31 0.22 −0.32
−0.36 −0.51 0.14
0.26 0.36 0.11

⎤
⎥
⎥
⎥
⎦

, A2 =
⎡
⎢
⎢
⎢
⎣

− 0.22 0.21 −0.22
−0.35 −0.61 0.16
0.16 0.21 0.12

⎤
⎥
⎥
⎥
⎦

, B1 =
⎡
⎢
⎢
⎢
⎣

1.8 1 0.5
−0.3 1 0.2
−0.4 −0.3 1

⎤
⎥
⎥
⎥
⎦

,

B2 =
⎡
⎢
⎢
⎢
⎣

2 0.4 0.2
−0.2 1.3 0.3
−0.3 −0.5 1

⎤
⎥
⎥
⎥
⎦

, C1 =
⎡
⎢
⎢
⎢
⎣

0.6 0.4 0.4
0.3 1.8 0.4
0.3 0.3 0.7

⎤
⎥
⎥
⎥
⎦

, C2 =
⎡
⎢
⎢
⎢
⎣

0.6 0.4 0.4
0.3 0.7 0.4
0.3 0.3 0.7

⎤
⎥
⎥
⎥
⎦

, S =
⎡
⎢
⎢
⎢
⎣

0.5 0 0
0 0.1 0
0 0 0.1

⎤
⎥
⎥
⎥
⎦

,

H1 =
⎡
⎢
⎢
⎢
⎣

0.23 0 0
0 0.63 0
0 0 0.83

⎤
⎥
⎥
⎥
⎦

, H2 =
⎡
⎢
⎢
⎢
⎣

1.33 0 0
0 1.3 0
0 0 1.33

⎤
⎥
⎥
⎥
⎦

, N1 =
⎡
⎢
⎢
⎢
⎣

1 2.02 2.99
1.03 1 2.97
0.98 4.01 1

⎤
⎥
⎥
⎥
⎦

,

N2 =
⎡
⎢
⎢
⎢
⎣

−0.2 0.6 2.7
1 0 2.9
0 3 0

⎤
⎥
⎥
⎥
⎦

, h1(𝜗(k)) =
1 − sin2(||x1(k)||2)

2
, h2(𝜗(k)) = 1 − h1(𝜗(k)).

 10991239, 2023, 18, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/rnc.6919 by N

anjing U
niversity O

f, W
iley O

nline L
ibrary on [10/11/2023]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



10924 ZHA et al.

The nonlinear function g(⋅) is given by:

g(x(k)) = 0.1sin(2x(k))
[

1 1 1
]T
.

The saturation function 𝜐(y(k) − ŷ(k)) is described as follows.

𝜐(y(k) − ŷ(k)) = |y(k) − ŷ(k)|

The initial auxiliary offset variable of the deception attacks is given by 𝛼 = 0.2.
Then, by solving LMI conditions in Theorem 2, observer gain Li,r and controller gain Kj,r can be calculated as

L11 =
⎡
⎢
⎢
⎢
⎣

0.0232 −0.0100 −0.0048
−0.0107 0.0174 −0.0072
−0.0055 −0.0073 0.0242

⎤
⎥
⎥
⎥
⎦

, L21 =
⎡
⎢
⎢
⎢
⎣

0.0124 −0.0053 −0.0044
−0.0053 0.0091 −0.0006
−0.0054 −0.0021 0.0115

⎤
⎥
⎥
⎥
⎦

,

L12 =
⎡
⎢
⎢
⎢
⎣

0.0231 −0.0096 −0.0046
−0.0104 0.0176 −0.0066
−0.0053 −0.0068 0.0239

⎤
⎥
⎥
⎥
⎦

, L22 =
⎡
⎢
⎢
⎢
⎣

0.0231 −0.0096 −0.0046
−0.0104 0.0176 −0.0066
−0.0053 −0.0068 0.0239

⎤
⎥
⎥
⎥
⎦

,

L13 =
⎡
⎢
⎢
⎢
⎣

0.0232 −0.0099 −0.0043
−0.0105 0.0175 −0.0068
−0.0051 −0.0073 0.0246

⎤
⎥
⎥
⎥
⎦

, L23 =
⎡
⎢
⎢
⎢
⎣

0.0232 −0.0099 −0.0043
−0.0105 0.0175 −0.0068
−0.0051 −0.0073 0.0246

⎤
⎥
⎥
⎥
⎦

,

K11 =
⎡
⎢
⎢
⎢
⎣

0.1030 −0.0288 0.0206
−0.0288 0.1645 −0.0092
0.0206 −0.0092 0.1363

⎤
⎥
⎥
⎥
⎦

, K21 =
⎡
⎢
⎢
⎢
⎣

0.1073 0.0060 0.0361
0.0060 0.1308 0.0190
0.0361 0.0190 0.1611

⎤
⎥
⎥
⎥
⎦

,

K12 =
⎡
⎢
⎢
⎢
⎣

0.0993 −0.0446 0.0112
−0.0446 0.1577 −0.0119
0.0112 −0.0119 0.1267

⎤
⎥
⎥
⎥
⎦

, K22 =
⎡
⎢
⎢
⎢
⎣

0.0917 0.0008 0.0191
0.0008 0.1515 0.0148
0.0191 0.0148 0.1452

⎤
⎥
⎥
⎥
⎦

,

K13 =
⎡
⎢
⎢
⎢
⎣

0.0978 −0.0343 0.0190
−0.0343 0.1899 0.0060
0.0190 0.0060 0.1293

⎤
⎥
⎥
⎥
⎦

, K23 =
⎡
⎢
⎢
⎢
⎣

0.0972 −0.0063 0.0276
−0.0063 0.1515 0.0180
0.0276 0.0180 0.1435

⎤
⎥
⎥
⎥
⎦

.

Assume there exist three sensors and two different ones of them are picked every time which means they are divided
into three groups. Under the MCERR protocol, only one set will be authorized to transmit information through the com-
munication network at every moment in Table 1. The simulation results are given in Figures 1–5. From Figure 1, it can be
seen that the system state converges to zero, which indicates that the controller designed can stabilize the discussed sys-
tem. In Figures 2–4, three groups of system states and their observations are plotted. Finally, the errors between system
state and observer state are shown in Figure 5, which implies the observer has received wrong signals under deception
attacks and generated fluctuation partly. However, even though the errors stray from the original path slightly, it will
reach stability gradually.

T A B L E 1 Scheduling signal F(k) under the MCERR protocol.

k(time) 1 2 3 4 5 6 7 8 9 …

Sensor1 1 1 0 1 1 0 1 1 0 …

Sensor2 1 0 1 1 0 1 1 0 1 …

Sensor3 0 1 1 0 1 1 0 1 1 …
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ZHA et al. 10925

F I G U R E 1 State responses.

F I G U R E 2 Trajectories of state x1(k) and its observation.

F I G U R E 3 Trajectories of state x2(k) and its observation.
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10926 ZHA et al.

F I G U R E 4 Trajectories of state x3(k) and its observation.

F I G U R E 5 Trajectories of error responses e(k).

From the above simulation results, it is clear to see the closed-loop system can be stabilized effectively by the proposed
observer-based controller and the unmeasurable states can also be estimated by the observer at the same time. According
to these simulation results, the effectiveness and feasibility of the proposed method are illustrated.

5 CONCLUSION

In this paper, the outlier-resistant observer-based control problem for one-class T-S fuzzy systems under logarithmic quan-
tization, the MCERR protocol and deception attacks has been investigated. Relying on the quantization technique, the
data compression has been realized, which reduces the communication resource occupation. Based on the MCERR pro-
tocol and deception attacks, an observer-based control scheme is put forward for the discrete-time T-S fuzzy systems. By
introducing a special saturation function into the state observer, the influence of measurement outliers on measurement
accuracy is effectively alleviated. A sufficient condition and the outlier-resistant control method have been developed for
the stability of the argument system. Finally, a tangible example has been pursued to check the validity of the proposed
approach.
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ZHA et al. 10927

The future research direction includes designing a state estimator for nonlinear systems under new dynamic event
triggering mechanisms and scheduling protocols, as well as the influences of various factors such as network attacks,
signal saturation, and sensor failures.
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APPENDIX A

A.1 Proof of Theorem 1
Construct a Lyapunov–Krasovskii function as

V(k) = 𝜂T(k)Pr𝜂(k) (A1)
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Given that E{𝛼(k) − 𝛼} = 0, E{(𝛼(k) − 𝛼)2} = 𝛼(1 − 𝛼), take expectations of the difference ΔV(k) = V(k + 1) − V(k), we
get

E{ΔV(k)} = E{𝜂T(k + 1)Pr+1𝜂(k + 1) − 𝜂T(k)Pr𝜂(k)}

= E

{ s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k))

+ (𝛼(k) − 𝛼 + 𝛼)⃗Bi,rg(x(k) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

T

Pr+1

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k)) + (𝛼(k) − 𝛼 + 𝛼)⃗Bi,rg(x(k))

+ ⃗Di,r𝜙(y(k) − ŷ(k))
]

− 𝜂T(k)Pr𝜂(k)

}

= E

{ s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k))

+ 𝛼⃗Bi,rg(x(k) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

TPr+1

[
⃗Aij,r𝜂(k)

+ ⃗Bi,r𝜑(y(k)) + 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

+ (𝛼(k) − 𝛼)2(⃗Bi,rg(x(k))TPr+1⃗Bi,rg(x(k)) − 𝜂T(k)Pr𝜂(k)

}

= E

{ s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k))

+ 𝛼⃗Bi,rg(x(k) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

TPr+1

[
⃗Aij,r𝜂(k)

+ ⃗Bi,r𝜑(y(k)) + 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

+ 𝛼(1 − 𝛼)(⃗Bi,rg(x(k))TPr+1⃗Bi,rg(x(k)) − 𝜂T(k)Pr𝜂(k)

}

In light of (8), (20), (21), (A1), and (A2), we can further derive that

E{ΔV(k)} ≤ E

{ s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k))

+ 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

TPr+1

[
⃗Aij,r𝜂(k)

+ ⃗Bi,r𝜑(y(k)) + 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

+ 𝛼(1 − 𝛼)(⃗Bi,rg(x(k))TPr+1⃗Bi,rg(x(k)) − 𝜂T(k)Pr𝜂(k)
− 𝜇0𝜙

T(y(k) − ŷ(k))𝜙(y(k) − ŷ(k)) + 𝜇0𝜙
T(y(k) − ŷ(k))

N(y(k) − ŷ(k)) − 𝜇1𝜑
T(y(k))𝜑(y(k)) + 𝜇1𝜑

T(y(k))Hy(k)

− gT(x(k))g(x(k)) + xT(k)STSx(k)

}

= E

{ s∑

i=1

s∑

j=1
hi(𝜗(k))hj(𝜗(k))

[
⃗Aij,r𝜂(k) + ⃗Bi,r𝜑(y(k))

+ 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]

TPr+1

[
⃗Aij,r𝜂(k)

+ ⃗Bi,r𝜑(y(k)) + 𝛼⃗Bi,rg(x(k)) + ⃗Di,r𝜙(y(k) − ŷ(k))
]
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+ 𝛼(1 − 𝛼)gT(x(k)⃗B
T
i,rPr+1⃗Bi,rg(x(k)) − 𝜂T(k)Pr𝜂(k)

− 𝜇0𝜙
T(y(k) − ŷ(k))𝜙(y(k) − ŷ(k)) + 𝜇0𝜙

T(y(k) − ŷ(k))
N(Gj,r𝜂(k) + Φr𝜑(y(k)) + 𝛼Φrg(x(k)))
− 𝜇1𝜑

T(y(k))𝜑(y(k)) + 𝜇1𝜑
T(y(k))HCi𝜃𝜂(k)

− gT(x(k))g(x(k)) + 𝜂T(k)𝜃TSTS𝜃𝜂(k)

}

(A2)

According to schur complement, it can be concluded that

E{ΔV(k)} ≤ 𝜉T(k)
(

Σij,r + Ξij,r
5

T
P−1

r+1Ξ
ij,r
5 + Ξi,r

6
T

P−1
r+1Ξ

i,r
6

)

𝜉(k) < 0 (A3)

where

Σij,r =

⎡
⎢
⎢
⎢
⎢
⎢
⎣

Ξr
11 ∗ ∗ ∗
Ξi

21 −𝜇1I ∗ ∗
0 0 −I ∗
Ξj,r

41 Ξr
42 Ξr

43 −𝜇0I

⎤
⎥
⎥
⎥
⎥
⎥
⎦

,

Ξij,r
5 =

[

Ξij,r
51 Ξi,r

52 Ξi,r
53 Ξi,r

54

]

,Ξi,r
6 =

[

0 0 Ξi,r
63 0

]

,

𝜉

T(k) =
[

𝜂

T(k) 𝜑

T(y(k)) gT(x(k)) 𝜙

T(y(k) − ŷ(k))
]

.

Obviously, ΔV(k) < 0 holds from (22). This completes the proof.

A.2 Proof of Theorem 2
Set Pr = diag{Pr, ̃Pr,Pr}. Then, (22) is equivalent to the following inequality:

Ξij,r =

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

Ξr
11 ∗ ∗ ∗ ∗ ∗
Ξi

21 −𝜇1I ∗ ∗ ∗ ∗
0 0 −I ∗ ∗ ∗
Ξj,r

41 Ξr
42 Ξr

43 −𝜇0I ∗ ∗
Ψij,r

51 Ψi,r
52 Ψi,r

53 Ψi,r
54 −Pr+1 ∗

0 0 Ψi,r
63 0 0 −Pr+1

⎤
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

< 0 (A4)

where

Ψij,r
51 =

⎡
⎢
⎢
⎢
⎣

Υij,r
11 0 −Pi+1BiKj,r

Υi,r
21

̃Pi+1Γ(k) 0
Υij,r

31 Υi,r
32 Υij,r

33

⎤
⎥
⎥
⎥
⎦

, Ψi,r
52 =

⎡
⎢
⎢
⎢
⎣

0
̃Pi+1Φr

− Pi+1Li,rN1Φr

⎤
⎥
⎥
⎥
⎦

,

Ψi,r
53 =

⎡
⎢
⎢
⎢
⎣

0
𝛼
̃Pr+1Φr

− 𝛼Pi+1Li,rN1Φr

⎤
⎥
⎥
⎥
⎦

, Ψi,r
54 =

⎡
⎢
⎢
⎢
⎣

0
0

− Pi+1Li,r

⎤
⎥
⎥
⎥
⎦

,

Ψi,r
63 =

⎡
⎢
⎢
⎢
⎣

0
√
𝛼(1 − 𝛼) ̃Pr+1Φr

−
√
𝛼(1 − 𝛼)Pi+1Li,rN1Φr

⎤
⎥
⎥
⎥
⎦

, Υij,r
11 = Pr+1Ai + Pr+1BiKj,r,

Υi,r
21 = ̃Pr+1ΦrH1Ci,Υij,r

31 = Pi+1Li,rN1(Cj − ΦrH1Cj),
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Υi,r
32 = −Pi+1Li,rN1Γ(k),Υij,r

33 = Pr+1Ai − Pi+1Li,rN1Cj.

Note that the singular value decomposition (SVD) for Bi ∈ Rm×n with the full rank matrix is Bi = Oi

[
Qi
0

]

V T
i , in which

OT
i Oi = I and V T

i Vi = I. By using lemma 1 in Reference 22, one can get that there exists P
1
r+1 = ViQ−1

i UiQiV T
i satisfying

Pr+1Bi = BiP
1
r+1, where Pr+1 = Oi

[
Ui 0
0 Wi

]

OT
i .

Replace Pr+1Bi with BiP
1
r+1 and define Yi,r ≜ Pr+1Li,r and Xj,r ≜ P

1
r+1Kj,r, then (23) can be derived from (A4). This

concludes the proof.
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