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Software-Defined Event-Triggering Control for
Large-Scale Networked Systems Subject to
Stochastic Cyberattacks

Yan Li“, Feiyu Song *““, Jinliang Liu

Abstraci—In large-scale networked control systems
(NCSs), an important issue is how to guarantee the sys-
tem performance under the limited network bandwidth
and stochastic cyberattacks. Centralized event-triggering
mechanisms (ETMs) are now regarded as a desirable so-
lution to ease the bandwidth pressure, but the applica-
tion in large-scale NCSs is constrained by overall man-
agement complexity. In this article, we will first propose
a software-defined centralized ETM to cost-efficiently con-
duct an event-triggering decision based on global system
states to ensure system transmission performance. Then,
by taking deception attacks, which can hardly be detected
and pose serious threats to NCSs into account, we study
a secure control problem over a large-scale NCS with the
presented centralized ETM. The considered deception at-
tacks compromise controller-to-actuator channels, and the
specific behaviors of the attacks on different channels are
depicted by different Bernoulli processes. To solve the
problem, a formal model of the envisioned large-scale sys-
tem is established, the sufficient conditions that achieve
the uniformly ultimately bounded stability of the formulated
system are analyzed, and then the controller gains are
designed accordingly. The effectiveness of the proposed
approach is finally validated by an illustrative example.

Index Terms—Centralized event-triggering mechanisms
(ETMs), deception attacks, large-scale networked control
systems (NCSs), software-defined networking (SDN), uni-
formly ultimately bounded (UUB).
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[. INTRODUCTION

VER the past few decades, networked control systems
(NCSs) have attracted considerable attention with the de-
velopment of communication technology [1], [2], [3]. Compared
with traditional control systems, system components in NCSs,
such as sensors, controllers, and actuators, are interconnected
by wired or wireless networks rather than point-to-point links.
This offers advantages in easing installation, maintenance, and
adjustment, as well as improving flexibility, reliability, and
scalability [4], [5], [6]. The merits enable extensive applications
of NCSs in diverse areas. Meanwhile, the scale of NCSs is
continuously expanding with the growing maturity of compo-
nent techniques and increasing complexity of system tasks, and
consequently, multiple subsystems are being placed in one NCS.
The large-scale NCSs composed of a number of subsystems
have been successfully utilized to model many physical systems,
e.g., urban transportation systems [7], electrical power sys-
tems [8], and digital communication systems [9], [10]. Despite
the prevalence of large-scale NCSs, some challenges still exist
in practical applications. One of the important issues is how
to effectively utilize the limited network bandwidth so as to
guarantee the system performance by designing appropriate data
transmission mechanisms. To this end, event-triggering mech-
anisms (ETMs) are gaining extensive research attention (see,
e.g., [11], [12], and [13]). By employing ETMs, the sampled
data can be transferred only, while the predefined condition is
satisfied, which significantly reduces the redundant data trans-
mission.

The existing ETMs designed for large-scale NCSs can be
mainly classified into two types: 1) decentralized ETMs and
2) centralized ETMs. For the first type of mechanism, whether
the sampled data from each distributed sensor can be released
into the communication network is independently decided based
on the local state of its affiliated subsystem, so it is avoided
to collect the global state of the system with considerable
complexity. Up to now, abundant research on decentralized
ETMs has been presented [14], [15], [16]. For instance, the dy-
namic output feedback control problem over large-scale systems
based on the decentralized ETM was studied in [14]. In [15],
an asynchronous-sampling-based decentralized ETM was pro-
posed for switched large-scale systems with network delay
and disturbance. However, in these schemes, the synchronized
measurements among sensing nodes are generally required, and
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an event detector needs to be deployed at each sensor, which
inevitably incurs additional implementation cost. For the second
type of mechanism, whether the sampled data in each subsystem
can be transmitted is determined by a central event detector
based on the predesigned global-state-dependent triggering con-
dition, and then, the synchronization among sensors can be
achieved naturally. Du et al. [17] proposed a centralized ETM
to settle the leader-following consensus problem for multiagent
systems with general dynamics. The synchronization problem
for Markovian switching complex networks with noise and
unknown transitional rates was exploited by applying the cen-
tralized ETM in [18]. Nevertheless, the management complexity
in centralized ETMs is increasing with the expansion of system
scale, which will limit the application of such mechanisms in
large-scale NCSs.

As an emerging technology, software-defined networking
(SDN) can just mitigate the discussed dilemma of centralized
ETMs in large-scale NCSs. SDN is a networking paradigm
that decouples the control plane from the data plane so as to
significantly reduce the network management complexity. If the
SDN-based centralized ETM is enabled, state messages gener-
ated by subsystems will be forwarded to an SDN controller via
a dedicated channel; then, the controller will make a centralized
decision on the delivery of the sampled data and notify each
subsystem about the decision. Given that such control of the
“events” generation is separated with a physical data plane, the
scalability of the SDN-based centralized ETM can be ensured.
Recently, considering the desirable properties of SDN, many
research works have been conducted to integrate SDN with
cyber-physical systems (CPSs) and then efficiently realize var-
ious functional requirements. For example, a discussion on the
trends, challenges, and opportunities in software-defined CPSs
was presented in [19]. To optimize the task scheduling in CPSs,
SDN technology was adopted in [20] to realize an integrated
control center so as to dynamically adjust the task scheduling
strategy. Wang et al. [21] proposed an efficient SDN-based
handover authentication scheme for mobile edge computing
in CPSs to deal with the problems in security provisioning.
In [22], a blockchain-empowered distributed software-defined
CPS framework was designed to realize consensus and dis-
tributed resource management. However, to the best of our
knowledge, none of the existing studies focus on incorporating
SDN into NCSs to efficiently enable the centralized ETM, which
greatly motivates the consideration of this article.

During the practical application of large-scale systems, an-
other critical challenge is how to effectively defend against
stochastic cyberattacks considering the openness of the commu-
nication network. Various attacks launched by adversaries will
largely degrade system performance and even lead to system
paralysis [23], [24], [25], [26]. Among these are deception
attacks, which are acknowledged as a typical type of attack that
seriously threatens the data integrity by injecting false data into
original signals. To enhance the security of NCSs subject to de-
ception attacks, a lot of research attention has been devoted [27],
[28]. Focusing on large-scale NCSs, it is demanding to consider
asynchronous deception attacks, which means that the commu-
nication network is divided into multiple channels, each of which

is independently compromised by different deception attacks.
Under the scenario of asynchronous deception attacks, Sun
et al. [29] discussed the control problem for a class of network-
based state-dependent uncertain systems. For multiagent sys-
tems with multiple channels, the sampled-based consensus issue
was studied under deception attacks in [30]. The aforementioned
works are all concerned with deception attacks occurring on
sensor-to-controller channels, but the communication channels
between controllers and actuators are also vulnerable to decep-
tion attacks. Based on the consideration of deception attacks
that occur on controller-to-actuator channels, the synchroniza-
tion control for multiagent systems was studied in [31], while
the secure synchronization method was designed for coupled
complex networks with nonlinearity in [32]. Nevertheless, the
exploration to the issue of centralized event-triggering control
for large-scale NCSs with asynchronous deception attacks that
happened on controller-to-actuator channels is rarely presented,
which is another motivation of this study.

In this article, under the scenario that the communication
network is bandwidth limited and at the risk of asynchronous
deception attacks, we will study how to design decentralized
controllers under the SDN-based centralized ETM to enhance
the transmission performance and security of large-scale NCSs.
The major contributions of this article can be listed as follows.

1) A system architecture that integrates SDN with a large-
scale NCS is built to support the efficient and scalable
realization of a centralized ETM with three phases, i.e.,
state collection, execution of event-triggering algorithm
(ETA), and decision notification.

2) Over the SDN-enabled large-scale NCS, by quantitatively
and differentially evaluating the state fluctuation of each
subsystem, a specific centralized ETA is proposed to
guarantee the system performance under the limited com-
munication bandwidth.

3) Based on the proposed ETM and taking asynchronous
deception attacks into consideration, the model of the
large-scale NCS is established to give a formal description
to the studied problem.

4) The sufficient conditions for the stability of the formu-
lated system are analyzed, and then a design method for
the secure controllers is presented.

The rest of this article is organized as follows. Section II
describes the proposed SDN-enabled large-scale NCS archi-
tecture for enabling the centralized ETM, and the basic model
of the envisioned system. In Section III, a centralized ETA
is first designed, which is followed by the formulation of the
studied secure control problem and some preliminaries. The
solution to the formulated problem is presented in Section IV.
An illustrative example is provided in Section V to verify the
effectiveness of this article. Finally, Section VI concludes this
article.

[I. SYSTEM ARCHITECTURE AND MODEL

In this section, we first propose a system architecture that
integrates SDN with a large-scale NCS to efficiently support
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Fig. 1. SDN-enabled large-scale NCS architecture.

the centralized ETM. Then, the basic model of the considered
large-scale NCS is formally introduced.

A. Architecture of the SDN-Integrated Large-Scale NCS

The proposed SDN-enabled large-scale NCS architecture is
shown in Fig. 1, which is composed of two planes, i.e., data
plane and control plane. The data plane consists of an NCS with
N subsystems, each of which is denoted by 5; (1 <i < N),
and the sensor, controller, and actuator are included in each
Si. A multichannel communication network is employed to
undertake the data transmission between each pair of controllers
and actuators, and the network is envisioned to suffer from
asynchronous deception attacks. To be specific, the channel ¢
served for .S; will be independently compromised by a deception
attack, which is referred to as D A;. Furthermore, whether the
sampled data of sensors are released into the communication
network is decided by a centralized ETA conducted in the control
plane, so the sensors are important components connecting the
data plane and the control plane.

For the practical communication between the two planes,
the standard SDN southbound protocol should be adopted. In
the proposed architecture, the Sensor OpenFlow (SOF) pro-
tocol [33], which is a modification of the most popular SDN
protocol, i.e., OpenFlow protocol, is employed to support the
communication between the sensors and the control plane. Then,
in the architecture, we have the following.

1) For each sensor, a compatible SOF interface (switch) is
equipped to send state information of the correspond-
ing subsystem to the SDN controller, as well as a re-
ceive decision made by the centralized ETA via SOF
channel.

2) For the SDN controller, given that it is realized with a
focus on enabling the centralized ETM, a specific Open-
Flow controller, such as NOX, POX, FloodLight, and
Trema [34], is deployed in the control plane. It will be
responsible for collecting state information of subsystems
from IV sensors (such information is used to conduct the
centralized ETA) and sending decision messages (such

messages are generated based on the centralized ETA) to
each of the sensors via OpenFlow interface.

Remark 1: Based on the SDN-integrated architecture, the
envisioned centralized ETM will be implemented within three
phases: the SDN controller first collects the state of each subsys-
tem; then, the centralized ETA (which will be designed shortly)
is conducted to make an event-triggering decision; and the
decision is finally conveyed to all the sensors for notifying them
whether the sampled data can be released into the communi-
cation network. In such a process, the communication between
sensors and the SDN controller (see dotted lines) is independent
of the signal transmission in the physical system (see solid lines)
and, thus, the management cost introduced by the centralized
ETM can be controlled validly.

Remark 2: In the designed architecture, the SDN controller
is realized with the aim of cost-efficiently supporting the central-
ized ETM and, thus, only the data plane and the control plane
are considered. Actually, the SDN controller can also under-
take many other tasks, such as bandwidth allocation, system
monitoring, and intrusion detection. Under a multitask scenario,
an application plane can be further constructed to promote the
extension of the control plane so as to provide diverse services.

B. Basic System Model

Based on the above introduced system architecture, the basic
model of the considered large-scale NCS in the data plane is
given as [35] and [36]

z(t) = Ax(t) + Bu(t) + g(t, z(t)) + f(t, z(t),u(t)). (1)

The system is composed of N subsystems, and each .S; (1 <
i < N) is formulated as

where z;(t) € R™ and w;(t) € R™: are the state vector and
the control input of S5;, respectively; A; and B; are constant
matrices of appropriate dimensions; and g; : R x R™ — R"™
indicates the uncertainty of the structure of S; and is
independent of other subsystems. Therefore, in (1), z(t) =
(2] (1), (0),..ak ()T and w(t) = [uf (1), ud (1), ...
u’ (t)]T denote the state vector and the control input of the whole
system, respectively; obviously, x(¢) € R™ and u(t) € R™,
wheren = >N  myandm = SN my; f iR x R? x R™ —
R™ represents the coupled interconnection function; and
A =diag{A;, Ay, ..., An}, B =diag{By, Bs,...,By}, and
gt 2(t)) = g7 (t,1(8)), 93 (t22(2) .. gy (8, 2 (D))
Assumption 1 (See [36]): We suppose that the structured
uncertainty g; (¢, z;(t)) satisfies
Igs(t, () [IP<|| Giwa(t) |7 V(£ 24(t)) € RXR™ (3)

where G; € R™*™_Then, for the decoupled nonlinear function
g(t, z(t)), we obtain

I g(t,2()) II°<]| G (t) |I?

LGyl

V(t,z(t)) ER xR"  (4)
where G = diag{G1, Ga, ..
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Assumption 2 (See [37]): For the coupled nonlinear function
f(t,z(t),u(t)), we assume that

| £t (), u(®) [P<]| Fra(t) |* + || Faut) 2 (5)
where F; € R™*™ and Fy € R™*™,

Ill. PROBLEM FORMULATION

Over the considered SDN-integrated large-scale NCS, the
centralized ETM can be supported in a cost-efficient manner,
so we first dedicate to propose a novel centralized ETA in this
section. Then, by further taking asynchronous deception attacks
into consideration, the formulation of the studied secure control
problem is presented.

A. Dynamic Weighted Centralized ETA (DWC-ETA)

In centralized ETMs, the full states of the system will be
collected and centrally measured. Then, a typical centralized
ETA can be described as follows [38]:

[z(tkh + jh) — z(txh)|| = T (6)

where h is a constant sampling period; t; h denotes the latest trig-
gering instant, while th + jh represents the current sampling
instant; z(t;h) and x(t,h + jh) indicate the latest transmitted
data and the current sampling data, respectively; and I" > 0
is a given threshold. In the algorithm, the norm of the state
fluctuation of the whole system is calculated; then, an “event”
is generated if the value exceeds I'. However, the contributions
of each subsystem for the event-triggering decision cannot be
explicitly differentiated. Actually, it is desirable to give higher
weights for the subsystems with a larger state fluctuation in (6)
to accelerate the system transient process.

Inspired by this and considering ||z (txh + jh) — z(txh)|]? =
Zf\il l|lzi(teh + jh) — z;(txh)||?, we then propose a DWC-
ETA based on (6), i.c.,

N
Zai(t)”l‘i(tkh + jh) — zi(tph)]|? > v 7)
=1

where vy = %2 is the predesigned threshold while o; (¢) (1 < i <

N)is the normalized weight assigned for .5;, and it will vary with

the change of the state of \S;, specifically, «; (t) = % and
i=1 94 (0
0;(t) is defined as
5i(t) = 5£ 4 5?6*771‘H%(tkthjh)*wi(tkh)H’l (8)

in which 6!, 6%, and 7; are the given positive parameters. Ap-
parently, 55 < 0;(t) < 55 + o £ §, and, thus, Z]éﬁ 5 £ <
ai(t) < 1. -

Remark 3: In (8), 0;(t) is a state-dependent function, i.e., the
value of 9;(¢) is calculated based on the norm of the state differ-
ence between the current sampled data x; (¢, h + jh) and the lat-
esttransmitted data z; (¢ h). The greater the quantitative value of
the difference, the larger the value of 9;(¢). The parameter ¢;* can
be adjusted to vary the proportion of ||z; (txh + jh) — z;(txh)|]
in (8), while n; denotes the gradient of the exponential function.

Remark 4: For the proposed DWC-ETA, if «;(t) is set to
be +, then (7) is reduced to ||z(txh + jh) — z(tyh)|*> > T2,
which is equivalent to the centralized ETA described in (6).
Otherwise, if «;(t) € [0, 1], the sampled data in each S; can be
transmitted only, while the condition depicted by (7) is satisfied.

On the basis of the introduced DWC-ETA, the next triggering
instant tx 1 h can be written as

N

tgr1h = tih + min {jh| Z o (t) |l (th + jh)
i=1

— zi(teh)|? 27}- )

Then, the control input of S; (1 < ¢ < ) can be described as
follows:

’U,Z(t) = Kzil(tkh), te [tkh7tk+1h) (10)

where K; is the controller gain matrix.
For convenience of analysis, the time interval II(¢;) =
[tih, try1h) is divided into [ps(t;) subintervals as follows:

Ao(tg) = [teh,txh + h)

Ay(tr) = [txh + Lh, tgh + 1h + h) (11)
Apyr ey () = [teh + Iar (tr) Ryt h)
where ZM(tk) = tk—i—l — tk- —1 and [ = 1,2,. . .,ZM(tk») — 1.

Thus, we have TI(t;) = Ufjigt’“)/\d(tk). We then define two
piecewise functions

t—tph, t€ Ao(tk)
t—tprh—h, te Al(tk)
T(t) = 1. (12)
t—tph — ZM(tk)h, te AlM(tk)(tk)
0, te Ao(tk)
mi(tkh) —xzi(tkh+h), te€ A (tk)
ei(t) = .
xi(tkh) — mi(tkh + lM(tk)h), t e AlM(tk)(tk)~

13)

Obviously, 0 < 7(t) < h.
According to the above two functions, x;(t;h) can be de-
scribed as

zi(tph) = zi(t — 7(1)) +ei(t), t€(ty).  (14)
Then, the DWC-ETA described by (7) can be rewritten as
N
> ai®)(les®*) = . (15)
i=1

Combining (10) and (14), the control input of S; (1 < i < N)
can be reexpressed as

wilt) = Kilos(t = 7(0) + ex(0)], ¢ €T(t).  (16)
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Remark 5: Although the centralized ETM is proposed to
efficiently reduce network load based on the constructed SDN-
integrated architecture, the control method designed for the
system is decentralized, i.e., a dedicated controller is equipped
ineach S; (1 < ¢ < N),as shownin Fig. 1. The reason is that the
high computation complexity of the centralized controller design
for large-scale NCSs can hardly be decreased even under the
SDN paradigm. Such a centralized-ETM-based decentralized
control pattern for NCSs has been presented in existing research,
e.g., [39] and [40], which validates the feasibility of our work.

B. Formulation of the Considered Secure Control
Problem

Given that the controller-to-actuator communication channels
are assumed to be compromised by asynchronous deception
attacks, the actual signals arrived at actuators cannot be di-
rectly depicted by (16). Thus, we then take deception attacks
into account to formulate the secure control problem over the
large-scale NCS with the proposed DWC-ETM.

Under stochastic deception attacks, the control input of .S;
(1 < ¢ < N) can be represented as

;(t) = Bi(t)hi(ui(t)) + (1 — Bi(t))ui(t)
in which h; (u;(t)) indicates the energy-bounded deception sig-
nal, 3;(t) € {0,1} is a Bernoulli variable with Prob{/;(t) =
1} = B; (i.e., Prob{B;(t) = 0} = 1 — 3;), and B;(t) = 1 de-
notes that .9; is attacked by D A; and vice versa.

Assumption 3: The function of the randomly occurring D A;
(1 <i<N),ie., hi(z()), is assumed to satisfy

1hi ()| < [ Hiz()|

where H; is a known constant matrix representing the upper
bound of the nonlinearity.

Based on (16) and (17), the basic system model described in
(1) can be augmented as

#(t) = Ax(t) + B() Bh(u(t)) + (1 = B(t)) BK [2(t — 7(1))
+e(t)+g+f, tellty) (19)

where  h(u(t)) = (AT (ur (1)), B (us (1)), ..., Ky (uns (£))]
B(t) = diag{B1(t), Ba(t), ... Bn (1)}, @it — 7(t)) = [af (t -
(1), 23 (t = 7(1), .. an(t — 7(1)]", e(t) = [e] (t),e5 (1),
ek @), K = diag{K1,Ks,...,Kn}, and g and f are,
respectively, used to represent g(¢,x(t)) and f(¢,x(t),a(t))
for brief description. Then, the studied problem is to design
appropriate controllers so as to guarantee the stability of the
system formulated in (19).

Remark 6: In the existing research, deception attacks con-
sidered over NCSs are mainly categorized into two types ac-
cording to their occurred positions, i.e., the deception attacks
occurred on the sensor-to-controller network and the deception
attacks occurred on the controller-to-actuator network. For the
former, the system state signal will be maliciously modified,
and then, the control signal will be changed accordingly. For
the latter, the control signal will be directly tampered, which is,
thus, more general than the first type while studying the secure
control issue over NCSs. Therefore, we take the second type of

a7

(18)

deception attacks into account in this article. Certainly, a more
general/complicated scenario is that both types of deception at-
tacks are considered simultaneously, which motivates our future
work on the security control for large-scale NCSs under the
complicated scenario.

Remark 7: Given that the probability of deception attacks
can be obtained by monitoring attack target, we use Bernoulli
variables to depict the occurrence of the considered deception
attacks. Furthermore, norm-bounded functions h; (.) are adopted
to model deception signals since the energy-bounded signals
can enhance the concealment of attacks. The effectiveness of
the presented model for deception attacks has been illustrated in
many studies [28], [41].

At the end of the section, we would like to give the following
definition and lemma to derive the main results.

Definition 1 (See [42]): For any initial value of x(t), the for-
mulated system (19) is said to be uniformly ultimately bounded
(UUB) if there exist positive constants € and T'(z(t), €) such that
lx(t)]| < €forVt > T(z(t),e).

Lemma 1 (See [43]): Given a time-varying function 7(¢)
(t € [0, h)), for any constant matrices R € R andU € R™*"

satisfying ;;] > 0, the following inequality holds:
t
- h/ 7 (s)Ri(s)ds
t—h
—-R * *
<x'(t)|R-UT —2R+U+UT « |x(t) (20
ur R-UT -R

where x(t) = [27(t), 27 (t — 7(t)), 2T (t — h)} !

IV. MAIN RESULTS

In this section, the sufficient conditions to guarantee the UUB
for the system described by (19) are illustrated in Theorem 1
by employing Lyapunov stability theory. Then, the secure con-
trollers are designed based on the linear matrix inequality (LMI)
technique in Theorem 2.

Theorem 1: For given positive scalars a;, BZ- (1 <i<N),
v, €1, €2, sampling period h, and feedback gain matrix K, the
system formulated as (19) is UUB if there exist symmetric
positive-definite matrices P, @), R, and U, then the following
nonlinear matrix inequalities (21) and (22) can be obtained:

=1 % * * * * *
Zy Eg % * * * *
=3 0 Eg o * * *
=5, 0 0 -I * * x| <0 (21
Z 0 0 0 —eof * *
Z 0 0 O 0 —eol %
=z 0 0 0 0 0 =9
A 22)
U R

Authorized licensed use limited to: Southeast University. Downloaded on September 20,2023 at 00:42:39 UTC from IEEE Xplore. Restrictions apply.



1536 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 10, NO. 3, SEPTEMBER 2023

- - = - _ 0 rt
where = = [:11 :12} =2 = [:21 :22} Vs(t) = h/ / T (s)Ri(s)dsd6.
~nJtto
[ Ay AT vt Then, taking derivative and expectation on V,,(t) (w = 1,2, 3),
AV} A; RT-UT we have
v U —e-n E{LV(1)} = 227 (t) PE{i(1)} (24)
Zn=|(I-BKTBTP 0 0 . .
t
P 0 0 E{LV3(t)} = W2E{T (H)Ra ()} — h / &7 (s) Ri(s)ds.
L P 0 U t—h
~ . (26)
"(I-3)PBK BPB PT  PT ] ) i i
0 0 0 0 We notice that E{3(t)} = 3, E{(B(t) — B)?} = /3%, so the
0 0 0 0 following equations can be obtained:
Sy = —a 0 0 0 E{i"(t)Ri(t)} = ATRA+ B*B"RB 27
0 —1 0 : 0 E{adT ) FI Ra(t)} =CTFERC + B*DTF D (28)
0 0 —e1 1 0 _ _
0 0 8 1 where A = Az(t) + Bh(u(t)) + (I — B)BKx(t — 7(t)) +
- 27 e(t)] + g+ f, B= Bh(u(t)) — BK[z(t — 7(t)) + e(t)], C =
Ay =PA+ATP+Q+ AT -R 5?(1@)) +( ()% - ﬂ()f)(][fﬂ(f —7(t)) + e(t)], and D = h(u(t)) —
B Klx(t —7(t)) + e(t)].
Ay =(I-B)K"'B"P+R—-U,A3= 2R+ U+U" By employing Lemma 1, for any appropriately dimensioned

& = diag{arTn,xny s @2 Tnywmys - - 0N Ty snn } matrices R and U satisfying (22), it can be derived that

t

5 = diag {Wm — 1), y/BeL = B}y B (1 - ﬁN)} [ TR < XTI @)

_ r ~ _ where

Zs1 = |hPA h(I—B)PBK 0 h(I— B)PBK} (1) R i .

_ _ ) xt) = |zt —-71@t)|,L=|R-UT %% * |,
Sy = |hBPB WP hP|,H = diag{H,, Hs, ..., H

2 [5 } iag{H1, H> w} a(t — h) vl R-UT -R
Zs=[0 -hBPBK 0 -hBPBK h3PB 0 0| W=-2R+U+U".

Based on Assumptions 1 and 2, for £; > 0, we obtain

Zi=[0o HE 0 HE 0 0 0 e lg(t, 2(0)]2 < e G (t)2 (30)

5 = _O I-BRK 0 I-BRK AF 0 0} and for €5 > 0, we obtain

_ . _ . ex 1 F (), ul®)|? < eyt |[Fra®)|” + 5 | Fau(t) ||
Zo=[0 BRE 0 BRE fF 0 0 31)
Meanwhile, according to Assumption 3, we obtain

» )
00000 0] S — -PRP AT (u(t))h(u(t)) < u (t)HT Hu(t). (32)

F, 00 00 0O

_ —erl 0 ~ R _
Sy = 01 1 B = diag{p1, B2, ..., Bn }- E{LV(t)} < 227 (t)P{Az(t) + BBh(u(t)) + g + f

—62[
I - B)BKx(t — r
Proof: In terms of the system (19), we construct a Lyapunov + 2 [t = 7(t) + el + 2" (H)Qx(r)
function as follows: —2T(t —h)Qx(t — h) + h*(ATRA

Thus, by combining (24)—(32), we have

V() = VA(t) + Va(t) + Va(t) 23) + BBTRB) + x" (t)Lx(t) — h" (u(t))h(u(t))
+{Kz(t —1(t)) + e} HTH{K|[z(t — 7(t))
+e®)} +ertaT()GTGa(t) — ety g

¢ ey [T ey tat () F] Fia(t)

Va(t) = /tih 27 (s)Qx(s)ds + e \CTFIFyC + 25 P DT FL FyD

where

Vi(t) = 27 (1) Pa(t)
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—ael (te(t) + v+ v (H)x(t)
— Vet (t)z(t).

Then, based on Schur complement equivalence, it is clear that

E{LV ()} < T (OTE() +v — Az’ (t)a(t)

where T=5+ETPRP 15+ ETPIRP 155 +
EFIE, + EFe 155 + Sl ey 156 + SV =15y,

Therefore, it can be concluded that E{LV (¢)} < 0 can be
ensured by (21) and (22) if =7 (t)z(t) > \/7- In other words,
fort € [tph,tri1h), V (t)is decreasing when 27 (t)x(t) > /7,
which means that there exists an instant ¢,,, such that fort > ¢,,,
2T (t)x(t) converges to the stability bound and remains at the
stability bound. Therefore, the system formulated in (19) is UUB
according to Definition 1; this completes the proof. |

Theorem 1 demonstrates the sufficient conditions assuring the
UUB of the considered large-scale NCS with the assumption
that the controller parameters are known in advance. To solve
the secure controller design problem, we then show how to get
the feedback controller gain matrix K in Theorem 2.

Theorem 2: For given positive scalars a;, Bi (1<i<N),
v, €1, €2, kj (7 = 1,2, 3,4) and sampling period h, the system
depicted by (19) is UUB with feedback gain K = Y X :1 if there
exist symmetric positive-definite matrices X, Y, @, R, and U,
such that the following LMIs hold:

(33)

(34)

=1 * * * * * * *
é; 01 % * * * * *
=3 0 O = * * * *
o fié 0 0o I * * * * <0
Ey 0 0 0 —eof * * %
=5 0O 0 o0 0 —eol % %
=y 0O 0 o0 0 0 Eg x
_70'25X 0O 0 O 0 0 0 —Ij
(35)
5
= =0 (36)
U R
where
[ ANI * * * * * %]
ANQ &; * * * * *
UT R-UT —Q—-R * =% x =
2= Ay 0 0 Oy *  x %
BBT 0 0 0o —-I =« *
X 0 0 0 0 O3 =x
| X 0 0 0 0 0 0O4]
A =AX+XAT+Q-R ANy=(I-BYTBT+R-U"
Ay=—2R+U+U",Ay=(-pB)YTBT
@1 == 72K1X + Klﬂlé, @2 == 72K2X + KQHQ&
O3 = —2k3X + Iigﬁg&'l_lf, Oy = 24X + KJ4H4651[

Sl

RAX h(I-A)BY 0 hA,' hFB hX hX]|

Rl

—lo —nBBY 0 —hBBY hBB 0 o}

)

=_0HYOHY000}

(I - pB)FRY

l

0 (I-B)RY 0o BF 0 0]

Sl

0 —BRY 0 —BFRY BF, 0 0}

i

(X 0 0000 0
FX 0 0 0 0 0 0]

Proof: According to the Schur complement method, the ma-
trix inequality (21) holds only if the following matrix inequality
holds:

i :,:\1 k * * * * * * i
=9 Sy % * * * * *
=3 0 =g = * * * *
3 =y 0 0 -7 * * * * <0
=y 0 0 0 —eol * * *
= 0 0 0 0 —eol % *
= 0 0 0 0 0 =y
B0 00 0 0o 0 -I
) S (37)
where ::\1 = {:11 512}
[ A, AT Ut
Ay A; RT-UT
U R-U —-Q-R
En=|I-BKTBTP 0 0
BBTP 0 0
P 0 0
i P 0 0 |
(I - ) PBK jpPB  PT PT 7
0 0 0 0
0 0 0 0
Eg = —a 0 0 0
0 I 0 0
0 0 —e'1 0
| 0 0 0 —ex ']
A, =PA+ATP+Q - R. (38)

For any positive-definite matrices P, R and scalar k1 > 0, we
obtain

(R—k{*P)R"Y(R—k'P) > 0. (39)
Then, we can derive
—PR'P < —2k1P + k1k1R. (40)
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Thus, by substituting —fRP with —2k1 P 4+ k1k1 R into (37),
it can be observed that ® < 0 holds when the following matrix
inequality is set up:

[ :?\1 * * * * * * * |
=5 é; * * * * * *
=3 0 é; * * * * *
$_ E4 0o o0 —I * * * * <0
=5 0 0 0 —eof * * *
= 0 0 0 0 —eol % *
= 0 0 0 0 0 s ox
A5 0 0 0 0 0 0 -I
' @
where é\g = -2k P+ r1Kk1R.

By defining X =P7!, Y =KX, () =dag{X,X,
XX, X, X, X, X, X,I,LI,I,I,I,I}, Cy=diag{X,X},
Q =XQX,R=XRX,and U = XUX, premultiplying and
postmultiplying (41) and (22) with C; and Cs, respectively, (35)
and (36) can thus be obtained based on the Schur complement.
Therefore, the theorem can be proved. [ |

V. SIMULATION RESULTS

In this section, a simulation example is conducted to demon-
strate the effectiveness of the proposed method. To be specific,
we consider a typical nonlinear large-scale NCS in which two
inverted pendulums are connected with a spring, referred to
as TPCS [36], [37]. By recurring to [37], the state dynamical
equations of the TPCS are formulated as

[01(L1)2/3]5'1 =i + 01p(l1/2)5iﬂ0’1 + L1FCOS(O'1 — ’Lﬂ)
(42)

[02(L2)2/3]&2 = wsy + OQ[)(ZQ/Q)SiHUQ — LQFCOS(O’Q — ’l/))
(43)

where 0; and ¢; (i = 1, 2) denote the mass and length of pendu-
lum ¢, respectively, o; is the angular displacement of pendulum
1, w; is the torque input generated by the actuator for pendulum
1, p indicates the constant of gravity, f is the spring force, and
1) names the slope of the spring to the earth. Here, we assume
that the mass of each pendulum, i.e., 0;, is uniformly distributed.
Moreover, some parameters of the spring are described as

F=v(e- 2+ (- 0))"?) (44)

ls = \/(L + tosinog — ¢y 8inoy)? + (12 cos oy — 11 cos 1 )?
(45)

1 L1 COSO1 — L2 COSO2
1 = tan

L+ t98inog — ¢ sinoy (46)
in which v is the spring constant, ¢ represents the spring length,
and L denotes the distance between two pendulums. The formula
of the spring length ¢, is appropriately set to guarantee that the
spring force / = 0 under the condition 0y = 02 = 0. That is to
say, for w; =0, (01,071, 02, (fg)T = 0 is an equilibrium of the

TABLE |
AMOUNT OF DATA TRANSMISSION

DWC-ETA TC-ETA  CD-ETA

Average number of transmitted
packets per subsystem 24 20 29
Percent (%) 33.8 28.2 40.8

TPCS. For the convenience of analysis, we then assume that the
mass of the spring is negligible as [37].

By defining z(t) = [01,01,00,02]7 and  wu(t) =
[1(t), w2(t)]T, giving parameters o; = 1 kg, o2 = 0.8 kg,
t1=1m,15=08m, L =12m,v =0.04 N/m, p =9.8 m/s,
and following the same analytical method presented in [36] and
[37], the system model (1) under the constraints of (4) and (5)
can be obtained with the following parameters:

—3.017  2.0492 0 0
A | 0 20402 0 0
B 0 0 —5.011 3.0374
0 0 0 —3.0374
1.0951 0 0
B 0 0 = 13.7(sinoy — 01)
0 1.0837 0
0 0 17.2(Si1’102 — 02)
0
3F (cos(o1 — 1))
f= 0

—4.68F (cos(o2 — 1))

G = diag{0.675,0,0.844,0}, F; = diag{0.368,0,0.165,0},
and FQ =0.

In the above depicted system, for each subsystem S;
(i = 1,2), the deception attack signal h;(u;(t)) is assumed to
be [44]

hi(ui(t)) = Oluz(t) + tanh(().lui(t))

with the upper bound matrix H; = 0.2. We further set the
sampling interval h = 0.1 s, 81 = 0.5, o =0.7, 61 = €5 =
1, v =0.00001, k; =1, (j = 1,2,3,4), 6} =6, =0.1, 6% =

04 = 0.9, m = n2 = —1, and the state initial condition x(l) =

T T
[—2.5 —1.5} , 23 = [1.3 —0.4} .
Based on the above simulation settings, we solve LMIs pre-

sented in Theorem 2 by employing MATLAB and obtain the
following feedback controller gains:

(47)

Ky = [-05889 ~0.3560] , K> = [~0.4446 —0.2270] .
(48)

Then, the simulation results are specifically presented in
Figs. 2—6 and Table I.

The system state responses are shown in Fig. 2. It can be
found that the stability of the simulated system is guaranteed
with the proposed method. The distributions of the independent
deception attacks occurred on the two subsystems are exhibited
in Fig. 3. Fig. 4 describes the trajectory of the weight o (¢)
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Fig. 5. Event-triggering instants and release intervals under the
DWC-ETA.
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Fig. 6. ||=z(¢)| obtained under the three ETAs.

(2 = 1,2) in the designed DWC-ETA. As shown, within 0-1 s,
when the state change of S; is much more drastic than that of
So which can be seen in Fig. 2, a4 (t) increases from 0.5 to more
than 0.9; meanwhile, a2 (t) decreases from 0.5 to less than 0.1.
It means that the state fluctuation of S plays a more important
role in the DWC-ETA. The specific event-triggering instants and
intervals are displayed in Fig. 5.

To illustrate the performance of the proposed DWC-ETA, we
then compare it with the traditional centralized ETA (referred to
as TC-ETA) presented in (6), and a classical decentralized ETA
(referred to as CD-ETA) in which each subsystem independently
decides the event-triggering instants according to the following
condition:

(zi(tih +u'h) — z;(thh) T Qi (thh + u'h) — 2, (tLh))
> pixl (tih 4+ uh) Qi (thh + u'h) (49)

where p; is set to be 0.1.
As shown in Fig. 6, the transient performance of the proposed
DWC-ETA is better than that of the TC-ETA since that the
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time-varying weight «;(t) is introduced to capture the state
fluctuation of each subsystem to release performance-critical
data packets (where the computation complexity of «;(t) is
negligible because it is calculated based on the norm of the
system state fluctuation). It can also be found that the dynamic
performance of the proposed DWC-ETA is very close to that
of the CD-ETA where more timely response to the state change
of each subsystem is enabled with the deployment of N event
detectors (/N is the number of subsystems); thus, the proposed
DWC-ETA, which is supported by one SDN-based event detec-
tor, is amore cost-efficient ETA for reducing the system transient
process.

Table I presents the amount of data transmission under each
of the conducted ETAs. Generally, the improved dynamic sys-
tem performance is achieved with more released data packets.
Although few packets are additionally transmitted in the DWC-
ETA to accelerate the stabilization of the system compared with
the TC-ETA, still only 33.8% sampled data packets are released
in the DWC-ETA, which already alleviates the burden of the
communication network greatly.

VI. CONCLUSION

In this article, for the large-scale NCS subjects to limited
network bandwidth and asynchronous deception attacks, we
designed secure controllers to ensure the UUB stability of the
system. Specifically, an SDN-based centralized ETM was pro-
posed to alleviate the bandwidth pressure by elaborately inte-
grating SDN into the large-scale NCS and designing an efficient
DWC-ETA. The ETM can be realized without incurring high
management cost and achieve good system transmission perfor-
mance. Then, focusing on the asynchronous deception attacks
occurred on controller-to-actuator channels, the secure control
problem over the considered large-scale NCS was formulated by
constructing the system model. On the basis of the established
model, the sufficient conditions for the UUB of the system
were presented by using Lyapunov stability theory; furthermore,
the controller gains were derived via LMI technology. Finally,
the efficiency of the study was demonstrated by applying the
proposed method into a TPCS system.

In future work, considering that the deception attack model is
constructed based on the Bernoulli process, we will extend the
designed SDN-integrated architecture to cost-efficiently realize
an SDN-based attack detector; then, a more realistic attack
model can be established to achieve more effective secure con-
trollers. Moreover, given that the presented SDN-based central-
ized ETM is only evaluated by conducting simulation based on
MATLAB, we will dedicate to realize more practical emulation
by using a realistic SOF-enabled SDN controller, interfaces,
sensors, and implementing SOF protocol. Apparently, this work
lays good foundation for the future studies.
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