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Observer-Based Event-Triggered Control for
Interval Type-2 Fuzzy Networked System
With Network Attacks

Yushun Tan

Abstract—This article is focused on the adaptive event-based
interval type-2 (IT-2) fuzzy security control problem for networked
control systems with multiple network attacks. In order to save
the network resources, this article proposes an improved adaptive
event-triggered model, which can adjust the threshold dynamically
according to the change of current signal and previous triggering
signal. In addition, due to the change of external environment, the
impact of randomly occurring output bias is considered in the sys-
tems. Taking the effects of multiple network attacks and adaptive
event-triggered scheme into consideration, a class of augmented
error fuzzy system model is established. Next, some sufficient
conditions are obtained for the stochastic stability with an H
performance index via the Lyapunov stability analysis method.
The corresponding parameters of the IT-2 fuzzy controllers and
observers are also derived by some linear matrix inequalities. Fi-
nally, two simulation examples are given to support the advantages
of the proposed method.

Index Terms—Adaptive event-triggered scheme, interval type-2
(IT-2) fuzzy model, network attacks, randomly occurring output
bias.

I. INTRODUCTION

UE to the advantages on the network communication,
D such as low cost, easy maintenance, and resource sharing,
networked control systems (NCSs) have attracted much atten-
tion and made a lot of achievements [1], [2], [3], [4], [5]. In
addition, nonlinearity issues are widespread in practical network
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communication and it is difficult to analyze and synthesize these
nonlinear systems. Many various methods have been proposed
to deal with nonlinearities, such as the Takagi—Sugeno (T-S)
fuzzy method, which has been an effective tool for the nonlinear
plants [6], [7], [8], [9], [10]. According to the T-S fuzzy model,
the nonlinearity for the original plant can be rewritten as a
series of linear systems. Therefore, through T-S fuzzy modeling
method, the analysis and synthesis for the linear system can be
extended to the nonlinear case. Nevertheless, in some actual
T-S fuzzy control systems, the membership functions (MFs)
information is partially unknown, which increases the complex-
ity of the stability analysis of the control system. In order to
solve these problems, an interval type-2 (IT-2) fuzzy method is
proposed according to the T-S fuzzy model. By introducing the
upper and lower MFs, the IT-2 fuzzy model can deal with more
complex nonlinear systems. So far, a great number of works
have been published about the IT-2 fuzzy model. For instance,
Lin et al. [11] achieved fewer test errors and less computational
complexity than others by introducing a simplified IT-2 fuzzy
neural network model. Rong and Wang [12] investigated a class
of impulsive control issue for the IT-2 fuzzy interconnected
system. Pan etal. [13] proposed a resilient event-triggered-based
security controller for the IT-2 fuzzy networked systems with
nonperiodic denial-of-service (DoS) attacks. Therefore, it is
worth utilizing the IT-2 fuzzy model instead of T-S fuzzy
model to investigate the nonlinear NCSs with MFs partially
unknown.

Although the design for the state output feedback control
has achieved great progress on chemical systems [14], vehi-
cle dynamic systems [15], neural networks [16], and so on,
it cannot apply directly to some networked systems. In fact,
system state variables cannot be accurately measured in some
practical systems. Therefore, an observer is designed to estimate
the system state and analyze the stability. Recently, great atten-
tions have been paid to the observer-based control problems for
NCSs.

For example, Wang et al. [17] designed a novel fuzzy
observer-based repetitive controller to evaluate the partly un-
measurable states and studied the periodic tracking control
problem for nonlinear systems. Xie et al. [18] proposed a
new robust synthesis approach for the observer-based system
and investigated the control problem of the T-S fuzzy system
with unknown external disturbances. Gu et al. [19] studied
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the associated multiple disturbances for the Markov jump sys-
tems and designed a class of event-triggered antidisturbance
observer. In addition, the system output exists some nonlinear
deviations according to its own dynamic rules to a certain extent.
These factors will affect the measurement output and reduce the
estimation results. Therefore, it is of great practical significance
to investigate the problem of observer-based fuzzy syste with
the sensor output bias.

For the sampled NCSs, the signals are transmitted at a fixed
time interval, which may result in redundant transmission. To
save the communication resources, an event-triggered mecha-
nism (ETM) is proposed in [20], [21], and [22]. The ETM aims
to advocate the data transmitted only when the change rate of
the signals surpass a fixed threshold. In this way, the signals
are transmitted with a lower releasing rate. Recently, the ETM
has achieved a lot of attention in the NCSs. For instance, Pan
and Yang [20] introduced an ETM for the nonlinear NCSs and
studied event-triggered fuzzy control problem. Liu et al. [22]
designed two ETMs for TS fuzzy systems, where two different
trigger algorithms determine whether the output measurement
and control input signal are transmitted or not. However, the
ETMs mentioned above were all static by selecting a fixed
threshold parameter. In recent years, the adaptive/dynamic ETM
is more popular for researchers because it has been verified to
have a longer release interval than static one. Li et al. [23] in-
troduced a novel adaptive event-triggered mechanism (AETM)
to investigate the control issue for the active vehicle suspension
systems. In addition, Gu et al. [24] introduced a novel AETM
to design the controllers to save limited network resource and
improve the reliability of control systems. In regard to the AETM
mentioned above, the sampled signals ¢ are transmitted when
the following constraints hold:

trr = mingzy {8 |ef () Quer(t) > A(t)y" (tr)Qay(tr) }

where {41 is the triggered instant, ey (¢) is defined as (10),
and the triggering threshold A(¢) is a dynamic variable. When
the threshold is a predetermined fixed constant, i.e. A(t) = A,
the AETM will tend to be the ETM. Owing to the existence
of complex nonlinear interference, it brings great errors to the
event-triggered conditions and degrade the control performance.
In order to alleviate these problems, this article will introduce
two adaptive threshold functions by combining the current sam-
pled signals and the last triggered signals. Such an improved
adaptive event-triggered condition is designed as follows:

tr1 = mingy {t;|ef (£)Qex(t)
> M(0)y" () Qay(te) + Ao (t)y” (t1)Q2y(t,) } -

By introducing two thresholds, it will reduce the number of error
triggering signals and improve the performance of the systems.
Based on the analysis above, the event-triggered control with
multiple thresholds for the fuzzy system is very worthy of study
at present.

Although the introduction of communication networks pro-
vides higher efficiency for control systems, it also brings some
network problems, including deception attacks [25], [26] and
DoS attacks [27], [28]. On the one hand, the deception attacks
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degrade system performance by injecting the deception infor-
mation into the data-communication channel of NCSs. To deal
with these problems, Gu et al. [25] presented adaptive control
laws to estimate the unknown bounds of the nonlinear deception
attacks. To cope with stochastic deception attacks for the NCSs,
Wau et al. [26] designed an event-based H, filter and derived
some stability criteria to ensure the finite-time boundness of
the closed-loop filtering error systems. On the other hand,
the DoS attacks also degrade the system performance through
blocking the signal from reaching the controller. To address
the system stability under DoS attacks, Xu et al. [27] designed
an observer-based sliding-mode controllers for the connected
vehicle systems. Moreover, Li and Ye [28] studied a class of
nonperiodic DoS attacks and discussed security control issues
for the IT-2 fuzzy networked systems. However, most of the
existing pieces of literature only consider single network attack,
and it does not adapt to the complex network environment in
practical industry. As a consequence, it is necessary to study the
influence of the multiple network attacks for I'T-2 fuzzy NCSs.

Motivated by the above analysis, this article will focus on
the observer-based control problems for I'T-2 fuzzy NCSs with
multiple network attacks. Meanwhile, an improved AETM is
proposed to reduce the network burden. Due to the complex
disturbance in the actual systems, the randomly occurring output
bias is considered during the process of the output. Compared
with the existing results, the main contributions can be summa-
rized as follows: First, this article proposes an improved AETM,
which can adjust the information transmission rate with two
dynamic thresholds functions. Compared with the literature [7],
the proposed method introduces two threshold functions, which
can adjust the release rate of the signal more flexibly and reduce
the the burden of network bandwidth. Second, considering the
impact of interference in the practical industry, the observer-
based fuzzy system model with random sensor output bias and
multiple network attacks is established. Third, by effectively
handling the asynchronous problem of fuzzy premise variables
caused by event-triggered scheme, some sufficient conditions
are derived for the existence of event-based controller, which
can ensure augmented error system has stochastic stability with
aprescribed H, performance. A set of linear matrix inequalities
(LMlIs) are introduced and the gains of the fuzzy observers and
controllers can be developed simultaneously.

The rest of this article is organized as follows. In Section II,
an adaptive event-based IT-2 fuzzy system model with randomly
occurring output bias and multiple network attacks is estab-
lished. In Section I1I, some sufficient conditions for ensuring the
stochastic stability for the augmented error system are derived,
and the corresponding gains of the observers and controllers are
also obtained. In Section IV, two simulation examples are shown
to verify the obtained method. Finally, Section V concludes this
article.

Notation: R™ denotes the n-dimensional Euclidean space;
L]0, 00) represents the space of square integrable vector func-
tion over [0, 00); the X7 and X ! stand for the transposition
and inverse of the matrix X, respectively; £{X} denotes the
expectation of X; The nation * represents the symmetric term
in symmetric block matrices; sym{ X } denotes the sum of X T
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and X; diag{---} denotes the block-diagonal matrix and X,
X}

stands for diag{ X, X, .. .,
—_———

n

II. PROBLEM FORMULATIONS
A. IT-2 Fuzzy Model

Consider a class of continuous-time nonlinear networked
system, which can be represented as an I'T-2 fuzzy model with
r fuzzy rules.

RULE i: If 1 (x(t)) is Fy; and - - - and <,(x(t)) is F;, then
&(t) = A;x(t) + Biu(t) + Byiw(t), 2(0) = xq
y(t) = Cla(t) + a()b(t)] (D
z(t) = Eix(t)

where x(t) € R™ is the system state; u(t) € R“ is the con-
trolled input; y(¢) € RY is the measured output; z(¢) € R* is the
control output; w(t) is the unknown disturbance input, which
belongs to L3[0,00); b(t) is the sensor output bias generated
by b(t) = —Am(t)b(t) + w(t), |Am(t)|| < 1.«a(t) € {1,0}is
an independent Bernoulli stochastic variable, which satisfies
8{a(t) - @} =0 and 5{(a(t) — 6()2} = ’Ui. Ai, Bi’ Bwis Ei5
and C' are given system matrices with suitable dimensions. Fj;
is the fuzzy set of rule 7 corresponding to function ¢, (z(¢)) with

s=1,2,...,pandi = 1,2, ..., r. The firing strength of the ¢th
rule is in the following format:

wi(x(t)) = [w;(2(t)), @i (x(t))] @)
where

) = [l zr. (e®), @) =[] 7r, ()
s=1 s=1

w,;(x(t)) and w;(x(t)) are the lower and upper grades.
v, (csz(t)) and Up,, (s (t)) are the lower and upper MFs with
vp (ss(t)) < 7, (s,2(t)). Obviously, w, (x(t)) < @ (a(t)).
Then, the global IT-2 fuzzy system can be rewritten as follows:

z(t) = _:lei(x(t))[A 2(t) + Biu(t) + Byiw(t))
y(t) = C;[x(t) + a(t)b(t)] 3)
2(t) = ;wi(x(t VE;x(t)

where  w;(2(t)) = Gy(@(t)/ Ty @(@(t)), @ila(t) = a
(2())ey (2(1)) + @a(w(t)@s(2(8)). and Y1, wila(t)) = 1:
a;(z(t)) € [0,1] and @;(z(t)) € [0,1] are the nonlinear
weighting functions with o, (x(t)) + @;(z(¢)) = 1.

Remark 1: The structure of the overall block diagram for the
control system is depicted in Fig. 1. Some nonlinear systems
are approximated by T-S fuzzy models, where there are certain
parameters in the MFs. However, some problems of MFs with
uncertainties cannot be solved by the T-S fuzzy approach.
According to the IT-2 fuzzy model, the lower and upper MFs,
and the MFs w;(x(t)) can be calculated by defining nonlinear
weighting functions. The corresponding IT-2 fuzzy observers
and controllers’ models are both designed as the same method.
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Fig. 1. Diagram of the NCS design.

B. Observer-Based Controller Design

In order to handle unknown state variables, an IT-2 fuzzy
observer with r rules is designed as follows:
RULE j:If 61 (2(¢t)) is Myj and - - - and 04(Z(t)) is My, then

&(t) = A;(t) + Bju(t) + L;(g(t) — (t))
y(t) = Ci(t) )
#(0) = o

where #(t) € R™ is the estimated state, I is the initial value
of observer state; y(t) € RY is the signal of the observer, and
y(t) € RY is the final measured output to the observer; L; is the
fuzzy observer parameter to be determined. My; is the fuzzy set
of rule j corresponding to function 6, (& (¢)) withs = 1,2,... ¢

and 7 = 1,2, ..., r. The firing strength of the jth rule is given
as follows:

fii (@(t) = [p,(2(1)), 71;(2(1))] )
where

(@t Hum, 50, 1(60) =, 0.200):

., (#(6)) € [0,1) and 5, (2(1)) €
grades of membership. It is noticed that Hj(i"(t)) < w(a(t)),
and the global IT-2 fuzzy observer is defined as follows:

[0, 1] are the lower and upper

() + Bju(t) + L (t) — 9(1))]

(6)

where 1; = i (£(t))/ 3oy fis(£(1)), f1; (£(1)) = x,(2(1))
wi (&) + X5 (@) (2@1), and 3oy p(E() = 1;
X; (2(t)) €[0,1] and X;(2(t)) € [0,1] are the nonlinear
weighting functions with X; (@(t)) +x,(2(t)) = L.

Similarly, the [th fuzzy rule of the controller is obtained as

follows:

RULE 1:If 61 (2(t)) is My and - - - and 04(&(t)) is Mg, then

u(t) = Kji(t) %
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where K] is the [th controller parameter to be determined. Then,
the global IT-2 fuzzy controller is rewritten as follows:

ZMZ

For brevity, w;, u;, and p; represent the abbreviations of
wi(z(t)), pj(2(t)), and g7 (&(¢)) in the next description.

NIEGE(). ®)

C. Improved AETM

Considering the limited network bandwidth, an event gen-
erator is set between the sensor and network, which can re-
duce the redundant transmission. According to the conventional
event-triggered scheme, an AETM with time-varying threshold
is designed in [7]

trer = ming1 {tg |ef (Qer(t) > A()y" (t)Qy(tr)} 9)
where ¢ (k = 0,1,2,...) represent the release times and ¢ty = 0
is the initial time. ¢} represents the current sampled time. ey, (t) =
y(tr) — y(t}), where y(tx) is the triggered signal and y(t%) is
the current sampled signal. The triggering threshold A(¢) € [0, 1]
is a time-varying function. 2; and (25 are the weight matrices
to be determined.

When the sampled signal meets the given event-triggered
condition (9), the signal will be updated and sent to the network.
Inspired by this method, considering the sampling data at the
current time and the one at the previous triggering time, an
improved ETM is constructed as follows:

tr1 = ming1 {t] |ef (1) Quex(t) _ ,
> ha (8" (6) ey (t) + ha()y” (1) Qay (1)}

— (W ) (eF (Y uen(t)

—01y" (],)Qy(t},) + 01y” (tr)Qay(tr))

ha(t) = b (w) 29) (eF () uex(t)

=02y (te)Qay(tr) + O2y™ (£5,)Q2y(t}))

h(t) =

(10)
where ey (t) == y(tr) — y(th), ﬁ <A (t) <6y, and AO <
Aa(t) < 02529, 19, 01, and 05 are the given positive constants.

Remark 2: Compared with the existing ETM in [7], the
proposed adaptive event-triggered algorithm introduces two dif-
ferent time-varying threshold functions X (¢) and A2 (t). Com-
bining both the current sampled data and the previous triggered
data, the AETM can reduce the transmission of redundant signals
with the changes of system environment, which will be verified
in the simulation examples.

Similar with the literature [29], divide [t), t1) into T inter-
vals as follows:

(1)

[tryter1) =

where J} = [tg, t}) and 35 = [t71,47),2 < s < T.
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For simplicity, the delayed functions h(t) and the error func-
tion ey (t) are defined as follows:

t—ty, teT;

h(t) = t — ty, te€T; .
‘- ti-t, tedl
0, f €7} ,

en(t) = ac(:tk) —x(ty), teTj 1)
2(te) — 2((TY), tedl.

Suppose the delayed function sequence h(t) belongs to (0, k).
Therefore, the last triggered instant signal and the current sam-
pled instant signal can be converted into

y(tr) = Cer(t) +y(t = h(t), ¢ € [tr,thsr).  (14)

D. Multiple Network Attacks

Owing to the openness of the transmission network, network
attacks have become a kind of the most significant factors to
threaten the system security. In this article, it is assumed that the
attackers can launch deception attacks and DoS attacks with a
certain probability, and the received output to the controller is
expressed by

y(t) = By (tr) + (1= BV CF(y(#), t € [t trta)

15)
where 3(t) € {0,1} and ~(t) € {0,1} represent the inde-
pendent Bernoulli stochastic variables with E{S(t) — f} =

0, E{y(t) =7} =0, E{(B(t) — B)*} = v3, and E{(7(t) -
3)?} = v2. f(y(t)) denotes the attack signal from network
space.

Remark 3: As mentioned in (15), the objective of the pro-
posed multiple attacks model contains three scenarios. When
B(t) = 1, the output signal can be rewritten as y(t) = y(tx),
this indicates that there are no attacks in the real network
environment. When 3(¢) = 0 and (¢) = 0, it implies that there
exists DoS attacks during the transmission. When [§(t) =0
and ~(¢) = 1, it transforms into a class of deception attacks
model. Based on the above discussion, the multiple network
attacks model, including deception attacks and DoS attacks, is
studied in a unified framework, which is more general than the
conventional attacks in [30] and [31].

Let vectors Z(t) = x(t) — &(t), @(t) := col{z(t),2(t)},
ep(t) := col{ex(t),b(t)}, and wv(t) := col{f(y(t)),w(t)}.
Combining (3), (6), (8), (14), and (15), the augmented error
system is described as follows:

= Y wipimlm(t) + (B(t) = Byna(t)

i=1j=1 I=1

+ (v(t) = s (t) + (B(t) — B)(a(t) — a)ns(t)
+(alt) = a)ma(t) + (B(t) = B)(v(t) — '7)7762?6])
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where X = SV-1X,VST such that CX = X, if the matrix con-

. X 0
m(t) = Alp(t) + Aot — h(t)) + Ayen(t) + Ajjo(t)  dition X = D 0“ DT holds.

Xoo
772( ) B'lesp(t - ( ))+B7,jleb(t)+82]lv( )7 773(t):cz4]lv(t)

ma(t) = Des(t), ms(t) = Fiaes(t), mo(t) = Ghyo(t) HL MAINRESULTS
) A+ B,K, — L.C 0 In the section, we will investigate the analysis of the stability
A= Ai— A+ (B~ B)K + L,C A, ] with an H,, performance for the augment error system (16)
- J I J and present some stability criteria under the proposed event-
) BL,C  BL,;C 5 BL;,C —aL;C triggered scheme (10). Then, on the basis of the derived stability
A = _ B L C -B L ol igl = | 3L,C  aL;C criteria and LMI techniques, we will derive the design of the
! ! / / fuzzy observers and controllers for the system.
. (1 3)5L 0 ) L,C L,C Theorem 1: Given the scalars h > 0,a > 0,3 > 0,5 >
Aiji = ( —B)5 L C B WAL —L.C 0,vq > 0,v3 > 0,v, >0, event trigger parameters A >
v wi J J 0,29 > 0,0; > 0,05 > 0, disturbance parameter ~ > 0, the
. . Lj C —aL;C y —4L,C 0 membership parameter 0 < ¢; < 1, and matrices F, K, L;.
Bijl = I.c Ive il = L. If there exist symmetric positive-definite matrices P &€
L I AL T 0 R2720 ) € R™ "™ R € R™", Qy,Q,, and slack matrices
r (1-B)L,C 0 0 L.C M, A; such that the following constraints hold with 1 ; — ¢jw; >
Ch, = . 3= / 0,i < j:
WL (1= B)L;C 0 a0 —L,C ’
L J J
- v, A; <0 (19)
0 L,C —L;C 0 i
‘7:1][ = 0 —LjC ’ g’Ul LJC 0 : Lz il LzA + A <0 (20)
i . . . Lj\I’ijl + Li\Iinl — Lin — Lz'Aj + Az + Aj <0 21
Next, the following lemmas and assumptions are introduced
to facilitate the main results of the article. R x
Assumption I (See [32]): The nonlinear functions f(y(t)) in M R =0 (22)
(15) are continuous. There exits a real constant matrix F' such
that the following formula holds: where
L@l < I1F - y(0)a. N
ijl = ijl ijl
Lemma 1 (See [33]): For positive matrix R, variable h(t) € [Tor Yo
(0,h), and the vector function ¢(t) : [—h,0] — R™. If there A . . . .
exist matrices M satisfying 1
3 A21 A22 * * *
R * >0 Tzljll = MG A32 A33 * *
M R| ~ AP A 0 Ayy *
AP0 0 GGy As
the following inequality maintains: N it 2 °
lejll = COl{hPTQll, h'UBPT2127 hUVP’rng,
_h/ GTRG()O( )dS S ¢£(t)M¢h(t) (18) BUQPT214, BU,@UQPT215, B’UIQUVPT216, T217, Tglg}

where T12]21 dlag{_R _R7 _Ra _R7 _Ra _Ra _I7 _I}

b= [ot) elt—h®) wt-h)] Yo = [RGA, RGAY, 0 RGAY RGAY]

R . . To= [0 RGBY, 0 RGBY, RGBY]

M —2R— sym{M :
R+ R—sym{M} = Toz=10 0 0 0 RGC

M
-M R+ M R : ”l}

Lemma 2 (See [28] and [34]): For a column full rank matrix Yoy = _0 00 RGD?JZ O]
C € R™*™_its singular value decomposition is represented .
as C = S[V 01D in which V = diag{v1, v, ..., 0.}, 98T = Y215 = |0 0 0 RGFY, 0}
I, and DDT =1. Here, denote matrices X >0, X, €
R™>*"1  and Xgo € R(M2771)x(n2-11)  there exits a matrix Tors= [0 0

o

0 RGGY|

Authorized licensed use limited to: Southeast University. Downloaded on August 05,2023 at 08:42:52 UTC from IEEE Xplore. Restrictions apply.



TAN et al.: OBSERVER-BASED EVENT-TRIGGERED CONTROL FOR IT-2 FUZZY NETWORKED SYSTEM

Tor = [VAFCG 0 0 aBFCG, 0
Tos = |EG 0 0 0 0
Ay =sym{PA};} + G"QG — G"RG

Aoy ZAmlPG—i-RG MG

-
)
N

I

—2GTRG 4 sym{M} + (ko + k3)GT QWG
=GTRG — M, As3=-GTQG - GTRG
Ago = GTOGy, Mgy = —2GEGo + (k3 — k1)GTO G
Ass= — 42T — BGTGy, G= [I I}T, G = [I O}T
Go= [0 I}T, k1 =29429, Ko = I+0:22,

Ky =1I+0219.

Then, the error system (16) under multiple network attacks is
asymptotically stable.

Proof: Construct the Lyapunov—Krasovskii functional candi-
date as follows:

t) = Vi(e(t),t) + Va(p(t), 1) + Va(p(t), 1) (23)

T(t)Po(t) + b (1)b(t)

.= [ o T (5)GT QG (s)ds

ol L

ST Em ) + 51 (Da(0).

Vi(p(t),t) = ¢

(8)GTRGy(s)dsdb

Va(p(t),t) =

Along the trajectory of the error system (6), computing the
derivation and mathematical expectation of V' (¢(t),t) with
respect to time ¢, we obtain

EWVi(p(t), 1)} = ZZZ%MJMQ{@
=1 j=1[=1
(24)
E{Va(p(t), )} = Zzzwzuguz{w ()GTQG(t)
i=1 j=11=1
—" (t=h)GTQGp(t—h)+h*¢" ()GT RG(t)
—h / tﬁ o1 ()GTRGH(t)dt} (25)
t—h
E{Va(e(t), )} = szﬂym{k () +25 (E)Aa (1)}
=1 j=11=1
(26)

Po(t)+b7 (£)b(t)} FIA
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Due to ||Am(t)|| < 1, one can see that
EVi(p(t), 1)} < Zzzwzu]m{&p )Py (t
1=1 j=1[=1
— 267 (1)b(t) + b ()w(t) + w(t)b(t)} .
27
Applying Lemma 2 to (25), it gives
ot
—h [ ¢T(s)GTRGy(s)ds < oy ()M (t)  (28)
t—h
_qT
where U (t) = [ @(t) Gt —h(t) Ge(t—h)| and
-GTRG * *
M= |RG+ MG —-2R—-sym{M} =«
-MG RG+ MG -R
Define the augmented state vector as £(t) = [p” (t), T (t —

h(t)GT, T (t —h)GT, eX(t), vT(t)]T. Then, combining
(24)—(28) with (10) and (17), one can obtain

E{V (1), 1) + 2T (1)2() =0T (o)}

<Zzzwzuguz{2w

i=1 j=11=1

+ w(t)b(t) +

(t) Py (t) — 207 (£)b(t)+bT (t)w(t)

" (GTQG(t) — " (t — h)GTQGyp(t — h)

t
+ 2T () GTRGo(t) — h / P (t)GTRGo(t)dt
t—h

+ 2T (k1 (1) + AF (Dha(t) + e (D1 en(t)
(Cer(t) +y(t — h(£)))TQu(Cex(t) + y(t — h(1)))

— ()
Jy" (t = h(1)Q2y(t — h(t)) + By" () FT Fy(t)
I

(
- kg(t
FE@OF) + 27 ()z(t) = 20" (t)o(t)}

r T i i i) ! )"
{Tﬁln;ﬂf (r)  (r#) }g(t)'

<D DD wimme" (1)

i=1j=1I=
For the convenience of analysis, some slack matrices A; = AT
are introduced. Denote W;;; = Y9 + TE(Yih)~1(rHHT,
according to the characters ;> " ;>0 wipy(wi —
; = 0, it yields that

Z Z Z wiﬂjﬂl‘l’ijl

i=1 j=1 1=1
T T T T
=D > wilwi =y — gy + Gw) A+ Y > win i
1=1 j=1 1=1j5=1
T T T
= Zzzwiﬂl(ﬂj - ijj z]l + Zzwzul
i=1 j=1 =i i=1 1=1

(Wi — LA+ D]+ Z Z Z Wit pur [t Wiji

i=11=1 j=i+1

+ Li\Iinl — Lin — LiAj + A; + AJ]
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Then, by applying the conditions (19)—(21) in Theorem I, one
can derive that

E{V(E®) + +2T()2(t) — v*oT (t)v(t)} < 0.

Thus, when v(t) = 0, by applying the Schur complement, we
can derive that £{V (£(t))} < 0, which implies that the system
is asymptotically stable. On the other hand, when v(t) # 0,
integrating both sides of the inequality (29) from 0 to oo and
taking the expectation, one has

£ {/OOO zT(t)z(t)dt} <~ {/OOO wT(t)w(t)dt} (30)

and the H, performance condition is satisfied.

Remark 4: This article discusses the asynchronous control
problems for the IT-2 fuzzy networked systems. The premise
variables are assumed to be unequal, i.e, w;((t)) # w (Z(t)).
Inspired by the literature [13], [28], some symmetric slack
matrices A; are introduced to establish the relationship between
variables w; (x(t)) and u;(Z(t)), which can reduce some conser-
vatism.

Remark 5: In Theorem 1, the sufficient criteria are presented
to guarantee the stability with an H,, performance for the
augmented error system (16). However, due to the existence of
nonlinear term, it is difficult to obtain the observer and controller
paraments directly by LMIs toolbox. Thus, the next theorem will
tackle these issues and give a solvable sufficient criterion.

Theorem 2: Given the scalars h > 0,e > 0,a > 0,3 >
0,9 > 0,vq > 0,vg > 0,vy >0, event trigger parameters
A9 > 0,19 >0,0; > 0,0, >0, disturbance parameter v >
0, the membership parameter 0 <(; <1, and matrix
F. If there exist symmetric positive-definite matrices
X, Q R Ql,Qg,Y]l,ng and slack matrices M A, of appro-
priate dimensions such that the following LMIs hold with
i — LjWwj > 0,7 < j:

(29)

Ui —A; <0 (31
Li‘i/iil — LiAi + Al <0 (32)
Lj\i/ijl + Li\ijjil — LjAZ' — LZ’AJ' + Al + Aj <0 (33)
R
Lt >0 (34)
M R
where
@ijll * * *
il ijl
.. = 05, O3 * *
ijl = 91]l 61][ @Z]l %
7, l 7 l ijl
®4J1 @4]2 0 C_‘)4]4
A * *
Gij’ll _ Aoy /}22 ~* *
A31 A32 A33 *

G;jll = 001{P2117 212,213, I‘214}

IEEE TRANSACTIONS ON FUZZY SYSTEMS, VOL. 31, NO. 8, AUGUST 2023

O = diag{(rs — £1)Q1, —4eX + 261, —0(2eX — €2I),
-7’1}

04! = col{hI'311,0,0,0,0,0}, O = col{I's21,0,0,0,0,0}

07! = col{T411,T410},

@gg = diag{—2¢X + ?R, —2¢X + 2R, —2¢X + €’R,
—2eX + €2R, —2eX + €?R, —2¢X + GQR}

04 = col{T421,0}, O% = diag{—1, ~1}

I = Bygq; *BYQJ; Qs 0}

oo = [V, —a¥§; 0 0], Tau=[0 BL 0 0
o3 = 7(1_8)YQ§ _’7(1_5)1/2§ 0 0}

311 = _AiX+Bi}/ll A X +BY, 0 O]

L= [VBFCX BFCX 0 0]

i = :0 0 0 Bm}, Dm:[o aFrcx o Bm—]

Ay =sym{A;X + B;Y;; —aYs;} +Q — R

Ao = (Ai—Aj)X-i-(Bi—Bj)le-l-O_zyzj'f‘Q— R

Ago = sym{A; X + B;Y1;} +Q *R» Ay =R—-M

]\32 = R—M, /~\33 = sym{M} —2R+ (lig +H3)Qg
Ais=R-M, Ay=-R-Q, c=+"+p
K1 :)\.?+)\.g’ Ro = I+91A(1), R3 :I+92Ag

Then, the event-based error system with

K =YX "', L;j=Yy,SV X ]VvsT (35)

is asymptotically stable in the presence of the multiple network
attacks.

Proof: By using Schur complement, the conditions (19)—(21)
are equivalent to the following inequalities:

Wi — Ay <0 (36)
Liqjiz’l — LiAi + Al <0 37
leilijl + Li\Ijjil — LjAZ' — LiAj + Al + A]‘ <0 (38)

T

v 1
BU'yPT213aﬁvaPT214ahU,8'UaPT215a hvgvy PYa16, To17,
Y15}, T =diag{—PR'P,~PR'P,~PR"'P,—PR'P,
_PR'P,—PR'P,~I,—I}.

where \T/ijl = T”ll = COl{hPTQll, hUﬁPTng,

Define P =diag{P1,P,},X =P ',Q=XQX,R=X
RX, 0y = X0 X, Qo = XX, My =X M X, My=XM,
X, M3 = XM3X, My = XMyX,Yy, = K; X, and Y
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0 Xo

there exists X = SV 1X1;V ST, make CX = XC maintain.
Multiply the left and right sides of the inequalities
(36)-(38) and (34) by the matrix Ji,J1,J1,Jo, where
J1 = diag{X7,I,Xs,1,1} and Jo={X,X, X X}. One
can get the following inequalities:

= L;X. Based on Lemma 2, for X = U UT,

i —A; <0 (39)
Li\ifiil — LiAi + Ai <0 (40)
Lj\i/ijl + Li\i/jil — Lin — LZ‘A]' + Al + A]‘ <0 41
Roxl gy (42)
M R
where
@ijll * * *
ijl ijl
- ®2J1l @2J2l * l *
ijl = ij il Xij
On O On  +
©n ©pn 0 O

0 = diag{—XR'X,-XR'X,-XR'X,
—XR'X,-XR'X,-XR'X}.

Dueto (R — e *P)R™'(R — ¢ ' P) > 0, one can obtain that

—PR'P < —2¢P + €*R. (43)

By substituting (43) into (39)—(42), the LMIs’ conditions
(31)—(33) in Theorem 2 are derived, and meanwhile, the gains
of the observers and controllers are given as K; = Y} ; X ~1and
L; = Y5;SV -1 X'V ST. This completes the proof.

IV. NUMERICAL EXAMPLE AND SIMULATION

Example 1: To illustrate the effectiveness of the proposed
control scheme, a mass—spring—damper system in [28] is pre-
sented as follows:

&+ 20 + kx + 0.09k2 = u(t).

o]

0 1 0
l—k(m(t),t) _21 x(t) + L] u(t) (45)

where k(z(t),t) = k + 0.09kz? and itis easy to get k(z(t), ) €
[5,10.88]. It is assumed that there exists a bounded external
disturbance. Then, the system (45) is rewritten as follows with
the IT-2 fuzzy model.

Rule 1:1f 1 (t) is F1, then

(44)

Letz(t) = [x,2]T = [21(t), 72 and k € [5, 8], one has

(t) = Ava(t) + Bru(t) + Buiw(t)

y(t) = Cla(t) + a(t)b(t)]
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Rule 2: If 25 (t) is Fi2, then

Z(t) = Asz(t) + Bau(t) + Byow(t)

)i

(

y(t) = [()+a()b()]
2(t) = Ex(t)

where

0 1 A= 0 1
—10.88 -2 -5 =2

Bur = Bus = diag{0.1,0.1}, C = [0.1 o}

=01 0.

According to the uncertainty parameter k, the upper and lower
MFs and some paraments are chosen as follows:

T
Blngz[O.l 0} B =B,

— 0.452%(t) + Zmax

w (z(1)) = &

Zmax — Zmin
—0.72 ? t max
B (a(t)) = 20T2RD T2
Zmax — Zmin
—q1 + 0.452%(t) — Zmin
t =
“2 (m( )) Zmax — “min
_ - + 072l‘2 t) — Zmin
(.UQ(x(t)) _ q2 1( )
Zmax — Zmin
p(@(1) = sin* (21 (1)), 7;(2(2)) = cos?(z1(t))
1= —95,02 = —8, Zmax = —9, Zmin=—10.88,; =0.4

@ =06,x, =0.5,X; =0.5,i,j = 1,2.

Then, the MFs of the nonlinear systems (44) and observer-
based controller are rewritten as follows:

wa(x(t)) = 1 = wi(@(t)), pa(2(t)) = 1 — pa ((1))-

Let 11 =0.5,10 = 0.8,)\? = 87)8 =50,=15,0,=1,a=
0.8,3=0.3,5=0.1, and Am(t) = 0.5sin(t)|. Besides, the
disturbance input w(t) and the deception attacks f(y(t)) are
assumed to satisfy

T
[10e+ sin(5t)  10e~+ sin(50)| ¢ €

w(t) = [0,10]

fly(t) = {0.15 tanh(y(t)) 0.15 tanh(y(t))} ! .

By using Theorem 2 and MATLAB LMIs toolbox, for the
performance attenuation level v = 0.4, the parameters of the
controllers, observers, and the event-triggered matrices are cal-
culated as follows:

K = {—187.8091 189.6873} ,

Ky = [—58.7836 —3.0744} ,
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| —.Z‘l(t)
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Systems state response
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Fig. 2. State response of the control system.
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-0.2

-0.4

Error state

-0.6

-0.8
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Time(s)
Fig. 3.  Trajectories of the error system.

TABLE I
COMPARISON OF TWO ETMs

Trigger cases
Transmitted package
Transmission rate

Improved event trigger Event trigger in [7]
150 193
7.50 % 9.65 %

., O = 48.0518,

0.0923 ~0.1500
Ly = , Lo =
0.0272 ~0.0209

Qo = 2.7112.

Set the sampling period h = 0.01, the initial value of x(t),
T
#(1), b{t), 21(t), and Aa(t) as 2(0) = [05 —~0.5] . #(0) =

T T
{1 4} , b(0) = {0.2 0.3} . 31(0) = 0.5, and As(0) =
0.7, respectively. Fig. 2 displays the state response of the sys-
tem with control input. Fig. 3 depicts the trajectories of the
augmented error system. Fig. 4 shows the comparison of the
release instants between the improved AETM proposed in this
article and the AETM in the literature [7]. Besides, the number
of transmitted package and transmission rate is shown in Table
I. Fig. 5 depicts the instants of the multiple network attacks.
Remark 6: Example 1 makes the comparison of the release
instants between two different AETMs. By calculating the rate

IEEE TRANSACTIONS ON FUZZY SYSTEMS, VOL. 31, NO. 8, AUGUST 2023

@1 ‘
= Improved event trigger
E sl P g8
w0
= o6l
=1
04f
02f
5
2 L0 Gl g I
0 2 4 6 8 10 12 14 16 18 20
Lo : : :
g ———  Adaptive event trigger
S osf
n
= osf
h=1
'S 04 J
z
g o2
B o
0 2 4 6 8 10 12 14 16 18 20
Time(s)
Fig. 4. Transmit instants of two different ETMs.
15 :
- deception attacks
- DoS attacks
wn
&1
3
]
bt
<
4
-
S
5
£
> 05 - o - —_ o v -
0 ‘ ‘ ‘
0 5 10 15 20
Time(s)
Fig. 5. Instants of network attacks.

of transmission signals, we can find that only 7.5% of sampling
data can be transmitted in this article, while 9.65% of sampling
data to be transmitted in [7]. Thus, the proposed AETM can
relieve more network burden.

Example 2: A numerical example of the IT-2 fuzzy system
is proposed and the corresponding parameters are chosen as
follows:

11 02 13 18 04 0.1
A=102 —15 01|, Ai=|03 -2 o1
08 01 —04 05 02 —03
01 0 0
Bui=Buws=|0 0 01}, C:[O.m 0 0}
0 01 02

T

and the upper and lower MFs and some paraments are chosen
as follows:

i)

wi(a(t) =1—e"5,

wy(2(t)) = 1 —wi(z())
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z1(t)

Systems state response

0 10 20 30 40 50 60 70 80
Time(s)

Fig. 6.  State response of the system without control.

X; =1—0.6sin®(z1(t)),i,5 = 1,2.

Let L] — 05, Ly — 09,)\(1) = 25,)\8 = 25, 01 = ]., 92 =
L,a=0.7,=0.7,7=0.1, and Am(t) = 0.5sin(t)|.
Besides, the disturbance input w(¢) and the deception attacks
f(y(t)) are supposed to satisfy

w(t) = [0.1sin(5t), 0.1 sin(5t), 0.1 sin(5¢)] 7, ¢t € [0, 15]
f(y(t)) = [0.15tanh(y(t)),0.12tanh(y(t)), 0.10tanh(y(¢))]” .

By using Theorem 2 and MATLAB LMIs toolbox, for the
performance attenuation level v = 0.5, the parameters of the
controllers, observers, and the event-triggered matrices are cal-
culated as follows:

K, = [—13.2937 —4.0707 —18.6273}

Ky = [71.3793 —0.5220 —3.6763}
—0.0924 —0.0518

Ly = | 0.0389 |, L= | 0.0243
0.0236 —0.0274

Q1 =91.1248, Qy =2.7073.

In this example, the state response of system with the
initial condition z(t) = [1;0.5;—1]7 is derived in Fig. 6;
it is obvious that the system without control is not sta-
ble. Then, set the sampling period & = 0.1, the initial value
of &(t) =[0.5;0.3; —0.5]7,b(t) = [0.5;0.3;0.1], A1 (t) = 0.5,
and XAy(t) = 0.5. The results are shown in Figs. 7-9. Fig. 7
displays the state of system with control input. The trajectories
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Fig. 7. State response of the control system.
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Fig. 8. Trajectories of the error state.
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Fig. 9. Transmit instants.

of estimation error are plotted in Fig. 8. Fig. 9 describes the
release instants and intervals of the proposed AETM.
V. CONCLUSION

In this article, the IT-2 fuzzy control problem for NCSs with
sensor output bias and multiple network attacks is investigated.
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To save the network resources, a novel adaptive event-triggered
method is proposed, which can adjust the thresholds dynam-
ically according to the change of current signal and previous
trigger signal. Furthermore, the randomly occurring output bias
from the measurement is considered in the system’s model.
Taking account of these influence, an observer-based event-
triggered IT-2 fuzzy control model is constructed. By utilizing
the theory of Lyapunov function and LMI techniques, some
sufficient conditions that ensure the asymptotic stability of the
augmented error system are obtained. Moreover, the parameters
of the IT-2 fuzzy controllers and observers are both derived
simultaneously by solving some LMIs. Finally, two simula-
tion examples are given to support advantages of the proposed
method.
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