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Abstract—TIn this article, a recursive filter (RF) is designed for
randomly coupled complex networks (CNs) subject to deception
attacks under limited network bandwidth. It is assumed that the
coupling strengths between nodes conform to a uniform distribu-
tion that is mutually independent. A hybrid scheduling scheme
including the event-triggering scheme and the RA protocol is devel-
oped to alleviate the burden of network data transmission. An RF
method for each node will be created, which can capably restrict
the maximum of filtering errors (FEs) under the random coupling,
deception attacks, and hybrid scheduling scheme. The solution
to difference equations yields the upper bound of FE covariance.
The satisfactory filter parameters are derived by minimizing this
upper bound. The verification of mean-square boundedness of FE
covariance is confirmed under specific assumptions. Finally, the
validity of the proposed RF is evidenced by a simulation example.

Index Terms—Complex networks (CNs), deception attacks,
event-triggered control, random access (RA) protocol, recursive
filter (RF).

I. INTRODUCTION

OMPLEX networks (CNs) have found widespread appli-
C cations in numerous fields ranging from biology, social
science, and engineering [1], [2], [3]. CNs are generally made
up of numerous nodes, where every node represents a dynamical
subsystem having the interconnections with other nodes. Due to
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the complex structure and unpredictable network environment,
most of the time, the network states are difficult to obtain.
Consequently, it is indispensable to study the filtering problem
of CNs. For years, plenty of achievements have been achieved
in filtering algorithms for CNs. In [4], a recursive filter (RF) for
uncertainly coupled CNs with a saturated state was designed.
In [5], a novel RF has been put forward to deal with random
sensor failures in CNs. Research on multiple event-triggered
filters for nodewise CNs has been explored in [6].

Describing the topological links between nodes in CNs neces-
sitates accounting for the strengths of coupling between them,
which is a crucial factor. In most studies, the couplings between
nodes in CNs are always assumed to be a known constant
matrix [7], [8]. However, in practical applications of CNs, the
coupling strengths are usually randomly fluctuating under the
influence of variable environmental factors. With the random
changes in coupling strength, it is evident that the filtering
techniques employed by most invariably coupled CNs may no
longer be appropriate. Thus, considering the filtering methods
for randomly coupled CNs have important theoretical and prac-
tical significance, which has caused certain concentrations. Gao
et al. [9] developed an event-triggered RF method for CNs
with random coupling strengths. Discussions have taken place
in [10] regarding state estimation for randomly coupled CNs that
undergo discrete-time switching. In [11], the state estimation
problem of randomly inner coupled CNs with a round-robin
(RR) protocol has been studied.

On the other hand, it should be pointed out that due to
the transmission of sensor data through shared communica-
tion networks, the likelihood of cyberattacks taking place is
unavoidably increased [12], [13]. The most common types of
cyberattacks are deception attacks [14], [15], replay attacks [16],
and denial-of-service attacks [17], [18]. Among these, deception
attacks that can inject malicious data are the most destructive
to system security. At present, deception attacks have become
an emerging research hotspot. In [19], the data-driven security
control problem for dynamics nonlinear systems under decep-
tion attacks was discussed. In [20], the investigation of state
estimation techniques is conducted for energy-limited neural
networks vulnerable to deception attacks within the framework
of finite-horizon scenarios. In [21], the problem of distributed
filtering in state-saturated systems under the threat of deception
attacks has been a topic of discussion. The focus of this article is
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to explore the problem of RF for randomly coupled CNss subject
to deceptive attacks.

In addition, in an effort to improve communication efficiency
as much as possible with limited network bandwidth, multiple
communication protocols have been discussed repeatedly, such
as RA protocol [22], [23], [24], RR protocol [25], [26], and
weight try-once-discard (WTOD) protocol [27], [28]. Commu-
nication protocols typically alleviate data conflicts by distribut-
ing permissions to access the network at each transmission mo-
ment. This leads to sending only one component of the node data
at a time, which reduces the performance of the filter. Different
from the scheduling protocols, the event-triggered scheme is to
govern which sensor node’s data will be transmitted. Only if
the specified threshold is surpassed when there is a significant
difference between the data from the current sensor node and
the data that were previously transmitted, the data of the current
sensor can be sent to the communication network [29], [30],
[31]. The combination of the communication protocol and the
event-triggering scheme is more conducive to addressing limited
bandwidth issues while ensuring the dynamic performance of
filters. Recently, a hybrid communication protocol was pro-
posed in [32] that combines the event-triggering scheme with
the WTOD protocol. In [33], a suggestion was put forward to
tackle the difficulty of implementing output feedback control
by utilizing the RR protocol with an event-triggering scheme.
The prime target of this article is to study the mixed use of the
event-triggering scheme and the RA protocol, which has not
received sufficient attention.

The hybrid scheduling scheme combines the event-triggered
scheme with the RA protocol, which can flexibly adjust the
amount of data sent according to the change scale of sensor node
data. Based on the hybrid scheduling scheme, we are committed
to developing a new RF method for randomly coupled CNs
subject to deception attacks. The distinguishing innovations of
this article can be characterized by the following aspects.

1) The resilient RF problem for randomly coupled CNs with
the event-triggering random access (ET-RA) scheme sub-
ject to deception attacks is studied for the first time.

2) The new ET-RA scheme allows for the number of sensor
nodes involved in transmission to be adjusted in a flexible
and dynamic manner, in response to changes in threshold
values and measurement output components. By fully
utilizing the network bandwidth, the performance of the
filter is optimized to the maximum extent.

3) To ensure that the filtering error (FE) remains within
acceptable bounds, the filter gain is acquired through the
solution of the matrix difference equations, and the expo-
nential mean-square boundedness (EMSB) under specific
conditions is discussed.

II. PROBLEM DESCRIPTION
A. System Model
Consider the following randomly coupled CNs:
@ik + 1) = Ay (k)a; (k) + f (2:(k))+ 371, iy (k)T (k)
+ Di(k)wi(k)
yi(k) = Ci(k)xi(k) + vi(k)
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where z;(k) € R™ and y;(k) € R" represent the state vector
and the measurement output vector for the ith node at time instant
k,respectively,i = 1,2,..., N. a;;(k) are the random coupling
strengths presumed to follow mutually independent uniform dis-
tribution in the domain [a; 1, a; 2]. The expectation and variance
of a;;(k) are &; and 1);, respectively, where a; 1 and a; o are
known and can be obtained by statistical experiments. The inner
coupling matrix is described by I' = diag;;-,,,{vi} with the
coupling strength ;. f(-) represents a known nonlinear function.
wi(k) € R™ and v;(k) € R™ are the zero-mean Gaussian white
noises, which represent the process and measurement noise,
respectively. The covariance of w;(k) and v;(k) are @; and
R;, respectively. All of these time-varying system matrices
Ai(k), Ci(k), and D;(k) are known.

B. Event-Triggering Random Access Scheme

Assume that the measurement output are grouped into n
components, y;(k) can be restated as y;(k) = coln{yl(l)(k)},
where ygl) (k),l € Nt ={1,2,...,n} represents the measure-
ment value of the /th component for the ith sensor node.

Next, for reducing the transmission rate of the unneces-
sary data between the sensors and the filter and avoiding data
collisions, an ET-RA scheme, which is a combination of the
event-triggered scheme and the RA protocol, will be employed
to govern the signal transmission in CNs with a limited network
bandwidth. Define the following event-triggering scheme:

D) = (100) " (500) — 62 (50®) 4" k)
2

(11

where gjgl)(k) = ygl)(k) - yi(l)(l_cgl)(t)). qﬁgl) > (0 is denoted
as a threshold that determines the triggering frequency.

yi(l)(lz:gl) (t))(t € R) represents the tth triggered data of sensor

node component [ at the latest triggering instant I?:Z(l) (). @i
denotes the number of components that satisfy condition (2). The
[th sensor node component’s triggering moments are indicated

through the series l%gl) (t), which are determined by the rule
k9 (¢ +1) = min {k|k > £ ), 20 (k) > o} NG

When EZ(-Z) (k) > 0, the corresponding components yl(l)(k;) will
be transmitted to the filter.

The measurement output after the transmission is regarded
as J;(k), and for compensating the filter received signals the
zero-input strategy is adopted. According to the event-triggering
scheme, the updating rule is expressed as

“

~(l)(k_) _ yz(l)(k)a if Ez(‘l)(k) >0
! 0, otherwise

For the convenience of analysis, another variable <p1(-l) (k) is set
as

1, if=P %) >0
ol (k) = (k) 2 5)
0, otherwise
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based on which, we have
Gi(k) = @y, () yi(k) (6)

where (bapl(k) = diaglglgn{@l('l) (k)}

To improve the performance of the filter, if none of the
sensor node components satisfies Egl) (k) > 0, the RA protocol
is adopted for scheduling the signal of measurement output.

Let &;(k) € NT be the transmission sequence of the nodes,
which are randomly selected and authorized to network trans-
mission at time instant k. The probability of &; (k) = j (j € NT)
is

Prob{&;(k) =j} =pi;

where p; ; > 0 1is the probability for the 7th component of nodes
to be selected to transmit signal and Z;L: 1pi; =1L

The updating rule of gjgl) (k) is
31 (k) = 8(6(k) = Oy (k), 1€ N )

where 0(a) (& € R) is the Kronecker delta function.
Under the RA protocol, the ith filter input is

. D¢, iyvi(k), ifk=>0
i(k) = ' .
5ilk) {0, otherwise

®)

where ®¢, (1) = diag, ;. {0(&(k) — )T}
Based on the earlier description, with the ET-RA scheme, the
actual received signal is written as

Gi(k) = @5, k)i (k) )]
where
D5, (k) = Py, (k) T 0i(K) P, (1)
oi(k) = 6(tr(Py,(x)))-

Remark 1: In this article, we integrate the event-triggering
scheme and the RA protocol to develop the novel ET-RA
scheme. Measurement output y;(k) is grouped into n com-
ponents ygl)(k;)7 which can be sent separately. When ygl)(k)
exceeds the predesigned event-triggering condition (2), it will
be transmitted to the remote filter. If none of the conditions (2)
for ] € N7 is triggered, the RA protocol will be implemented to
schedule which component yEl)(k) is transmitted. This means
that it is probable to transmit one or multiple components of
sensor node data at each moment. Obviously, the proposed
ET-RA scheme will allow more signal transmission compared
with only the event-triggering scheme or the RA protocol, which
contributes to the enhancement of filter performance while alle-
viating network congestion and conflicts.

Remark 2: The ET-RA scheme enables flexible selection
of the transmitted measurement output components based on
changes in system states. Measurement output components that
exceed the threshold of change are directly transmitted to the
remote estimator. As a result, the estimator is able to respond
rapidly to changes in the system state. When the measurement
output changes insignificantly, one randomly selected compo-
nent is sent to the remote estimator. This approach allows for the

efficient alleviation of network congestion and conflicts while
ensuring estimation accuracy through minimal data updates.

C. Deception Attacks

In the CNs, the transmission signal may suffer from network
attacks. The attack behavior of injecting specific signals into
the measurement output signal g;(k) to deceive the system is
represented as

i(k) = pi(k)gi(k) + (1 — pi(k)) ®s, eymi (k)

where y;(k) € R™ is the actual signal received by the fil-
ter. n;(k) represents the signal sent by attackers and satisfies
E{n:(k)nF(k)} < S;. u;(k) represents a sequence of mutually
independent Bernoulli variables, where each variable can take
on a value of either 0 or 1 and has a specific probability

Prob {u;(k) =1} = f,,

where [i; € [0,1]. When pu;(k) = 1, the filter receives the nor-
mally transmitted measurement signal. y; (k) = 0 indicates that
the deception attacks are present.

Remark 3: Due to the impact of variant network environ-
ments, adversaries commonly do not successfully send decep-
tion attack signals every time. As a consequence, the random
sequence following the Bernoulli distribution is introduced to
indicate whether the occurrence of the deception attacks or not.
i and S; can be obtained through loads of experiments or by
collecting data from actual practice.

(10)

Prob {s,(k) = 0} = 1 - i

D. Recursive Filter

Considering the ET-RA scheme and deception attacks in the
CNss, the developed RF is

Zi(k + 1) = Ai(k)@i(k) + fi (2:(k) + 330, aila; (k)
Ti(k+1) = 2;(k + 1) + Ki(k + 1) (:(k + 1)
— %5, (k1) Ci(k + 1)Zi(k + 1))
(11

where Z; (k + 1) denotes the one-step prediction and Z,;(k + 1)
is updated estimation of the state x;(k + 1). K;(k + 1) is the
filter gain to be determined.

For further analysis, define

éilk+1)=a;(k+1)—2;(k+1) (12)
Pi(k+1)=E{é(k+1)el (k+1)} (13)
eilk+1)=a;(k+1)—2;(k+ 1) (14)
Pi(k+1) =E{e;(k+1)e] (k+1)} (15)

where €;(k + 1) represents the one-step prediction error, and
P;(k + 1) denotes its covariance. The FE and its covariance are
e;(k+ 1) and P;(k + 1), respectively.

III. MAIN RESULTS

In the following section, to mitigate the potential impact of
deception attacks, we will design an RF for randomly coupled
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CNs under the ET-RA scheme. To proceed, some lemmas are
provided for the following analysis.

Lemma 1 ([34]): For constant scalar € and appropriate dimen-
sions matrix X, Y, we can derive from elementary inequalities

XYT v XT <eXXT +elyy? (16)

Lemma 2 ([35]): For function Vj(:(k)) and real numbers
Vmin, Vmax, A > 0,0 < & < 1,if
Vanin [[e(R)[1* < Vi (1(k)) < vmax|e(R) ]| a7
and
E{Vi ((k)) [o(t = 1)} < (1= &) Vi1 (k= 1)) + A (18)

Then, ¢(t) is the EMSB and satisfies

E {Jo(k)?1} < J22E ()P} (- 7)*

k

A (1— /).

Vi
min ]:1

+ 19)

Theorem 1: For (14) and (15), the recursions of R(k‘ +1)
and P;(k + 1) are calculated as

Pi(k+1) = A(k)Pi(k)AT (k) + ) :ID;(k)T"

(20)

and

Pi(k+1)

< Gk +1) (I?i(k +1)B(k+ DR (k+1)
j=1
+ [1:Cij(k + 1)Di(k + 1)C (k + 1)
+ Ki(k+ 1)@ (R + (1 — 1) Si) @ K'(k + 1)

+E{Gij(k+1)+GJ(k+1)})

where

2

gij(k+1) = <P§j)(k + 1)@ +oi(k + 1)@ipi
Ai(k) = Ai(k) + Fi(k) + Us (k) A (k)

Bij(k) = As(k)ei(k)e] (k)T

fii = fi(1 — fi;)

Di(k+1) =E{z;(k+ 1] (k+1)}
Cij(k+1)=K;i(k+1)®;C;(k+1)

IEEE SYSTEMS JOURNAL, VOL. 18, NO. 1, MARCH 2024

Ki(k+1)=1— g Ki(k+1)®,;Ci(k + 1)

®; = diag, <, {6(j — )1}

Gij(k+1) = (1= 1) K (k + 1)é;(k + Dl (k+ 1)
x ®TK] (k+1).

U, (k) is a known scaling matrix associated with specific issues.

A; (k) is an unknown error matrix inevitably generated in the

process of linearization and its covariance does not exceed /.
Proof: Based on (1) and (11), it follows that

€i(k +1) = Ai(k)ei(k) + f(xi(k)) — f(2:(k))
N N
+ Y ai(k)la(k) + Y aile; (k)
j=1 j=1

Inspired by the authors in [36] and [37], it is received by
expanding f(x;(k)) with a Taylor formula that

fai(k)) = f(2i(k)) + Fi(k)ei(k) + o (ei(k))  (23)
where F;(k) = (0f(xi(k))/0xi(k))|z,(k)=2, (k) Tepresents the
Jacobian matrix, and o(e; (k)) = U;(k)A;(k)e; (k) is the Peano

remainder of the Taylor formula expansion.
Combining (22) and (23), we have

(22)

Ei(k + 1) = Ai(k)ei(k) + > duy(k)Ta; (k)

where dij (k) = Oéij(k) — Q.
Substituting (24) into (14), we can obtain (20).
Similarly, from (1) and (11), one has

e;(k+1)

= Ki(k+1)&;(k+1) — (ni(k + 1) — 1) Ci(k + 1)
x xi(k+1) — pik + DK (k4 Dvi(k + 1)
= (I = pi(k + 1)K (k + 1)ni(k + 1)

where

(25)

Ki(k+1) = Ki(k + 1)®s, (k1)
Ci(k+1) = Ki(k+1)Ci(k + 1)
Ki(k+1) =1 - iCi(k +1).

Consider the definition of ®, (;.11) in (6) and ®¢, (.1 1) in (8),
one has

n

o k1) = Pig(k+ 1),

j=1

(26)

where

Bis(k+1) = 9 (k+1) + 03(k + 1)5(E:(k + 1) — ).
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Similarly to the work in [23], since
E{5(&(k +1) - j)} sz W(h—j)=pi; 27
we have
Gij(k+1)@in(k+1) = {‘ﬁ??(fkill))% Y+ 1), j ; Z
(28)

and

e =(d) =(h)
oDk + 1) (k4 1) = {1 HET(R),E7 (k) 20
(k+ D (k+1) = 0, otherwise.

(29)

Based on (15) and (25)—(29), we have (21).

Remark 4: With the consideration of random coupling
strengths and deception attacks, (21) contains some uncertain
items, which makes it laborious to obtain accurately P;(k + 1)
and K;(k + 1). By utilizing scaling techniques, it is possible
to establish a determined upper bound for the FE covariance
P;(k + 1), which is beneficial in obtaining the gain matrix
K;(k+1). The derivation of this upper bound is achieved
through mathematical induction.

Theorem 2: For given positive scalars ¢;(i = 1,...
following two matrix difference equations:

Oi(k+1)
= hyAi(k)O; (k) AT (k)

,6), the

+ha (Fi(k) (871 (k) = es1) " BT () + 5 Ui (R)UT (1))

N
+ 3 (1 + &) ID; ()T + Di(k)QiDY (k)
j=1

N
+) (A +eM)aiN + (1+ e)) 1O, (k)T (30)
j=1

and

0;(k+1)
=27l

+ ng(k/’ + 1) (h5’zél<k‘ + 1) + ilg,ﬂai(k +

(k+1) (Bg,if{i(k +1)6;(k + DEKT (k+1)

1)) Ch(k+1)

+ Ki(k+1)®, (ﬂiRi + ﬁ4,is,») OTKI(k+ 1)) (31)

with the initial condition 0 < P;(0) < ©,(0]0), have positive-
define solutions ©;(k + 1) and O, (k + 1), which are the upper
bound of P;(k + 1) and P;(k + 1), respectively. Additionally,
the gain matrix can be obtained by

Z (k4 1) fiihs i ©;(k + 1)

K;(k+1)

x CF(k+1)®] U (k+1) (32)

where
ill = (1 +€1)(1 + 62), ilz =
hai=(1+e")(1— ;)

hsi = (1+e5)i, hei=(1+e5")fis

(1+e)(1+e7)
ils,i =1+es(1— ),

k+1 ZJU k+1 ( lu1 E3,i+ﬁ5,i)¢]

x Ci(k+1)0;(k + 1)CT (k + 1)@T
+ he,i®;Ci(k + 1)Ds(k + 1)CF (k + 1)@T
+ @ (ﬁiRi + fl471‘5i) q’f)

k)a] (k) }
=E {fl(k + 1)z

Dj(k) = E {&;(
Di(k + 1) Tk+1)}.

Proof: Consider the initial condition 0 < P;(0) < 0,(00),
and assume that P; (k) < ©;(k), we require evidence to support
that P;(k + 1) < ©,;(k + 1).

By employing Lemma 1, one has

N
> @B {Bij (k) + B (k) } < et Ai(k) Pi(k) AT (k)

. (33

N N )
ZZ 'a;E {Te; (ke (k)
: h=1

Next, by applying [38, L
as follows:

A (k) Py (k) AT (k)
< (14 e2)Ai(k)Pi(k) AT (k) +

X (Pi(k) ™ = eD) " FT (k) + " TiR)UT (R)) . (34)

emma 1], we can deduce the inequality

(1+e") (Filk)

Based on Lemma 1 and (k) = ¢;(k) + &;(k), we have

Di(k+1) < (1+e) Pi(k) + (L+e,") Di(k). (39
By using Lemma 1, it can be derived that
N N N
SN @TE{ej(k)ef ()} TT <Y afNTP; (k)L™
j=1h=1 j=1
(36)

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on March 21,2024 at 01:39:31 UTC from IEEE Xplore. Restrictions apply.



N
+) (L4 e Ha?N + (1 + ea)th;) TP (k)T7
j=1

As aresult of the premise P; (k) < ©;(k), it can be concluded
that P;(k+1) <©;(k+1).

Similarly to (35), we have

Di(k+1) < (1+e) Pi(k+1) + Di(k +1).

(37

(1+e7)

Based on (37), (21), and Lemma 1, we have
Pi(k+1)

<> Gu(k+ 1) (hoaRilk + 1Ptk + DET (k + 1)
j=1

+ Cij(k + 1) (iL5)i]5i(k' +1)+ B@)i@i(k + 1)) Cg(k‘ + 1)

+ Ki(k+1)®; (ﬂiRi + il4,iSi) fI>jTKiT(k + 1)) . (3%

Therefore, we have a consequent that P;(k + 1) < ©;(k + 1).
Taking partial derivative of ©;(k + 1) with regard to K;(k +
1), we can obtain

Dtr (O4(k + 1)) JOK(k + 1)
= i: Gii(k+1) (—Q/TLJL?,?JAQ(k +1)0;(k +1)

x CF (k+ 1)0T +2C;;(k + 1) (ﬁméi(k +1)
+ he i Di(k + 1)) cl(k+ 1)@?

+ 2K;(k +1)®; (mRZ- + B47i5i) <I>f) : (39)

By making (39) equal to 0, we can get (32).

Remark 5: In Lemma 1, the parameter e is an arbitrary
positive value. In order to minimize the computational burden,
the most appropriate choice of parameter € is to achieve the
minimum trace of M;, where M; = eXXT + ¢ 'YYT. Fur-
thermore, we can obtain

e = (tr (YYT)/tr (XXT))?

Similarly, the parameters €1, €5, €3, €4, €5 in Theorem 2 can also
be obtained using the same method.

Up to this point, the gain matrix has been derived. Afterward,
we will evaluate the efficacy of the filter we designed by exam-
ining the boundedness of FE, which requires some assumptions.

Assumption 1: There exist positive scalars a, a, 99> C G, 2,
z,d,d, f, f.u, u,b,b, g, qr, 7, s and § such that

a’I < Ay(k)AT (k) < @I, g°I < A (k) Ay(k) < g°1

AT < Ci(k)CE (k) < &I, 22T < CF(k)Ci(k) < 2T
d*1 < Di(k)Df (k) < &1, f*I < Fy(k)F] (k) < f°1
b1 <TTT <1
sl < S; <sl.

I < Ui(k)UT (k) < @1,
qI<Qz<qI rl < R; <rl,
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Assumption 2: The ith node state vector satisfies
X°I < E{z;(k)z] (k)} < x°1.

In order to make the notation easier to understand, we have
established the following definitions:

B=h1a20+ho(f2(07" —e3) '+ 5 u?) + N(1+ ;)
x hib® (L4 e7)x* + (1+ 6’1)9) + hy 620 + d*q
B =h1a*0+ ha(f2(07" —e5)" u?) + hr 070 + d°q

p = ho B+ hse*X* + it + (1 +¢5')5

+e

P=D, (hgzc B+ hsc®x* + fur + (1 +681)§>

7 =pipshs 2’ B7p

m = ji;h3 2%

A= ﬂiﬁs,i3528_1

A= Qiﬁiﬁ&iégQﬁfl

0= il?),i(l — )8+ 715,15»25 + ?16,15\2 ((1 + €5)X°
+(1+eHB) + ([m’ + B4,z-§) [i;h3 ;62 B%p 2

2=Dp, (iLS,i(l — )23+ hs 228 + (ﬂif + B4,i§)

X :u/z h32 é p_2>
@ =m((1+ €12)a’5%0 + (1 + e13)8) (ha i (h1a*0 + 1))

2h2 52 2

¥ = mu (hlolcx +Mﬂ’+h1115)

7pi,n}
il7)i =N ((1 + 61_1)07?]\7 + (1 + 64)1%‘)
hs = (1 +e51)(1 + €g)

Bi = min{pi,hpi,Qv oo

ilgﬁi = /J,?iLg,i + il51i + ilﬁ,i(l + Egl)
hioi = (1+ €13)fl
hivi = (14 €3) i

Theorem 3: Under Assumptions 1 and 2, the initial state 61 <

0,(0|0) < @1, there exist positive scalars ez, es, €9, €10, €11, 0 <
0, 0>0,and 1 + €9 + €10 < hg; such that the FE e;(k + 1) is
the EMSB.

Proof: By employing mathematical induction, it can be
demonstrated. First, we have the initial state 61 < 0,(0/0) <
0I. Assume 01 < ©;(k) < 01, we need to establish that 91 <
O;(k+1) <0Iis true.

By using Lemma 1, Assumption 2, and &;(k) = x;(k) —
e;j(k), we get

xj(k)ejr(k) + x?(k)ej (k) < erx*I + e?léf. (40)
Furthermore, we have
0<D;(k) < (1+e)X + (1+e )OI (41)
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Then, by using Lemma 1, Assumption 1, and (41), from (30),
we can get

BI < ©,(k+1) < BI
Similarly to (41), one has

2k +1)eT (k+1) + 2T (k + 1)éi(k + 1) < esX2I + 5 BI
(43)

(42)

and
0<Di(k+1) < (1+es) XI+ (1+e5') AL

According to ¥, (k + 1), it follows from Assumption 2, (42),
and (44) that

(44)

pl < W;(k+1) < pl. (45)
Therefore, we have
ol < Ki(k+ 1)Kl (k+1) <7l (46)
According to Assumption 2 and (42), one has
M <Cij(k+1) <Al (47)
based on which we have
(1=MI<I-Ciyk+1)<(1-nr)I (48)

From the derivation presented earlier, it is a simple matter to
arrive at the conclusion that oI < ©;(k + 1) < pI. Considering
the conditions o <  and 0> 0, we have

0I < O,(k+1) <0l (49)
Define the augmented FE
e(k) = [e{(k‘), ed (k),...

and considering Lemma 2, we define

LR (k)]

N
Vi (e(k+ 1)) =Y el (b +1)0; 1 (k + 1)es(k + 1).
i=1
(50)
By (50), it is not hard to obtain
N —
2‘971 llei(k + 1)[12 I < Vit (e(k + 1)) (5D
i=1
and
N
Vi1 (e(k + 1)) Z Yesk+D)IPI. (52)
Substituting (22) into (25) yields
ei(k+1) = Ki(k +1) (Ai(k)ei(k) +7i(k))
— Ki(k+1)¢(k) (53)

where

7i(k) = (Fi(k) + Ui(k)A,

N
B)elk) + 3 ol

+Z%

(pi(k +1) = )@, (o1 Ci(k + )i (k 4+ 1)
+ pi(k + 1) @5, (k4 1yvi(k +1)

+ (1= pi(k + 1)@, k41ymi(k + 1)

based on which and Lemma 1, one has

Visa (e(k + 1))

Gi(k) =

N
< Z {Puzel (k) AT (K)851 (h + 1) Ai ke ()

+ hyg7 (K)O; 1 (k + 1)7i (k)

+ haacl ()Bialk + 1)Gi (k) } (54)

where

hio=1+€9+e10, hiz=1+e'+en

h14 =1 + 6;01 + 6;11

Oiilk+1) = K '(k+1)0; ' (k+ )K;(k+1)
Oialk+1) = K'(k+1)0; ' (k + 1)K (k + 1).
Substituting (30) into (31), we have
0;(k+1)
> i Ki(k + 1) (hn A(R)O:(R)AT (k) 4+ 1T) KT (ki +1)
(55)
where
G =ho (f2(07" —e3) 7t + 3 u?) + hr %0 + d*q.
Hence, we can get that
AT (k)81 (k + 1) Ai(F) < Oi(k)! (56)
where
G2 = (BS,i (Bl + §1@_29_1))71
By using Assumption 2 and the fact 7;(k) = é;(k+1) —
A;i(k)ei(k)AT (k), we have
(k)T (k) < (1 + €12)a’g201 + (1 + e)BI. (57)

According to tr(XY) = tr(Y X), it can be derived from (55)
and (57) that

7T (k)01 (k + 1)7(k) < w@. (58)
Next, it follows from (46) that:
KF(k+1)Ki(k+1) <mpih3 22 3%p 2. (59)

By using the property of trace and taking expectation on
¢i(k)CT (k), we obtain

E{T(R)G(R)} < m (Raoic® + it + b1 is?) -
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Hence, we have
E{ T (1)8ia(k +1)Gi(hk) | < 0.
Based on (56), (58), and (60), we derive from (50) that

Vk+1 (e(k + 1)) < Blgggvk (e(k)) + Nillgw + N/~7,14’l9.
(61)

(60)

In view of the condition l~112 < 53,% we can get

Viesr (e(k+1)) < (1 — 5)Vi (e(k)) + A (62)

where
k=1—(1+e+qa 20"
A= Nillgw + NiL14’l9.

It is not hard to find that 0 < x < 1 and A > 0. According to
Lemma 2, from (51), (52), and (62), it can be concluded that the
FE ¢;(k + 1) is the EMSB.

IV. NUMERICAL EXAMPLES

This section offers two simulation examples to exhibit the
efficacy of the proposed RF.
Example 1: Consider CNs (1) with the parameters as

Ay (k) = [0.94 + 0.175in(0.85k) 0.22 ]
n 0.13 0.63 — 0.21 cos(0.43k)
[0.97 + 0.25sin(0.75k) 0.52 ]
Az (k) =
0.08 0.57 — 0.15 cos(0.61k)
[0.96 + 0.23 5in(0.83k) 0.49 ]
Az (k) =
0.06 0.56 — 0.21 cos(0.72k)
0.5 4 0.08 cos(k) 0.45
Aa(k) = As(k) = ( )
0.2 —0.5sin(3k + 2)
0.6 5in(0.98k 0.25
Ci(k) = ( )
0.9 0.24 cos(k + 1)
[0.545in(0.65k)  0.32
CQ(k) - ( )
0.81sin(k)  0.54
[0.525in(0.5k +1) 0.26
0.76 0.61
0.5 0.35 cos(k
Clk) = Cs(k) = )
0.8sin(k) 0.64

Dy (k) = 0.59sin(k), Da(k) = 0.25sin(k)
Ds(k) = 0.47sin(k), Dy(k) = D5(k) = 0.28 sin(k).
The nonlinear function f(x;(k)) is
(1

0.15sin ( z;
[ (zi(k)) =

)
)(k) +0.07 cos (21 (k)
0.09sin x (

k) )+ 0.12cos :U(Q)(k)
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0 5 10 15 20 25 30 35 40 45 50
Time(k)

.
0 5 10 15 20 25 30 35 40 45 50
Time(k)

Fig. 1. 1 (k) and its estimation #1 (k).

The covariance of process noise and measurement noise are

Q; = diag{0.15,0.15}, Q, = diag{0.21,0.21}
Qs = diag{0.24,0.24}, Q4 = Q5 = diag{0.18,0.18}

and

Ry = diag{0.19,0.19}, Ry = diag{0.22,0.22}
R3 = diag{0.18,0.18}, Ry = Rs = diag{0.16,0.16}.

The random coupling strengths «;;(k) obey uniform dis-
tribution in the interval [—0.1,0.2], and I' =0.2]. The
event-triggering thresholds are chosen as ¢§l) =04 for [ €
{1,2,...,n}. The possibility of cyberattacks is set as 0.15 and
the signal sent by the attackers 7; (k) is given by

T
m(k):[o.%sin(osszc) 0.25005(0.42k:)} .
Set the initial states as follows:
T T
xl(O):[O.ll 0.14} ,xQ(O):[O.m 0.11}
T T
x3(0)2[0.06 0.08} ,x4(0)=x5(0):[0.12 0.14}

and the initial error covariance upper bounds ©;(0) = 61.
Figs. 1-3 show that z;(k) and its estimation Z;(k) for i =
2, 3. Fig. 4 displays the trace of filter error covariance P;(k)

and its upper bound ©; (k). In addition, the upper bound of ©; (k)

in Theorem 3 is also plotted in Fig. 4. It can be inferred from

Fig. 4 that ©, (k) is always above P;(k), which is consistent with

theoretical expectations.

Fig. 5 plots the estimation error e; (k) with the ET-RA scheme
and the RA protocol. On the whole, when employing the ET-RA
scheme, the estimation error is generally smaller compared to
solely utilizing the RA protocol. Taking a holistic perspective,
the designed RF performs well with the ET-RA scheme.
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Fig. 2. x2(k) and its estimation &2 (k).

0 5 10 15 20 25 30 35 40 45 50
Time(k)

Fig. 3. a3(k) and its estimation &3 (k).

Example 2: Consider the CNs with three nodes, where the
local dynamics of each node is the following Chua’s circuit
[39], [40]:

Cri(t

) =
Cava(t) = (63)

= g
—~
=
(V)
—
~
N
\
<
. [
—
~
~— ~—
S~—
\
—
—
=
—
—
~
N
=

where vi(t) and vo(t) are the voltages across the capacitor
C; and Cs, respectively. i3(t) denotes the current through the
inductor L.

f(-) represents the voltage versus current characteristic of
nonlinear resister, satisfying

f(v1(t)) = Gpvi(t)+ 0.5(Go—Gp) (Jv1(t)+B|—|v1(¢)—B|)

(64)
where G, < 0, G, < 0, and B are the breakpoints voltage of
Chua’s diode.

Time(k)
Fig. 4. Trace of P;(k) and its upper bound ©; (k).
15 T T T
egl) (k) with ET-RA scheme
10} eil) (k) with RA protocol 4
5 , , , , , , , , ,
0 5 10 15 20 25 30 35 40 45 50
Time(k)
e(lz)(k') with ET-RA scheme
4 ) (k) with RA protocol
2
0
-2
4 | | | | | | | | |
0 5 10 15 20 25 30 35 40 45
Time(k)
Fig. 5. e1 (k) with ET-RA scheme and RA protocol.

Let 2;(k) = [vT(t) T iT®)]". After discretization and
assignment, the parameters of CNs (1) are as follows:

(12 04 03] (04 05 0.1]
Ai(k)= 104 01 03], Ax(k)=1]02 06 0.1
0.5 0.3 —0.2] 0.2 —0.2 0.4]
(0.3 05 0.1] (0.6 —0.1 0.2]
As(k) = (04 —04 02|, Ci(k)= 102 04 0.2
01 —0.3 0.5] 01 03 0.8]
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Fig. 6. Selected components of y; (k) under the ET-RA scheme.
0.7 0.1 -0.1 0.6 0.2 0.1
Cy(k)=10.1 03 04 |, C35k)=103 05 —02
0.2 02 0.8 0.3 0.2 038

D, (k) = 0.48sin(k),
D3(k) = 0.42sin(k)

Dy (k) = 0.37 cos(k)

I (@ik) = [T @D k) 0 o}T
(2 (k) = =012 (k) — 0.3 (21" (k) + 1]

2V (k) ~ 11).

The random coupling strengths c;; (k) obey uniform distri-
bution in the interval [—0.11,0.15], and I" = 0.21. The event-

triggering thresholds are chosen as ¢§l) = 1.1. The covariance
of process noise w; (k) and measurement noise v; (k) is Q; =
diag{0.05,0.05} and R; = diag{0.05,0.05}, respectively.

The ET-RA scheme is proposed to alleviate network con-
flicts. The measurement output of each node comprises three
components, and at each time instant, the filter receives one
to three components of measurement data y; (k). Measurement
output components yi(l)(k) exceeding the triggering condition
are directly transmitted; otherwise, one component is randomly
selected for transmission. Fig. 6 illustrates the selected compo-
nents of measurement output y; (k) under the ET-RA scheme.

The initial states are x1(0) = [0.07 0.24 0.15]T, x5(0)
=[0.12 0.10 0.16]7,andz3(0) = [0.26 0.17 0.05]7,and
the initial error covariance upper bounds 6;(0) = 0.11.
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Fig. 7.  State estimation error e; (k).

0 5 10 15 20 25 30 35 40 45 50
Time(k)
2 T T T T
log(tr(P2(k)))
or log(tr(©:(k))) | 7

’ 0 5 10 15 20 25 30 35 40 45 50

Time(k)
Fig. 8. Trace of P;(k) and it upper bound ©; (k).

Fig. 7 demonstrates the state estimation error e(k). The trace
of filter error covariance P;(k) and trace of its upper bounds
©,(k) are displayed in Fig. 8. From Figs. 7 and 8, it can be
observed that the designed filtering strategy is effective, and
the FE is guaranteed to be bounded. Based on the integrated
simulation results, it can be concluded that the performance of
the designed filter is satisfactory.
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V. CONCLUSION

This article investigates the design problem of RF for CNs
with random coupling strengths under the influence of the
ET-RA scheme and deception attacks. Considering the limited
network bandwidth, a new ET-RA scheme has been proposed for
scheduling the sensor node data. By deriving the upper bound
of the FE covariance, we are able to calculate the estimator gain
that minimizes it through the solution of the matrix difference
equations. On the precondition of satisfying the assumption, the
EMSB of FE is certificated. In order to confirm the effectiveness
of the RF, a simulation example is utilized as a means of
validation. Our future work would include the state estimation of
resource-constrained CNs with event-triggered WTOD protocol
and eavesdropping attacks.
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