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ARTICLE INFO ABSTRACT
Keywords: This article addresses secure consensus of discrete multiagent systems (DMASs) with information
Multiagent systems (MASs) exchange under Multi-Round Robin Protocol (MRRP). Since the information exchange among

Multi-Round Robin Protocol (MRRP)
Scheduling protocol
Cyber attack

agents is via the constrained networked transmission channel, it implies that the communication
resources should be fully utilized. To overcome this issue, MRRP is employed to adjust the
data packet transmissions and conserve the limited network resources. Considering that the
transmitted signals may be tampered by malicious attacks during transmission process, an new
control strategy is presented taking the negative effects of the deception and injection attacks into
account. Based on the augmented system model, a sufficient condition is attained. Moreover, the
distributed controller gain is obtained such that the DMASs reach consensus with definite bound
in mean-square sense. One simulation example is exploited to demonstrate the validity of the
acquired consensus control strategy.

1. Introduction

In recent years, multiagent systems (MASs) have aroused much interest of many researchers in various research fields including
multivehicle systems [1-3], satellite cluster [4], intelligent grid [5-9], complex network [10,11], and coupled oscillators [12]. The
goal of consensus control problem of MASs is to design a distributed controller to make the controlled agents keep relatively stable
and reach consistent state. Researchers of different disciplines have participated in the research extensively, and a considerable
number of valuable results have been achieved so far (see e.g., [13-16]).

Note that the execution of data transmission and control protocols is via shared networks in MASs, which has advantages of
flexibility and extensibility. However, due to the fragility of the communication networks, the information exchange among agents
is easily tampered or interrupted by cyber attacks, which may damage the performance of the controlled system. How to ensure the
security of MASs is a crucial issue that is of paramount importance. Nowadays, researchers pay more and more attention on network
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attacks and have made some preliminary achievements, such as [17-24]. The authors in [18] investigated the event-triggered
impulsive control for complex networks under deception attacks. In [23], to cope with denial-of-service attacks, an adaptive fault-
tolerant controller was derived for event-trigger heterogeneous MASs with actuator faults. Noted that these results referred above
only involve one type of cyber attack, which does not consider that the attacker may employ different attack means to compromise
the MASs. It is still challenging to develop consensus control method for MASs which can tolerant the multiple, random and mixed
network attacks.

On the other hand, the communication among different agents over networks is constrained by the limited the network band-
width. If all the agents gain access to the network at each time, data collisions are inevitable encountered [25], which may lead
to channel fading [26], communication delay [27-30] and even degrade system performance. Hence, it is necessary to implement
effective ways to coordinate the information transmission of the agents and avoid the negative effects induced by the constrained
network bandwidth [31-35]. Fortunately, some communication protocols have been applied to schedule the signal transmission
in the recently published results [36]. For example, in [37], the authors researched the distributed H, consensus of a type of
MASs with Stochastic Communication Protocol. In [38], [39], [40] and [41], Weighted Try-Once-Discard (WTOD) protocol was
implemented to achieve reasonable dispatch of the information transmission. Based on Round Robin (RR) Protocol, in [13], the
H ., bipartite consensus algorithm on finite-horizon was discussed for cooperation-competition MASs. In [42], the recursive filtering
problem for multisensor multirate networked systems with cyber attacks is discussed, where the RRP and fading measurements are
considered. However, the communication protocols above enable only one channel transmission. When the number of agent clusters
increases, the communication efficiency will decrease conspicuously, so the communication frequency needs to be multiplied for
maintaining the stability of the system. Therefore, for regulating the sequence of the transmitted data on the network, an enhanced
communication protocol is required.

In this paper, with consideration of the optimized utilization of the limited network resources and the hybrid cyber-attacks, the
secure consensus control of MASs will be dealt with based on information exchange subject to MRRP. The following is a summary of
the main highlights of this article:

1. Different from the results which avoid network conflicts and congestion by using WTOD protocol [39] and RR protocol [13], the
adopted MRRP in this paper enables multiple neighbor agents of agent i to have access to the network simultaneously instead
of just one agent accessible for the network, which is more flexible in making arrangements for network transmissions and
conserving limited network resources.

2. The negative effects of the hybrid cyber-attacks on the MASs are investigated, which is more general than some existing results
[23,43,44], where one type of cyber-attacks is considered. It is assumed that the transmitted sensor measurements and the
controller output are transmitted via unreliable communication networks, which are subject to randomly injection attacks.

3. A sufficient condition is derived which can ensure the expected consensus of the addressed MASs with MRRP and hybrid cyber-
attacks. Simulation results show the designed consensus controller can ensure the discussed MASs under MRRP is immune to the
hybrid cyber-attacks.

The rest of this article is organized as follows. The modeling of the discussed DMASs is introduced in section 2. In Section 3, a
sufficient condition is derived to achieve the desired consensus of the DMASs and the controllers gains are obtained. A simulation
example is given in Section 4, illustrating the effectiveness of the results. Finally, Section 5 is the conclusion of this paper.

Notations: Some notations in this paper are given below, others are common standard. I and I represent identity matrix with
compatible dimensions and identity matrix with N dimensions, respectively. o is the Hadamard product, of which the product is
defined as [AoB];; = A;; B;;.

2. Problem formulation

Due to the high dependence of the information exchange in MASs, the limited communication and the vulnerability of the network
should be taken into account. Since the energy consumption is huge in MASs, in this paper, the network resource occupancy and the
negative effects of the cyber attacks will be considered. This article aims to develop a control strategy to guarantee the consensus of
the MASs with MRRP and hybrid cyber attacks.

2.1. Graph topology

Throughout this article, ¢ = (V,&€,H) denotes the communication topology of the considered MASs with order N. V =
{1,2,--,N} and € =V X V represent the set of agents and the set of edges, respectively. And H = [A;;] is an adjacency matrix
with non-negative elements, in which 4; ;>0 <= (i,j) €€, while A; ;= 0 < (i,j) ¢ €. (i,j) denotes an undirected edge of
G, which means that the information from the agent j can be received by agent i. Self-edges (i,i) are not allowed in this paper,
ie, (i,i)y¢ £ and h;; =0forany i€ V. L AN-D= [/;;]1s defined as the Laplacian matrices of the undirected graph G, where
D =diag{d,,d,, - ,dy} is the degree matrix with d; = ZjE/V,- h;;. For each agent i €V, J, 2{j €V :(i,j) € &) represents the
neighbor agents of agent i.
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Fig. 1. map(x*) function demonstration. (1a) Communication graph and neighbor set (1b) Mapping demonstration.

2.2. Problem formulation

Consider the following DMASs with N homogeneous agents, the dynamics of agent i is:

— *
{ Xigr1 = AXj g+ Bup,

. @
y;’k =Cxj—Xip), JEN,

where A, B and C are known matrices, x; , € R" and u;“ « € R? represent the state and real control input of agent i, respectively.

yl’ € R? is the relative measurement outputs from its neighbor ;.

To schedule network resource reasonably for avoidance of data collision and the waste of bandwidth, we introduce MRRP in this
article which is utilized to govern the order of the agent nodes granted for data transmission. Denote &; , as the set of the active
nodes, the value of which determines which sensor nodes obtain permission for data transmission. In the MRRP, &; , can be designed
as:

& = {mod((k = 1)  S;, N)) + 1,mod((k — 1) % S;, N;) +2, - ,mod((k — 1) % S;, N;) + S;) 2

where the function mod(x,Y) represents the non-negative remainder of x divided by the integer Y, S; represents the quantity of
selected neighbors which transmit data to agent i. The elements in §;; are represented as nei; |, nei; ,, -+, nei; 5, . Furthermore, by
defining map(x) as map function, which map the *-th selected neighbor of agent i to its global number in all agents, we could map
selected neighbor number set to all nodes number set, then

E,-,k = {map(nei,-yl), map(nei; ), -, map(neii’si)} 3)

Remark 1. The correspondence between the set of neighbor node numbers and the set of global node numbers is explained as
follows. As shown in Fig. 1, there exist 6 agents labeled as {1,2,---,6}. In Fig. 1(a), taking agent 2 as an example, it has 4 neighbors
represented by blue solid circles and noted as Nei, ;, Neiy 5, Neiy 3, Neiy 4. In Fig. 1(b), agent 2 communicates with Nei, 3 and Nei, 4

at instant k, that is, &, , = {3,4}. By the use of map(+), the set of selected neighbor &, , = {3,4} is mapped to the set Ez,k ={4,6}.

Noting the periodic character of MRRP, we have

éi,k = 5i,k+t,» fi,k = ‘fi,k+t,»
where
[N;, S
L=
TS

i

4

in which [a, b] represents least common multiple.
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Fig. 2. MRRP demonstration.

Remark 2. In order to understand MRRP more clearly, one example is given to explain the periodicity of information transmission.
As shown in Fig. 2, agent i has 5 neighbor agents (nei;, -, neis) and communicate with 2 neighbor agents at one instant. That is,
N; =5, S; =2. The selected neighbor agents which obtain permission to release packets to agent i are represented by blue solid
circles, while the hollow circle represents that there is no information transmission. As time changes, the set of selected neighbor
numbers cycles in the order of {nei |, nei,}, {neiy,nei,}, {neis,neiy}, {nei,,neiy}, {nei,, neis}, which indicates t; = 5, as shown in
formula (4).

According to the node connectivity under MRRP, the update matrix is depicted by:

@, = rouwf Z Bi—1), Y 6i—2),, Z 8Gi— N)}, (5)
i€ i€k €8 k
in which 6(-) € {0, 1} is the Kronecker delta function.
Under MRRP, the update strategy is

Vik= X LVl ©)
JESik
Notice that the measurement output can be tampered by deception attacks stochastically before arriving observer i. Under possible
deception attacks, the real observer input y7, is

y;’ik =1 =4 v+ /li,kEi,k 7

where Ei’k is the attack signal, 4, ;, are adopted to characterize occurrence of the attacks. Considering the limitation of resources and
the concealment of attacks, there is a new hypothesis:

IRl < My, il = By, ®

where M and h; are known matrix with appropriate dimensions. 4;, =0 represents there are no deception attacks. 4;, = 1 means
the deception attacks are in presence. 4; ; takes the values in {0,1}, and follows the following probability distribution: Pr{4,, =0} =
1-1;, Pr{; =1} =4;,0< 4 <1 for any i.
Introduce T as the least common multiple of #,,7,,:-,7y. Denote 7, ;, = Zj R l;j(x; & — x; ). Then the observer and controller
are devised as
{ Tikr1 = Ao T + Lio Vi
Ui = Kooy ik

9
where r(k) =mod(k - 1,T) + 1, and Ar(k), i,(k), K,(k) are gain matrices being designed.
Assume that the distributed controller output u;, may be modified by injection attack stochastically before arriving agent i.

Considering the possible injection attacks, the real received controller input u}, are modeled by

4
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Ul =g+ 0l (10)

where uf, is attack function of u; ; at time k, which is decided by the attacker, 0, is a random variable which is used to describe
the occurrence of the attacks. Considering the limitation of resources and the concealment of attacks, it is assumed that:

lluf 12 < 110w g1l = u; an

where O and u; are known matrix with appropriate dimensions. 6, , =0 represents there are no deception attacks. 6; , = 1 means the
deception attacks are in presence. 0, takes the values in the set {0,1}, and obeys following probability distribution: Pr{0,, =0} =

1-6;, Pr{6;;, =1}=0,,0<0, <1 forany i.

Remark 3. From attacker’s perspective, the attacks need energy, so the attack intensity is upper bounded, which is reflected in the
bounded Euclidean norm of the deception data or the injection data. Secondly, the frequency of attacks should not be too high. Too
frequent attacks are easy to expose the existence of attacks, thus reducing the concealment of deception or injection attacks, and
it is difficult to effectively achieve the target system to operate in the direction expected by the attacker. From the perspective of
defender, the attack is random. The defender cannot predict the attack time of the attacker, but on the whole, the attacks satisfy a
certain probability distribution during the operation of the system. Given the above analysis, it is reasonable to assume (8) and (11).

For the convenience of the following further derivation, denote

Ak=diag{il’k,-~-,AN’k}, @k=diag{91’,{,92’,(,-",91\,’,{}, xk=col{xl-’k}, fk=col{f'l-’k}
@,
L & : (] & a a o 7
o, =| | By =diagl Y 1), L% =Lo®, ~&,. ul=col {ui’k}, H, =col {h,-,k}
SNk J€Eik

Remark 4. In DMASs with a relatively fixed topology, the Laplacian matrix of them is also relatively fixed. By introducing Laplacian
matrix, the analysis difficulty of DMASs will be greatly reduced. However, in this paper, due to the introduction of MRRP, the com-
munication among the nodes of DMASs presents periodic changes, that is, the topology structure of the DMASs changes periodically,
and is no longer fixed, so the usual Laplacian matrix no longer work here. To deal with that, we construct ®,, and &)§k to generate
szk) here, which also has the properties of Laplace matrix in the following analysis.

Substitute (6), (7) into (9) and substitute (10) into (1), respectively, we obtain:
Xiga1 = AX g+ BK, g f o + 6. Buf 12)
et = Ao Fin + A Lo h g+ [T = AY(Lo®: )], ® L,y Cxy = [(I = A)@,)]; ® L,y Cxy

L . = ® .
= Ao ik + i Loy i + [ = ADL )] ® Ly Cxy

13)
where [«]; represents a row vector the elements of which are the ith row of matrix . According to the definition of x; and 7}, we get

: T 4 . (14)
g1 =T @ Ay i+ A ® Ly Hy + [ = ALY 1® Ly Cx,

Xpep) =1 @ Ax, + 1 ® Bk,(k)fki(ak ® Bu!
r(k)

Definition 1. [43] DMASs (1) is said to reach consensus with bound U in mean-square sense (MSS), if there exist positive scalar U,
N

2
the initial value satisfies Zl]il l x;0— % 2i=1%j0 I, < 43> such that
E{ll x4 — x4 1} U, Vi.j €V, k 20. (15)
3. Main results
In the following, by resorting to some appropriate model transformations, the dynamics of the closed-loop system will be firstly
derived. Based on this model, the sufficient condition is provided guaranteeing the consensus of the MASs. Then, a control algorithm
is designed to achieve the expected consensus performance.

3.1. Preliminaries

With the intention of designing consensus controller, some proper treatment is necessary by making some targeted transformation
of (1). The average state of all agents and the deviation between each state and the average state are respectively defined as:

N
_ 1 1
%=y =y @ D
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Xik =X =Xk

in which each element of “1” is one and “1” stands for a compatible dimension vector. It can be obtained easily that
— — 1 - R 1
Xpq1 = AX) + ﬁ(lT ® BK, ;) + ﬁ(lT(ak ® B (16)

Xip1 = X1 —A @ DXy = @ AX, +IN® (Bkr(k))]f'k +(N®, ® B)uj, 17)

where N = [n;;] v with

..
_ { I-x5 i=J
nij = 1.,
-~ ! #J
Similarly, define
1 1
T, =— . =—1TQ N
Tk N < Tik N( ® Ity
?i,k = Ai,k - ?k
Similar to the derivation of (16) and (17), it can be obtained that

1 A, . = .
Thrl = o (TQ At + A ® LyH, +[U - Ak)szk)] ® L,4yCx; )

1)
N 1 R— 1 N
=AgTi+ N(ITAk ® LgH,)+ N[IT(I AL 1® L,y Cxy
Tir1 = (1 ® Ao i + A ® Loy Hy + [T = ALY 1® Ly Cxi )
N 1 J— 1 o
—A®DA,T, + N(ITA") ® LgH,)+ N[IT(I - Ak)szk)] ® L,4yCx,1} 19)

= (I ® AT+ (NAL ® L) H + NI = ALYy, 1® L,y Cxy

Notice the relation N ® (BK, ) =N ® (BK, )7, = I ® (BK, )7 and 17( — A)L%, 1=0. Then, with the aid of (17) and (19),
the DMASs (14) can be further rewritten as

X1 = U @ AF; + 1 ® (BK, )7 + (NO, ® Bju 20)
T = @ A, )T + (NA, ® L)) H, +[NU - Ak)szk)] ® L,yCxy,
Furthermore, by introducing the variables
©,=0, - 01 (21)
A=A, — Al (22)
Then substitute (21) and (22) into (20), one has
Fip1 = (I ® AF) + I ® (BR, )7, +NO, ® Bul +ON @ Bul
Tr1 = U@ AT+ (NA, ® ﬁ,(k))H~k +IN® L,y H, (23)
+(1 - A)Nszk) Q® L,yCx - NAkazk) ® L) Cx,
Define 7, = [ %Z ?kT]T, the DMASs (23) can eventually be written as
Mt = (A + A2 M+ Dy + Doy )y 24

where

4 I®A I® BK,, 4 0 0
Lrk) = 5 [ P N > 2k~ | _NA. T® 3 >
r(k) (I=ADNLP @ LiyC  I1® Ay NALY ) ® LygyC 0
ON® B 0

Dy = = 7 s Dy = NG« ® B 0 .
: 0  AN®Ly, :

0 NA, ® L,

3.2. Consensus analysis

In the following, the consensus analysis of (24) will be performed. Under the support of Lyapunov stability theorem, the sufficient
condition ensuring the mean-square consensus of (24) with a certain bound will be presented.

6
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Theorem 1. Given G, A Z,k and Erk. If there exist s P,, > 0, positive scalars y,, , and positive scalar €, for any ry, = 1,2, -+, T, satisfying

i’

T -7 -
(1+e)A1’rkP,kHA|,,k + Ay P Ask — P 7, 1 <0 (25)
then the studied controlled DMASs (24) is consensus in MSS with bound
20maxX? W
max| M, ”_} (26)
Pmin H—= 1
where
1® P * vl 0 0
o lreR? repr?| UM |Vaa-aNne e L,c of
pmax .
Pmax = max{/lmax(Prk)}s Pmin = }'m[n(PT)v H=—"T"7"—" Ymin = mln{yrk }, Iy = r(k):
max — Vmin
N
W = max{ e (Q;,) Z(u,. +h)), Q =(+¢! )(DLk P, Dy, )+D; P, Dy

i=1
Proof. Construct Lyapunov function shown below:

.
Vi=n,Pr iy

Along the trajectory of (24), taking the mathematical expectation of the difference of V;, one has

E(AV,} =E{(Vi ) - V4

T T T
=My (Al,rk 7)’k+1 Al»’k - p’k + [E{‘A2,kp’k+1 Aps Dk @7)
—T, T T — T AT —
+w, (Dl,rk P D1+D,, P, Ds oy +2n, ‘Al,rk P, Dy, o

By calculation, one has
XN gONT X 7OV 7, N7 TnT @
[E{(—NAker) (—NAker)} =AM1- /I)er Ner (28)
According to the inequality 2a"b < ea'a+¢~'b' b, one has

—1— T~T —
A te o Dy, P Dy o

T 4T — T AT
2n, ‘Al,rk P,le’,kwk <en, Al’rkP

Fk+1

Thus, the formula (27) is transformed into

—T
[E{AVk} < 11;:{(] + S)A-lr,’kprkH‘A]v’k + A2,kprk+1

+@, {(1+ e D], P, D)+ D{kPrkH D, i Yo, — 7, E{ ||;1k||22}

I Tkl

N (29)
< _yrk 71;1—’1]( + /lmax(Qrk) Z(ui + hi)

i=1

Ao =Pyt Ly

Ly, i+ Y,

Dueto ¥ = max{'l’,k }, one has

E{AVL) <=y, mimc +Y

- (30)

S ~Ymint M+

Then, for any u > 1, one can get
WHEWVi) = W EWV) < W ELAV) + it (= DE(V) 31

~ 2
< Pax( = 1) = Vi O EL TN} + 1

If there exists a positive scalar y satisfying p,,, (4 — 1) = 7,4 =0, we get

(WEV,} — T E{V,_, 1)
s=1 (32)

k
<D e
s=1

k
HEV ) —E(Vy) =
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which implies
k
EVi) Su™ BV} + ) o
s=1
_ (1—pu™Y
=pu k[E{V0}+—_1
1—u (33)
—k MlP /llP
= REV)) - —)+ —
U (E{V} ﬂ—1)+/4—1
< max(E(vy). 24X
u—1
Notice
lxip = 1,7 < I % 1l 34
<NZ > + 17 L =1 11,7

with || 7 I’ < Xg. Combining formula (33) and (34), the controlled DMASs (24) is consensus in MSS with bound

2maxX? W
max{#,”—l} O (35)

Pmin

Remark 5. Since 7, and @, are coupled to each other, the inequality 2a"b < ea” a+¢~'b" b is implemented in the proof for handling
coupling items. Note that in Theorem 1, due to periodicity, the number of ,, and e should have been T, but through appropriate
selection of basic inequality parameters for the convenience of subsequent analysis, a common ¢ can be used to replace ¢, ¢,, -+, €r.
However, y,, should not be arbitrarily changed to the expected parameters, otherwise it will increase the conservativeness of suffi-
cient condition proposed. In Theorem 2, similar treatment method was carried out.

3.3. Distributed controller design

Through the discussion in above section, it is proved that the DMASs can reach bounded stability under the condition that
inequality (25) is true. In this chapter, the main purpose is to adopt appropriate methods to solve the unknown controller and obtain
the controller gain according to Theorem 1.

Theorem 2. For given € (€ > 1) and undirected communication graph G. If there exist P, >0, some matrices A,,, A, , er, E, ” IZr*k and
positive scalars y,, , for any r, =1,2,---,T, satisfying

Por,
7-:l,rk 7:‘3,rk A(*) <0 (36)

where

P =[{>1*’k O b _r@P.. B =I®P. . B =I®P. . r=rk
Ty ’ Lrg Lry> 2.k 2,1 0.ry 0,y k ’

PO,rk PZ,rk
N N ~R & ~ Y [0 i~ A o~ -~
}’;Or = _Pl’rl,f * yrk A (*) N s Al e = €ArkX~A " e—(l - l)(Ner % In,?erC E(K'zj— Ark) )
K =P, =Py, +7, k e1-HNLE ® 1)L, C A,

Ay A, A _ T .
Ark:[ 0" As,::]’ A, =Iy®4,. X=[BB'B)™" B . X;=Iy®XA
P =In) ®7,,, C=Iy®C, X=Iy®X, A, =Iy®A,,
K: =Iy®K;. K =A, XBK, (37)
A, =Iy®A,A,) (38)
L,=Iy®W,L,) (39
.| VAa-HNLE @ 1)L, C 0 s [lerk (%) ]

2 — > 3 — JO,rk JZ,rk

ad —Z)(NL;I; ®I,)L,C 0
i = Plﬂ"k+l - ArkX - [Aka]T’ o = 132”7(4—1 - Ark = Jor, = POJH] -A;

T’ i

8
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Then, from (38), (39) and (37), A
bound (26).

]:,k, Krk can be derived, respectively, and the controlled DMASs (24) is consensus in MSS with the

ri’

Proof. By Schur complement lemma, inequality (25) is equivalent to

—Prk + y,kI () (%)
A P <0 (40)
Aoy 0 _Pr_klﬂ

where A Lre> 22’,‘ have been defined in equation (24) and (25) respectively.
Set

W [1®4.X T®A,

T 0 I ®A,k (41

Pre-multiplying (40) with diag {1, W,k s er} and post-multiplying inequality (40) with diag {7, Wer s Wer }, it is obtained that

=P v d () ()
'ew,kitl,k Q, (9]<0 (42)

wrk A2,k 0 Q

Tk
where
5 —_w p-1 WwT
= erprkﬂwrk

Denote

-W, Pt W, -7, )<0 (43)

Tkl k1

AT A — A -1 AT
+ W W, =W, -7, P V] =P,

one can obtain that (42) is satisfied if

For, () ()
Fin, Fan () |<0 (44)
7:‘Z,rk 0 P3,rk

o ka] Fop = V41 = DNL? ® A, L, C 0
. Py — - )
Qi o, C [ VA-INLe @A, L, C 0

Qiy,, =€Iy®A, XA+E(1~ E)Nijc ®A, L, C, Qp, =€ly®A, XBK, +eIy®A, A,

Pl,rk = erAl,rk & [

Q,, =&l - A)NL‘}Z ®A, L, C, Oy, =€ly®A, A,

By using the property of Kronecker function, (44) is equivalent to (36). The proof is completed. []

Remark 6. So far, the secure consensus problem of MASs under limited network resources and cyber attacks has been dealt with,
where the sensor measurement and the control input are subject to cyber-attacks. The employed MRRP can optimize the communi-
cations among the agents in MASs with constrained network bandwidth. The influences of the cyber attacks that intend to mislead
the system are reflected on the sensor measurement and the control input. To attenuate the threat of the cyber attacks as well as
optimize constrained network bandwidth, a new consensus controller is proposed that possess attack tolerant capability of the hybrid
attacks and can ensure the expected performance.

4. Simulation example
In the following, we will verify the effectiveness of the proposed consensus control strategy for the DMASs subject to MRRP and

hybrid cyber attacks. There are six agents in this simulation example, whose interaction topology is shown in Fig. 3. Assume the
communication network with MRRP is prone to cyber attacks.
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Fig. 3. Framework of the MASs.

Choose the system matrices of (1) as

.
101 1.0 -02
a=lo o= o= 7]

The Laplacian matrix is selected as follows:

-1 1 0 0 0 O

1 -4 1 0 1 1
L= 0o 1 -2 0 0 1
o 0 o0 -1 1 O
o 1 0 1 =31
0 1 1 0 1 =3

Under the MRRP, the system matrices in (23) switch periodically with r(k). The number of neighboring nodes selected to obtain
communication permissions with agent i is denoted as S;, and S} =1,5, =2,8;=2,5, =1,55 =2,5¢ = 2. With the help of formula
(4) and the definition of 7', it is not difficult to derive the minimal period of the periodic controller is T" = 6.

Fig. 4 and Fig. 5 plot the operating state of the system under the open loop condition and closed loop condition, respectively.
Obviously, under open loop situation, the DMASs cannot reach the expected consensus control scheme. To illustrate the cyber attacks
on the system performance and the verify the effectiveness of the designed controller, next, simulation results will be provided with
and without cyber attacks.

Case 1: When the MASs are affected by hybrid cyber attacks, let €= 4/1.16, ;(3 =2, Ei =0.1 and 5,- =0.1 (i=1,2,-+,6). By
applying MATLAB software, we get a series of feasible solutions by Theorem 2:

i = [-00180 -0.0016] o _[-0.0193 -00017) . _[-00173 —0.0016
17100329 —0.1799>727 [ 0.0331 —=0.1799 |3~ | 0.0328 —0.1799 ("
4. - [—00183 —00016] . _[-0.0183 -0.0016] . _[-0.0180 -0.0016
47100330 —0.1799>“5 7| 0.0329 —0.1799|*7°~ [ 0.0329 -0.1799 |’
L,=[02612 —00682]",L,= [0.2804 —-0.0730]",iy= [0.2514 —0.0657]",

Ly=[02664 —0.0695]",Ls= [0.2664 —0.0695]",L¢= [0.2612 -0.0682]",

K, =[-03570 —-0.0588].K,=[-0.3556 —0.0588], K;=[-0.3576 —0.0588],

K, =]-0.3567 -0.0588],Ks=[-0.3566 —0.0588],Ks=[-0.3570 —0.0588].
During the simulation process, all elements of x;(0) (i = 1,2,---,6) are randomly selected obeying uniform distribution
U'[-0.5,0.5] with )(5 =2. Deception and injection attack information is expressed by 0.1sin(a;(k)) and 0.01sin(g;(k)), where a;(k)
and f,(k) obey the Gaussian distribution N'(2,4) and normal distribution A'(0, 1), respectively. Under the designed control method,

the state deviation of each agent from the average state is shown in Fig. 6. Fig. 7 plots the moments at which y; and u; suffer cyber
attacks. It can be observed that the controlled closed loop MASs could reach the desired consensus state when the MASs suffer hybrid

attacks.
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Fig. 4. The state trajectories of the DMASs without control strategy.
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Fig. 5. The state trajectories of the DMASs with control strategy.
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Fig. 6. Consensus error under MRRP with cyber attacks.
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attack moment of y; attack moment of u;
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Fig. 7. The attack moment of y; and u;.
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Fig. 8. Consensus error under MRRP without cyber attacks.

Case 2: When the MASs are without hybrid cyber attacks, the values of €, ;(g, E,» and §i (i=1,2,--,6) are chosen the same as in
Case 1, the observer and controller gains can be solved similarly as follows

1 - [-00221 —00017] . [-00226 -00018] . _[-0.0215 -0.0017
17100333 -0.1799| 727 | 0.0334 —0.1799| 3~ [ 0.0332 -0.1799 ("
i _[-00223 —00017] o _[-0.0228 -00018] . _[-0.0212 -0.0017
47100334 -0.1799|°75 7| 00334 -0.1799| “°~ | 0.0332 —-0.1799|"
£,=[0.2895 —0.0741]",1, = [02965 -0.0758]",is= [0.2818 —0.0722]",
Ly=[02914 —0.0746]",Ls= [0.2986 —-0.0763]",L¢= [0.2781 -0.0713]",

K, =[-03525 —0.0588],K,=[-0.3519 -0.0588],K;=[-0.3530 —0.0588],
K, =[-03523 -0.0588],Ks=[-0.3517 —0.0588],Ks=[—0.3533 —0.0588].

Choose the same initial condition as in Case 1, the consensus error trajectory graph for the DMASs under MRRP in the absence
of cyber attacks is shown in Fig. 8, which shows the effectiveness of the proposed method. To show the effects of the cyber attacks
on the system performance, the consensus error of Agent 1, 2 and 3 in the presence and absence of attacks is plotted in Fig. 9, the
consensus error of Agent 4, 5 and 6 can be drawn similarly, which is omitted here. The comparisons of the MRRP and RRP on the

12



J. Liu, H. Zheng, L. Zha et al. Information Sciences 677 (2024) 120878

First element of consensus error Second element of consensus error
1.2 T T T T T T T 0.4 T T T T T T T
Agent 1 under attack Agent 1 under attack
1L Agent 2 under attack | | 0.35 Agent 2 under attack
Agent 3 under attack Agent 3 under attack
Agent 1 without attack 0.3 Agent 1 without attack | o
08+ Agent 2 without attack | o Agent 2 without attack
Agent 3 without attack 0.25 Agent 3 without attack | 4
0.2 b
—
L
J & 0.15 1
i)
0.1 b

04 . . . . . . . . . 1 . . . . .
0 100 200 300 400 500 600 700 800 900 1000 0 100 200 300 400 500 600 700 800 900 1000
Time (k) Time (k)
(a) (b)
Fig. 9. Consensus error under MRRP with and without cyber attacks.
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Fig. 10. Consensus error under RRP without cyber attacks.

system performance are illustrated in Fig. 8 and Fig. 10, from the two figures, we can see that the agents can achieve consensus more
quickly under MRRP than under RRP.

The above simulation results conform that MRRP fully leverages the available communication channels, enabling a faster conver-
gence speed and thereby facilitating a more rapid achievement of consensus. The proposed control strategy is effective, and has a
certain resistance to the cyber attacks, thus proving that the system has a good robustness and can finally achieve consensus.

5. Conclusion

This paper has discussed the consensus control for DMASs subject to MRRP under complex hybrid attacks, where MRRP has been
firstly implemented to achieve reasonable allocation of the network resources during information transmission among agents. The
influences of the cyber attacks on the transmitted sensor and actuator input are both considered in constructing the closed-loop
system. The sufficient condition ensuring the desired consensus performance of the MASs has been derived and the design method
of the distributed observer and controller are presented. Finally, simulation results have been applied to confirm the effectiveness
of the presented approach. In the future, the anti-disturbance bipartite consensus control for MASs will be explored considering the
proposed MRRP in this paper.
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