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Abstract— In this article, the outlier-resistant (OR) observer-
based secure control problem is investigated for nonlinear
networked systems under randomly activated denial-of-service
(RADoS) attacks and stochastic communication (SC) protocol.
In virtue of zero-order holder (ZOH) technique, an attack
compensation scheme is adopted to alleviate the adverse
effects brought by RADoS attacks. By introducing multiple
internal dynamic variables (MIDVs), a novel multi-variable
event-triggered stochastic communication (MVET-SC) protocol
is put forward to enhance the design flexibility and prevent
the occurrence of data conflicts. Moreover, the non-fragile
fuzzy controller is applied due to the inaccuracies in practical
applications. Comprehensively taking the above factors into
account, the asymptotic stability of the augmented fuzzy
system can be ensured under the presented sufficient criteria.
Meanwhile, the parameters of the OR observer-based secure
controller are derived according to the obtained design
conditions. In the end, a simulation example of mass-spring-
damping system (MSDS) demonstrates the validity of the
non-fragile secure control approach with OR observer.

Index Terms— Denial-of-service attacks, event-triggered mech-
anism, non-fragile secure control, outlier-resistant observer,
stochastic communication protocol.

I. INTRODUCTION

UNDER the integration of communication and computer
technology, networked control systems (NCSs) have

gained plentiful research interests due to the prospective
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applications in power systems [1], smart grids [2], mobile
robots [3], etc [4], [5]. In NCSs, the interconnection
between the open communication network and local physical
components is susceptible to potential attackers, which
may result in substantial threats to the focused system
performance. As presented in existing literature, denial-of-
service (DoS) attacks [6] and deception attacks [7], [8]
are frequently investigated in the secure control/estimation
problems. To mention a few, Gu et al. [9] designed a secure
path tracking control strategy for autonomous ground vehicles.
In [10], the attack-resilient filter issue has been addressed for
interval type-2 (IT-2) fuzzy system in the presence of event-
triggered (ET) communication mechanism and DoS attacks.
The malicious behaviors of DoS attacks dedicate to block the
transmitted signals in communication network and cause the
deterioration on system performance. In real-word scenarios,
a wealth of concerns has been focused on the security events,
such as US Southwest blackout occurred in 2011 and Stuxnet
malware incident [11]. Thus, it is considerably imperative to
develop secure control scheme for NCSs against malignant
DoS attacks.

In addition to the security issue, communication bandwidth
constraint is another network-induced phenomenon. Under
the requirement of confined network resources, the so-
called event-triggered scheme (ETS) is adopted in [12],
[13], and [14], which can determine whether the sampled
information is transmitted via a communication channel
according to the designed triggered condition. By virtue of
this mechanism, the more efficient transmission processes are
obtained in comparison with the traditional time-triggered
approach. In the past few decades, plentiful ET mechanisms
are emerged in regard to the limited communication resources.
To name a few, Pan et al. [15] addressed a transmission
delay-based ET control problem for IT-2 fuzzy networked
systems. In [16], a memory-based ET strategy was presented
for power systems by utilizing the previous released data.
The authors in [17] investigated the secure controller design
method for NCSs with hybrid-triggered mechanism and
randomly activated cyber attacks. On account of the aforesaid
observations, various ET control policies have been put
forward to mitigate the network occupancy. In the meantime,
a dynamic event-triggered scheme (DETS) [18], [19], [20]
with internal dynamic variable (IDV) is paid extensive
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attention owing to the lower triggered rate. Nevertheless,
a single IDV is utilized to regulate the triggered threshold
in the current stage of research. It is worth mentioning that
the large error and the abnormal state of IDV may occur in
ET process due to the complicated external circumstance [21].
Hence, this article endeavors to combine the information of the
latest triggered signal and multiple internal dynamic variables
(MIDVs) such that the triggered condition no longer relies on
a single IDV.

In the shared communication channel, the occurrence of sig-
nal congestion may lead to the fact that the useful information
is rough to be obtained by physical components in NCSs,
which will degrade the control performance. To overcome
this adverse impact, communication protocols are exploited to
schedule the transferred data on account of the corresponding
selective standards. Generally, communication protocols can
be outlined as stochastic communication (SC) protocol [22],
[23], round-robin (RR) protocol [24], [25] and try-once-
discard (TOD) protocol [26], [27]. Significantly, SC protocol
has been applied in industrial implementation [28]. Its trait is
concluded that all sensor nodes have a possibility to access
the communication channel with a stochastic sequence. As an
effective tactic of economizing network utilization, the topic
of SC protocol has received constantly increasing research
attention. For example, Wan et al. [29] investigated the
quantization-based state estimation issue for genetic regulatory
networks scheduling by SC protocol. In [30], a ϵ-stealthy
optimal attack scheme has been proposed for cyber-physical
systems under SC protocol. So far, it can be witnessed that
the secure ET control problem for NCSs with SC protocol has
not been fully addressed, which promote our current research.

From engineering perspective, the measurement output
obtained by the observer in NCSs is vulnerable to the impacts
of unpredictably exogenous environment, cyber attacks, sensor
noises and so on. In recent literature [31], [32], it can be named
as measurement outliers, which may cause the anomalous
magnitude changes. If such a phenomenon is directly
neglected, it is relatively possible that the controller/estimator
will be inapplicable for attaining the desired performance.
Therefore, the outlier-resistant (OR) control/estimator scheme
for NCSs is worthy of significance. The measurement outliers-
related topic has aroused the evident research interests and
some theoretical results have been published. In [33], a set-
membership filtering issue has been investigated by proposing
an outlier detection method. In addition, Li et al. [34] designed
a novel OR state estimation approach under the utilization of a
saturation function. Based on the above-mentioned discussion,
the secure fuzzy control issue subject to measurement outliers
and DoS attacks has not been adequately resolved. This is
another motivation in this article.

Illuminated by the aforesaid analysis, the OR observer-
based secure ET control scheme will be devised for fuzzy
networked systems against randomly activated denial-of-
service (RADoS) attacks under SC protocol. In comparison
with the existing results, the central features of this paper are
outlined as follows:

1) The DETS in [35] can dynamically regulate the
ET threshold, however, the complex disturbance may

Fig. 1. The diagram of NCSs under RADoS attacks and MVET-SC protocol.

exist in the ET process and causes dramatic error.
To obviate this obstacle, a novel multi-variable ET
scheme (MVETS) is designed to integrate the measured
signals at the current sampled times and the previous
ET times. Meanwhile, MIDVs are utilized in MVETS
by introducing a group of weight coefficients such that
the design flexibility can be effectively improved in
comparison with [35].

2) On the basis of zero-order holder (ZOH) technique,
an attack compensation approach is utilized to lessen the
negative impacts led by RADoS attacks. Furthermore,
the phenomenon of gain variation in engineering
practice is involved in the controller design. Compared
with the control scheme in [21], the OR observer-
based non-fragile control mechanism in this article can
appropriately tackle the measurement outliers.

3) In order to decrease the possibility of data conflicts
in communication channel, a multi-variable ET SC
(MVET-SC) protocol is put forward to schedule the
transmitted signal when the ET condition is satisfied.
Different from [35] and [36], MVET-SC protocol is
mainly based on the randomness of node selection, and
a Markov chain with known transition probability is
applied. On account of MVET-SC protocol, we construct
a new Lyapunov function to reflect the behaviors of
MIDVs and SC protocol scheduling.

The remaining arrangements of this work can be presented
as follows. Section II describes the details of MVET-SC
protocol, RADoS attacks and OR observer-based control
policy. In Section III, the major analysis results are elaborated.
Section IV validates the feasibility of the proposed control
scheme by a simulation example. Ultimately, Section V
summarizes this paper.

Notations: sym{K} denotes the sum of K and KT . KN
stands for the 1 × N vector [K, · · · ,K]. 0N

N−1 represents
the matrix [0T

N−1, · · · , 0T
N−1]

T . Other mathematical symbols
utilized in this article are normal.

II. PROBLEM FORMULATION

The nonlinear NCSs with MVET-SC protocol subject to
RADoS attacks are depicted in Fig. 1. Then, the characteristics
of RADoS attacks and MVET-SC protocol will be precisely
expounded in this section.
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A. The IT-2 Fuzzy System

An IT-2 fuzzy dynamics with m rules is applied to describe
nonlinear networked systems and the p-th rule can be
presented as follows.
RULE p: IF ς1(x(l))isW p

1 , ς2(x(l))isW p
2 , · · · ,

ςq(x(l))isW p
q , THEN

x(l + 1) = Apx(l)+ Bpu(l)+ Bwpw(l)
y(l) = C1px(l)
z(l) = C2px(l)

(1)

where W p
i (i = 1, 2, · · · , q and p = 1, 2, · · · ,m) denotes

the fuzzy sets corresponding to the premise variable ςi (x(l)).
The positive scalars q and m are the quantity of the fuzzy sets
and the IF-THEN rules. x(l) ∈ Rnx , y(l) ∈ Rny , z(l) ∈ Rnz ,
u(l) ∈ Rnu , w(l) ∈ L2[0,∞) stand for the system state, the
measured signal, the control output vector, the control input
vector and the external interference, respectively. Ap, Bp,
Bwp, C1p, C2p represent the given coefficient matrices with
compatible dimensions. The p-th firing strength in accordance
with the p-th rule is defined in the following format:

χ̃p(x(l)) = [χ
p
(x(l)), χ p(x(l))] (2)

where

χ
p
(x(l))

=

q∏
i=1

υW p
i
(ςi (x(l))), χ p(x(l)) =

q∏
i=1

υW p
i
(ςi (x(l))).

υW p
i
(ςi (x(l))) and υW p

i
(ςi (x(l))) represent the lower and

upper membership functions (LUMFs) with υW p
i
(ςi (x(l))) ≥

υW p
i
(ςi (x(l))) ≥ 0. χ

p
(x(l)) and χ p(x(l)) are the lower and

upper grades with χ p(x(l)) ≥ χ
p
(x(l)) ≥ 0. Based on the

aforementioned content, the IT-2 fuzzy system (1) is presented
as

x(l + 1) =

m∑
p=1

µp(x(l))[Apx(l)+ Bpu(l)+ Bwpw(l)]

y(l) =

m∑
p=1

µp(x(l))C1px(l)

z(l) =

m∑
p=1

µp(x(l))C2px(l)

(3)

where µp(x(l)) = µ̂p(x(l))/
∑m

p=1 µ̂p(x(l)), µ̂p(x(l)) =

α p(x(l))χ p
(x(l)) + α p(x(l))χ p(x(l)). µp(x(l)) denotes the

normalized membership with
∑m

p=1 µp(x(l)) = 1. The
nonlinear weighting functions α p(x(l)) ∈ [0, 1] and
α p(x(l)) ∈ [0, 1] satisfy α p(x(l))+ α p(x(l)) = 1.

B. The MVET-SC Protocol

In an effor to alleviate the communication bandwidth
pressure, a DETS with IDV is exploited to decrease the

transmission of unnecessary data packets. According to [35],
it can be conventionally constructed in the following form:

tn+1 = min
l∈N+

{l > tn|
1
a
λ(l)+ µyT (l)y(l) ≤ eT

M (l)eM (l)} (4)

where tn (n = 0, 1, 2, · · · ) is the ET time instant and the
initial value t0 ≥ 0. eM (l) = y(l)− y(tn) stands for the error
of the measured output at the current sampled time instant and
the previous triggered time instant. a > 0 and µ ∈ (0, 1) are
the given parameters. λ(l) denotes the IDV with the iteration
λ(l + 1) = κλ(l)− eT

M (l)eM (l)+ µyT (l)y(l).
Once the condition (4) is gratified, the current sampled data

will be released to the communication network. Meanwhile,
the IDV can dynamically adjust the ET criterion according
to the predetermined iteration. Under the motivation of this
strategy, we aim to propose a novel DETS with MIDVs,
which make the dynamic adjustment process more flexible.
To achieve this purpose, a set of weight coefficients will be
applied to connect MIDVs. Then, the MVETS is designed as
follows:

tn+1 = min
l∈N+

{l > tn|

N∑
j=1

θ j

a j
λ j (l)−4(l) < 0}

4(l) = eT
M (l)2eM (l)− ε1

M yT (l)2y(l)− ε2
M yT (tn)2y(tn)

λ j (l + 1) = κ jλ j (l)− θ j4(l), j = 1, 2, · · · , N

(5)

where λ j (l) are the MIDVs with the initialization λ j (0) ≥ 0.
N symbolizes the maximum number of the MIDVs. 2 is the
positive-definite weight matrix to be determined. θ j > 0 stands
for the given weight coefficient with

∑N
j=1 θ j = 1. a j > 0,

ε1
M ∈ (0, 1), ε2

M ∈ (0, 1), κ j ∈ (0, 1) are the prescribed
MVETS parameters with ε1

M + ε2
M < 1 and κ j > κmin ≜∑N

j=1
θ2

j
a j

.
Remark 1: In comparison with the existing DETS in [35],

the proposed MVETS can effectively improve the design
flexibility and preferably reflect the ET dynamicity by
introducing MIDVs λ j (l) and the weight matrix 2. On the
other hand, the utilization of MIDVs λ j (l) is also related
to the dramatic error in the ET process. To be specific,
when the complicated environment abruptly changes, the
measured signal y(l) is vulnerable to a variety of factors,
such as unknown exogenous disturbance, sensor failures
and so on. Thus, these factors may result in the abnormal
magnitude of y(l) such that the large error eM (l) occurs in
the ET condition (4). It is apparent that the DETS proposed
in [35] not takes this aspect into account. For the applied
MVETS (5), the iteration of MIDVs is not only related to the
current measurement signal y(l), but also to the value y(tn).
Meanwhile, they are properly combined by the parameters
ε1

M and ε2
M . Additionally, the ET threshold in MVETS is

collectively adjusted by MIDVs rather than a single IDV,
which has been presented in the aforementioned DETS [35].
Based on the above description, the dramatic error appeared
in ET process can be reduced under the designed MVETS.

Remark 2: According to (5), the current sampled signal
y(l) and the latest ET signal y(tn) are combined to determine
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whether the triggered condition is met. In the proposed
MVETS, a buffer is adopted to record the triggered data y(tn).
Evidently, the sequence {tn}

+∞

n=0 is a subset of time sequence.
Under such a mechanism, the term y(tn) in (5) will not be
null at each time instant l. When judging the ET condition,
the recorded ET data y(tn) and the current sampled signal
y(l) can be employed to calculate the error eM (l). On the
other hand, when the parameters ε2

M → 0, 2 = I and N = 1,
the MVETS recovers the DETS in [35]. Thus, it is apparently
concluded that the designed MVETS is more general. For the
convenience of analysis, the condition l ∈ [tn, tn+1) will be
omitted to demonstrate in the subsequent sections.

Under the restricted communication resources, the atten-
tion needs to be focused on decreasing the incidence
of data collisions. In the consideration of the commu-
nication network between the sensors and the observer-
based controller, the released measured output y(tn) =

[yT
1 (tn), yT

2 (tn), · · · , yT
ny
(tn)]T can be scheduled by SC

protocol when the MVETS condition (5) is gratified. In this
paper, SC protocol is employed to randomly select the
transmitted sensor node δtn ∈ Q ≜ {1, 2, · · · , ny} in the light
of a Markov chain [28], where the transition probabilities are
described as

ζts = Prob{δtn+1 = s|δtn = t} (6)

where ζts ∈ [0, 1] (t, s ∈ Q) and
∑ny

s=1 ζts = 1.
By denoting ȳ(tn) = [ȳT

1 (tn), ȳT
2 (tn), · · · , ȳT

ny
(tn)]T as the

measurement signal to the observer, an updating law for the
h̄-th measured signal ȳh̄(tn) (h̄ ∈ Q) can be obtained by

ȳh̄(tn) =

{
yh̄(tn), if h̄ = δtn

ȳh̄(tn−1), otherwise.
(7)

In an effort to facilitate the next analysis, a Kronecker delta
function ϕ(m̃ − ñ) ∈ {0, 1} is adopted. When m̃ = ñ, ϕ(m̃ −

ñ) = 1. Otherwise, ϕ(m̃ − ñ) = 0. With the assistance of
Kronecker delta function ϕ(·), the following formula can be
readily deduced:

ȳ(tn) = 8δtn y(tn)+ 8̄δtn ȳ(tn−1) (8)

where the updating matrix 8δtn = diag{ϕ(δtn − 1),
ϕ(δtn − 2), · · · , ϕ(δtn − ny)}, 8̄δtn = I −8δtn .

C. Description of RADoS Attacks

From a realistic perspective, malicious attackers may
unexpectedly block data transmission in the shared network
medium. In addition, it should be mentioned that attackers
are hard to block communication for a long time under
energy constraints. And it is also difficult for us to accurately
predict the attacker’s behavior. Hence, the RADoS attacks
are considered in this article. In view of [37], the RADoS
attacks are modeled by a Bernoulli process with the random
variable σ(l) ∈ {0, 1} and the probability distribution can be
represented by

Prob{σ(l) = 1} = σ̄ , Prob{σ(l) = 0} = 1 − σ̄ (9)

where σ̄ = E{σ(l)} ∈ (0, 1) denotes a prescribed constant.

It is worth noting that RADoS attacks appear if and only
if σ(l) = 0. Once it occurs, the transmitted signals will be
blocked and the observer will not be capable to obtain useful
information. In this scenario, the control performance may
be affected to a certain extent. Therefore, ZOH approach is
utilized to compensate the unselected sensor nodes posed by
the SC protocol scheduling and the impact of RADoS attacks.
Under the observation above, the updating law (7) is restated
as follows:

ȳh̄(tn) =

{
σ(tn)yh̄(tn)+ (1 − σ(tn))ȳh̄(tn−1), if h̄ = δtn

ȳh̄(tn−1), otherwise.

(10)

According to the formulas (8) and (10), it can be explicitly
derived that

ȳ(tn) = σ(tn)8δtn y(tn)+ (1 − σ(tn))8δtn ȳ(tn−1)

+ 8̄δtn ȳ(tn−1). (11)

D. OR Observer-Based Non-Fragile Controller

Due to the existence of measurement outliers, the
performance of the observer may be deteriorated if the outliers
are inappropriately tackled. To lessen the negative impacts of
measurement outliers, the following OR fuzzy observer with
m rules is considered:
RULE r : IF ς1(x̂(l))isWr

1 , ς2(x̂(l))isWr
2 , · · · , ςq(x̂(l))isWr

q ,
THEN{

x̂(l + 1) = Ar x̂(l)+ Br u(l)+ Lr sat (ȳ(tn)− ŷ(l))
ŷ(l) = C1r x̂(l)

(12)

where x̂(l) ∈ Rnx , ŷ(l) ∈ Rny and Lr (r = 1, 2, · · · ,m)
denote the observer state vector, the measured output of
the observer and the OR observer gain matrices to be
designed, respectively. The saturation function sat (ν) =

[satT
1 (ν1) satT

2 (ν2) · · · satT
ny
(νny )]

T satisfies satb(νb) =

sign(νb)min{νb,max , |νb|} (b = 1, 2, · · · , ny). νb,max stands
for the b-th element of the saturation level νmax . Subsequently,
the following OR fuzzy observer can be represented:

x̂(l + 1) =

m∑
r=1

µr (x̂(l))[Ar x̂(l)+ Br u(l)

+Lr sat (ȳ(tn)− ŷ(l))]

ŷ(l) =

m∑
r=1

µr (x̂(l))C1r x̂(l).

(13)

Remark 3: The mentioned measurement outliers [31] mean
that the witnessed values deviate from the normal situation.
As illustrated in [34], the originated reasons can be generally
concluded as the environmental variation, sensor failures, and
cyber attacks. To maintain the fine effect of the observer,
a saturation function sat (·) is utilized to restrict the specific
range, which is predetermined by prior knowledge in practical
implementations. Hence, the applied OR observer can decrease
the adverse conditions brought by measurement outliers in
contrast to the traditional fuzzy observer [7].
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In control engineering applications, the phenomenon of
uncertainties and perturbations is usually encountered and may
lead to the controlled plant instability. To solve such a problem,
the IT-2 fuzzy non-fragile controller with m rules is modeled
as follows:
RULE h: IF ϱ1(x̂(l))isN h

1 , ϱ2(x̂(l))isN h
2 , · · · , ϱϵ(x̂(l))isN h

ϵ ,
THEN

u(l) = (Kh +1Kh(l))x̂(l) (14)

where N h
c (c = 1, 2, · · · , ϵ and h = 1, 2, · · · ,m) represents

the fuzzy sets in line with the premise variable ϱc(x̂(l)). The
positive scalar ϵ is the quantity of the fuzzy sets. Kh ∈ Rnu×nx

denotes the h-th controller gain matrix to be devised. 1Kh(l)
symbolizes the time-varying parameter variations and its form
can be assumed as follows:

1Kh(l) = Rh1h(l)Nh (15)

where Rh and Nh are given constant matrices. 1h(l) is
unidentified matrix with the constraint 1T

h (l)1h(l) ≤ I .
On the ground of the content above, the following firing

strength of the h-th fuzzy rule is given:

ϑ̃h(x̂(l)) = [ϑh(x̂(l)), ϑh(x̂(l))] (16)

where

ϑh(x̂(l)) =

ϵ∏
c=1

uN h
c
(ϱc(x̂(l))), ϑh(x̂(l)) =

ϵ∏
c=1

uN h
c
(ϱc(x̂(l))).

uN h
c
(ϱc(x̂(l))) and uN h

c
(ϱc(x̂(l))) represent LUMFs with

uN h
c
(ϱc(x̂(l))) ≥ uN h

c
(ϱc(x̂(l))) ≥ 0. ϑh(x̂(l)) and ϑh(x̂(l))

are the lower and upper grades with ϑh(x̂(l)) ≥ ϑh(x̂(l)) ≥

0. Afterwards, the IT-2 fuzzy non-fragile controller can be
elicited as

u(l) =

m∑
h=1

ϑh(x̂(l))(Kh +1Kh(l))x̂(l) (17)

where ϑh(x̂(l)) = ϑ̂h(x̂(l))/
∑m

h=1 ϑ̂h(x̂(l)), ϑ̂h(x̂(l)) =

β
h
(x̂(l))ϑh(x̂(l)) + βh(x̂(l))ϑh(x̂(l)). ϑh(x̂(l)) denotes the

normalized membership with
∑m

h=1 ϑh(x̂(l)) = 1. The
nonlinear weighting functions β

h
(x̂(l)) ∈ [0, 1] and

βh(x̂(l)) ∈ [0, 1] satisfy β
h
(x̂(l))+ βh(x̂(l)) = 1.

E. The Augmented IT-2 Fuzzy Model

Under the saturation function sat (·) in the OR
observer (13), it is hard to directly obtain the augmented
IT-2 fuzzy system. In an effort to overcome this obstacle,
we assume that the function sat (·) [38] can be presented as

sat (ȳ(tn)− ŷ(l)) = H1(ȳ(tn)− ŷ(l))+ f (ȳ(tn)− ŷ(l))

(18)

where H1 is a diagonal matrix with 0 ≤ H1 < I ≤ H2, from
which H2 is an auxiliary matrix. f (ȳ(tn)− ŷ(l)) denotes the
nonlinear component. For the purpose of demonstrating the
restrictive condition of the nonlinear component, the following
definition is presented.

Definition 1: [38]: For real matrices K1, K2 with
appropriate dimensions and positive-definite matrix K = K2 −

K1, a nonlinear function f (·) belongs to the sector [K1,K2]

if the following inequality holds:

( f (s)−K1s)T ( f (s)−K2s) ≤ 0. (19)

By applying Definition 1, when the parameters K1 = 0 and
K2 = H ≜ H2 −H1, the following formula can be inferred:

E{ f T (ȳ(tn)− ŷ(l))[ f (ȳ(tn)− ŷ(l))−H(ȳ(tn)− ŷ(l))]}≤0.
(20)

In what follows, the augmented IT-2 fuzzy dynamics under
the proposed MVET-SC protocol and RADoS attacks will be
constructed. For brevity, δtn , δtn+1 and f (ȳ(tn) − ŷ(l)) are
denoted by t , s and fl , respectively. Meanwhile, we define
e(l) = x(l)− x̂(l) as the estimation error.

According to the global IT-2 fuzzy model (3), the
condition (11) and the non-fragile secure control law (17),
we can comfortably derive that

x(l + 1) =

m∑
p=1

m∑
h=1

µp(x(l))ϑh(x̂(l))[(Ap + Bp Kh

+ Bp1Kh(l))x̂(l)+ Ape(l)+ Bwpw(l)] (21)

ȳ(tn) =

m∑
p=1

µp(x(l))[σ(tn)8t C1p x̂(l)+ σ(tn)8t C1pe(l)

+ (1 − σ(tn))8t ȳ(tn−1)+ 8̄t ȳ(tn−1)

− σ(tn)8t eM (l)] (22)

z(l) =

m∑
p=1

µp(x(l))[C2p x̂(l)+ C2pe(l)]. (23)

In light of the OR fuzzy observer (13), the expres-
sions (17) and (22), one has

x̂(l + 1) =

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))

× [(Ar + Br Kh + Br1Kh(l)+ σ(tn)LrH18t C1p

− LrH1C1r )x̂(l)+ σ(tn)LrH18t C1pe(l)

+ (1 − σ(tn))LrH18t ȳ(tn−1)+ LrH18̄t ȳ(tn−1)

− σ(tn)LrH18t eM (l)+ Lr fl ]. (24)

By means of the formulas (21) and (24), it is simple to
deduce that

e(l + 1) =

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))

× [(Ap − Ar + Bp Kh − Br Kh + Bp1Kh(l)

− Br1Kh(l)− σ(tn)LrH18t C1p + LrH1C1r )

× x̂(l)+ (Ap − σ(tn)LrH18t C1p)e(l)

− (1 − σ(tn))LrH18t ȳ(tn−1)− LrH18̄t ȳ(tn−1)

+ σ(tn)LrH18t eM (l)− Lr fl + Bwpw(l)]. (25)
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Defining ξ(l) = [x̂T (l) eT (l) ȳT (tn−1)]
T , the following

augmented IT-2 fuzzy system is constructed:

ξ(l + 1) =

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))

[(F1prht + F2prht )ξ(l)+ B̄wpw(l)
+(F3prht + F4prht )eM (l)+ F5r fl ]

z(l) =

m∑
p=1

µp(x(l))C̄2pξ(l)

(26)

where

F1prht =

 F1
11 σ̄5prt F1

13
F1

21 F1
22 F1

23
σ̄8t C1p σ̄8t C1p F1

33

 ,
F2prht =

 σ̃ (tn)5prt σ̃ (tn)5prt −σ̃ (tn)LrH18t
−σ̃ (tn)5prt −σ̃ (tn)5prt σ̃ (tn)LrH18t
σ̃ (tn)8t C1p σ̃ (tn)8t C1p −σ̃ (tn)8t

 ,
F3prht =

[
−σ̄8T

t HT
1 LT

r σ̄8T
t HT

1 LT
r −σ̄8T

t
]T
,

F4prht =
[
−σ̃ (tn)8T

t HT
1 LT

r σ̃ (tn)8T
t HT

1 LT
r −σ̃ (tn)8T

t
]T
,

F5r =
[
LT

r −LT
r 0

]T
, B̄wp =

[
0 BT

wp 0
]T
,

C̄2p =
[
C2p C2p 0

]
, σ̃ (tn) = σ(tn)− σ̄ ,

F1
11 = Ar + Br (Kh +1Kh(l))+ LrH1(σ̄8t C1p − C1r ),

F1
13 = σ⃗ LrH18t + LrH18̄t , 5prt = LrH18t C1p,

F1
21 = Ap − Ar + Bp(Kh +1Kh(l))− Br (Kh +1Kh(l))

− σ̄ LrH18t C1p + LrH1C1r ,

F1
22 = Ap − σ̄ LrH18t C1p, σ⃗ = 1 − σ̄ ,

F1
23 = −σ⃗ LrH18t − LrH18̄t , F1

33 = σ⃗8t + 8̄t .

Under the aforesaid descriptions, the OR observer-based
secure fuzzy controller design approach will be investigated
for nonlinear NCSs (1) with RADoS attacks and MVET-
SC protocol. Before proceeding, the following lemmas and
proposition are outlined to facilitate the next analysis.

Lemma 1: [39]: Given positive-semidefinite matrix 2 and
the matrices Mp (p = 1, 2, · · · ,m), if the conditions∑m

p=1 µp = 1 and µp ∈ [0, 1] hold, then the following
inequality can be obtained: m∑

p=1

µpMp

T

2

 m∑
p=1

µpMp

 ≤

m∑
p=1

µpMT
p2Mp.

(27)

Lemma 2: [40]: Suppose that 9 = 9T , S, Q and 1(l)
are real matrices with proper dimensions and 1(l)1T (l) ≤ I .
Then, 9+sym{S1(l)Q} < 0 holds if a parameter ε > 0 exists
such that

9 + ε−1SST
+ εQT Q < 0. (28)

Lemma 3: [41]: For a given matrix B ∈ Rn1×n2 with
rank(B) = n1, the expression B = O[S 0]DT with O OT

=

I and DDT
= I can be derived by the singular value

decomposition. Denoting matrices Y > 0, Y11 ∈ Rn1×n1 and

Y22 ∈ R(n2−n1)×(n2−n1), there exists Ȳ such that BY = Ȳ B if
the following condition holds:

Y = D
[

Y11 ∗

0 Y22

]
DT . (29)

Proposition 1: If there exist scalars θ j > 0 and a j > 0,
the positiveness of

∑N
j=1

θ j
a j
λ j (l) in (5) can be ensured for

∀l ∈ [0,∞) under the initial value λ j (0) ≥ 0.
Proof: For ∀l ∈ [tn, tn+1), it can be explicitly observed that

no event is triggered and the following inequality holds:

N∑
j=1

θ j

a j
λ j (l)−4(l) ≥ 0. (30)

On the basis of the iterative expression (5) related to the
MIDVs and the inequality (30), we can obtain that

N∑
j=1

θ j

a j
λ j (l + 1) ≥

N∑
j=1

θ j

a j
κ jλ j (l)− κmin

N∑
j=1

θ j

a j
λ j (l)

=

N∑
j=1

θ j

a j
(κ j − κmin)λ j (l). (31)

Owing to the positive scalars θ j , a j and the condition
κ j > κmin , one has

N∑
j=1

θ j

a j
λ j (l + 1) ≥

N∑
j=1

θ j

a j
(κ j − κmin)

2λ j (l − 1)

≥ · · ·

≥

N∑
j=1

θ j

a j
(κ j − κmin)

l+1λ j (0). (32)

Hence, under the inequality λ j (0) ≥ 0, it is easily derived
that

∑N
j=1

θ j
a j
λ j (l) ≥ 0 holds for ∀l ∈ [0,∞). The proof of

Proposition 1 has been completed.

III. MAIN RESULTS

In this part, the asymptotic stability in the sense of H∞

performance will be firstly analyzed for the augmented fuzzy
dynamics (26) subject to RADoS attacks. Taking non-fragile
parameters (15) into account, the sufficient design criteria
under the proposed MVET-SC protocol are given. At the same
time, the gains of the OR observer and non-fragile controller
will be solved by applying linear matrix inequalities.

Theorem 1: For given scalars ρ1 > 0, ρ2 > 0, γ > 0,
σ̄ ∈ (0, 1), the MVETS parameters a j > 0, θ j > 0, ε1

M ∈

(0, 1), ε2
M ∈ (0, 1), κ j > κmin , the gain matrices Lr , Kh and

the condition ϑh(x̂(l)) − τhµh(x̂(l)) > 0 with τh > 0, the
asymptotic stability of the augmented fuzzy model (26) under
RADoS attacks and MVET-SC protocol can be ensured if there
exist slack matrix 3, positive-definite matrices Pt > 0 and 2
such that the following constraints hold:

9̄prht + 9̄phrt − 23 < 0, r ≤ h (33)

τh9̄prht + τr 9̄phrt − τh3− τr3+ 23 < 0, r ≤ h (34)
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where

9̄prht = 9prht + ϒp,

9prht =


911 ∗ ∗ ∗ ∗

921 922 ∗ ∗ ∗

931 932 933 ∗ ∗

941 942 943 944 ∗

0 0 0 0 955

 ,
ϒp = diag{C̄T

2pC̄2p, 0, 0,−γ 2 I, 0N },

911 = FT
1prht P̄tF1prht + F̄T

2prht P̄t F̄2prht − Pt

+ κ̄(ε1
M + ε2

M )C̄
T
1p2C̄1p,

921 = FT
3prht P̄tF1prht + F̄T

4prht P̄t F̄2prht − κ̄ε2
M2C̄1p,

922 = FT
3prht P̄tF3prht + F̄T

4prht P̄t F̄4prht − κ̄2+ κ̄ε2
M2,

931 = FT
5r P̄tF1prht +G prt , 932 =FT

5r P̄tF3prht −ρ2σ̄H8t ,

933 = FT
5r P̄tF5r − ρ2 I, 941 = B̄T

wp P̄tF1prht ,

942 = B̄T
wp P̄tF3prht , 943 = B̄T

wp P̄tF5r , 944 = B̄T
wp P̄t B̄wp,

955 = diag
{
θ1

a1
(κ1 + ρ1 − 1)I, · · · ,

θN

aN
(κN + ρ1 − 1)I

}
,

F̄2prht =

 σ̆5prt σ̆5prt −σ̆ LrH18t
−σ̆5prt −σ̆5prt σ̆ LrH18t
σ̆8t C1p σ̆8t C1p −σ̆8t

 , σ̆ =

√

σ̄ σ⃗ ,

F̄4prht =
[
−σ̆8T

t HT
1 LT

r σ̆8T
t HT

1 LT
r −σ̆8T

t
]T
,

C̄1p =
[
C1p C1p 0

]
, P̄t =

ny∑
s=1

ζts Ps, κ̄ = κmin + ρ1,

G prt =
[
G11 G12 G13

]
, G11 =ρ2σ̄H8t C1p−ρ2HC1r ,

G12 = ρ2σ̄H8t C1p, G13 = ρ2σ⃗H8t + ρ2H8̄t .

Proof: Based on MVET-SC protocol and Proposition 1, the
following Lyapunov function is constructed:

V (l) = ξ T (l)Ptξ(l)+

N∑
j=1

θ j

a j
λ j (l). (35)

Combing the conditions (20) and (30), it is evidently
inferred that

E{1V (l)} = E {V (l + 1)− V (l)}

≤ E{ξ T (l + 1)P̄tξ(l + 1)− ξ T (l)Ptξ(l)

+

N∑
j=1

θ j

a j
λ j (l + 1)−

N∑
j=1

θ j

a j
λ j (l)

+ ρ1[

N∑
j=1

θ j

a j
λ j (l)−4(l)]

+ ρ2[− f T
l fl + f T

l H(ȳ(tn)− ŷ(l))]}. (36)

On the basis of Lemma 1, according to MVETS (5) and the
augmented fuzzy system (26), we can derive

E{1V (l)} ≤ E{

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))

× [(F1prht + F2prht )ξ(l)+ B̄wpw(l)

+ (F3prht + F4prht )eM (l)+ F5r fl ]
T P̄t

× [(F1prht + F2prht )ξ(l)+ B̄wpw(l)

+ (F3prht + F4prht )eM (l)+ F5r fl ]

− ξ T (l)Ptξ(l)+

N∑
j=1

θ j

a j
(κ jλ j (l)− θ j4(l))

−

N∑
j=1

θ j

a j
λ j (l)+ ρ1[

N∑
j=1

θ j

a j
λ j (l)−4(l)]

+ ρ2[− f T
l fl + f T

l H(ȳ(tn)− ŷ(l))]}. (37)

In view of the vector augmentation technique, we develop
the condition (37) as

E{1V (l)} ≤

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))

× ηT (l)9prhtη(l) (38)

where η(l) = [ξ T (l) eT
M (l) f T

l wT (l)
√
λ1(l)

T
· · ·

√
λN (l)

T
]
T

stands for the augmented vector.
By virtue of the control output (26) and the condition (38),

the following formula is obtained:

E{1V (l)} + E{zT (l)z(l)− γ 2wT (l)w(l)}

≤

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ϑh(x̂(l))ηT (l)9̄prhtη(l).

(39)

Inspired by [42], the slack matrix 3 is utilized to reduce
the conservatism of theoretical results and the condition can
be deduced as follows:

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))[(µh(x̂(l))− ϑh(x̂(l)))3]

=

m∑
p=1

m∑
r=1

µp(x(l))µr (x̂(l))[(
m∑

h=1

µh(x̂(l))−

m∑
h=1

ϑh(x̂(l)))3]

= 0. (40)

Taking the expression (39) and the zero term (40) into
account, one has

E{1V (l)} + E{zT (l)z(l)− γ 2wT (l)w(l)}

≤

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ηT (l)

× [(ϑh(x̂(l))− τhµh(x̂(l)))(9̄prht −3)

+ µh(x̂(l))(τh9̄prht − τh3+3)]η(l)

=
1
2

m∑
p=1

m∑
r=1

m∑
h=1

µp(x(l))µr (x̂(l))ηT (l)

× [(ϑh(x̂(l))− τhµh(x̂(l)))(9̄prht + 9̄phrt − 23)

+ µh(x̂(l))(τh9̄prht + τr 9̄phrt − τh3− τr3+ 23)]η(l).
(41)

Under the conditions (33) and (34), it can be readily
conclude that

E{1V (l)} + E{zT (l)z(l)− γ 2wT (l)w(l)} ≤ 0. (42)
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Based on the method of Schur complement, E{1V (l)} ≤

0 can be derived when the external disturbance w(l) = 0, and
the asymptotic stability of the augmented IT-2 fuzzy system
has been guaranteed. Additionally, we sum both sides of (42)
from 0 to ∞, it yields

∞∑
k=0

E
{

zT (l)z(l)
}

≤ γ 2
∞∑

k=0

wT (l)w(l) (43)

which demonstrates the satisfaction of H∞ performance index.
Thus, the proof of Theorem 1 is finished.

Theorem 2: Given parameters ρ1 > 0, ρ2 > 0, γ > 0, a j > 0,
θ j > 0, εw > 0 (w = 1, 2, 3, 4), σ̄ ∈ (0, 1), ε1

M ∈ (0, 1),
ε2

M ∈ (0, 1), κ j > κmin and the expression ϑh(x̂(l)) −

τhµh(x̂(l)) > 0 (τh > 0), the augmented fuzzy dynamics (26)
subject to RADoS attacks becomes asymptotically stable if
there exist matrices Y > 0, Pt > 0, Ur , Uh , Vr , Vh , slack
matrix 3 and weight matrix 2 such that

−ε−1
2 I ∗ ∗ ∗ ∗

0 −ε2 I ∗ ∗ ∗

0 0 −ε−1
1 I ∗ ∗

0 0 0 −ε1 I ∗

Q1T
r S̄1

rh Q1T
h S̄1

hr 9⃗1
prht

 < 0, r ≤ h

(44)
−ε−1

4 I ∗ ∗ ∗ ∗

0 −ε4 I ∗ ∗ ∗

0 0 −ε−1
3 I ∗ ∗

0 0 0 −ε3 I ∗

Q2T
r S̄2

rh Q2T
h S̄2

hr 9⃗2
prht

 < 0, r ≤ h

(45)

with

LT
r = Ur (Y T )−1, K T

h = Vh O SY −1
11 S−1 O−1 (46)

where the relevant parameters are presented in Appendix.
Proof: In the light of Schur complement lemma,

(33) and (34) are equal to the following conditions:

91
prht =

[
2Pt ∗

6prht +6phrt U

]
< 0, r ≤ h (47)

92
prht =

[
2Pt ∗

√
τh6prht +

√
τr6phrt V

]
< 0, r ≤ h (48)

in which

Pt = diag{−P̄−1
t ,−P̄−1

t ,−I,−2−1,−2−1,−IN−1},

P̄t = diag{P̄1,t , P̄2,t , P̄3,t },

6prht =


FT

1prht F̄T
2prht C̄T

2p ε̃1
M C̄T

1p ε̃2
M C̄T

1p 0N−1

FT
3prht F̄T

4prht 0 0 − ε̃2
M I 0N−1

FT
5r 0 0 0 0 0N−1

B̄T
wp 0 0 0 0 0N−1

0T
N 0T

N 0T
N 0T

N 0T
N 0N

N−1

 .
According to the non-fragile control parameters in (15),

we can derive that

91
prht = 9̃1

prht + sym{S1
hr1h(l)Q1

h + S1
rh1r (l)Q1

r } < 0

(49)

92
prht = 9̃2

prht + sym{S2
hr1h(l)Q2

h + S2
rh1r (l)Q2

r } < 0

(50)

where

S1T
hr =

[
RT

h BT
r RT

h (B
T
p − BT

r ) 02N+12
]
, S2T

hr = S1T
hr ,

9̃1
prht =

[
2Pt ∗

6̄prht + 6̄phrt U

]
,

9̃2
prht =

[
2Pt ∗

√
τh6̄prht +

√
τr 6̄phrt V

]
,

6̄prht =


F̄T

1prht F̄T
2prht C̄T

2p ε̃1
M C̄T

1p ε̃2
M C̄T

1p 0N−1

FT
3prht F̄T

4prht 0 0 − ε̃2
M I 0N−1

FT
5r 0 0 0 0 0N−1

B̄T
wp 0 0 0 0 0N−1

0T
N 0T

N 0T
N 0T

N 0T
N 0N

N−1

 ,

F̄1prht =

 F̄1
11 σ̄5prt F1

13
F̄1

21 F1
22 F1

23
σ̄8t C1p σ̄8t C1p F1

33

 ,
F̄1

11 = Ar + Br Kh + LrH1(σ̄8t C1p − C1r ),

F̄1
21 = Ap − Ar + (Bp − Br )Kh − LrH1(σ̄8t C1p − C1r ).

On the ground of Lemma 2, (49) and (50), the following
inequalities are obtained:

9̃1
prht + ε−1

1 S1
hr S1T

hr + ε1 Q1T
h Q1

h + ε−1
2 S1

rh S1T
rh + ε2 Q1T

r Q1
r

< 0 (51)

9̃2
prht + ε−1

3 S2
hr S2T

hr + ε3 Q2T
h Q2

h + ε−1
4 S2

rh S2T
rh + ε4 Q2T

r Q2
r

< 0. (52)

Then, on the basis of Schur complement, the condi-
tions (51) and (52) are readily transformed as

−ε−1
2 I ∗ ∗ ∗ ∗

0 −ε2 I ∗ ∗ ∗

0 0 −ε−1
1 I ∗ ∗

0 0 0 −ε1 I ∗

Q1T
r S1

rh Q1T
h S1

hr 9̃1
prht

 < 0 (53)


−ε−1

4 I ∗ ∗ ∗ ∗

0 −ε4 I ∗ ∗ ∗

0 0 −ε−1
3 I ∗ ∗

0 0 0 −ε3 I ∗

Q2T
r S2

rh Q2T
h S2

hr 9̃2
prht

 < 0. (54)

Define auxiliary matrix Y = diag{I4, Y6, I, Y, Y, I2N+5}.
Multiplying the left and right sides of (53) and (54) by Y
and YT , it can be deduced that

−ε−1
2 I ∗ ∗ ∗ ∗

0 −ε2 I ∗ ∗ ∗

0 0 −ε−1
1 I ∗ ∗

0 0 0 −ε1 I ∗

Q1T
r S̄1

rh Q1T
h S̄1

hr 9̆1
prht

 < 0 (55)


−ε−1

4 I ∗ ∗ ∗ ∗

0 −ε4 I ∗ ∗ ∗

0 0 −ε−1
3 I ∗ ∗

0 0 0 −ε3 I ∗

Q2T
r S̄2

rh Q2T
h S̄2

hr 9̆2
prht

 < 0 (56)

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on January 27,2024 at 06:57:03 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: OUTLIER-RESISTANT NON-FRAGILE CONTROL OF NONLINEAR NETWORKED SYSTEMS 2617

where

9̆1
prht =

[
2P̆t ∗

6̆prht + 6̆phrt U

]
,

9̆2
prht =

[
2P̆t ∗

√
τh6̆prht +

√
τr 6̆phrt V

]
,

P̆t = diag{−Y P̄−1
t Y T ,−Y P̄−1

t Y T ,−I,−Y2−1Y T ,

− Y2−1Y T ,−IN−1},

6̆prht =


F̆T

1prht F̃T
2prht C̄T

2p C̃1T
1p C̃2T

1p 0N−1

F̃T
3prht F̃T

4prht 0 0 − ε̃2
M Y T 0N−1

F̃T
5r 0 0 0 0 0N−1

B̃T
wp 0 0 0 0 0N−1

0T
N 0T

N 0T
N 0T

N 0T
N 0N

N−1

 ,

F̆T
1prht =

 F̆1
11 F̆1

12 σ̄CT
1p8

T
t Y T

σ̄CT
1p8

T
t HT

1 Ur F̃1
22 σ̄CT

1p8
T
t Y T

F̃1
31 F̃1

32 σ⃗8T
t Y T

+ 8̄T
t Y T

 ,
F̆1

11 = AT
r Y T

+ K T
h BT

r Y T
+ σ̄CT

1p8
T
t HT

1 Ur − CT
1rH

T
1 Ur ,

F̆1
12 = AT

p Y T
− AT

r Y T
+ K T

h BT
p Y T

− K T
h BT

r Y T

− σ̄CT
1p8

T
t HT

1 Ur + CT
1rH

T
1 Ur .

With the help of (P̄ι,t −Y )P̄−1
ι,t (P̄ι,t −Y )T ≥ 0 (ι = 1, 2, 3),

we can get

−Y P̄−1
ι,t Y T

≤ P̄ι,t − sym{Y }. (57)

At the same time, one has

−Y2−1Y T
≤ 2− sym{Y }. (58)

Similar to [43], the matrices BT
r , BT

h and BT
p are assumed

to become common one and it is represented as BT . Hence,
based on Lemma 3, the matrix BT

= O[S 0]DT with

O OT
= I and DDT

= I . For Y = D
[

Y11 ∗

0 Y22

]
DT , one

has BT Y T
= Ȳ T BT with Ȳ T

= O SY11S−1 O−1. Then,
we define Vh = K T

h Ȳ T and the conditions (44) and (45)
can be obtained by considering (57) and (58). What is more,
it should be mentioned that the sufficient criteria (33) and (34)
in Theorem 1 can be guaranteed by (44) and (45). Meanwhile,
the gain matrices of OR observer and non-fragile controller are
derived as LT

r = Ur (Y T )−1, K T
h = Vh O SY −1

11 S−1 O−1. The
proof of Theorem 2 is completed.

IV. SIMULATION EXAMPLE

In this position, a mass-spring-damping system (MSDS)
borrowed from [37] is utilized to exemplify the effectiveness of
the OR observer-based control strategy under RADoS attacks
and MVET-SC protocol. On account of the Newton’s second
law, the corresponding dynamics can be modeled as

Mẍ = u(t)− F f − Fs (59)

where M , x , u(t), F f and Fs represent the mass, the
displacement, the control input, the frictional force and the
spring restoring force, respectively. Define F f = cb ẋ and

TABLE I
LUMFS OF THE SECURE CONTROLLER

Fs = kbx + kba2x3 with cb > 0 being the friction coefficient.
Subsequently, the MSDS is rewritten as

Mẍ = u(t)− cb ẋ − kbx − kba2x3. (60)

Denote the auxiliary function ψ(kb, t) =
−kb−kba2x2

1 (t)
M and

x(t) = [xT
1 (t) xT

2 (t)]
T with x1(t) = x , x2(t) = ẋ . Then,

by assuming x1(t) ∈ [−2, 2], kb ∈ [kb, kb], kb = 4N/m,
kb = 7N/m, M = 0.5kg, cb = 1.95N ·m/s and a = 0.05m−1,
it can be derived that ψmin = −14.14 (kb = kb, x1(t) = ±2)
and ψmax = −8 (kb = kb, x1(t) = 0). In light of the T-S
fuzzy approach in [44], the following LUMFs are derived:

χ
1
(x1(t)) =

ψmax − ψ(kb, t)
ψmax − ψmin

, χ1(x1(t)) =
ψmax − ψ(kb, t)
ψmax − ψmin

χ
2
(x1(t)) =

ψ(kb, t)− ψmin

ψmax − ψmin
, χ2(x1(t))=

ψ(kb, t)− ψmin

ψmax − ψmin
.

According to the Euler’s discretization technique, by adopt-
ing the sampling period hs = 0.1s, the coefficient matrices of
the plant (1) are presented as

A1 = I + hs

[
0 1

ψmin −
cb
M

]
, B1 = hs

[
0
1
M

]
A2 = I + hs

[
0 1

ψmax −
cb
M

]
, B2 = hs

[
0
1
M

]
and other related parameters are defined as

C11 =

[
0.1 0
0 0.1

]
, Bw1 =

[
0.012
0.208

]
, R1 = 0.14

C12 =

[
0.1 0
0 0.1

]
, Bw2 =

[
0.015
0.134

]
, R2 = 0.27

C21 =
[
0.07 0.02

]
, N1 =

[
0.126 0.051

]
C22 =

[
0.11 0.08

]
, N2 =

[
0.168 0.083

]
.

Meanwhile, the LUMFs of the secure controller are
presented in TABLE I, and the following nonlinear weighting
functions can be selected:

α p(x(l)) = 0.55cos2(x1(l)), α p(x(l)) = 1 − α p(x(l))

β
h
(x̂(l)) = sin2(x̂1(l)), βh(x̂(l)) = 1 − β

h
(x̂(l)).

Let the parameters of MVET-SC protocol N = 2, a1 = 20,
a2 = 5, θ1 = 0.4, θ2 = 0.6, ε1

M = 0.12, ε2
M = 0.08, κ1 =

κ2 = 0.3, ζ11 = 0.75, ζ12 = 0.25, ζ21 = 0.35, ζ22 = 0.65 and
the scalars ρ1 = 0.15, ρ2 = 0.025, ε1 = 0.054, ε2 = 0.068,
ε3 = 0.032, ε4 = 0.081, τ1 = 0.96, τ2 = 0.48. Under the
probability σ̄ = 0.25 related to RADoS attacks and the H∞

performance index γ = 0.32, the OR observer gains and the
non-fragile secure controller gains are solved as

L1 =

[
0.0006 0.0025
0.0035 0.0062

]
, L2 =

[
−0.0004 0.0012
0.0061 − 0.0116

]
K1 =

[
3.3566 − 3.2535

]
, K2 =

[
0.3336 − 3.3201

]
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Fig. 2. The evolution of RADoS attacks.

Fig. 3. The abnormal interference signals.

and the weight matrix in MVET-SC protocol can be
simultaneously computed as

2 =

[
6.0406 0.5142
0.5142 0.4745

]
.

When the measured output y(tn) is transmitted via an
open communication network, the malicious adversary may
block the transmission process in a random pattern. The
signals of RADoS attacks are given in Fig. 2. Meanwhile,
under the consideration of the measured outliers, Fig. 3
displays the abnormal signals added to the measured output
between the sensors and the OR observer. The external
interference w(l) in (1) is set to be 2.5e−0.2lsin(0.4l). Based
on the above factors, we will next demonstrate the validity of
the MVET-SC protocol and the secure fuzzy control scheme
against RADoS attacks.

In what follows, the convergence of system stability is
expounded by comparing some results under MVETS and
DETS in [35]. With the initial states x(0) = [0.3 − 0.3]

T

and x̂(0) = [0.2 − 0.2]
T , Fig. 4 depicts the trajectories of the

system states x1(l), x2(l) and the corresponding estimations
subject to RADoS attacks. It is apparently observed that the
system states gradually tend to be stable as time goes by
and the better system performance can be attained under
MVETS. To be specific, the MVETS-based and DETS-based
system states converge to zero about 55 and 71 time instant,
respectively. In addition, the trajectories of the control input
u(l) and the estimation error e1(l), e2(l) are presented in
Fig. 5. In comparison with DETS, the control input in the

Fig. 4. The system states and estimations under different ETSs.

Fig. 5. The control input and estimation error under different ETSs.

Fig. 6. The release instants of DETS and MVETS.

presence of MVETS can also reach the stable condition at
a faster speed, which illustrate the validity of the proposed
secure control policy under MVET-SC protocol.

On the other hand, the quantity of triggered data packets
should also be concerned so as to validate the relevant
descriptions in Remark 1. Fig. 6 presents the triggered instants
generated by the aforementioned ETS. Based on the initial
value λ(0) = λ1(0) = 1 and λ2(0) = 0.5, the curves of IDV
λ(l) in [35] and MIDVs λ j (l) in (5) are shown in Fig. 7.
It is explicitly witnessed that the differences in the number
of triggered data packets are not evident. Specifically, the
total number of triggered instants within 100 time instants is
23 in MVETS and 20 in DETS, respectively. Furthermore, the
ET dynamicity can be vividly characterized by MIDVs rather
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Fig. 7. The trajectories of IDV in [35] and MIDVs in this article.

Fig. 8. The selected signals under MVET-SC protocol.

Fig. 9. (a) System states. (b) The release instants of MVETS. (c) The selected
signals. (d) Response of RADoS attacks. (Case 1).

than a single IDV and the convergence speed is almost same
between them. In general, the design flexibility and dynamicity
can be improved by utilizing MVETS. Meanwhile, the overall
performance of MVETS is not inferior to DETS.

From the perspective of scheduling, the transmitted signals
selected by MVET-SC protocol are displayed in Fig. 8.
We denote the numbers 1 and 2 as the selected sensor
nodes. In particular, the number 0 represents that the MVETS
condition is not met and no sensor node will be scheduled. It is
worth mentioning that one of the elements of the measured
output can be transferred through a communication channel if

TABLE II
DIFFERENT CASES OF PROBABILITIES

Fig. 10. (a) System states. (b) The release instants of MVETS. (c) The
selected signals. (d) Response of RADoS attacks. (Case 2).

Fig. 11. (a) System states. (b) The release instants of MVETS. (c) The
selected signals. (d) Response of RADoS attacks. (Case 3).

the MVETS condition holds. Obviously, it not only alleviates
network occupation, but also effectively avoids the occurrence
of data conflicts. On the whole, the validity of the theoretical
results in this paper is once again illustrated.

In this article, the RADoS attacks and the proposed MVET-
SC protocol are simultaneously considered. Hence, we further
investigate the convergence of system states and the number of
ET instants under different occurrence probabilities of RADoS
attacks and transition probabilities. On the ground of other
parameters in the aforementioned simulation example, the
parameters of different cases are listed in TABLE II. Then, the
corresponding simulation results are plotted in Figs. 9-11. It is
apparently observed from these cases that the system states
can converge the equilibrium point under the designed control
strategy. Despite the different occurrence situations of RADoS
attacks, the convergence times of system states in these cases
are just a subtle difference. Besides, since the number of ET
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instants in these cases is just sightly change, the overall ET
performance is not affected to a great extent. Therefore, the
proposed control scheme is feasible and effective.

V. CONCLUSION

An OR observer-based secure control issue has been
investigated for IT-2 fuzzy system subject to RADoS
attacks. Under the consideration of malicious attack behavior,
a compensation strategy is utilized to relieve the adverse
effect brought by RADoS attacks. In an effort to lessen the
network bandwidth pressure, a MVET-SC protocol is proposed
to boost the design flexibility and decrease the occurrence of
data congestion in the shared communication channel. Taking
account of the abnormal measurement signal, the OR observer
is constructed by applying a saturation function. Furthermore,
we consider the fragility problem in the adopted control
approach, which can appropriately tolerate the gain variations.
By virtue of vector augmentation technique, an augmented
fuzzy model is derived on the basis of the aforementioned
factors. Then, a range of sufficient design criteria has been
presented to assure the asymptotic stability of the constructed
augmented system. The gain matrices of OR observer and non-
fragile controller are obtained. Eventually, a MSDS example
is conducted to prove the feasibility of the developed secure
control scheme.

APPENDIX

The relevant parameters in Theorem 2 are listed as follows.

S̄1T
hr =

[
RT

h BT
r Y T RT

h (B
T
p − BT

r )Y
T 02N+12

]
,

Q1
h =

[
0N+8 Nh 0N+5

]
, Q2

h =
√
τh Q1

h, S̄2T
hr = S̄1T

hr ,

9⃗1
prht =

[
2P⃗t ∗

6⃗prht + 6⃗phrt U

]
, U =

U1 U2
U3 U4
U5 U6

 ,
9⃗2

prht =

[
2P⃗t ∗

√
τh6⃗prht +

√
τr 6⃗phrt V

]
, V =

V1 V2
V3 V4
V5 V6

 ,
P⃗t = diag{P̄1,t − sym{Y }, P̄2,t −sym{Y }, P̄3,t − sym{Y },

P̄1,t − sym{Y }, P̄2,t − sym{Y }, P̄3,t − sym{Y },−I,

2− sym{Y },2− sym{Y },−IN−1},

6⃗prht =


F̃T

1prht F̃T
2prht C̄T

2p C̃1T
1p C̃2T

1p 0N−1

F̃T
3prht F̃T

4prht 0 0 − ε̃2
M Y T 0N−1

F̃T
5r 0 0 0 0 0N−1

B̃T
wp 0 0 0 0 0N−1

0T
N 0T

N 0T
N 0T

N 0T
N 0N

N−1

 ,

F̃T
1prht =

 F̃1
11 F̃1

12 σ̄CT
1p8

T
t Y T

σ̄CT
1p8

T
t HT

1 Ur F̃1
22 σ̄CT

1p8
T
t Y T

F̃1
31 F̃1

32 σ⃗8T
t Y T

+ 8̄T
t Y T

 ,
F̃T

2prht =

 σ̆ 5̃prt − σ̆ 5̃prt σ̆CT
1p8

T
t Y T

σ̆ 5̃prt − σ̆ 5̃prt σ̆CT
1p8

T
t Y T

−σ̆8T
t HT

1 Ur σ̆8T
t HT

1 Ur − σ̆8T
t Y T

 ,
F̃T

3prht =
[
−σ̄8T

t HT
1 Ur σ̄8T

t HT
1 Ur − σ̄8T

t Y T ]
,

F̃T
4prht =

[
−σ̆8T

t HT
1 Ur σ̆8T

t HT
1 Ur − σ̆8T

t Y T ]
,

F̃T
5r =

[
Ur − Ur 0

]
, C̃1

1p =
[
ε̃1

M Y C1p ε̃1
M Y C1p 0

]
,

B̃T
wp =

[
0 BT

wpY T 0
]
, C̃2

1p =
[
ε̃2

M Y C1p ε̃2
M Y C1p 0

]
,

F̃1
11 = AT

r Y T
+ Vh BT

r + σ̄CT
1p8

T
t HT

1 Ur − CT
1rH

T
1 Ur ,

F̃1
12 = AT

p Y T
− AT

r Y T
+ Vh BT

p − Vh BT
r − σ̄CT

1p8
T
t HT

1 Ur

+ CT
1rH

T
1 Ur , ε̃

1
M =

√
κ̄ε1

M , ε̃
2
M =

√
κ̄ε2

M ,

F̃1
22 = AT

p Y T
− σ̄CT

1p8
T
t HT

1 Ur , 5̃prt = CT
1p8

T
t HT

1 Ur ,

F̃1
31 = σ⃗8T

t HT
1 Ur + 8̄T

t HT
1 Ur , F̃1

32 = −F̃1
31,

U1 =

 U1
11 − 2312 − 2313 − 2314

−2321 U1
22 − 2323 − 2324

−2331 − 2332 U1
33 − 2334

 ,
U2 =

 U2
11 − 2316 − 2317 · · · − 231ℵ

U2
21 − 2326 − 2327 · · · − 232ℵ

U2
31 − 2336 − 2337 · · · − 233ℵ

 ,
U3 =

−2341 − 2342 − 2343 − 2κ̄2− 2344
U3

21 U3
22 U3

23 U3
24

−2361 − 2362 − 2363 − 2364

 ,
U4 =

 U4
11 −2346 −2347 · · · −234ℵ

U4
21 −2356 −2357 · · · −235ℵ

−2365 U4
32 −2367 · · · −236ℵ

 ,
U5 =

−2371 − 2372 − 2373 − 2374
...

...
...

...
−23ℵ1 − 23ℵ2 − 23ℵ3 − 23ℵ4

 ,
U6 =

 − 2375 − 2376 U6
13 − 237ℵ

...
...

...
...

− 23ℵ5 − 23ℵ6 − 23ℵ7 U6
34

 ,
U1

11 = −2P1,t − 2311, U1
22 = −2P2,t − 2322,

U1
33 = −2P3,t − 2333, ℵ = N + 6,
U2

11 = 2σ̄ ρ2CT
1p8

T
t HT

− ρ2CT
1rH

T
− ρ2CT

1hH
T

− 2315,

U2
21 = 2σ̄ ρ2CT

1p8
T
t HT

− 2325,

U4
11 = −2σ̄ ρ28

T
t HT

− 2345,

U2
31 = 2σ⃗ ρ28

T
t HT

+ 2ρ28̄
T
t HT

− 2335,

U3
21 = 2σ̄ ρ2H8t C1p − ρ2HC1r − ρ2HC1h − 2351,

U3
22 = 2σ̄ ρ2H8t C1p − 2352, U4

21 = −2ρ2 I − 2355,

U3
23 = 2σ⃗ ρ2H8t + 2ρ2H8̄t − 2353,

U3
24 = −2σ̄ ρ2H8t − 2354, U4

32 = −2γ 2 I − 2366,

U6
13 = 2

θ1

a1
(κ1 + ρ1 − 1)I − 2377,

U6
34 = 2

θN

aN
(κN + ρ1 − 1)I − 23ℵℵ,

V1 =

 V1
11 τ̄hr312 τ̄hr313 τ̄hr314

τ̄hr321 V1
22 τ̄hr323 τ̄hr324

τ̄hr331 τ̄hr332 V1
33 τ̄hr334

 ,
V2 =

 V2
11 τ̄hr316 τ̄hr317 · · · τ̄hr31ℵ

V2
21 τ̄hr326 τ̄hr327 · · · τ̄hr32ℵ

V2
31 τ̄hr336 τ̄hr337 · · · τ̄hr33ℵ

 ,
V3 =

τ̄hr341 τ̄hr342 τ̄hr343 V3
14

V3
21 V3

22 V3
23 V3

24
τ̄hr361 τ̄hr362 τ̄hr363 τ̄hr364

 ,
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V5 = −
1
2
τ̄hrU5,

V4 =

 V4
11 τ̄hr346 τ̄hr347 · · · τ̄hr34ℵ

V4
21 τ̄hr356 τ̄hr357 · · · τ̄hr35ℵ

τ̄hr365 V4
32 τ̄hr367 · · · τ̄hr36ℵ

 ,
V6 =

τ̄hr375 τ̄hr376 V6
13 τ̄hr37ℵ

...
...

...
...

τ̄hr3ℵ5 τ̄hr3ℵ6 τ̄hr3ℵ7 V6
24

 ,
V1

11 = −τhr P1,t + τ̄hr311, V1
22 = −τhr P2,t + τ̄hr322,

V1
33 = −τhr P3,t + τ̄hr333, τhr = τh + τr , τ̄hr = 2 − τhr ,

V2
11 = ρ2(τhr σ̄CT

1p8
T
t HT

− τhCT
1rH

T
− τr CT

1hH
T )

+ τ̄hr315,

V2
21 = τhr σ̄ ρ2CT

1p8
T
t HT

+ τ̄hr325,

V2
31 = τhr σ⃗ ρ28

T
t HT

+ τhrρ28̄
T
t HT

+ τ̄hr335,

V3
21 = τhr σ̄ ρ2H8t C1p−τhρ2HC1r −τrρ2HC1h + τ̄hr351,

V3
22 = τhr σ̄ ρ2H8t C1p + τ̄hr352,

V3
23 = τhr σ⃗ ρ2H8t + τhrρ2H8̄t + τ̄hr353,

V3
24 = −τhr σ̄ ρ2H8t + τ̄hr354, V3

14 = −τhr κ̄2+ τ̄hr344,

V4
11 = −τhrρ2σ̄8

T
t HT

+ τ̄hr345,

V4
21 = −τhrρ2 I + τ̄hr355, V4

32 = −τhrγ
2 I + τ̄hr366,

V6
13 = τhr

θ1

a1
(κ1 + ρ1 − 1)I + τ̄hr377,

V6
24 = τhr

θN

aN
(κN + ρ1 − 1)I + τ̄hr3ℵℵ.
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