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Abstract—This article studies the distributed fusion estima-
tion (DFE) issue for networked multi-sensor systems (NMSSs)
with stochastic uncertainties, bandwidth-constrained network and
energy-constrained denial-of-service (DoS) attacks. The stochastic
uncertainties reflected in both the state and measurement models
are characterized by multiplicative noises. For reducing the com-
munication burden, local estimation signals are subject to dimen-
sionality reduction processing. And the improved Round-Robin
(RR) protocol is used on the channels from local estimators to the
fusion estimator. To reflect the actual situation, the dimensionality
reduction strategy is designed from the defender’s point of view
in the sense of minimum fusion error covariance (FEC). And the
attack strategy is designed from the attacker’s point of view in the
sense of maximum FEC. Then, based on a compensation model,
a recursive distributed Kalman fusion estimation algorithm (DK-
FEA) is proposed. The stability conditions making the mean square
error (MSE) for DFE bounded are derived. In the end, the validity
of the presented DKFEA is verified by an illustrative example.

Index Terms—Distributed fusion estimation (DFE), networked
multi-sensor systems (NMSSs), dimensionality reduction, Round-
Robin (RR) protocol, denial-of-service (DoS) attacks.

1. INTRODUCTION

N RECENT decades, with the progress of communication
I technology, networked multi-sensor systems (NMSSs) have
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attracted much attention. In NMSSs, the components are con-
nected through a shared network, which saves unnecessary
wiring, reduces the cost to set up systems, improves the scal-
ability of systems and facilitates remote operations [1], [2],
[3], [4]. It is because of these advantages that NMSSs have
been applied in vehicle guidance, intelligent weapons, detection
of automated processing systems and robotics [5], [6], [7]. In
practical applications, stochastic uncertainties are inevitable due
to random failures, component impairment or environmental
disturbances [8]. Therefore, it is of great practical significance
to study the NMSSs with stochastic uncertainties.

A key issue in NMSSs with stochastic uncertainties is fusion
estimation, which has shown high application value in target
localization, fault detection, pattern recognition and industrial
process control [9], [10], [11], [12]. Structurally, fusion esti-
mation can be divided into centralized fusion estimation and
distributed fusion estimation (DFE). In contrast to the former,
the DFE structure has the advantages of fast computing speed,
strong flexibility and strong anti-interference ability [13], [14].
Consequently, the DFE has become a hot research topic. Plenty
of DFE algorithms have emerged one after another. In [15],
according to the sequential covariance intersection fusion rule,
a DFE algorithm for nonlinear NMSSs was proposed. In [16],
for a type of multi-rate systems with packet loss, a DFE algo-
rithm based on compensation strategy was developed. In [17],
aimed at the nonlinear systems with unknown noise statistics,
a robust H,, DFE algorithm was presented. In [18], for the
unstable systems with limited communication capacity, an H,
DFE algorithm based on quantization was provided. Notice that
the research achievements above are almost for deterministic
NMSSs. When it comes to the DFE algorithms for NMSSs with
stochastic uncertainties, few results are available and further
exploration is needed.

The insertion of network will inevitably make the NMSSs
with stochastic uncertainties subject to resource constraints,
which may lead to transmission delay, packet dropouts and
packet transmission disorder [19], [20], [21]. These issues will
not only degrade the fusion estimation performance, but also
have an adverse impact on the system stability. As a conse-
quence, it is necessary to resort to some means to cope with the
constrained network bandwidth. Among them, dimensionality
reduction and the Round-Robin (RR) protocol have been fre-
quently used in recent years [22], [23], [24]. The dimensionality
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reduction is a technique that converts high-dimensional signals
into low-dimensional signals according to a certain algorithm,
which helps to diminish the size of packets transmitted in the
network. Many research achievements have been made on the
dimensionality reduction in [25], [26], [27], [28]. In [25], the di-
mensionality reduction was used to deal with the inherent band-
width of networks, and the dimensionality reduction strategies in
homogeneous and heterogeneous environments were designed.
In [27], the dimensionality reduction was performed on local
estimation signals, and a compensation strategy was adopted to
minimize the impact on the estimation performance. In [28],
from the perspective of the defender, a suboptimal dimension-
ality reduction solution was provided. Differently, the principle
of RR protocol is that data from each sensor is permitted to
equally enter the network according to a preset transmission
sequence. Although the RR protocol can effectively reduce the
amounts of packets transmitted in the network, the performance
of DFE may not be guaranteed [29]. In this case, an improved RR
protocol is proposed, which allows multiple sensors to access
the network at each moment. So far, the DFE issue based on
the improved RR protocol has not been fully studied, and few
papers have unified dimensionality reduction, the improved RR
protocol and DFE under a certain framework model, which
motivates our research and is a huge challenge faced by this
article.

Moreover, the insertion of network also increases the pos-
sibility of malicious attacks on NMSSs with stochastic un-
certainties. Common network attacks include denial-of-service
(DoS) attacks [30], [31], [32], deception attacks [33], [34],
[35], [36] and replay attacks [37], [38]. Among these types of
attacks, DoS attacks stand out for their great destructiveness,
with the aim of exhausting the network bandwidth and system
resources by various means and blocking the communication
between system components. For this reason, the secure DFE
problem under DoS attacks should be taken seriously and de-
serves special attention. In [32], periodic DoS attacks were taken
into account and sufficient conditions that make the discussed
system stable were provided. In [39], a set of stochastic variables
following the Bernoulli distribution was employed to model the
occurrence of DoS attacks, and a design method for the fusion
estimator was presented. In [40], a predictive compensation
strategy was adopted to address the packet loss induced by DoS
attacks, thereby ensuring the fusion estimation performance.
In [41], a secure consensus control approach was developed for
leader-following multiagent systems, and the observer estimates
were utilized to reduce the impact of DoS attacks. Although
new progress has been made in the research of DoS attacks,
few scholars design attack strategies in the sense of maximum
fusion error covariance (FEC) and few papers focus on the
secure DFE for NMSSs with stochastic uncertainties under the
energy-constrained DoS attacks, which is another motivation for
this article.

Inspired by the analyses mentioned above, this article will
focus on the design of the DFE algorithm for NMSSs with
stochastic uncertainties subject to bandwidth constraints and
energy-constrained DoS attacks. The main contributions of this
article include the following three points.

1) A novel DFE model is established, which unifies the
dimensionality reduction, the improved RR protocol and the
energy-constrained DoS attacks in a specific framework.

2) A dimensionality reduction strategy is designed from the
defender’s point of view in the sense of minimum FEC while an
attack strategy is designed from the attacker’s point of view in
the sense of maximum FEC.

3) Based on a novel compensation model, a recursive dis-
tributed Kalman fusion estimation algorithm (DKFEA) is pro-
posed. The stability conditions reflecting the impacts of di-
mensionality reduction, the improved RR protocol and energy-
constrained DoS attacks are derived such that the mean square
error (MSE) for DFE is bounded.

The organization of the remaining parts of this article is as
follows. A distributed security fusion estimation model that
covers dimensionality reduction, the improved RR protocol and
energy-constrained DoS attacks is constructed in Section II. In
Section III, the distributed fusion estimator, dimensionality re-
duction strategy and attack strategy are designed, and a recursive
DKFEA is proposed. In Section IV, a smart grid example is
utilized to verify the effectiveness of the presented DKFEA.
The conclusion is provided in Section V.

Notation: R™ denotes the Euclidean space with n dimensions.
E indicates the mathematical expectation. X” and X ! stand
for the transpose and inverse of the matrix X, respectively.
01, is the Kronecker function satisfying ¢;;, = 0(l # l1) and
011, = 1(1 = l1). diag{-} represents a block diagonal matrix and
X (7,7) means the ith diagonal component of the matrix X. n!
symbolizes the factorial of the positive integer n. Tr{-} indicates
the trace of matrix and || - || denotes the second norm of matrix.
> isasummation symbol. z | y means that the vectors z and y
are orthogonal to each other. % denotes the remainder operation.

II. PROBLEM FORMULATION

Consider a class of NMSSs with stochastic uncertainties
modeled as follows:

z(l+1) = (Ao + a(l)A)z(l) + w(l) @))

yi(l) = (Boi + Bi(l) Bri)z(l) + vi(1) (2)

where z(l) € R™ is the system state and y;(I) € R"(i =
1,2,..., L) is the measurement output of the sensor i. L rep-

resents the amount of sensors. (1) and 5;(1) are multiplicative
noises with zero mean and variances V,, and Vj,, and are used
to characterize the stochastic uncertainties of systems. Ag, A1,
By, By; are system matrices dimensioned appropriately. w({)
and v; (1) are unrelated Gaussian white noises with zero mean
and variances V,, and V,,,. In addition, one has

E{fw@®)" v [w(l)" v;(l)]}
= (51’11 diag{Vm (52'7]' Vvi }
Remark 1: The stochastic uncertainty is often encountered in
practical engineering systems (e.g. target tracking systems [26],
uninterruptible power systems [42]), which may arise due to the

modeling errors, unmodeled dynamics, component impairment
and environmental disturbances. A lot of research interest has
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been devoted to deal with the significant deterioration or even
divergence of these uncertainties on the system performance. It
should be noticed that the stochastic uncertainty in this article
comes from [42], [43], and thus the system model established
in this article is rational.

Assumption 1: x(0) denotes the initial system state and satis-
fies E[I,C(O)] = )\() and E{[ﬁ(O) — )\,(]}[1’(0) — )\,()]T} = Vo. Be-
sides, 2(0), w(l), v;(1), (1) and B3;(1) are mutually independent.

Assumption 2: [26] r(Ag ® Ao + Vo A1 ® Ap) < 1, where
r(+) and ® represent the spectrum radius and Kronecker product,
respectively. Besides, (Ao, Bo;) is detectable and (Ao, v/V) is
stable. Vz will be given in Lemma 1.

Equation (1) can be converted to

2(1+1) = Aga(l) + (1) 3)

where W(l) = a(l)A1z(l) + w(l) with the statistical properties
as follows.

E[ii(1)] = Ela(l) Ay (l) + w(l)] = 0 @
Va(l) = E[@()d" (1)) = Va AL f (AT + Ve (5)

V(1) = Eld()a" (1)) = 0 (1 # 1) (6)

where f(1) = E[z(l)xT (1)] is the second-order moment of sys-
tem state. According to (1), the formula for f(1) is

fl+1) = A f()AT + VL ALF()AT + Vi, 7)

with the initial condition f(0) = Vo + AoAZ .
Similarly, the measurement model (2) is rewritten as

yi (1) = Boiz (1) + v3(1) 3

where ¥; (1) = 3;(1)By;2(l) + v; (1) with the statistical proper-
ties as follows.

E[v;(1)] = E[Bi(1) Briz(l) +vi(1)] =0 )]
Vi (1) = E[@: (D)5 ()] =0 (1 # 1) (1

It is clear that E[w(1);(11)T] = 0. Therefore, (1) and v;(l)
are uncorrelated stochastic variables.

In accordance with the design of the Kalman filter, the local
state estimator for sensor 7 is modeled as

Ti(l) = Fg, ()& (1 — 1) + Ki(Dwi(1)

where K;(l) is the optimal gain, F,(l) = Dk, (I)Ap and
Dk, (l) = I, — K;(1)Bo;.

Denote e;(l) = x(l) — &;(l) as local estimation error and
Cii(l) = Ele;(1)eX' (1)] as local estimation error covariance.
Then, it has

(12)

K;(l) = CL (1) Bg;[Boi L (1) Bg; + Vi, (1)]
Cii(l) = Dk, () CE(1)
Cﬁ-(l) = ApCy(l — I)Ag +Vz(l—1)

13)
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Fig. 1. DFE process for NMSSs.

where C?,(1) represents one-step prediction error covariance.
Moreover, the formula for the local estimation error cross-
covariance C;;({) (j=1,...,L,j #1)is

Cij(1) = Di, (D[AoCi;(1 = AT + V(I = 1)]D (1) (14)

Remark 2: Notice that C;;(1) in (13) is dependent on f(l)
because Viz(1) and V. (1) are closely associated with f(I) ac-
cording to (5) and (10). Consequently, if f (1) is bounded, Viz(1)
and V, (1) will be bounded, and then the boundedness of Cj; (1)
and C;; (1) can be guaranteed.

Lemma 1: For the NMSSs with stochastic uncertainties (1)
and (2) under Assumption 2, f(l), the solution to (7) with
arbitrary initial value f(0) > 0 will exponentially converge to a
sole value f(f > 0), thatis, lim;_,~, f(I) = f. Besides, one has

Jim Vip(1) = Va Ay fAT +V, = Vg
—00

Jim Vi (1) = V3, Bif B, + Vo, = Vs,
—00

Since almost every sensor network is constrained by the
communication bandwidth, it is not realistic to send all &;(l)
completely to the fusion center. For addressing this problem
as shown in Fig. 1, the dimensionality reduction strategy is first
applied and only ¢;(1 < t; < n) parts of #:;(1) are permitted into
the network at each moment [44]. For the selected information
of Z;(l), there are A; possible cases and

n!

Denote the signal allowed for transmission as Z 4; (1). Obviously,
it must be a member of the following set:

Si = {Hia:(l), ..., He(l), ..., HYM e (D)) (16)

where 1" is a diagonal matrix including ¢; diagonal elements
“1” and n —t; diagonal elements “0”. For simplicity, define
G, (1) as the compression matrix and

Gill) = diag{e} (), (D), b} ()
where €, (1) € {0,1} and satisfies
d e )=t (18)

m=1

In particular, the element £, (1) = 1 indicates that the mth part
of ;(1) is permitted to be transmitted. Then, the signal after the
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dimensionality reduction is expressed as
Zai(1) = Gi(D)Z; (1)

On the other hand, the improved RR protocol is employed to
reduce the communication burden. Different from the common
RR protocol, the improved RR protocol allows multiple signals
to be transmitted in the network at each moment. Denote N (1) C
{1,2,..., L} as the set of labels of sensors that are granted
transmission permissions at time . Let k(1 < k < L) represent
the number of sensors allowed to access the network under the
current bandwidth conditions. Then, it has

NO=Al-DK%L+1,...,[l-1k+k—-1%L+1}
(20)
The subsequent example is provided to further explain the
improved RR protocol. Assume there are three sensors in total,
and only two are permitted to access the network with bandwidth
constraints, that is, L = 3 and k = 2. Then, according to (20),
it has

N(l) = {172}7 N(2) = {37 1}7 N('?’) = {273}7
N(4) = {1’2}7 N(5) = {3’ 1}7 N(6) = {2,3}a

19)

which indicates that N(I) is a periodic sequence and satisfies
N(1)=N(+3).
To facilitate the following expression, define

. ifie N(l)

21
0, otherwise @h

where ¢(i, N (1)) = 1 implies that sensor i is granted the trans-
mission permission at instant [ while g (¢, N (1)) = 0 implies that
sensor ¢ can not access the network. After being scheduled by
the improved RR protocol, the signal transmitted in the network
is (i, N (1)) Zai (1).

When signals are sent to the fusion center, attackers are likely
to initiate DoS attacks on the channels. However, the attacker’s
energy budget is limited and cannot successfully launch DoS at-
tacks on all channels simultaneously [45]. Itis assumed that only
7(1 < 7 < L) channels will suffer DoS attacks at a time once
DoS attacks occur. For modeling the energy-constrained DoS
attacks, the stochastic variable +(1) following the Bernoulli dis-
tribution is employed to indicate whether the attacker launches
DosS attacks ornot and ; (1) € {0, 1} is used to describe whether
the data transmitted on the ith channel has suffered DoS attacks.
Besides, E[y(1)] = ~ and 7;(l) is required to satisfy

L
Z%‘(l) =T

Then, the local estimation signal that reaches the fusion center
is (1= y(0)vi(0))g(i, N (1) Zai (1)

Remark 3: To be specific, there are three cases regarding the
occurrence of the energy-constrained DoS attacks.

1) v(I) = 0 suggests that the attacker has not initiated DoS
attacks and naturally none of the channels are attacked.

2)y(1) = 1,~;(1) = 0 indicates that the attacker has initiated
DoS attacks but the channel ¢ is not influenced by DoS attacks.

(22)

3) v(I) = 1, v;(1) = 1 implies that the attacker has launched
DoS attacks and the channel ¢ has suffered DoS attacks.

It is undeniable that the dimensionality reduction, the
improved RR protocol and the energy-constrained DoS at-
tacks can degrade the performance of fusion estimation.
If the fusion is performed directly on the signal (1 —
()i (1)g(i, N(1))Zq; (1), the estimation performance will be
pretty poor. To avoid this situation, the compensating state
estimation (CSE) is proposed, the formula for which is

Zei(l) = (1 =y (D)9, N(D)[Gi(1)2:(1)
+ (In = Gi(1)) Aodei(1 — 1)]
+ (1= g(i, N(I))AoZes (I — 1)}
+ ()i (1)AoZei(l — 1)

Remark 4: Here are some explanations for the CSE model
in (23).

1) ¥(1)y:(1) =0: no DoS attacks have occurred on the
ith channel and the CSE Z. (1) = g(i, N(1))[G:(D)&:(I) +
(In — Gi1)) Aoires(l — 1)) + (1 — g0, N(1)) Aozl — 1). 1
g(i,N(l)) =1, the signal after the dimensionality reduc-
tion G;(l)z;(l) will be sent to the fusion center and
(I, = Gi(1))AoZci(l — 1) is the compensation about the un-
transmitted parts of #;(1). If g(i, N(1)) = 0, there will be
no signal transmitted on the ¢th channel at time /. In addi-
tion, ApZe(l — 1) equates to Zo;(1— 1) + (Ao — In)Zei (1 —
1), where the first term is to model the situation where sensor ¢
cannot access the network after being scheduled by the improved
RR protocol and the second item represents the compensation
for this situation.

2)y(1)~i(1) = 1: DoS attacks have occurred on the ith channel
and the CSE ; (1) = AoZ¢ (I — 1), where ApZ.;(I — 1) repre-
sents the compensation for DoS attacks.

Based on &, (1), the DFE of the system state x (), denoted as
% (1), is calculated by

(23)

(24)

where Q;(1) is the optimal distributed fusion weighting matrix
which meets

(25)

Remark 5: Ttis indisputable that the design of 2;(1) is closely
related to the compression matrix G; (1) and attack variable ; (7).
Therefore, how to design G;(I) which satisfies (18) is crucial
to defenders and how to design ~;(l) which satisfies (22) is
crucial to attackers. From the CSE model in (23), the estimation
precision of .;(1) is bound up with that of Z.;(I — 1). On this
condition, if there exists a feedback channel from the fusion
center to each sensor, the sequence information about 7 4; (1)
can be decided at the fusion center and then sent to the sensor
side correspondingly.

Furthermore, the attacker’s choice about which 7 channels to
attack is based on some specific system information. Due to the
difficulty in thoroughly knowing the system, the attacker has to
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eavesdrop on the system information. Of course, the informa-
tion obtained in this way carries certain errors, which may be
caused by the defender’s interference or from other external
disturbances. Consequently, the eavesdropped information is
modeled as

{zm(l):H Dzl —1) +w(l—1)

zei(l) = Hei(Dei(l = 1) + vi(1 = 1) (26)

where z, (1) represents the eavesdropped system state and z; (1)
represents the eavesdropped CSE. H, (1) and H,;(l) are obser-
vation matrices. w(l) and v; (1) are noises, whose means are zero
and variances are V,, and V,,,, respectively.

So far, there are three issues that need to be addressed in
this article when designing a DFE algorithm for NMSSs with
stochastic uncertainties considering the dimensionality reduc-
tion, the improved RR protocol and the energy-constrained DoS
attacks.

P.I) : Suppose that G;(1) and ~;(l) are known in advance.
The next objective is to devise the fusion weighting matrices
Q1(1), -+, Qr(1) to make the MSE for Z(!) minimized at every
moment, which is described as,

(D), (D), ..., 2]

= arg ;ngg E{[z(l) — 2. [z() — 2.()]} (27)

s.t. (25)

where . (1) is an arbitrary convex linear combination of the CSE
Zei(D).

P.II) : Utilize the feedback channels, the eavesdropped data
(26) and the fusion estimator (27) to devise a scheduling strategy
such that G;(I) and ~;(I) can be acquired by addressing the
optimization issue below.

min max  EleT (1)e(l
G1(),-,GL () v2 (D) v () " e(d)]
s.t. (18) and (22)

where e(l) = x(l) — (1) denotes the fusion estimation error.
P.III) : Seek the conditions related to G;(1), g(i, N(I)) and
~i (1) to make the MSE for Z() bounded, which is described as,

Jim EleT(e(l)] = Jim Tr{C(D)} < a (29)

(28)

where C(1) = Ele(l)eT (1)] represents the fusion error covari-
ance and a(a > 0) is a scalar.

Remark 6: Motivated by [1], [11], [16], [17], [18], [21],
[26], [27], [28], a novel DKFEA for networked time-varying
systems with stochastic uncertainties is proposed in this article,
which takes into account the constrained network bandwidth and
security issues of the communication environment. Although
plenty of DFE problems have been investigated in [1], [11],
[16], [17], [18], [21], [26], [27], [28], the discussed issue in
this article differs from the existing ones. In [1], [11], [16],
[17], [18], [21], [27], the results obtained are all under the
assumption that there are no attacks occurring, which is not
realistic in practice. [26] and [28] considered the security issues
caused by the open network transmission environments, but
they only adopted dimensionality reduction method to address

123

the issue of limited communication bandwidth. The essence of
dimensionality reduction is to reduce the size of data packets
transmitted in the network. For networked systems with numer-
ous sensors, relying solely on dimensionality reduction to handle
bandwidth constraints cannot meet the requirements. In addition,
the DFE approach proposed in [28] was aimed at time-invariant
multi-sensor systems, and not suitable for time-varying net-
worked systems with stochastic uncertainties. Therefore, based
on dimensionality reduction and the improved RR protocol, this
article proposes a recursive DKFEA for networked time-varying
systems with stochastic uncertainties, which can also reduce
the amounts of the data packets transmitted in the network and
makes up for the shortcomings of the above literatures.

III. MAIN RESULTS

This section consists of three parts: A, B, and C'. The design
of the distributed fusion estimator will be presented in part A
first, followed by the design of the dimensionality reduction
strategy and the attack strategy in part B. Finally, the bounded
conditions of the MSE for DFE under the joint influence of
the dimensionality reduction, the improved RR protocol and the
energy-constrained DoS attacks will be provided in part C.

A. Design of the Distributed Fusion Estimator

Define the CSE error eq(l) = 2(l) — #;(1) and I =
(I, ..., ITT € RL*n, Next, based on [46], the formula for
the fusion weighting matrix €;(1) is

[Q1(0), ., Q@] = [TTEOITTET (1) (30)
where Z(1) is defined by
2 = E{leaa(),-- el M) ety (D, - ec (D]} B
Moreover, the formula for C'(1) is as follows.
cay=[1"="m1 (32)
Clearly, if Z({) is known, the fusion weighting matrix €2;(l)

can be acquired according to (30), thus completing the design
of the DFE algorithm. Before the main results are derived, the
following lemma should be given for subsequent use.

Lemma 2: [28] For the arbitrary matrices S, U and & satis-

fying S = diag{s1,...,sn}, U =diag{uy,...,u,} and
¢11 d)ln
o= | s
¢n1 Qs'rm
if ¢;;(i,j=1,...,n) in ® is independent of any s;,(h =
1,...,n)in S and uy, in U, then

E[S®U] = E[S ® U] & E[®]

where the operation “©” is defined by [®! & ®?];;
and the operation “®” for S and U is designed by

_ 1 2
= ©;;0;;

S1uUq
SoU=

S1Un

SnU1 SnplUn
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Theorem 1: Define

©45(1) = lg(t, N())Gi(1)] © [9(4, N (1)) G5 (1)]
i5(1) = [In — (i, N(1))Gi(D)] © [In — g(4, N (1)) G;(1)]
Jij(1) = lg(i, N(1))Gi(D] © [In — g(4, N (1)) G;(1)]
(33)
Next, the CSE error covariance =;; (1) = E[eci(l)ech(l)] is given
by
Zij(1) = 1 = v7(0) = y3 (1) + vy (D))=i (1)
+ (A = 7(1)EF (1)
+ ()1 =y (D)= (1)
+ Uy (DEZ 1)
=) = 0,() & Cy (1) + 1L, () S Z2()
+ Ji;(D)e
[Fre, (OT35(1 = AT + D, (1)Vig (I = 1)]
+ J5i(he
[AoT (I = D) Fk, ()" + Vig(l = 1) D (1))

Eif() =[In - g(i,N(l))Gi(l)]"ff(l)
+ (i, N(1)Gi(l) ¥

[Fi, ()Tij(1 — DAL + Dy, (1) V(1 — 1)]
25 () =EZ O, — 90, N()G; D]+

[AoT};(1 = V) Fie, (D" + Vig (1 = 1) D, ()]
x g(4, N(1)G; (1)
:22(l) AOHU( 1)AT + Vi (l - 1)
(34)
where T';;(I) = Ele;(1)el;(1)], the formula for which is
Lij() = (1= 3 ())[C3 (1) = Fie, O350 = 1) AF

— Di,(DVas(l = D]g(5, N(1)G; (1)
+ Fie, (i (1 = DAG + D, ()Vig (1 = 1) (35)

Besides, there is arelationship between DFE and CSE as follows:

Tr{C(1)} < Tr{Z:(1)}

where Z;;(1) is defined by Z;;(1) = Eleqi(1)eL(1)].

Proof: See Appendix A.

In the light of Theorem 1, Z(/) can be acquired from (34).
Next, ;(1) can be obtained from (30). At this point, the first
problem has been solved.

(36)

B. Design of the Dimensionality Reduction Strategy and the
Attack Strategy

Since Z4; (1) may be unavailable at the fusion center because
of the improved RR protocol and DoS attacks, the dimension-
ality reduction strategy and the attack strategy are dependent
on Z.; (I — 1) instead of Z4;(1). Considering that there are no
relationships between the design of the two strategies, the op-
timization issue in (28) can be converted to the two problems
below.

min Ir C l s.t. (18 3
{G1(1),....,GL (D) Yy (D)} { ()} (18) (37)

max Ir C l s.t. (22 38
{71 (D), ey (D) VG (1)} { ()} ( ) ( )

However, finding out the optimal solutions to the two prob-
lems above is of great difficulty. On the one hand, Tr{C(l)}
is nonlinear and closely related to matrices G1(1),...,Gr(l)
and variables 1 (1), ...,y (). On the other hand, the attacker
cannot obtain C([), and ;(!) can only be devised according
to the eavesdropped information in (26). Based on the above
analysis, the suboptimal solutions to the two problems will be
discussed and presented in the subsequent theorem.
Theorem 2: Define

{oza(l — 1) = (H] () H,(1))
Bl —1) =

(HZ (1) Hei(D))
where Z,(l) and 25(1) represent the estimates of the system
state (!) and CSE Z.;(l) on the basis of the eavesdropped
information, respectively. Then, let

THT (D)2

THIO) )

Sl = 1) = B{[#a(l - 1) — 25(1 - 1)]
| * [2a(1 = 1) ~ 320 = DIT)
i (1) = Coald) (m, m) — Z22(0)(m, m) @0,
O’Z(l) = TI'{A()E”(Z — 1)A(2;
Mai(1) = {pi (1), -, (1)}
Ma(l) = {o1(D), .-, oL(l)}
Next, sort the elements in set My; (1) in ascending order.
Py (1) < oo S, () < i (D S < pp (1) (D)
And sort the elements in set M, () in descending order.
Ox1 (l) 22 Ox~ (l) 2 OX(r+1) (l) 22 Oxr (l) (42)

Then, the suboptimal solutions to problems (37) and (38) are
given as follows.

{d—” ==, O=1 @3)

E;(twl)(l) - T

{%m ==y () =1 )

’YX(T+1) (l) == ’YXL (l) =0

Proof: See Appendix B.

According to Theorem 2, the dimensionality reduction matri-
ces and attack variables can be obtained from (43) and (44), and
thus the second problem is addressed.

For making the entire calculation process of the distributed
fusion estimate (1) clearer, Algorithm 1 is proposed.

C. Boundedness Analysis

When analyzing the estimation performance of the designed
distributed fusion estimator, it is necessary to consider the sta-
tistical information of v(1). Let I'},(1) = E{[e:(1)el, (D)]|v(1)}

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on February 06,2024 at 10:28:31 UTC from IEEE Xplore. Restrictions apply.



ZHA et al.: PROTOCOL-BASED DISTRIBUTED SECURITY FUSION ESTIMATION

Algorithm 1: DFE under the Dimensionality Reduction, the
Improved RR Protocol and DoS Attacks.

1: fori=1:Ldo

2:  Compute Z;(1) and C;;(1)(j € {1,...,L},j # 1) by
(12)-(14);

3:  Compute C;;(l) and Z22(1) in the fusion center by
(13) and (34);

4:  Sort the elements in the set M, (1) in ascending

order in the fusion center by (41);
5:  Obtainel, (I)(m € {1,...,n}) in the fusion center

by (43);

6: Send the sequence information of the chosen parts to
the sensor side through the corresponding feedback
channel;

7 Obtain G;(1) at the sensor side;

8:  Obtain Z4;(1) at the sensor side;

9: end for

10:  Compute N (1) by (20);

11: fori=1:Ldo

12:  Obtain g(, N(I)) by (21);

13:  end for

14: if y(I) = 0 then

15: Go to Step (24);

16: else

17: The attacker computes &, (I — 1) by (39);

18: fori=1:Ldo

19: The attacker computes #5°(1 —

20: end for

21:  The attacker sorts the elements in the set M, (1) in
descending order by (42);

22:  The attacker obtains v1 (1), . ..

23: endif

24: fori=1:Ldo

25:  Compute Z; (1) by (23);

26:  Compute e.;(1);

27:  end for

28: fori=1:Ldo

29: Compute Z;; (1) by (34);

30: end for

31: Compute Q4(1),...,25(l) by (30);

32:  Compute Z(I) by (24);

1) by (39);

;7L (1) by (44);

and =},(1) = E{[eci(1)eL (1)]|7(1)}. Then, from (34), it has
50 = (1 =yu)[Ci(l) — D, (Wil — 1)]
% 9(i, N(1)Gi(l) + Dic, (Wil — 1)
+ Fr, (DT3,(1 = 1) A
X [In — (1 =y%(1)g(i, N(1))Gi(D)] (45)
=)(0) = Po, ()ding (=)0 — 1,23 — DIPE, )

+ (1 — () Ji(D)©
[Fr, ()T} (1 = 1)AG + D, (1)

+ (1 =) JE0e

Vu-;(l — 1)]

125

[Aol, T (1 = V)FE (1) + V(1 — 1)DE, ()] (46)
where
()=[bs (1) [Tn—g (i, N(1) 7)Aol
{bzm— ) “n

It is not difficult to find from (45) and (46) that the estimation
performance of Z.; (1) is influenced by G;(1), g(i, N(1)), v and
~i(1). Next, the bounded conditions of the MSE for DFE will be
provided in Theorem 3.

Theorem 3: For the provided parameter v > 0, if

0c, = max{||\/1 —vvi(I, — g;H") Ao /7402

lvi = 0,139, =0,1;7h = 1,...,A;} < 1(48)
and
0,, = max{||Fg,|l2 [|A§ [In — (1 —v7:)g:Hi"] |l
v =0,1;9; =0,1;h =1,...,A;} < 1(49)

where H!™ is given in (16) and Fi, = lim;_,, Fg,(l), then the
MSE for DFE (1) is of boundedness. In other words, there exists
a parameter a(a > 0) such that

llg})lo Tr{C(l)} < a. (50)

Proof: See Appendix C.

Remark 7: 1t should be noticed that the performance of the
designed distributed fusion estimator can be affected by the
factors including stochastic uncertainties, dimensionality reduc-
tion, the improved RR protocol and energy-constrained DoS
attacks. According to Theorem 3, the stability of the designed
fusion estimator can be achieved while the sufficient conditions
(48) and (49) are satisfied. Particularly, for the NMSSs with
stochastic uncertainties and improved RR protocol, when the
compression matrix is given in advance, the maximum allowable
rate of DoS attack 4 can be derived from (48) and (49). This
means that the security of the designed fusion estimator can
be ensured if the attack rate v is smaller than 7. Otherwise, in
case of v > 7, defenders will take effective defensive measures
to reduce the attack rate to meet the stability conditions (48)
and (49). On the other hand, it is very difficult for attackers
to completely disrupt the stability of fusion estimator, unless
each CSE becomes unstable while being attacked. Consequently,
the distributed fusion estimator designed in the article has good
security performance against DoS attacks.

The bounded conditions of the MSE for DFE have been given
in Theorem 3. All three problems have been resolved.

IV. SIMULATION EXAMPLES

Consider the issue of the distributed security fusion estimation
for a smart grid. To observe the working state of the smart grid,
three sensors are utilized. The relevant parameters required for
the simulation process are given in Table I.

To avoid contingency, 100 tests have been carried out. On
the basis of Algorithm I, using MATLAB software, the dis-
tributed fusion weighting matrices are obtained and presented in
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TABLE I
PARAMETER NAMES AND CORRESPONDING VALUES
Parameter name Parameter value
07 01 0 0
0o 06 01 0
Ao 0 0 0.7 0.1
01 0 0 06
0.1 01 0 0
o 01 01 0
A1 0 0 0.1 0.1
0.1 0 0 0.1
10 1 02
Bo1 (W) [0 1 0.2 1 }
1 0 02 1
Boz2() [0 1 1 0.2}
o 1 1 02
Boz(®) [1 0 0.2 1 }
0.02  0.01 0 0.02
B [ o 001 002 0 }
0.02 0 0.01 0
B12(D) [ 0o 002 o0.01 0.02}
0.02  0.01 0.02 0
Bis(@) [ o 001 0 0.02}
Va, Vg, 0.04
Ve, Vag 0.01
0.09
0.08
Vw 0.08
0.09
0.08
Yoy [ 009]
0.09
Vugs Vug [ 0.08]
ty,tg,t3 3
k 2
T 1
5 0.3
1 1 0 1
Hy (1) 0o 1 1 o
0o 0 1 1
10 o0 1
Hep (1) 0 1 0 1
o 0o 1 o
10 1 0
Heg(l) 0 1 0 1
10 1 0
10 1 1
Heg(l) 0o 1 0 1
o 0o 1 o0
0.08
Vis: Viy 0.06
0.09
0.08
Vi 0.09
0.06
0.06
Vi 0.08
3 0.09

value

z'(1)
~——-DFE for z'(l)

value

(1)
———-DFE for °(l)

100

0
~——-DFE for 2°(l)

value

(1)
———-DFE for (1)

value

1 /step

.2. Trajectories of % (1) and DFE for z*(1).

Table II. The results show that || F, |2=0.9805 < 1, ||
Fi, ||2=0.9189 < 1 and || Fg, |2= 0.9194 < 1.

For the purpose of demonstrating the results of fusion estima-
tion on each dimension more intuitively, let 2°([) represent the
value on the ith dimension of the system state :({). The trajecto-
ries of 2% (1) and DFE for x%([) are given in Fig. 2, which indicates
that the proposed DFE algorithm can effectively estimate the
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Fig. 3. Performance for DFE and compensating state estimation.
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Fig. 4. MSEs for Z¢1(1), Zc2(1), Z3(1) and Z(1).

system state under the joint influence of the dimensionality
reduction, the improved RR protocol and the energy-constrained
DoS attacks.

As is known to all, the trace of estimation error covariance can
be used as an evaluation indicator for estimation performance. In
Fig. 3, the traces of C'(1), 211 (1), Z22(1) and Z33(1) are depicted.
Obviously, the trace of C'(1) is smaller than that of any Z;; (1) (i =
1,2, 3), which implies that the performance of the DFE is better
than that of any compensating state estimation.

On the other hand, MSE is also an index to reflect the esti-
mation performance. From Fig. 4, the MSE for Z (1) is always
less than that for any &;(1)(¢ = 1,2, 3). This also demonstrates
that the performance of the DFE is better than that of any
compensating state estimation. In addition, what is noteworthy
is that the MSE for each CSE Z.; (1) is no larger than 0.45, which
illustrates the rationality of the proposed CSE model.

Under the designed attack strategy, the occurrence of DoS
attacks on each channel is shown in Fig. 5. The long gray bars
in the figure indicate that the attacker has initiated DoS attacks.
The meaning of v;(I) = 1 and ~;(!) = 0 has been explained in
Section II. From Fig. 5, it can be seen that the first channel always
suffers DoS attacks while the other two channels are always not
attacked, which is consistent with the results in Fig. 3.
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TABLE II
FUSION WEIGHTING MATRICES

1 Q1 (1) Q5 (1) Q3(1)

0.7139 0.2736 0.0013 —0.2091 [—0.1768 —0.1026 —0.0339 —0.0530] 0.4629 —0.1710 0.0326 0.2622
-1 —0.2773 0.2010 0.0013 0.6286 —0.1433 —0.0842 —0.0267 —0.0560 0.4207 0.8832 0.0255 —0.5726
- 0.0157 —0.7289 0.9992 —0.1389 0.3483 0.1926 0.0735 —0.0148 —0.3639 0.5363 —0.0727 0.1537
—0.3351 0.2296 0.0015 0.7358 |—0.1640 —0.0964 —0.0306 —0.0644 | 0.4991 —0.1332 0.0291 0.3286
0.3150 —0.2067 0.1463 —0.4774 [ 0.6779 0.0266 0.0124 —0.1739] 0.0071 0.1801 —0.1586 0.6514
1= 0.0784 0.0546 —0.9099 0.0206 1.4740 0.1571 0.8834 —1.7382 —1.5524 0.7883 0.0265 1.7176
- 0.4722 —0.1308 —0.0310 —0.4706 —0.0193 0.0290 0.5982 —0.0126 —0.4529 0.1017 0.4328 0.4832
—0.5011 0.1253 —0.0942 0.4022 L 0.0008 —0.0004 —0.0166 0.5577 | 0.5003 —0.1249 0.1108 0.0400
0.3855 —0.1980 . 0.4438 —0.1800 [ 0.6437 —0.7095 . 0.3751 —0.1367] —0.0292 0.9074 ' —0.8189 0.3167
1=99 —0.1889 0.2553 —0.0854 0.5473 0.0149 1.5013 —0.6128 —0.0607 0.1741 —0.7566 0.6982 —0.4866
a 0.4455 —0.1614 0.3534 —0.1621 —0.3084 —0.4195 1.1038 —0.0361 —0.1371 0.5809 —0.4572 0.1982
—0.6537 —0.1805 0.4468 0.7315 | 0.6055 —1.0275 0.8008 —0.1386] 0.0583 1.2080 —1.2475 0.4071
0.7482 0.2301 —0.0474 —0.3739 [ 0.0303 —0.4090 0.3555 —0.2485] 0.2214 0.1789 —0.3081 0.6224
1=100 —0.1637 0.3175 —0.0483 0.3525 —0.0521 0.7882 —0.6249 0.1033 0.2158 —0.1057 0.6733 —0.4558
- 0.8012 0.2905 —0.0364 —0.3421 —0.0779 —0.3536 0.4192 —0.1913 —0.7233 0.0631 0.6172 0.5334
—0.2407 0.4112 —0.1096 0.4044 | 0.1014 —0.4272 0.2817 —0.0913] 0.1392 0.0160 —0.1721 0.6869
1 - : ‘ I V. CONCLUSION
2 o wl)
N DoS attack The secure DFE for NMSSs has been investigated in this
- : : : ‘ article, in which the stochastic uncertainties, the inherent band-
0 20 40 60 80 100 . . .
1/step width constraints of the network and the limited energy budget
1 , - ‘ ‘ of attackers are taken into account. For reducing the communi-
2(0) . . . . .
Z DoS attack cation pressure on the network, the dimensionality reduction and
] ; . . ‘ ‘ the improved RR protocol are employed. To be more realistic,
0 20 40 60 80 100 the dimensionality reduction strategy and the attack strategy
1/step . .
] . . ' ' are designed from the perspective of the defender and attacker,
o ) respectively. Then, a novel compensation model has been estab-
= 0 DoS attack f# . . . . . . .
£ A lished to resist the influence of the dimensionality reduction, the
R L L L L . . :
s po pr 20 - i improved RR protocol and the energy-constrained DoS attac.ks
1/step on the performance of DFE. Based on the CSE model, arecursive

DKFEA has been proposed. The stability conditions have been
provided such that the MSE for DFE is bounded. In the end,
the effectiveness of the proposed DKFEA has been verified by

Fig. 5. Occurrence of DoS attacks in three communication channels.

0.35 ‘ ‘ a smart grid example.
“Z""MSE for DFE with v = 0.1}

Note that attack detection has become a key issue in the DFE
for NMSSs with stochastic uncertainties. The joint-design of
attack detector and distributed fusion estimator has attracted our
attention and is a future research direction for us.

APPENDIX A
PROOF OF THEOREM 1

From (3), (8), (12) and (23), it can be derived that

ei(l) = Fi.,(Dei(l — 1) + Dy, (il — 1) — K;(1)#:(1)
(51)

MSE for DFE

1/step

Fig. 6. MSE for DFE under different attack probabilities. ) N
+ n = g(i, N(D)Gi(D]w(l = 1)}

V(D) [ Ageerll — 1) + @1 — 1)] (52)

Since z(0), w(l), v;(1), a(l) and B3;(1) are mutually independent,
combining (51) and (52), it can be deduced that

)

+ I — g(i, N(1))Gi(1)] Apeci(l — 1)
]
)

To explore the impact of DoS attack probability on the per-
formance of DFE, Fig. 6 is given. By observing the relative
position of MSE for DFE with v = 0.1,y = 0.3 and v = 0.5, it
can be drawn that in general, the smaller the attack probability e;(l) Lai(ly), 1<y
is, the better the performance of DFE will be. Furthermore, even ei(l) L v (W), i=j,l<lyori#jvilh
when the attack probability reaches 0.5, the MSE for DFE never eai(l) L@(lh), 1 <1y
exceeds 0.35, which reflects the validity and superiority of the “ A o
adopted compensation strategy. eci(l) L U5(l), 1=, <lori#jvlh

(53)
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Based on (53), it yields that

Elei()e;(1 = 1)] = Fr,()T3;(1 = 1)
Ele;()w" (1 - 1)] = Dk, (Vs (1 — 1)
Then, according to (52) and (54), (35) can be obtained. Before

=, (1) is computed, some mathematical expectations need to be
clarified.

El(1 =~vD)v0)A =y ()] =1 =y%(l) — vy (1)
+ i (D)5 (1)
Y (D1 =%(D)
; ( ))] =7V (l)(l—%())
DOy (D] = yvi(D)v; (1)
(55)

On the basis of (52)—(55), (33) and (35), (34) can be acquired.
Besides, Z;;(1) is calculated by
Ziu(l) = (L= yuO)ZF ) + v u(WEF (1)

where =} (1) and 227 (1) can be acquired from (34). Next, apply-
ing the Schwartz matrlx inequality to the fusion error covariance
martix C'(I), one has

o) ==l

(54)

(56)

— (=t E R
T L o—1

1 = T 1 =,
<E:=O) E =20 =Eu()

where It = [0,...,1,,...,0]T € R*L*" and I, is the ith block

matrix of It. Based on the above analysis, (36) is derived. That’s
the end of the proof.

(57)

APPENDIX B
PROOF OF THEOREM 2
Let Cz() =min{Tr{Z11(D)},..., Tr{=L()}}. Since

Tr{C()} < Tr{=Z: (1)}, then Tr{C(l)} < Cx=(l). Under this
relaxation condition, (37) can be transformed into

C=(1) s.t. (18)

min (58)
{G1(D),....GL (1), Y7 ()}
As previously pointed out, when it comes to the dimensionality
reduction strategy, there is no need to take into account the attack
parameters. Moreover, Z77(1) is stable, and thus Tr{Z;;({)} is
supposed to be replaced by Tr{=1}(1)}. Furthermore, the com-
putation process of =11 (1) is merely dependent on g(i, N (1)),
G;(1) and Z;;(I — 1). Consequently, (58) can be decomposed
into L subproblems as follows.

m1n Te{= (1)}
G | (59)
s.t. (18) and £ (1) € {0,1}

From (33), it is easy to find that for matrix J;;((), any diagonal
element is 0. Combining the definition of “&”, it can be drawn

that
Tr{J:; (1) ©
Tr{J5 () ©
Accordingly,

[Fr, )T5(1 = 1)AY + Dk, ()Va(l = 1)]} =0
[AoT T (1 = D)FE (1) + V(1 = 1)DE ()]} = 0

Tr{Z} (1)} = Tr{O:(1) © Cii (1) + Wi (1) © Z2 (1)}

= > A{CuD)(m,m) = EZ(1)(m,m))e;, ()}

m=1

+Te{E7 (1)} (60)

Next, (59) can be converted to

ming, (1) Z {[Cia (1) (m,m) — EE (1) (m,m)]e;, (D)}

+Tr{Z2(1)}
s.t. (18) and €, (1) € {0,1}
(61)
Since Tr{Z7?(1)} is a constant and £¢,, (1) € {0, 1}, thus (43) is
the optimal solution to (61) and the suboptimal solution to (37).
In addition, according to (32), (38) can be transformed into

Tr{Z(D)} s.t. (22) (62)

max
(1 (@)eyn (1) VG (1)}

Notice that Tr{Z(1)} = ZZL L Tr{E;(D)}, and Tr{=;; (1)} is
supposed to be replaced by v; (1) Tr{=22(l)} because the attack
strategy is independent of dimensionality reduction strategy.

Moreover, >, vi()TH{EZ (1)} = 31 v(DTr{AZu(l —
AT} + 7Te{Vz(l — 1)} and 7Tr{Vz(l — 1)} is a constant.
Therefore, (62) turns into
L = T
max v (OTr{Ag=Z; (1 —1)A
S T A - DAT)
s.t. (22) and ;(1) € {0,1}

(63)

The attackers have difficulty in obtaining Z;;(I — 1), but they
can acquire inexact (I — 1) and Z.;(I — 1) by eavesdropping.
Then, utilizing the least square estimation method, &, (I — 1)
and 2¢(1 — 1) can be acquired. Moreover, E[i,(l —1)] =
E[z(l —1)]and E[25 (I — 1)] = E[#¢; (I — 1)]. For this reason,
the attacker can replace Zy; (I — 1) with Z;;(1 — 1), which is

defined by
Zall = 1) = B{[#(1 - 1) = &7 (1 = 1)]
< [Ta(l=1) =27 (=D} (64)
Then, (63) can be converted to
L = T
max v (DTr{ApE; (L — 1A
O > ic1 (D Tr{AoZs( Ao } 65)

s.t. (22) and v;(1) € {0,1}

Since v;(1) € {0,1}, thus (44) is the optimal solution to (65)
and the suboptimal solution to (38). That’s the end of the proof.
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APPENDIX C
PROOF OF THEOREM 3

By Lemma 1, it is not hard to deduce that
liml_wo DKi (l) = DK,i
limlﬁ)oo FKi (l) = FKi
lim;_o Cii (1) = Cy;

(66)

where Fi, is stable. Consequently, in terms of (45) and (66),
there must exist a positive integer &, such that when ! > &,,,

I (1) = Fg,T3,(1— 1)Ag
X [In — (1 =v7%i(1)g(i, N(1)G:(D)]
+ AT} (1) (67)

where AT')(1) is defined by AL'J(1) = (1 — vy (1))(Cyi —
Dk, V#)g(i, N(1))G;(l) + Dk, V. Considering the structure
of G;(1), there must be a scalar .,, > 0 ensuring

AT (Dll2 < by, (12 €5) (68)
Based on (67) and (68), it yields that
T (D l2 < ¥ay + 05,1050 = 1)
=&y, +1
- i o
<OITLE N+ D 050, (69)
o=0

where 0, is given in (49). Since ¢, < 1, it can be concluded

. ¢, . I-€,, +1 s
that lim;_,» 6, " = 0 and lim;_oc >, 09,0~ = 1_gw .

Then, one has

w"/i
I 0%‘
In this situation, according to (46), (66) and (70), there must
exist a positive integer {¢, satisfying {5, > &, such that when

l > gGw
27,(1) = Pg, (I)diag{=};(1 — 1),Z},(1 = D}PE (1)
+ AZ (1) (71)

where AZ7 (1) is defined by A= (1) = (1 — yv:(1)){Ji: (1) ©
[Fi. T3, (1 = D) AT + D, Vag] + JE (1) © [AoL3, " (1 = DFE,

lim |7 (D)2 < (70)
l—00 .

2

+ VgD ]}. Similarly, in light of the structure of G (1), there
must be a scalar ¢, > 0 ensuring

IAZL(D)]l2 < va, (1> Ea,) (72)
In addition, one has
diag{="(1—1),Z) (1 -1 =|=Z%1-1
[diag{Z/;(l — 1), Z;(L = D}Hl2 = [|E];(1 = D)2 (73)

1Pe; (D2 < bc,

where 0, is given in (48). Consequently, on the basis of (71)—
(73), it can be derived that

IEL D2 < Ye, + 0,151 = D]l2

l—fci—‘rl
I—€a. 1m o
<OGCNEN )+ Y 08 be, (T4
o=0

129

Since 0, < 1, it can be deduced that lim;_,~, Gggci =0 and

. I—€c, +1 .
limy_s oo ZOZEOG’ & Ve, = %, and thus one has

lim [E3,0)> < 2%

l—o0

e (75)

According to the aforementioned analysis, it can be inferred that
lim;_, Tr{=]; (1)} is bounded when the conditions (48) and (49)
are satisfied. Then, based on (36), it yields that

lim Tr{C(D)} < Jim Tr{=];(1)} (76)

As a consequence, when (48) and (49) hold, there must exist
a positive scalar a that makes (29) hold. That’s the end of the
proof.
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