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Abstract—This article investigates the FlexRay (FR) protocol-
based dynamic event-triggered (DET) secure filtering problem
with the high-rate communication (HRC) network for the
interval type-2 (IT-2) fuzzy networked system. For fear of data
collisions and preempting limited communication resources, a
novel DET-FR (DETFR) protocol is adopted to schedule sensor
nodes. Different sensors are employed for distinct protocols and
data-holding strategies to reinforce the efficiency of network
transmission. Moreover, considering the random occurrence of
cyber attacks and fading measurements in the HRC channel,
the attack parameters are represented by the Bernoulli process,
and measurement attenuation coefficients are expressed by
the random variables of equidistribution on a fixed interval.
Based on this, to ensure that the error dynamics meet the
disturbance attenuation level, several sufficient conditions are
given. Subsequently, the DETFR protocol-based secure filtering
algorithm is developed to acquire the fuzzy filter parameters.
Eventually, the validity of our designed secure filtering algorithm
is proved through two examples.

Index Terms—Cyber attacks, dynamic event-triggered (DET)
scheme, fading measurements, flexray (FR) protocol, high-rate
communication (HRC) network.

I. INTRODUCTION

IN RECENT years, owing to the positive aspects of
immediacy, long distance and low cost, networked control
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systems (NCSs) have received extensive attention and have
been studied in many fields, including vehicles [1], power
systems [2], mobile robot [3]. Although nonlinear physical
systems are in the majority, notably, the Takagi-Sugeno (T–S)
fuzzy technology is significant for handling the nonlinear
plant [4], [5], [6]. By introducing interval type-1 fuzzy tech-
nology, sampled-data synchronization in complex networks
has been discussed in [7]. Besides, Zeng et al. [8] employed an
interval type-2 (IT-2) fuzzy approach to expand the freedom
of controller selection. There is no doubt that the signals are
prone to inevitable and unmeasurable noise during network
transmission, and therefore a filtering (or state estimation)
problem arises for the sake of recovering the true signals. Up
to now, filtering technology has been applied for directing
against noise with different characteristics, such as Kalman
filtering [9], H∞ filtering [10] as well as set membership
filtering [11]. Relevantly, Han et al. [12] discussed the
scalable H∞ filtering problem with censored measurements.
Whereafter, in [13], a resilient H∞ approach to resist gain
variations and stochastic disturbances is proposed. Besides,
to weaken the adverse effects, Song et al. [14] addressed the
state estimation problem of random disturbance in complex
networks. Presently, most research focuses on infinite time,
while there are no adequate studies on the finite horizon for
the IT-2 fuzzy system.

In practice, it is general to configure the communication
channel with a higher bandwidth on the sensor with a lower
sampling period, which results in multiple data transmissions.
The case in point is that the maximum transmission rate of
PROFIBUS-DP can reach 12 Mb/s, but the 12-bit DT138
acceleration sensor has a sampling frequency of 1.2 kb/s.
Additionally, Zou et al. [15] discussed a shared network with
high-rate transmission considering the H∞ filtering problem.
The L2 − L∞ filtering issue for the artificial neural networks
with high-rate communication (HRC) channels has been dis-
cussed in [16]. Nevertheless, in virtue of the complication
in dynamic modeling and analysis, the attention paid to
significant HRC networks is limited, which has partially
stimulated our research interest.

Congestive communication channels and limited resources
are known substantive constraints for NCSs. Meanwhile,
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the transmission process may cause data redundancy, which
further leads to data anomalies or waste of resources.
Accordingly, a series of inevitable network-induced phenom-
ena that grievously wreck system stability occur. As such,
to reduce the adverse effects, various triggered strategies
[e.g., static event-triggered (SET)] are generally used by
reason of their prominent advantages of reducing redun-
dant data transmission and effectively cutting down on the
network burden [17], [18], [19]. Subsequently, the so-called
dynamic event-triggered (DET) strategy with the dynamically
adjustable interval variable is proposed in [20]. Afterwards, the
related research on the DET mechanism received considerable
attention. For example, Chen et al. [21] investigated the
formation-containment control problem under DET, which
improves resource utilization by adding auxiliary variables
for each agent system. Moreover, Chen et al. [22] designed
a novel distributed DET fault-tolerant controller based on
the DET mechanism with nonlinear triggering conditions to
save bandwidth resources. Nevertheless, the event-triggered
mechanism has only received initial attention when it comes
to NCSs with the HRC network.

On another scientific frontier, currently, communication
protocols that can schedule nodes are also considered to
be a positive and effective solution, which can reduce the
burden of communication networks. Generally speaking, from
the perspective of scheduling sequence, protocols can be
roughly divided into static protocols (e.g., round-robin (RR)
protocol [23]) and dynamic protocols (e.g., try-once-discard
(TOD) protocol [24], [25], [26]). In addition, as a hybrid
protocol, FlexRay (FR) protocol with prominent flexibility,
strong adaptability, fault tolerance and high reliability has
received extensive attention [27], [28]. In the avionics indus-
try, FR protocol has critical applications by virtue of these
characteristics. To improve the flexibility of transmission and
keep pace with the development of network architectures,
a discrete FR protocol was first discussed in [29]. Thus, a
novel online optimization algorithm has been introduced with
set-membership state estimation under FR protocol in [30].
So far, the most relevant existing works focus on only
event-triggered strategies or scheduling protocols. Based on
these discussions, exploring the DET-FR (DETFR) protocol
under the HRC network in further saving network bandwidth
resources partially motivates the current investigation.

Besides, spiteful cyber attacks are also substantive chal-
lenges and threats faced by NCSs. Despite the attractive
advantages of communication networks, nevertheless, signals
may be subjected to random vicious attacks, thereby resulting
in varying degrees of deterioration on system performance.
From the perspective of different attack modes, several typical
attacks include denial-of-service (DoS) attacks [31], [32],
deception attacks [33] as well as replay attacks [34]. Thus,
the security issues of systems have been the focus of research.
To name a few, Liu et al. [35] proposed the matrix extending
diagonally to explore the inconsistent matrix dimensions of
controllers caused by communication channel attacks, and
Gao et al. [36] proposed an asynchronous observer to observe
unmeasured state and a novel model of deception attacks,
which have different kinds of attack signals on each channel.

Therefore, the investigation of secure filtering schemes for
NCSs against malignant cyber attacks is considerably imper-
ative.

From the reality of engineering, there are many factors (e.g.,
machine faults, propagation delay and complicated network
circumstances) that cause the fading measurement behavior of
signals during transmission. In related literature [37], [38], the
fading measurements caused by different factors have been
discussed for NCSs. Furthermore, Zhu et al. [39] proposed
a novel estimation algorithm with the fusion stage of sig-
nal and structural data for fading measurements, where the
fading variable satisfies the Rayleigh distribution over the
fixed interval. To reflect fading behavior, Zhao et al. [40]
introduced a Rice fading model, which is represented by
multiple variables. Developing a novel method that integrates
the advantages of the DET mechanism into the HRC network
with communication protocols and applying them to cope with
the secure H∞ filtering problem of time-varying systems are
of great significance, which partially promoted our current
research.

Inspired by the aforementioned discussion, this article
endeavors to tackle the secure filtering problem of the IT-2
fuzzy system via the HRC channel under the DETFR protocol.
The central contributions are listed as follows.

1) To further effectively utilize the network in comparison
with [41], a novel DETFR mechanism is put forward as
the first attempt, which absorbs the merits of the DET
mechanism, RR and TOD protocol. Meanwhile, taking
the HRC channel and fading measurements into account,
a discrete IT-2 fuzzy system model is established.

2) Considering the data retention strategies used by dif-
ferent nodes and random deception attacks, this article
converts the high-rate to single-rate by virtue of the
vector augmentation method to obtain the desired filter.
Different from [42] and [43], this article focuses on
sensor scheduling in the HRC network led by random
deception attacks. An effective DETFR protocol-based
filtering algorithm over the finite horizon has been
proved.

3) To reflect the impact of DETFR protocol on the error
dynamics and scheduling, a new Lyapunov functional is
constructed. In light of all the factors mentioned above,
the parameters of the filtering are readily presented
through the filtering algorithm, and several sufficient
criteria are derived for fuzzy error dynamics that ensure
the disturbance attenuation level.

Notations: The notations used in this article are quite
standard. col1→n(yi(k)) stands for the column vector
{yT

1 (k), y
T
2 (k), . . . , y

T
n (k)}T . mod (k, l) represents the non-

negative remainder on division of k by l.

II. PROBLEM FORMULATION

A. FR Protocol

The FR protocol consists of a fixed communication cycle
that is repeated from beginning to end. Each cycle has an
identical allocatable time interval and embodies four parts:
a static segment (SS) composed of fixed and unchangeable
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Fig. 1. Framework diagram of FR protocol.

equal-length time slots, a dynamic segment (DS) containing
one or more smaller time slots, a symbol window (SW) for
transmitting character and the network idle time (NIT) with
clock synchronization function. The intervals of SS and DS are
much longer than those of the SW and NIT. As a consequence,
the time slots of the SW and NIT will be disregarded without
loss of generality.

In this article, assuming that there are N nodes and are
divided into �1 � {1, 2, . . . , ϑ} and �2 � {ϑ + 1, ϑ +
2, . . . ,N} two parts. Furthermore, it is presumed that the SS
employs the RR protocol and the DS adopts the TOD protocol.
The framework diagram of a communication cycle of the FR
protocol is depicted in Fig. 1.

B. System Model

A IT-2 fuzzy system with h rules is modeled in the following
form over the finite-horizon [0,T − 1]:

RULE g: IF �1(x(k)) is ug
1, �2(x(k)) is ug

2, . . . , �ø is ug
ø,

THEN
⎧
⎨

⎩

x(k + 1) = Ag(k)x(k)+ Bg(k)ω(k)
y(k) = �(k)C(k)x(k)+ D(k)ω(k)
z(k) = Mg(k)x(k)

(1)

where ug
q (q = 1, 2, . . . , ø; g = 1, 2, . . . , h) is the gth fuzzy

set, �q(x(k)) represents qth premise variable. k (0 ≤ k ≤
T − 1) represents the kth sampling instant, x(k) ∈ R

nx stands
the system vector, ω(k) ∈ R

nw is the disturbance input,
y(k) ∈ R

ny denotes the measured output before transmission.
�(k) = diag{λ1(k), λ2(k), . . . , λN(k)} is a diagonal matrix,
where λi(k) (i = 1, 2, . . . ,N) is the attenuation coefficient
and uniformly distributed on interval (ζi, 1) (0 < ζi < 1).
Then, the mean of the λi is set as λ̄i and variance is set
as λ̃2

i . z(k) ∈ R
nz indicates the signal to be estimated.

Ag(k),Bg(k),C(k),D(k),Mg(k) are the coefficient matrices
with appropriate dimensions. Set the update period of the
fuzzy system (1) to h. Define the gth firing strength as

ιg(x(k)) =
[
ς

g
(x(k)), ςg(x(k))

]
(2)

where ς
g
(x(k)) = ∏ø

q=1 ug
q(�q(x(k))) ≥ 0, ςg(x(k)) =

∏ø
q=1 ug

q(�q(x(k)) ≥ 0 with the lower and upper mem-
bership functions (MFs) satisfying 0 ≤ ug

q(�q(x(k))) ≤
ug

q(�q(x(k)) ≤ 1.
Then, a compact fuzzy system is converted as
⎧
⎪⎨

⎪⎩

x(k + 1) =∑h
g=1 ςg(x(k))

[
Ag(k)x(k)+ Bg(k)ω(k)

]

y(k) = �(k)C(k)x(k)+ D(k)ω(k)
z(k) =∑h

g=1 ςg(x(k))Mg(k)x(k)
(3)

where ςg(x(k)) = [bg(x(k))/
∑h

g=1 bg(x(k))], bg(x(k)) =
ς

g
(x(k))og(x(k))+ ςg(x(k))og(x(k)). The weighting functions

og(x(k)), og(x(k)) ∈ [0, 1] satisfy og(x(k)) + og(x(k)) = 1.

The membership value ςg(x(k)) satisfies
∑h

g=1 ςg(x(k)) = 1.
Remark 1: Notice that as a disturbance input, ω(k) can rep-

resent the different types of noises. Without losing generality,
such processing can not only simplify calculations but also
adjust the intensity of different noises (e.g., process noise and
measurement noise) through the appropriate dimension matrix
mentioned above.

Remark 2: For engineering implementation, the fading phe-
nomena of the signals are unavoidable because of reflection,
diffraction and other reasons. It is noticeable that the attenua-
tion coefficient λi is uniformly distributed on interval (ζi, 1),
and such kind of fading measurements are different from
the typical Rayleigh and Rice model [39], [40]. Moreover,
according to the mathematical meaning of uniform distribu-
tion, therefore, we can know that the mean and variance of λi

are (1+ ζi)/2 and [(1− ζi)
2/12].

C. DETFR Protocol

Due to the limitations of network resources, packet loss,
conflicts, and other network-induced phenomena may occur
during transmission. Therefore, a novel scheduling approach
that determines which sensor node accesses to HRC network
at every instant k ∈ [0,T − 1] is proposed.

The event triggering sequence is described as {tn, n =
0, 1, 2, . . . }, and an internal dynamic variable (IDV) is denoted
as ℘(k). The following ET function is presented as:

�(k) = 1

τ
℘ (k)+ A (4)

where A = μyT(k)y(k) − σ T(k)σ (k), τ is a given positive
scalar, and μ ∈ (0, 1) is a DET parameter. σ(k) = y(k)−y(tn)
denotes the difference, where y(tn) is the measurement output
that satisfies the DET condition at instant tn. Consequently,
the event triggering sequence is expressed as

tn+1 = inf
0≤k≤T−1

{k|k > tn,�(k) < 0}. (5)

Then, the IDV ℘(k) is dynamically calculated as

℘(k + 1) = ψ℘(k)+ A (6)

where ψ ∈ (0, 1) is a pregiven scalar and ℘(0) = ℘0 ≥ 0.
Furthermore, according to the DETFR protocol, denote

y(k) = [(y[1](k))T , (y[2](k))T ]T , where y[1](k) = col1→ϑ {yi(k)}
and y[2](k) = colϑ+1→N{yj(k)}. Next, let us make the fol-
lowing assumptions to analyze signals transmitted through the
HRC network.

Assumption 1: The constant hr is the update period of high-
rate transmission that satisfies hr = h/(ϑ + 1).

Assumption 2: The initial transmission time t0 is equal to
0th sampling time t00.

For the convenience of calculation, define kl = k + lhr.
More concretely, the first ϑ th sensor nodes will obey the RR
protocol rule at time instant k + hr, k + 2hr, . . . , k + ϑhr, and
the rest can comply with the TOD protocol rule at time instant
k. The RR protocol and TOD protocol will be introduced
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before considering the impact of the HRC network on signal
transmission. In accordance with sequential selection, the
criterion of RR protocol is given as

ξ1

(
tln
)
= mod (l− 1, ϑ)+ 1 (7)

where ξ1(tln) represents the node using the network at instant
tln. Similarly, the TOD protocol rule is governed by

ξ2(tn) = arg max
i∈�2

(
yi(tn)− y†

i

)T
�i

(
yi(tn)− y†

i

)
(8)

where ξ2(tn) is the node that needs the network resources at
the current time, �i is a given weighted matrix, yi(tn) is the
ith signal before entering the network, as well as y†

i is the last
transmission signal of ith node.

By applying the δ(·) function, the measurement output
scheduled by the RR protocol is as follows:

ỹi
(
ki) = δi(tn − k)

(
yi(tn)+ Gi

(
tin
)
vi
(
tin
)

+ αi
(
tin
)
�i
(
tin
))

= δi(tn − k)
((

1− αi
(
tin
))
(yi(tn)

+ Gi
(
tin
)
vi
(
tin
))+ αi

(
tin
)
di
(
tin
))

(9)

where Gi(·)(i ∈ �1) is the coefficient matrix and vi(·) is the
transmission noise. The random variable αi(·) is characterized
by Bernoulli process with the probabilities as

Prob{αi(k) = 1} = E{αi(k)} = βi

Prob{αi(k) = 0} = 1− βi (10)

where βi ∈ [0, 1] denotes a given constant. �i(tln) = −(yi(tn)+
Gi(tln)vi(tln))+di(tln), where �i(tln) represents the false message
sent by the attacker at time instant tln.

Assumption 3 [44]: di(tn) is the energy signal satisfying

||di(tn)||2 ≤ d̄i (11)

where d̄i > 0 is a given constant.
Remark 3: The system model we have designed has three

periods: the plant period, the HRC period, and the FR period.
Our main purpose is to establish a single-rate filter structure.
In light of the impact of protocol scheduling, only one node
can use network transmission at one time instant, which means
that only one signal can be transmitted. Therefore, without
losing generality, the FR period and HRC period are set to
synchronize, namely, the SS is configured on interval (k, k+1),
and the DS is configured at instant k.

Denote ȳ(k) = [(ȳ[1](k))T , (ȳ[2](k))T ]T , where ȳ[1](k) =
col1→ϑ {ȳi(k)} and ȳ[2](k) = colϑ+1→N{ȳj(k)}, which refers to
measurement outputs after network transmission. According
to the cycle characteristics of RR protocol and zero-input (ZI)
tactics, define ȳ[1](k) = col1→ϑ {ỹi(ki)}. With (9)-(11), the
actual outputs ȳ[1](k) are further derived as

ȳ[1](k) = �ξ1
((

IN1 − α[1]
)(

y[1](tn)+ G[1](tn)v
[1](tn

))

+ α[1]d[1](tn)
)

(12)

where G[1](tn) = diag{G1(t1n),G2(t2n), . . . ,Gn(tϑn )}, v[1](tn) =
col1→ϑ {vi(tin)}, d[1](tn) = col1→ϑ {di(tin)}, α[1] =

diag{αT
1 (t

1
n), α

T
2 (t

2
n), . . . , α

T
ϑ (t

ϑ
n )}, �ξ1 = δ1(tn − k)diag{δ(1−

ξ1(t1n)), δ(2− ξ1(t2n)), . . . , δ(ϑ − ξ1(tϑn ))}.
Along with the similar line, considering the effects of

attacks, zero-order holder (ZOH) technology and TOD proto-
col, the actual outputs ȳi(tn) can be obtained that

ȳi(tn) =
{

yi(tn)+ α(tn)�i(tn), i = ξ2(tn)
ȳi(tn−1), otherwise

(13)

where �i(tn) = −yi(tn) + di(tn) (i ∈ �2). The random
variable α(·) satisfies the properties Prob{α(k) = 1} = β and
Prob{α(k) = 0} = 1 − β. Their connotation is the same as
above.

According to (5), (9) and (13), we can obtain that

tn =
{

k, �(k) < 0
tn−1, otherwise.

(14)

By applying the δ(·) function, ȳ[2](k) is presented as

ȳ[2](k) = α(tn)�ξ2 d[2](tn)+
(
IN2 −�ξ2

)
ȳ[2](k − 1)

+ (1− α(tn))�ξ2
(

y[2](tn)+ G[2](tn)v(tn)
)

(15)

where �ξ2 = diag{δ(ϑ + 1 − ξ2(tn)), δ(ϑ + 2 −
ξ2(tn)), . . . , δ(N − ξ2(tn))}, d[2](tn) = colϑ+1→N{di(tin)},
G[2] = colϑ+1→N{Gi(tn)}.

Then, recalling the relationship between ȳ(k), ȳ[1](k) and
ȳ[2](k) yields the following actual output signals:

ȳ(k) = I1ȳ[1](k)+ I2ȳ[2](k)

= I1�ξ1

(
IN1 − α[1]

)
(�[1]C[1]x(k)+ D[1]w(k)

+ G[1](tn)v
[1](tn)− σ [1](k))+ I1�ξ1α

[1]d[1](tn)

+ (1− α(tn))I2�ξ2

(

�[2]C[2]x(k)+ D[2]ω(k)

+ G[2]v(tn)− σ [2](k)

)

+ α(tn)I2�ξ2 d[2](tn)

+ I2
(
IN2 −�ξ2

)
ȳ[2](k − 1) (16)

where

�[1] � diag{λ1(k), λ2(k), . . . , λϑ(k)}
�[2] � diag{λϑ+1(k), λϑ+2(k), . . . , λN(k)}
C[1] � col1→ϑ {Ci(k)},C[2] � colϑ+1→N{Ci(k)}
D[1] � col1→ϑ {Di(k)},D[2] � colϑ+1→N{Di(k)}
σ [1] � col1→ϑ {σi(k)}, σ [2](k) � colϑ+1→N{σi(k)}

d(tn) � [(d[1](tn))
T (d[2](tn))

T ]T

I1 �
[

IN1×N1

0(N−N1)×N1

]

, I2 �
[

0(N−N2)×N2

IN2×N2

]

.

Remark 4: In the unified actual measurement outputs, the
first ϑ th components of ȳ(k) adopt the ZI strategy. Therefore,
the purpose of setting δi(tn − k) in (9) is to obtain ȳ[1] = 0
when �(k) ≥ 0. Otherwise, when the triggering condition is
established (i.e., tn = k), the signal received by the filter will
through an insecure HRC channel. Moreover, the reason for
using tn instead of k in (9) is to unify the symbols with (13)
and (15), which does not affect the results.
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D. System Augmentation

According to (3) and (16), denoting x̄(k) � [xT(k) ȳT(k−
1)]T , then, the following augmented system can be reformu-
lated:
⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

x̄(k + 1) =∑h
g=1 ςg(x(k))[A gx̄(k)+B gw̄(k)+ �̃d(tn)
+Ẽσ(k)]

ȳ(k) = C̃x̄(k)+ D̃w̄(k)+ �d(tn)+ Eσ(k)
z̄(k) = ∑h

g=1 ςg(x(k))M̄g(k)x̄(k)

(17)

where

M̄g(k) � [Mg(k) 0], ω̄(k) � [wT(k) (v[1](tn))
T vT(tn)]

T

A g �
[

Ag(k) 0
ρ1�

[1]C[1] + ρ2�
[2]C[2] I2(IN2 −�ξ2)IT

2

]

B g �
[

Bg(k) 0 0
ρ1D[1] + ρ2D[2] ρ1G[1] ρ2G[2]

]

�̃ �
[

0 0
I1�ξ1α

[1] α(tn)I2�ξ2

]

, Ẽ �
[

0 0
−ρ1 − ρ2

]

C̃ �
[
ρ1�

[1]C[1] + ρ2�
[2]C[2] I2(IN2 −�ξ2)IT

2

]

D̃ �
[
ρ1D[1] + ρ2D[2] ρ1G[1] ρ2G[2]

]

� �
[
I1�ξ1α

[1] α(tn)I2�ξ2
]
,E �

[−ρ1 − ρ2
]

ρ1 � I1�ξ1(IN1 − α[1]), ρ2 � (1− α(tn))I2�ξ2 .

E. Filter Structure

Considering the fading measurements and deception attacks,
the fuzzy filter structure with h rules can be constructed as
follows:

RULE j: IF �1(x(k)) is uj
1, and . . . , �ø is uj

ø, THEN
{

x̂(k + 1) = A jx̂(k)+ Kj(k)
(

ȳ(k)− C̃x̂(k)
)

ẑ(k) = M̄j(k)x̂(k)
(18)

where x̂(k) is the estimation of x̄(k), ẑ(k) is the estimation of
z̄(k). Kj(k) is the filter parameter to be determined. Therefore,
the fuzzy filter can be converted as
{

x̂(k + 1) =∑h
j=1 ςj

(
x̂(k)

)[
A jx̂(k)+ Kj(k)

(
ȳ(k)− C̃x̂(k)

)]

ẑ(k) =∑h
j=1 ςj

(
x̂(k)

)
M̄j(k)x̂(k).

(19)

Then, the filter error system can be constructed from e(k) =
x̄(k)− x̂(k) and z̃(k) = z̄(k)− ẑ(k). Moreover, considering the
influence of measurement attenuation parameters and network
attack parameters, the error dynamics can be inferred as
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

e(k + 1) =∑h
g=1

∑h
j=1 ςg(x(k))ςj

(
x̂(k)

)
[A gjx̂(k)

+((A g
1 +A 2 +A 3 +A 4)− Kj(k)(C̃1 + C̃2

+C̃3 + C̃4))e(k)+ ((B g
1 +B 2)− Kj(k)

×(D̃1 + D̃2))ω̄(k)+ (�̃1 + �̃2 − Kj(k)
×(�1 + �2))d(tn)+ (Ẽ1 + Ẽ2 − Kj(k)(E1
+E2))σ (k)]
z̃(k) =∑h

g=1
∑h

j=1 ςg(x(k))ςj
(
x̂(k)

)
[
(
M̄g(k)− M̄j(k)

)
x̂(k)

+M̄ge(k)]

(20)

where

Ā �
[
Ag(k) 0

]
,A

g
1 �

[
ĀT C̃T

1

]T
,A 2 �

[
0 C̃T

2

]T

A 3 �
[
0 C̃T

3

]T
,A 4 �

[
0 C̃T

4

]T
, B̄ �

[
Bg(k) 0

]

B
g
1 �

[
B̄T D̃T

1

]T
,B 2 �

[
0 D̃T

2

]T

C̃1 �
[
ρ5�̄

[1]C[1] + ρ6�̄
[2]C[2] I2(IN2 −�ξ2)IT

2

]

C̃2 �
[
ρ5(�

[1] − �̄[1])C[1] + ρ6(�
[2] − �̄[2])C[2] 0

]

C̃3 �
[
ρ3�̄

[1]C[1] + ρ4�̄
[2]C[2] 0

]

C̃4 �
[
ρ3(�

[1] − �̄[1])C[1] + ρ4(�
[2] − �̄[2])C[2] 0

]

D̃1 �
[
ρ5D[1] + ρ6D[2] ρ5G[1] I2ρ6G[2]

]

D̃2 �
[
ρ3D[1] + ρ4D[2] ρ3G[1] I2ρ4G[2]

]

�1 �
[
I1�ξ1β

[1] βI2�ξ2
]
,A gj = A g −A j

�2 �
[−ρ3 − ρ4

]
, �̃1 �

[
0 �T

1

]T
, �̃2 �

[
0 �T

2

]T

E1 �
[−ρ5 − ρ6

]
,E2 �

[−ρ3 − ρ4
]

Ẽ1 �
[
0 ET

1

]T
, Ẽ2 �

[
0 ET

2

]T

β[1] � diag{β1, β2, . . . , βϑ }, �̄[1] � diag
{
λ̄1, λ̄2, . . . , λ̄ϑ

}

ρ3 � I1�ξ1(β
[1] − α[1]), ρ4 � (β − α(tn))I2�ξ2

ρ5 � I1�ξ1(IN1 − β[1]), ρ6 � (1− β)I2�ξ2

�̄[2] � diag
{
λ̄ϑ+1, λ̄ϑ+2, . . . , λ̄N

}
.

The objective of this article is to construct a security filter
(19) in an effort meet the finite-horizon H∞ performance for
predefined disturbance attenuation index γ > 0

J(k) = E

{
T−1∑

k=0

(||z̃(k))||2 − γ 2||ω̄(k)||2
}

− γ 2e(0)TQ(0)e(0) ≤ 0 (21)

where the positive-definite matrix Q(0) is predefined and
ω̄(k) �= 0.

III. MAIN RESULTS

In this position, certain sufficient conditions can be
proposed that ensure the H∞ performance index of filtering
error dynamics (21) by virtue of the Schur complement
and Lyapunov function. An effective DETFR protocol-based
secure filtering algorithm is developed to acquire filter gain by
the linear matrix inequalities (LMIs) method.

Theorem 1: Take into account the fuzzy filter error dynam-
ics (20) under deception attacks, DETFR protocol and fading
measurements. Given the positive definite matrix Q(0), the
disturbance attenuation index γ , the filter gain Kj(k) and the
positive scalar θ(0), μ, τ, ψ , the H∞ performance index can
be guaranteed if there exist scalar ϕ > 0 and positive definite
matrix P(k) such that

ϒgj =
[
ϒ

gj
11 ϒ

gj
12

∗ ϒ
gj
22

]

< 0 (22)

eT
0

(
P0 − γ 2Q0

)
e0 + θ0 + 1

τ
℘0 + T||d̄||22 ≤ 0 (23)

ψ − 1

τ
≥ 0 (24)

where parameters can be seen in the Appendix.
Proof: According to the DETFR protocol (4), it is clear that

�(k) = μyT(k)y(k)+ A ≥ 0. (25)
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In light of (6), (25) and initial value ℘0 ≥ 0, the lower
bound of the codomain of ℘(k + 1) satisfies

℘(k + 1) = ψ℘(k)+ A

= ψ℘(k)− σ T(k)σ (k)+ μyT(k)y(k)

≥ ψ℘(k)− 1

τ
℘ (k) ≥ · · · ≥

(

ψ − 1

τ

)k+1

℘(0)

≥ 0. (26)

In line with the DETFR protocol, select the Lyapunov
function as

V(k) = eT(k)P(k)e(k)+ θ(k)+ 1

τ
℘ (k). (27)

Let η(k) �
[

1 eT(k) ω̄T(k) dT(tn) σ T(k)
√
℘(k)

T
]T

and the difference of (27) as �V(k) = V(k + 1) − V(k).
Then, take expectation and add the zero term (||z̃(k)||2 −
γ 2||ω̄(k)||2)− (||z̃(k)||2 − γ 2||ω̄(k)||2) as follows:

E�V(k) = E

{ h∑

g=1

h∑

j=1

ςg(x(k))ςj
(
x̂(k)

)
[

θ(k + 1)− θ(k)

− eT(k)P(k)e(k)+ ηT(k)�T
gj(k)P(k + 1)

×�gj(k)η(k)+ 1

τ
(℘ (k + 1)− ℘(k))

]

+
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)

−
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)}

≤
h∑

g=1

h∑

j=1

ςg(x(k))ςj
(
x̂(k)

)
ηT(k)�gjη(k)

−
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)
(28)

where

�gj(k) �
[
�1(k) �̃ − Kj(k)� Ẽ − Kj(k)E 0

]

�1(k) �
[
A gj A g − Kj(k)C̃ B g − Kj(k)D̃

]

�gj =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

�11 �12 �13 �14 �15 0
∗ �22 �23 �24 �25 0
∗ ∗ �33 �34 �35 0
∗ ∗ ∗ �44 �45 0
∗ ∗ ∗ ∗ �55 0
∗ ∗ ∗ ∗ ∗ �66

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

�11 � θ(k + 1)− θ(k)+ μ
τ

x̂T(k)(ČT
1 Č1 + ČT

2 Č2)x̂(k)

+ x̂T(k)(M̄g(k)− M̄j(k))
T(M̄g(k)− M̄j(k))x̂(k)

+ x̂T(k)A gjTP(k + 1)A gjx̂(k)

�12
�= μ

τ
x̂T(k)(ČT

1 Č1 + ČT
2 Č2)+ x̂T(k)(M̄g(k)− M̄j(k))

T

× M̄g(k)+ x̂T(k)A gjTP(k + 1)(A g
1 − Kj(k)C̃1)

�13
�= μ

τ
x̂T(k)ČT

1 Ď+ x̂T(k)A gjTP(k + 1)

(B
g
1 − Kj(k)D̃1)

�14
�= x̂T(k)A gjTP(k + 1)(�̃1 − Kj(k)�1)

�15
�= x̂T(k)A gjTP(k + 1)(Ẽ1 − Kj(k)E1)

�22
�= −P(k)+ M̄T

g M̄g + μ
τ
(ČT

1 Č1 + ČT
2 Č2)

+ (A g
1 − Kj(k)C̃1)

TP(k + 1)(A g
1 − Kj(k)C̃1)

+ (Ā 2 − Kj(k)
¯̃C2)

TP(k + 1)(Ā 2 − Kj(k)
¯̃C2)

+ (Ā 3 − Kj(k)
¯̃C3)

TP(k + 1)(Ā 3 − Kj(k)
¯̃C3)

+ (Ā 4 − Kj(k)
¯̃C4)

TP(k + 1)(Ā 4 − Kj(k)
¯̃C4)

�23
�= μ

τ
ČT

1 Ď+ (A g
1 − Kj(k)C̃1)

TP(k + 1)

(B
g
1 − Kj(k)D̃1)+ (Ā 3 − Kj(k)

¯̃C3)
TP(k + 1)

(B̄ 2 − Kj(k)
¯̃D2)

�33
�= −γ 2Iω̄ + μ

τ
ĎTĎ+ (B g

1 − Kj(k)D̃1)
TP(k + 1)

(B
g
1 − Kj(k)D̃1)+ (B̄ 2 − Kj(k)

¯̃D2)
TP(k + 1)

(B̄ 2 − Kj(k)
¯̃D2)

�24
�= (A g

1 − Kj(k)C̃1)
TP(k + 1)(�̃1 − Kj(k)�1)

+(Ā 3 − Kj(k)
¯̃C3)

TP(k + 1)( ¯̃�2 − Kj(k)�̄2)

�34
�= (B g

1 − Kj(k)D̃1)
TP(k + 1)(�̃1 − Kj(k)�1)

+ (B̄ 2 − Kj(k)
¯̃D2)

TP(k + 1)( ¯̃�2 − Kj(k)�̄2)

�44
�= (�̃1 − Kj(k)�1)

TP(k + 1)(�̃1 − Kj(k)�1)

+ ( ¯̃�2 − Kj(k)�̄2)
TP(k + 1)( ¯̃�2 − Kj(k)�̄2)

�25
�= (A g

1 − Kj(k)C̃1)
TP(k + 1)(Ẽ1 − Kj(k)E1)

+ (Ā 3 − Kj(k)
¯̃C3)

TP(k + 1)( ¯̃�2 − Kj(k)�̄2)

�35
�= (B g

1 − Kj(k)D̃1)
TP(k + 1)(Ẽ1 − Kj(k)E1)

+ (B̄ 2 − Kj(k)
¯̃D2)

TP(k + 1)( ¯̃E2 − Kj(k)Ē2)

�45
�= (�̃1 − Kj(k)�1)

TP(k + 1)(Ẽ1 − Kj(k)E1)

+ ( ¯̃�2 − Kj(k)�̄2)(
¯̃E2 − Kj(k)Ē2)

�55
�= −1

τ
Iσ + (Ẽ1 − Kj(k)E1)

TP(k + 1)(Ẽ1 − Kj(k)E1)

+ ( ¯̃E2 − Kj(k)Ē2)
TP(k + 1)( ¯̃E2 − Kj(k)Ē2)

�66
�= 1

τ
(ψ − 1).

It follows from the energy signal condition (11) and (28) that
one can have:

E�V(k) ≤ E

⎧
⎨

⎩

h∑

g=1

h∑

j=1

ςg(x(k))ςj
(
x̂(k)

)

[

η(k)�gjη(k) + dT(tn)d(tn)− dT(tn)d(tn)+ ϕ
(

μ× yT(k)y(k)− σ T(k)σ (k)+ 1

τ
℘ (k)

)]

−
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)
⎫
⎬

⎭

≤
h∑

g=1

h∑

j=1

ςg(x(k))ςj
(
x̂(k)

)
ηT(k)�̄gjη(k)

−
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)
+ ||d̄||22 (29)
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where �̄gj = �gj − 
T
1
1 − ϕ
T

2
2 +∑5
i=3 
T

i 
i,

1 =

[
0 0 0 Id 0 0

]
, 
2 =

[
0 0 0 0 Iσ 0

]
,


3 =
[
μČ1x̂(k) μČ1 μĎ 0 0 0

]
,


4 =
[
μČ2x̂(k) μČ2 0 0 0 0

]
,


5 =
[

0 0 0 0 0
√
ϕ
τ

]
.

Then, both sides (29) are added from 0 to T − 1

T−1∑

k=0

�V(k) ≤
T−1∑

k=0

h∑

g=1

h∑

j=1

ςg(x(k))ςj
(
x̂(k)

)
ηT(k)�̄gjη(k)

−
T−1∑

k=0

E
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)

+
T−1∑

k=0

||d̄||22 (30)

that is

V(T)− V(0) ≤ T||d̄||22 −
T−1∑

k=0

E
(
||z̃(k)||2 − γ 2||ω̄(k)||2

)
. (31)

Next, we know that

J(k) ≤ eT
0

(
P0 − γ 2Q0

)
e0 + θ0 + 1

τ
℘0 + T||d̄||22. (32)

Therefore, according to (22)–(24), J(k) ≤ 0 is satisfied and
then, the proof is completed. �

Having established the analysis results, the filter gain param-
eters Kj(k) will be obtained using LMIs technology through a
filtering algorithm.

Theorem 2: Take into account the fuzzy filter error dynam-
ics (20) under deception attacks, DETFR protocol and fading
measurements. For predetermined scalars γ > 0, θ(0) >
0, μ, τ, ψ , and positive definite matrix Q(0), H∞ performance
can be guaranteed if there exist real-valued matrices Zj(k) and
positive scalar ϕ such that

ϒ̄gj =
[
ϒ

gj
11 ϒ̄

gj
12

∗ ϒ
gj
22

]

< 0 (33)

eT
0

(
P0 − γ 2Q0

)
e0 + θ0 + 1

τ
℘0 + T||d̄||22 ≤ 0 (34)

ψ − 1

τ
≥ 0 (35)

where ϒ̄gj
12 =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

x̂T(k)A gjTP(k + 1) 0 0 0
�̄21 �̄22 �̄23 �̄24

�̄31 �̄32 0 0
�̄41 �̄42 0 0
�̄51 �̄52 0 0

0 0 0 0

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

�̄21 � A
g
1

T
P(k+1)−C̃T

1 ZT
j (k), �̄22 � Ā

T
3 P(k+1)− ¯̃CT

3 ZT
j (k),

�̄23 � Ā
T
2 P(k+1)− ¯̃CT

2 ZT
j (k), �̄24 � Ā

T
4 P(k+1)− ¯̃CT

4 ZT
j (k),

�̄31 � B
g
1

T
P(k + 1) − D̃T

1 ZT
j (k), �̄32 � B̄

T
2 P(k + 1) −

¯̃DT
2 ZT

j (k), �̄41 � �̃T
1 P(k+1)−�T

1 ZT
j (k), �̄42 � ¯̃�T

2 P(k+1)−
�̄T

2 ZT
j (k), �̄51 � ẼT

1 P(k+1)−ET
1 ZT

j (k), �̄52 � ¯̃ET
2 P(k+1)−

ĒT
2 ZT

j (k).

Algorithm 1: DETFR Protocol-Based Secure Filtering
Algorithm

1 Give initial parameters μ, τ, ψ,P0,Q0, θ0 and γ ;
2 for k← 1 to T-1 do
3 if �(k) < 0 then
4 ȳj(k) and ȳ[2](k)← Eq. (13)-(15) for j ∈ �2;
5 for l← 1 to ϑ do
6 ỹl(kl) and ȳ[1](k)← Eq. (9) and (12);
7 end
8 ȳ(k)← I1ȳ[1](k)+ I2ȳ[2](k);
9 else

10 ȳ(k)← Eq. (9)-(16);
11 end
12 P(k + 1) and Zj(k)← Eq. (33);
13 Kj(k)← Eq. (36);
14 end

Moreover, if the linear matrix inequality (33) has solutions,
the expected filter parameters Kj(k) can be governed by

Kj(k) = P(k + 1)−1Zj(k). (36)

Proof: Apparently, it can be demonstrated that (22) is
guaranteed by (33). Then, the proof is completed. �

The DETFR protocol-based secure filtering algorithm is
given in Algorithm 1 in light of Theorem 2.

IV. ILLUSTRATIVE EXAMPLES

To validate the applicability of the proposed DETFR pro-
tocol and security fuzzy filter, two numerical examples are
subsequently conducted.

Example 1: Consider a system (1) with five sensors. The
initial values of state vector are x(0) = [0.3 0.3 0.4 −
0.5 0.5]T , and initial values of state estimations are x̂(0) =
[0 0.5 0.5 0.5 0]T . The coefficient matrices are given by

A1(k) =

⎡

⎢
⎢
⎢
⎢
⎣

a1 0 0 0.2 0
−0.1 0.6 0 − 0.2 0
0.1 0.3 a3 0.5 0.25
0.2 0.3 0.1 a4 0.2
0.4 0 − 0.1 0.2 a5

⎤

⎥
⎥
⎥
⎥
⎦

A2(k) =

⎡

⎢
⎢
⎢
⎢
⎣

a6 0 0 0.1 0
−0.1 0.6 0 − 0.1 0
0.1 0.35 0.6 0.45 0.25
0.2 0.25 0.1 a7 0.15
0.3 0.01 − 0.1 0.22 a8

⎤

⎥
⎥
⎥
⎥
⎦

B1(k) = [0.1 b1 0.1 0.2 b2]T

B2(k) = [0.1 0.15 b3 0.2 b4]T

C(k) = diag{c1, c2, c3, c4, c5}
D(k) = [0.2 0.2 d3 d4 d5]T

M1(k) = diag{m1, 0.015, 0.01, 0.05,m2}
M2(k) = diag{0.01, 0.015, 0.001,m3, 0.05}

G(k) = 0.1+ 0.01sin(10(k − 3))

where a1 = 0.4+0.2sin(10(k−1)), a3 = 0.6−0.05cos(3(k−
1)), a4 = −0.4− 0.01sin(4(k− 1)), a5 = 0.5− 0.02sin(2(k−
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Fig. 2. Curves of states x1(k) and x2(k) and their estimations x̂1(k) and
x̂2(k) under fading measurements and deception attacks.

1)), a6 = 0.4+ 0.2sin(10(k− 1)), a7 = −0.4− 0.01sin(4(k−
1)), a8 = 0.5− 0.02sin(2(k − 1)), b1 = 0.15− 0.05cos(2(k −
1)), b2 = 0.1 + 0.2sin(k − 2), b3 = 0.1 − 0.05cos(2(k −
1)), b4 = 0.1 + 0.2sin(k − 2), c1 = 0.5 + 0.3cos(−2(k −
1)), c2 = 0.5 − 0.1cos(3(k − 1)), c3 = 0.5 − 0.1cos(3(k −
1)), c4 = 0.5+ 0.1sin(2k), c5 = 0.5+ 0.1sin(2k), d3 = 0.17+
0.27cos(k), d4 = 0.2+0.1sin(2k), d5 = 0.2+0.1sin(2k),m1 =
0.015 + 0.01sin(2k),m2 = 0.011 + 0.01sin(2k),m3 = 0.02+
0.01sin(2k).

The MFs and nonlinear weighting functions are given as:
u1

1 = 1 − e[−x2
1(k)/1.4], u2

1 = 0.3e[−x2
1(k)/0.2], u1

2 = 1 −
0.25e[−x2

1(k)/0.4], u2
2 = 1 − e[−x2

1(k)/3], u1
1 = 0.25e[−x2

1(k)/0.4],

u2
1 = e[−x2

1(k)/3], u1
2 = e[−x2

1(k)/1.4], u2
2 = 1 − 0.3e[−x2

1(k)/0.2],
og(x(k)) = 1− sin2(x1(k)), og(x(k)) = 1− og(x(k)).

Take the sampling period h = 1 and the time-horizon
T = 60. Provide the relevant parameters γ = 0.85, P0 =
I10, Q0 = 200I10, θ(0) = 50

√
2, w(k) = 0.01sin(−k +

1), d̄i = 0.5, βi = 0.1 and vk = 0.1sin(−k). The atten-
uation coefficients are given as follows: ζi = 0.6 (i =
1, 2, 3), ζ4 = 0.9, ζ5 = 0.5. With the above parameter
settings, eT(0)(P(0) − γ 2Q(0))e(0) + θ(0) + (1/τ)℘ (0) +
T||d̄||22 = −104.1210, then, the sufficient conditions (24)
are qualified. Furthermore, choose N = 5, ϑ = 3 and the
weighted matrix �̄(k) = diag{0.2, 0.3}. We can solve the
matrix (33) to obtain the filter parameters by using the
algorithm.

To testify to the applicability of the DETFR protocol-based
secure filtering algorithm, the four scenarios are discussed:
no network-induced phenomenon, only fading measurements,
only deception attacks and both fading measurements and
deception attacks simultaneously. As can be seen in Figs. 2–5,
when attackers launch deception attacks, it will bring an
uncertain impact on the system. To be specific, from time 44
to 52 in Fig. 3, the intentional damage caused by deception
attacks can be eliminated in a relatively short period. In
the meantime, due to multiple factors leading to the signal
attenuation phenomenon, a portion of the data will always be
lost during transmission. We can clearly see from Figs. 2–5
that the curves of estimations under fading measurements and
network attacks can brilliantly follow the curve of the state

Fig. 3. Curves of state x3(k) and its estimation x̂3(k) under fading
measurements and deception attacks.

Fig. 4. Curves of state x4(k) and its estimation x̂4(k) under fading
measurements and deception attacks.

Fig. 5. Curves of state x5(k) and its estimation x̂5(k) under fading
measurements and deception attacks.

vector. As depicted in Fig. 6, it can arrive that the index
predefined in (21) is satisfied for filtering error dynamics,
which indicates the excellent performance of the proposed
security filter.

Choose the parameters related to DET condition μ = 0.4,
τ = 30, ψ = 0.7 and ℘(0) = 1. Moreover, the SET
mechanism in [45] will be established by τ → ∞ in (4).
According to the DETFR protocol proposed in this article,
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Fig. 6. Filtering error e(k) in Example 1.

Fig. 7. Release instants of DET and SET strategies.

Fig. 8. IDVs ℘(k).

TABLE I
COMPARISON OF THE SET AND DET MECHANISMS

Figs. 7 and 8 plot the triggering instants of nodes applied
the DET and SET strategies, and IDVs, respectively. The
number of releases under two mechanisms is presented in
Table I. In light of Fig. 7, we can see that, compared with the
SET protocol, the DET mechanism can significantly reduce

Fig. 9. Selected signal with DETFR protocol.

network redundancy. In Fig. 8, observing precisely the IDVs
for four cases, we can conclude that the decay rate is related
to the fading measurements. The triggered threshold can be
dynamically adjusted under the influence of IDVs.

Fig. 9 plots the distribution diagram of nodes 4 and 5
accessing the network. According to the obtained results, it
is commendably discovered that the efficiency of using the
network for the four nodes is 51.72%, while the fifth node is
48.28%. These results highlight that the TOD scheduling rule
relies on the weight coefficients given by us and the difference
between the measurement outputs of the triggering instant
and the value of the transmission moment. Meaningfully, the
fading phenomenon and DET mechanism may have a certain
influence on the scheduling process. In a realistic industry,
depending on the importance, nodes may or not may need to
set priorities, which means that nodes with higher priorities
also need to network more times. Nevertheless, sometimes
it is necessary to combine the two strategies in complex
and large networks. Additionally, it is worth pointing out
that only lists the sequence of nodes scheduled according to
the TOD protocol, without the sequence of nodes adopting
the RR protocol. According to Assumption 1, in the SS of
FR protocol, signals are transmitted by predefined schedules,
which are not subjected to external influences. In light of the
HRC network, the SS is configured on interval (k, k+ 1), and
the DS is configured at instant k (k = 0, 1, . . . ,T − 1). The
scheduling sequence of the RR protocol is invariant during
each period. However, the TOD protocol needs to determine
the nodes that use the network each time instant on the basis
of the weighted matrix and measurement outputs. Therefore,
according to the simulation results, the effectiveness has been
proven.

Example 2: Consider an electric circuit model as the
researcher object (motivated by [46]), and take the sampling
period Ts = 0.2s. Assuming that x1(t) ∈ [ − 5, 5], the corre-
sponding MFs and system parameters are chosen according to
the Euler discretization method

ς
1
(x1(k)) = 0.5x2

1(k)

25
, ς1(x1(k)) = x2

1(k)

25
ς

2
(x1(k)) = 1− ς1(x1(k)), ς2(x1(k)) = 1− ς

1
(x1(k))
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Fig. 10. Actual state x(k) and corresponding estimated vector x̂(k).

Fig. 11. (a) Actual state x5(k) and corresponding estimated vector x̂5(k).
(b) IDV ℘(k). (c) Data triggering instants in Example 2. (d) Selected signal
with DETFR protocol.

Ai =

⎡

⎢
⎢
⎢
⎢
⎣

ai 0.5 0.5 0.5 0.5
−0.2 0.2 0 0 0
−0.25 0 0.25 0 0
−0.5 0 0 − 0.5 0
−0.5 0 0 0 0.5

⎤

⎥
⎥
⎥
⎥
⎦
, (i = 1, 2)

C =

⎡

⎢
⎢
⎢
⎢
⎣

0.1 0 0 0 0
0 0.2 0 0 0
0 0 0.1 0 0

0.1 0 0.1 0.2 0
0.2 0 0.1 0 0.2

⎤

⎥
⎥
⎥
⎥
⎦

a1 = 0.54, a2 = 1.02

B1 = B2 = [0 0.2 0.15 0.2 0.3]T

D = [0.2 0.3 0.4 0.3 0.2]T

M1 = M2 = diag{0.015, 0.015, 0.01, 0.05, 0.011}.
The curves of system state and filter error are depicted in

Figs. 10–12, where the state trajectories can be tracked well
by their estimations, and the release instants and scheduled
order of DETFR protocol are shown in the third and fourth
figures of Fig. 11, which further illustrates the effectiveness
of the proposed algorithm.

V. CONCLUSION

In this article, the DETFR protocol-based secure filtering
issue for IT-2 fuzzy systems over a finite-horizon has been

Fig. 12. Filtering error e(k) in Example 2.

addressed. A novel DETFR scheme that can further alleviate
resource constraints has been proposed while being subjected
to network attacks and fading measurements. To reflect the
real practice, it is presumed that deception attacks in the HRC
network are stochastic and the fading measurements also occur
randomly in a known interval because of the complicated and
confused environments. Taking into consideration the limited
network resources, the different segments are configured to
different protocols and data-holding strategies (ZI and ZOH).
By adopting the matrix augmentation approach, the high-rate
is transmitted to single-rate. After that, the filter parameters
and errors are obtained through the algorithm, and several
sufficient conditions for the filtering error dynamics to reach
the specified disturbance attenuation level are given. Besides,
two simulation examples are presented to prove the availability
of the DETFR protocol-based secure filtering algorithm. In
future research, the proposed algorithm will be attempted for
multiagent systems and cyber-physical systems.

APPENDIX

The parameters in Theorem 1 are as follows:

ϒ
gj
11 =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

 11  12  13 0 0 0
∗  22  23 0 0 0
∗ ∗  33 0 0 0
∗ ∗ ∗ − Id 0 0
∗ ∗ ∗ ∗ − ( 1

τ
+ ϕ)Iq 0

∗ ∗ ∗ ∗ ∗  66

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

 11 � θ(k + 1)− θ(k)+ μ
τ

x̂T(k)(ČT
1 Č1 + ČT

2 Č2)x̂(k)

+ ϕμx̂T(k)(ČT
1 Č1 + ČT

2 Č2)x̂(k)+ x̂T(k)(M̄g(k)

− M̄j(k))
T(M̄g(k)− M̄j(k))x̂(k)

 12 � +μ
τ

x̂T(k)(ČT
1 Č1 + ČT

2 Č2)+ ϕμx̂T(k)(ČT
1 Č1

+ ČT
2 Č2)+ x̂T(k)(M̄g(k)− M̄j(k))

TM̄g(k)

 13 � +μ
τ

x̂T(k)ČT
1 Ď+ ϕμx̂T(k)ČT

1 Ď

 22 � −P(k)+ M̄T
g (k)M̄g(k)+ μ

τ
(ČT

1 Č1 + ČT
2 Č2)

+ ϕμ(ČT
1 Č1 + ČT

2 Č2)
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 23 � μ

τ
ČT

1 Ď+ ϕμČT
1 Ď,  66 � −1

τ
(1− ψ − ϕ)

 33 � −γ 2Iω̄ + μ(1

τ
+ ϕ)ĎTĎ

ϒ
gj
12 =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

x̂(k)A gj 0 0 0
�21 �22 �23 �24
�31 �32 0 0
�41 �42 0 0
�51 �52 0 0

0 0 0 0

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

�21 � (A g
1

T − C̃T
1 KT

j (k))P(k + 1), Ā 2 �
[

0 ¯̃CT
2

]T

�22 � (Ā T
3 − ¯̃CT

3 KT
j (k))P(k + 1), Ā 3 �

[

0 ¯̃CT
3

]T

�23 � (Ā T
2 − ¯̃CT

2 KT
j (k))P(k + 1), Ā 4 �

[

0 ¯̃CT
4

]T

�24 � (Ā T
4 − ¯̃CT

4 KT
j (k))P(k + 1), B̄ 2 �

[

0 ¯̃DT
2

]T

�31 � (B g
1

T − D̃T
1 KT

j (k))P(k + 1), θk � θ0√
k + 1

�32 � (B̄ T
2 − ¯̃DT

2 KT
j (k))P(k + 1), ¯̃E2 �

[
0 ĒT

2

]T

�41 � (�̃T
1 − �T

1 KT
j (k))P(k + 1), �̄2 �

[−ρ7 − ρ8
]

�42 � ( ¯̃�T
2 − �̄T

2 KT
j (k))P(k + 1), ¯̃�2 �

[
0 �̄T

2

]T

�51 � (ẼT
1 − ET

1 KT
j (k))P(k + 1), Ē2 �

[−ρ7 −ρ8
]

�52 � ( ¯̃ET
2 − ĒT

2 KT
j (k))P(k + 1), Č1 �

[
�̄C(k) 0

]

¯̃C2 �
[
ρ5�̃

[1]C[1] + ρ6�̃
[2]C[2] 0

]
, Č2 �

[
�̃C(k) 0

]

¯̃C3 �
[
ρ7�̄

[1]C[1] + ρ8�̄
[2]C[2] 0

]
, Ď �

[
D(k) 0 0

]

¯̃C4 �
[
ρ7�̃

[1]C[1] + ρ8�̃
[2]C[2] 0

]
, β̄ �

√

β − β2

D̃2 �
[
ρ7D[1] + ρ8D[2] ρ7G[1] I2ρ8G[2]

]

ϒ
gj
22 = diag{−P(k + 1),−P(k + 1),−P(k + 1),−P(k + 1)}

�̃[1] � diag
{
λ̃1, λ̃2, . . . , λ̃ϑ

}
, ρ7 � I1�ξ1 β̄

[1]

�̃[2] � diag
{
λ̃ϑ+1, λ̃ϑ+2, . . . , λ̃N

}
, ρ8 � β̄I2�ξ2

β̄[1] � diag

{√

β1 − β2
1 ,

√

β2 − β2
2 , . . . ,

√

βϑ − β2
ϑ

}

.
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