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Abstract—Synchronization control is an important issue in
complex networks (CNs), but the specific realization is generally
influenced by many factors. In this article, by taking into accounts
of the coupling effect and cyber attacks, we dedicate to design
an efficient synchronization control approach for discrete-time
CNs. Given that the coupling among nodes in CNs inevitably
introduces the internode data exchange, round robin (RR)
protocol is adopted to prevent data collision caused by the
limitation of communication resources. Moreover, a probabilistic
interval model is employed to capture the characteristics of the
coupling delay, i.e., the delay of the internode data transmission.
The deception attacks launched on the multichannel-enabled
communication network between controllers and actuators of
nodes in CNs are also considered. Then, a synchronization error
model is established to describe the concerned synchronization
control problem. By defining appropriate Lyapunov-Krsasovskii
function, the sufficient conditions for the stability of the envi-
sioned synchronization error system are obtained, and the design
method for controllers is proposed subsequently. Simulations are
finally conducted to demonstrate the validity of the work.

Index Terms—Complex networks (CNs), deception attacks,
probabilistic interval coupling delay, round robin (RR) protocol.

I. INTRODUCTION

OWADAYS, with the soaring of the complexity and
Nscale of real-world systems, complex networks (CNs)
are considered as an attractive architecture to describe many
practical systems, such as power grids, transportation systems,
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and social networks [1], [2]. Typically, CN is made up with
lots of nodes based on the certain topology, and each node
in the network represents an entity with dynamical behaviors.
The widespread application of CNs, however, leads to many
challenging issues, e.g., state estimation, filter design, synchro-
nization control, and the latter is particularly important since
that synchronization is a natural requirement in CNs [3], [4].
Many research efforts have been paid on synchronization
control for CNs and lots of achievements have been gotten
accordingly. To mention a few, the fixed-time synchronization
problem of CNs with both coupling and internal delays was
investigated in [5]; the exponential synchronization of CNs
under periodically intermittent noise was studied in [6]; the
partial synchronization and multiclustering synchronization for
CNs were discussed in [7] and [8], respectively. In addition to
the aforementioned studies focused on continuous-time CNs,
great research attentions have been devoted in synchronization
control of discrete-time CNs due to the increasing volume of
digital signals transmitted in physical systems. For instance,
the event-based synchronization issue for discrete-time non-
linear CNs with identical nodes and disturbance was studied
in [9]; Li et al. [10] addressed the synchronization issue
for discrete-time delayed CNs with limited communication
bandwidth; under the scenario of packet dropouts, the syn-
chronization control for dynamical CNs was discussed in [11].
In view of this, this article will focus on discrete-time CNs to
explore the synchronization control approach.

In order to design practical synchronization method for
CNs, some potential influence factors should be seriously
concerned. Toward this end, the coupling relationship among
nodes has attracted interests of scholars. The coupling will
result in information exchange among interconnected nodes,
and some researches were successfully conducted based on
the assumption that each node can receive signals from all
of the connected neighbors [12], [13]. Nevertheless, given the
limited bandwidth resources, the simultaneous communication
between one node and its adjacent peers can hardly be realized.
For avoiding data collision, an efficient solution is to use
communication protocols to appropriately arrange the transfer
of data that with the same destination. Round robin (RR)
protocol, as a simple and feasible communication protocol,
has been widely recognized by the industry [14]. Following
RR protocol, competitors will be scheduled periodically, and
only one node will be authorized to access the desired
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communication channel at each moment. In literatures, some
important results have been presented for CNs with RR
protocol under diverse applications [15], [16], but few works
have studied RR-based synchronization control over CNs,
which greatly motivates our study.

Although RR protocol can be adopted to manage the data
exchange among interconnected nodes in CNs, the coupling
delay can still occur due to the poor quality of devices, the
interference/noise of channels, and etc [17]. To fully investi-
gate the influence of the coupling delay on the synchronization
problem of CNs, abundant researches have been reported.
In [18], taking a constant coupling delay into consideration,
an event-triggered impulsive control strategy was designed for
the exponential synchronization over CNs. Given the random
occurrence and time-vary of delays in practice, the studies con-
cerned on CNs with the probabilistic coupling delay are also
presented. By using a Bernoulli parameter to describe whether
the coupling delay occurred, the synchronization issue for CNs
with Markovian jump was explored in [19]. Cheng et al. [20]
discussed the synchronization for discrete-time CNs with the
coupling delay valued in a finite value set based on a given
probability distribution. Considering that the physical coupling
delay may take some large (small) values with low (high)
probability, synchronization problem for CNs affected by the
probabilistic interval coupling delay has been raised, and has
received considerable research attentions [21], [22]. In this
article, while conducting the synchronization control issue
over discrete-time CNs, we will take the probabilistic interval
coupling delay into account, and simultaneously consider
using RR protocol to schedule data exchanged among nodes.
Such integrated concern on the introduced coupling effect, i.e.,
the data collision among relative nodes and the coupling delay,
differs our work from the discussed related researches.

Actually, besides the influence induced by coupling, cyber
attacks launched on the communication network employed for
intranode signal transmission, are acknowledged as another
critical factor which impacts the design of synchroniza-
tion method for CNs [23], [24], [25]. In general, replay
attacks [26], [27], denial-of-service (DoS) attacks [13], [28]
and deception attacks [29], [30], [31], [32] are three types of
cyber attacks that have been most extensively studied. Among
which, deception attacks have strong destroying power and can
hardly be detected since that attackers always tamper correct
data with malicious data, and then obtain particular concerns.
For example, focusing on deception attacks that modify
system state information, the secure path tracking control and
Ho output feedback control over networked control systems
were investigated in [30] and [31], respectively. Furthermore,
some of recent studies have concentrated on the scenario
that adversaries falsify control signals, i.e., the deception
attacks occur on the network between controllers and actuators
(referred to as N-CA), which will result in more challenging
security issues [32], [33]. We also would like to note that
the network for CNs now tends to be divided into multiple
channels for efficient bandwidth sharing. Nevertheless, the
bandwidth-sliced network can easily encourage asynchronous
deception attacks, i.e., each of communication channels is
compromised by a different deception attack. Despite some
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research attentions have been paid on asynchronous deception
attacks aimed at control signals [34], [35], [36], to the best
of our knowledge, under deception attacks launched on the
N-CA, the synchronization control for RR-based discrete-time
CNs with probabilistic interval coupling delay has not been
explored.

In light of the above investigation, this article endeavors
to propose an effective synchronization control approach for
discrete-time CNs by comprehensively studying the mentioned
influence of coupling and deception attacks. The main contri-
butions of the work can be enumerated as follows.

1) The synchronization issue for RR-enabled discrete-time
CNs with probabilistic interval coupling delay and asyn-
chronous deception attacks occurred on the N-CA, is
studied for the first time.

2) A novel synchronization error system model is
established, then the synchronization control for the
envisioned discrete-time CN affected by multifactors is
transformed to guarantee the stability of the constructed
synchronization error system.

3) The sufficient conditions are derived to assure the
asymptotic stability of the synchronization error
system, and the synchronization controllers are devised
accordingly.

4) The efficiency of the proposed synchronization method
is properly evaluated by conducting simulations over
CNs with complete graph and noncomplete graph
topologies.

The remainder of this article is arranged as follows. In
Section II, the system model is described and the problem
formulation is presented. In Section III, some sufficient condi-
tions are derived for the considered CN to ensure the desired
synchronization, and the controllers gains are calculated
accordingly. The performance of the proposed synchronization
control method is evaluated by simulations in Section IV. The
conclusion of this article is given in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

The following discrete-time CN system with N nodes, i.e.,
nodeq, nodey, ..., nodey, is considered:

N
xi(k + 1) = Axi(k) + Bf (xi(k) + Y _ cTix;(k)
Jj=1
N
+ 3 eyTaxjtk — T(k)) + Dui(k)
j=1
where 1 < i < N; x;(k) € R™ and u;(k) € R™ represent
the state information and control input of node;, respectively;
f : R — R™ is a given nonlinear function; t(k) names
the time-varying probabilistic coupling delay which will be
described shortly; C = [cjj]nxn is the outer-coupling matrix
that is used for denoting the coupling configuration of the
CN, in which ¢;; >0 (1 <i#j<N), cii = —Z‘f"zlﬁj#c,»j
(1 =i < N), and ¢;j > O means that there is a link
from node; to nodej; I'y = diag{ul, u?,..., n}*} and I'y =
diag{,u%, ,u%, e ;/2"} are the inner-coupling matrices, where
MZ b = 1,2, d = 1,2,...,ny) represents the coupling
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strength and MZ # 0 further indicates that two coupled nodes
are linked through the dth component of the corresponding
state variable; it is obviously that the outer-coupling and
inner-coupling matrices jointly depict the coupling relationship
among nodes in the CN; and A, B, and D are constant matrices
with real numbers and suitable dimensions.

Assumption 1 [37]: Tt is assumed that the function f(-)
in (1) is a continuous and bounded nonlinear function, and
satisfies the following condition for any m and my:

< Jo(my) — fo(m2) <y

mp —m

07021729"'111)( (2)

lo

where f,(-) is the oth element of f(-), t,, and v, are known
constants which can be zero, negative, or positive.

Given that the model of each node is the same in the
considered CN, then the structure of node; (1 < i <
N) is specifically shown in Fig. 1. As presented, node; is
connected with A; neighbors (1 < A; < N — 1), i.e,, node;,
nodep, ..., nodey; (1 <# #i<N,1 <j<4), where the
A; neighbors are sorted according to the increasing subscript
order of them, i.e., i! <i? < ... < ", for easy description.
An isolated node s(k + 1) = As(k) + Bf(s(k)) is embedded
with node;, then the dynamic error between node; and the
isolated node can be represented as e;j(k) = x;(k) — s(k).
With the introducing of the isolated node and following the
similar setting in [11], the signal transmitted from node; to
its connected neighbors is updated as e;(k), and the signals
received by node; from its connected neighbors are e;i(k),
ep(k),..., ep; (k). Furthermore, the N-CA is assumed to be
divided into N channels and channel i is assigned for node;,
the channel is envisioned to be subjected to a deception attack
denoted as DA;.

On the basis of the above description about the node
structure, a synchronization error system can be constructed
as follows:

eitk+ 1) =xit(k+1)—stk+1)

N
= Aei(k) + Bgi(k) + Y _ cyT'1ej(k)
j=1
N
+ ) cyhaejtk — (k) + Du(k) — (3)
j=1

where gij(k) = f(xi(k)) — f(s(k)). In the remainder of the
section, we then update the established synchronization error
model by taking RR protocol, probabilistic interval coupling
delay and asynchronous deception attacks into consideration.

Remark 1: In this article, N isolated nodes with uniform
model are deployed, each of which is embedded with a
node in the considered CN as presented in Fig. 1. Then, the
synchronization of the CN can be realized by synchronizing
each node to its co-located isolated node in a decentralized
manner.

A. RR Protocol

In the CN, each node will receive signals from all its
connected neighbors. To prevent data conflict caused by
limited network bandwidth, RR protocol is used for each node
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Fig. 1. Structure of node; in the considered CN.

to arrange data transmission. Without loss of generality, we
then focus on the operation of RR protocol implemented on
node; (1 <i <N).

Let A; = {node;1, nodey, ..., nodej,}, then only one node
in A; is selected to send signals to node; at a time instant
by following RR protocol. Specifically, the subscript of the
selected neighboring node at time instant k& (k > 0), denoted
by gi(k), is defined as

qi(k) = #'® 4
where
pi(k) = mod(k + pi(0) — 1, 1;) + 1.

mod refers to the modulus operator and p;(0) is a given initial
value with 1 < p;(0) < A;.

Denoting g(k) = {q1(k), q2(k), ..., gn(k)}, it is obviously
that g(k) is a periodic sequence with the cycle of Z time
instants, where Z = LCM(A{, A2, ..., Ay), and LCM is an
abbreviation for least common multiple. In other words, we
have

q(k) = g(mod(k — 1, Z) + 1). (5)

Remark 2: In engineering practice, RR protocol has been
widely used for many applications, such as CPU assignment
in real-time systems, resource allocation in cloud computing,
and task scheduling in multitasking systems. In this work,
RR protocol is used for each node; (1 < i < N) to avoid
data collision, and is specifically depicted by (4) and (5).
Following (4), the A; neighbors of node; will be scheduled
periodically, and only one neighbor can transmit signal to
node; at each time instant. Then, the periodical feature of the
data transmission of all nodes incurred by the RR protocol
is appropriately reflected by (5). Actually, the mathematical
formulation of RR protocol can be diverse as long as the
characteristics of RR protocol are satisfied.

Under the depicted RR protocol, a binary variable wj g, ()
(I <i#j<N)is defined to denote whether or not node; can
send signals to node; at time instant k, i.e., wjj g0 = 1 if j =
gi(k), otherwise wjj 4,y = 0 (we further set wj; 4;k) = 1 for
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uniform description). Then, the synchronization error system
model (3) can be rewritten as
N
eitk+ 1) = Ae;(k) + Bgi(k) + Y wjjgmciT1€j(k)
j=1
N
+ Z wjj, (k) CijT2€j(k — T(k)) + Du;(k). (6)
j=1

B. Probabilistic Interval Coupling Delay

In the synchronization error system (6), the coupling delay
T (k) is assumed to be bounded within [z}, t3]. For a constant
) € [11, 3], then either 7(k) € [11, 2] or T(k) € (12, T3].
The probabilities that t(k) in the two intervals are defined as
Prob{z (k) € [t1, 2]} = B and Prob{t(k) € (r», 3]} =1—-§
0 < ,3 < 1). Then, we define a Bernoulli random variable to
depict the characteristic of t(k) as follows:

_ Ltk €11, 2]
Al = {o, (k) € (2, 73] @

in which Prob{f(k) = 1} = B, Prob{B(k) = 0} = 1 — B.
The probabilistic distribution of S(k) can be obtained based
on the statistical information derived by long-term monitoring
on the coupling delay. According to the definition, (k) can

be formulated as
T1(k), T(k) € [71, T2]
k) =
v(®) {rz(k>, t(k) € (0, T3]
where t1(k) = B(k)t(k) and 72(k) = (1 — B(k))T (k).
Taking the above coupling delay into account, the synchro-
nization error system model (6) can be updated as follows:

®)

N
eik+ 1) = Aei(k) + Bgi(k) + Y _ wyj g ciT1ej(k)
j=1
N
+BK) Y wijgaciTaeik — 1K)
j=1

N
+ (1= B() Y wygciTaeitk — 12 (k)
j=1
+ Du;(k). )

C. Asynchronous Deception Attacks

The synchronization controller for node; (1 < i < N) under
the described RR protocol in this article is designed as

ui(k) = K; g.(yei(k) (10)

where g;(k) = mod(k — 1,Z) + 1, and Kz, is the ideal
controller gain which will be designed shortly.

Given that asynchronous deception attacks occurred on the
N-CA is concerned, i.e., channel i is assumed to be attacked by
DA;, the actual signal arrived at actuator i can be described as

iti(k) = a;(k)hi(u;(k)) + (1 — ct;i(k))u;(k) (11)

where «;(k) denotes a Bernoulli variable with Prob{«;(k) = 1}
= «; (Prob{e;(k) = 0} = 1 — «;), h;i(u;(k)) is the deception
attack signal.
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Assumption 2 [38]: It is supposed that A;(u;(k)) is bounded
with the following condition:

A (ui()| < |Giui (k) (12)

where G; is a known upper bound matrix of Z;(-).

Remark 3: Given that deception attacks can not always be
launched successfully and then appear randomness, «;(k) (1 <
i<N,k=1,2,...) satisfies Bernoulli distribution is used to
depict the occurrence of DA;. To be specific, at time instant
k, aj(k) = 1 indicates that the deception attack is occurred on
channel i, and thus u;(k) is replaced by h;(u;(k)); otherwise,
«;(k) = 0 denotes that u;(k) is transmitted from controller i
to actuator i without the disturbing of the deception attack.
Apparently, o;(k) effectively reflects the stochastic feature of
DA;. Moreover, h;(.) with ||h;(u; (k)| < ||Giu;(k)|| is adopted
to model the attack signal due to the energy-bounded signals
can not easily be detected. The upper bound G; can be obtained
by defender based on statistical information. Although the
formulated attack signal may seem like a kind of nonlinear
disturbance, but it has vastly different physical meaning.

By replacing the control input u;(k) formulated by (10)
with the actual control signal #;(k) given in (11), the synchro-
nization error system model (9) can be further described as
follows:

N
ei(k+ 1) = Ae;(k) + Bgi(k) + Z wij, g0 CiiT1€j(k)
=1
N

+ B Y oy g ciTaeitk — 1(k)
j=1 y
+ (1= BK)) Y wij. g ciTaejk — T2(k))
J=1
+ (I — «i(k))DK; g, ei(k) + oti(k) Dhi(ui(k)).
(13)
For the subsequent analysis, the augmented synchronization
error system model is established as
e(k+1) = Ae(k) + Bg(k) + W1 g e(k)
+ BRYW2 gye(k — 1 (k))
+ (1 = B(k) W2 gye(k — t2(k))
+ U - a(k))BKq(k)e(k) + a(k)Dh(u(k)) (14)
where
e(k) = coly{e;j(k)}, A = diag{A, A, ..., A}
g(k) = coly{gi(k)}, B = diag{B, B, ..., B}
Wizt = [@i.g:00¢ij]y oy ® T1
W20 = [@4.g:00¢i ] y.n @ T2
a(k) = diag{ay(k), aa(k), ..., an(k)}
e(k — 11(k)) = coly{ei(k — 71(k))}
e(k — 1a(k)) = coly{ei(k — 12(k))}
D = diag{D, D, ..., D}, h(u(k)) = coly{h;(u;(k))}
Kaw = diag{K1,g,(0. K23, - -
G(k) = mod(k — 1, Z) + 1.

< Kn gy}
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Based on (14), the synchronization control issue for the
envisioned CN can be converted into assuring the stability of
the augmented synchronization error system.
Before ending this section, the following lemmas are intro-
duced to assist in achieving the major results of the study.
Lemma 1 [39]: Defining y(k) = e(k + 1) — e(k), for any
matrix Q > 0, the following inequality holds:

k—t1—1

—@m-w Y Y60 < xT(k)[_QQ _QQ}x(k)US)
s=k—1o

where x (k) = [ig : :_;;i|

Lemma 2 [40]: For given p, o € R™, positive definite
matrix Q, we have

2070 < p"Qp +0"07 0. (16)

Lemma 3 [41]: For 7y < (k) < 1, and any constant
matrices 21, Q27 and €2, the following inequality:

(th) — )1+ (2 —tk)20+R2 <0 a7

holds, if the two inequalities

(-1 +Q2=<0, (—1)N+2=<0

are satisfied.

III. MAIN RESULTS

In this section, the sufficient conditions that guarantee the
asymptotic stability of the established synchronization error
system, i.e., the synchronization of the considered CN, are
discussed in Theorem 1. Then, the controllers are designed
accordingly in Theorem 2.

Theorem 1: For given positive scalars a; (1 < i < N), B,
T, T2, T3, Vo, Lo (0 = 1,2,...,ny), v (v = 1,2,3,4), and
controllers gains matrices K, (z =1, 2, ..., Z), the asymptotic
stability of the synchronization error system (14) can be
achieved if there have positive definite matrices P, > O,
0,>0(@=1,2,3,R,>0,U>0,G;>0and M, O, S, T
with appropriate dimensions so that the nonlinear inequalities

E1z * * ok ok
Erz; 86z * k0%
&3,z 0 E7, * x [ <0 (18)
B4z 0 0 —I =x
Bs5(v) 0 0 0 GEg
hold, where
H O, 4+ v+ K] - -
S,z = 0 —Il 2,7 = [521,1 522,2]
[T, * * * * x k|
LU —-U * * * * %
Ry 0 —Q1—R; =* * * %
P, = 0 0 0 0 * * %k
0 0 0 0 —0r x =%
0 0 0 0 0 (VI
L O 0 0 0 0 0 —0s3

W=[00M —-M+0-0+S—-S+T —T]
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83: = [E31: B3] Es() =[8s51(») 0]

HZ,Z PZ+1E 0 H3,z
Eo1; = 0 0 0 Iy,
4P, DK. 0 0 0
[0 Ms, 0 @P,41D
E22,1— 0 Hﬁ,z 0 0
0 0 0 aP..D
i H7,z PZE 0 ,B_PZWZ,Z
E31,; = 0 0 0 TIg.
| —4PDK. 0 0 0
[0 Mo, O aP,D
83,.= [0 T, 0 0
0 0 0 aP.D
E4.=[GK. 00000 0 0]
- . fe:MT] . aM™l _ _ 60T
8s51(1) = _eZST]’“SI(Z)_ [ezTT ,E85103) = ST
= _[eO” L
851(4) = _ezTT]’ G = diag{G1, G2, ..., Gy}
Ee,; = diag{—Py1, —Pz11, —Pr11}

g7, = diag{—P.®"'P,, —P.0"'P_, —P.07'P_}
Eg = diag{—Rz, —R3}
© =1{R + (. — )R + (13 — )R3
M,=-P+01+0+03—R — LU
HZ,z = Pz+1Z + Pz+lWl,z + &PZJFIBKZ
M3 = BP1 Wy Ty, = PP Wa,
Ms. = fPr1Wa, Mo . = —fPr1Wa,
My.=P(A+ W, .+aDK. —I)
HS,Z = 3PzW2,z’ H9,z = BPZWQ,Z

Mg, = —BP.Wa ., a = diag{a), aa, .. ., ay}

a=I-a,a=Val-a),p=1-68=,/B(1-5)

L =1Q®t, L =1Qv,t=dag{tivi, ova, ...,y Vy}
5 — dia t1+vr 2+ tn, + Vn,
B R )

€1 =+ —1,6 =13 -1, Pzy1 =P1.

Proof: In view of the system described by (14), we define
a Lyapunov—Krsasovskii function V (k) as

V(k) = Vi(k) + Va(k) + V3 (k) (19)
in which
Vi(k) = e’ (k)Pguye(k) (20)
k—1 k—1
iy = Y f Qe+ Y e (N0ae(r)
r=k—t r=k—t
- 2
+ D Qe @n
r=k—t
-1 3kfl
ik =71 Y Y n"()Rin(s)
r=—71 s=k+r
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—11—1 k-1

+ D D> 1" @R

r=—13 s=k+r
—1—1 k-1

+ Y > 0 (®Ran(s)

r=—13 s=k+r
and n(k) = e(k + 1) — e(k), Pgay > 0, Qg > 0, Ry > 0
(a=1,2,3).
Denoting AV(k) = V(k+ 1) — V(k) and then taking the
mathematical expectation of it, we can get
E{AV(K)} = E{AVi(K)} + E{AV2(k)} + E{AV3(k)}  (23)
E{AVI(D} = E{Vi(k+ 1) = Vi(k)}
= A{Pgosn A1 + B(1 — B)B] Pyus1)B1
+a(l — &)B; Pgusn Bz — ¢ (k)Pge(k)
24

(22)

where

Aj = Ae(k) + Bg(k) + W gue(k)
+ BWagek — 71 (k)
+ (1 = B)Waguwe(k — 12(k))
+ (I — @)DKz(e(k) + aDh(u(k))
By = Wagwelk — t1(k)) — Wa gwyetk — 12(k))
B, = Dh(u(k)) — DKgxe(k)
E{AVy(k)} = E{Va(k + 1) — Va(k)}
= (K)Qre(k) — e’ (k — 1)) Qre(k — 11)
+ el (k) Qre(k) — €' (k — 1) Qze(k — T2)
+ " () Qze(k) — e (k — 13)Q3e(k — 13) (25)
E{AV3(k)} = E{V3(k+ 1) — V3(k)}

k—1
= —Elt Y n"MRinM} +En’ ©)[fR
r:k—‘n
+ (12 — )R + (13 — ©2)R3In(k)}
k—t1—1
—E{ ) n"(HRan(r)}
r=k—1)
k—1—1
—E{ Y n"(Ran(r)}
r=k—13
+E{yi +r2+ v +yal (26)
where
k—11—1 ]
yi =26TOM | ek — ) —ek—ri(k) — Y 0
r=k—11 (k)
k—7 (k)—1 T
yr =267 (0| etk —ri(k) —etk—t2) — D ()
r=k—1 i
k—1t—1
y3 =267 (0S| etk — 1) —etk =) — D ()
r=k—1 (k)

k=1 (k)—1
ya=2%6TOT| ek — (k) —etk—13) — > ()

r=k—13
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T (k) = [e"(k), g" (k) e (k — 1), e (k — 71 (k)
el (k— 1), el (k — o (k)), e (k — 13)].

By employing Lemma 1, we can derive that

k—1
—n Yy nT(r)Rm(r)SxT(k)[_RIfl _R}e]]x(k) @)

r=k—1|
e(k)

where x (k) = |:e(k—rl)

i|. According to Lemma 2, it is
obviously that
k—t1—1
—2&"oM Y 0
r=k—11 (k)
< (r1(k) — )&" (MR ' M"& (k)
k—t1—1
+ > 1" (MR
r=k—1 (k)
k—t1(k)—1

—-2"o Y )
r=k—1,
< (n — n()ET ()OR, O £ (k)
k—11(k)—1

+ Y ()R

r=k—1y

(28)

(29)

k—1p—1
—2"hs Y )
r=k—1, (k)
< (r2(k) — 12)&" (k)SRy ' ST (k)
k—1p—1
+ Y (MR
r=k—1, (k)
k—1(k)—1
—2"T Y 0o

r=k—13

(30)

k—1p(k)—1
< (m—-n@E OTRF'T ek + Y 7" (IRn().

r=k—13

€1y

Then, on the basis of (27)-(31), E{AV3(k)} can be found to
satisfy

Bavso) = 200" | 1 5 xw
+ 4504, + B(1 - B)B{ OB
+a( —a)BleBs,
+ 26T (Mletk — 11) — e(k — 71 (k)]
+ 267 (k) Ole(k — 11 (k) — e(k — 12)]
+ 26T (k) S[e(k — 1) — e(k — 12(k))]
+ 26T () Tletk — 12 (k) — e(k — 73)]
+ (11 (k) — TET (MR ' MT & (k)
+ (1 — n(k)ET(KOR; ' OTE (k)
+ (k) — ©)ET (K)SR; ' STE (k)

+ (13 — ()ET (TR ' T £ (k) (32)
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where Ay = A+ Wigw — I)_e(k) + Bg(k) + BW2 gye(k —
11(k) + aDh(u(k)) + (1 — p)yWargwelk — (k) + (I —
a) DKy e(k).

Based on Assumption 1, we have

e T LU —LU]|[et
[g(k)} [—Lzu U ][g(k)} =0 33)
Meanwhile, according to Assumption 2, we know that
AT (u(k))h(u(k)) < u” (k)G" Gu(k) (34)

where u(k) = coly{u;(k)}. Thus, by combining (24) and (25)
and (32)—(34), it can be derived that

E{AV(0)} < Al PgusnyAr + B(1 — B)B] Pgues1) B
+a( — &)BZTPq(k+1)Bz — eT(k)Pq(k)e(k)
+e" () Qrek) — e (k — 1) Qre(k — 1)
+ e" (k) Qze(k) — e’ (k — 1) Qze(k — 1)
+ €T (k) O3e(k) — e’ (k — 73)Qze(k — 13)
x| 0 5 Jxw
+ AJOA; + B(1 - B)B] OB,
+a( —a)Bloes,

+ 26T (M[e(k — 1)) — e(k — 71 (k)]
+ 267 () Ole(k — 11(k)) — e(k — 12)]
+ 26T (0)S[e(k — 1) — e(k — T2(k))]
+ 26T () Tle(k — 1o (k)) — e(k — 73)]
+ (r1(k) — T)ET (MR5 ' M & (k)

+ (12 — T (k)ET ()OR, ' OT & (k)

+ (k) — ©)ET (K)SR; ' STE (k)

+ (13 — (k)ET (TR ' T & (k)

B |:e(k)]T|: LU —LzU] |:e(k)]
gk)y| |—LU U |[|gk)
+ e (K] ) G" GKguye (k)

— KT (k) h(u(k)). (35)

Therefore, based on Schur complement equivalence and
Lemma 3, E{AV(k)} < 0 can be guaranteed by (18), which
means that the system (14) is asymptotically stable with the
holding of (18). This completes the proof. |

As described in Theorem 1, the stability of the constructed
system (14) is analyzed based on the given controllers
gains and there exist nonlinear terms, e.g., PZ®_1PZ (z =
1,2,...,2), in (18) which makes it can hardly be computed.
Thus, the method for designing appropriate controllers, i.e.,
the gains matrices K, (I < z < Z), based on handling the
nonlinear terms is then presented by Theorem 2.

Theorem 2: For given positive scalars ¢; (1 < i < N), B
T, T2, T3, Vo, Lo (0 = 1,2, ...,ny), k, v (v =1,2,3,4), the
asymptotic stability of the synchronization error system (14)
can be achieved if there have positive definite matrices X; > 0
(z=1,2,....2), Qa->0(@=1,2,3),Rs. > 0, U. > 0,
G > 0, matrices Y, > 0 and 1\7[; 51, $ Tz with appropriate
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dimensions to guarantee that the linear matrix inequalities
(LMIs)

81z * * * *
&) - é;z *k k *
8. 0 &7. x x |<0 (36)
5. 0 0 Eg
‘;;z(v) 0 0 0 é;z

—~ _[®+ T+ *} &~ (S 52l
S,z = 0 g S22z T | 821,z B22,7
1:[\1:5 * %k * * * ]
LU, —-U, x =x * * *
Ri; 0 L/ * * *
D, = 0 0 0 O k ok *
0 0 0 0 —Qy, * *
0 0 0 0 0 0 *
| 0 0 0 0 0 0 —0s3.]
‘17; = [‘ffltz ‘DZ,z]v V.= [00]’-‘2/2
\DZ,Z = [_Mz + Oz Oz + Sz _Sz +1; — z]
3= | 831 E32,z:|7 Bs(v) = [Esl,z(v) 0]
[ M. Bx 0 M
821,z = 0 0 0 Mg,
—4DY, 0 0 0
[0 1ms. o ab
E».,=(0 Is; O 0_
|0 0 0 aD
o i Iy, EXZ 0 B%Xz
831,z = 0 0 0 T
| —4DK. 0 0 0
0 Io. O &b
Ep,= |0 MMy, O 0_
| 0 0 0 aD
—~ _[0 0 0 BGY. 0 BGY. 0 O
=<~ 1o 0 0 AGY. 0 —BGY. 0 O
r~T ~T
= €M, = €M,
Bsr.(D) = | 5 | Bsr ) = | VS
o 6zSzT e €2TzT
ro~T ~T
= Gloz = €10,
E51,:(3) = ~7 |, 851,.(4) = ~
z 625ZT:| z eszT

—~

Ee,; = diag{—Xz41, —Xz41, —Xo41}
27, = diag{—2« X, + k%0, —2cX, + k*60
—2cX, + Kz@}

© =t{Ri.+ (. — )R-+ (13 — )Rs
8o = diag(—Ro.. —R3:), ¥ = —01: — Ri;
1:I\ltz _XZ+Q-:Z+Q-ZZ+Q-;,’Z_I€I/Z_LIﬁz
ﬁZz = ZXZ + Wi X+ &l_)YZv ﬁ;z = BWZ,ZXZ
I:IZZ = :éWZ,zXz’ ﬁ;z = /§W2,ZX17 ﬁ\ﬁfz = _:éWZ,zXz
M7, = (A+ Wi, — )X, +aDY,, [Tg , = fWa X,

Mo, = AW X;, Mo, = —BWa Xz, Xz41 = X1
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Proof: For the given positive scalar x, we can derive [42]

(R—«"'P)RT(R—k'P) 2 0

where P and R are positive definite matrices. On the basis
of (37), we can get

— PR™'P < —2«P +k’R. (38)

Thus, by substituting —P.® P, with —2«kP, + x> in (18),
we can obtain

(37

&1z * * * *
E2,z E6,2 * * *
&3z 0 87, % * [ <0 39)
84,z 0 0 -1 =x
Es5(v) 0 0 0 On)

where E7, = diag{—2«P, + «?©, —2«P, + k’0, —2«P,
+k20).

Defining X, = P;!, ¥, = KX, J = diag{X;, X;, X,
Xo, Xoo Xo, Xoo L, X1, Xo1, X1, X, Xo, Xo 1, X, Xo )y
Qu: = X' 04X, Raz = XIR.X,, M, = XIMX_, O, = XT OX_,
S, = XI'sx,, T, = XI'TX,, U, = X! UX,. Then, (36) can
be derived by multiplying (39) on both sides with J and
recurring to Schur complement. Therefore, the theorem can be
obtained. ]

Remark 4: 1t is worthy noting that the LMIs presented in
Theorem 2 may seem complicated, but the gains matrices
of each controller i (1 < i < N) will be calculated in
a decentralized manner, then the computation complexity
of LMIs can be reduced effectively. Furthermore, with the
enhancement of local computing capability of each node;, and
with the aid of edge computing and cloud computing, it is
foreseeable that the computation of the LMIs will not result
in high conservativeness of the presented main results.

Remark 5: The synchronization issue for CNs has gained
widely attention, and some of reported researches are closely
relevant with our study. For the related works that using RR
protocol to avoid data conflict introduced by limited com-
munication bandwidth of CNs, such as [15], [16], and [43],
however, they all focus on designing appropriate estimators for
CNgs, rather than realizing the synchronization of CNs which
is the objective of our study. Taking the probabilistic coupling
delay into account, some synchronization methods have been
proposed in recent literatures [21], [22], nevertheless, the
works neglect the influence of the constrained communication
resources on the signal transmission among CN nodes, so our
designed synchronization approach differs greatly from such
related methods. Focusing on CNs that the N-CA channels are
compromised by asynchronous deception attacks, the secure
synchronization problem has been investigated in the existed
researches [34], [44], but comparing with our study, the impact
of probabilistic coupling delay did not be considered in [34]
and different deception attack model is adopted in [44],
moreover, none of the two works employs RR protocol for
conflict-free data exchange among CN nodes.

IV. NUMERICAL EXPERIMENTS

In this section, two experiments are conducted to illustrate
the effectiveness of the developed synchronization control
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strategy for the envisioned CN. The one focuses on the CN
with complete graph topology which means that all ¢;; (1 <
i #j < N) are larger than zero. The other concentrates on the
CN with noncomplete graph topology, i.e., there exist some
cjj that equal to zero.

A. CN With Complete Graph Topology

Considering a discrete-time CN (1) with three nodes (i.e.,
N = 3) that represents an interconnected flexible link robot
system [45], where the state of each node; can be denoted
as x;(k) = [xa(h) xpk) xak) xa(0)]" by using xi k),
xip(k), xi3(k) and xj4(k) to indicate the angular position and
velocity of the motor shaft, the angular position and velocity
of the link, respectively. The system parameters are defined as
follows:

—0.0727 0.0002  0.2095 —0.0240

A —0.4842 —0.0751 1.2996  0.2095
1 —0.0362 —0.0098 0.2351 0.0562
1.5873  —0.0852 —3.4969  0.2351

B = diag{0.1,0.1,0.1,0.1}, I['; = diag{0.5, 0.5, 0.6, 0.6}
I, = diag{0.6, 0.6, 0.5, 0.5}, D = col{0.1, —0.1, 0.1, —0.1}.

The coupling matrix of the three nodes is set to be

-02 01 0.1
c=|01 -02 0.1 (40)
0.1 01 -02

which reveals the complete graph topology of the CN. By
referring to [13], the nonlinear function is defined as

_ | 0.1&i1 (k) — 0.1tanh(¢i2(k))
Jealky) = [o.lgiz(k) — 0.3tanh(g;1 (k)

where  gii(k) = colfxii(k), xia(k)}
col{x;z (k), xia(k)}.

The time delay 7 (k) is assumed to be in the set [1, 10] and
the distribution follows the probability of g = 0.7 with 7, =
5. For the deception attacks, we define a1 = 0.7, ap = 0.5,
a3 = 0.3, and set h;(u;(r) (i=1,2,3) as [34]

hi(u;(k)) = 0.1u;(k) + tanh(0.1u;(k))

:|,i=1,2,3 (41)

and  gp(k) =

(42)

with the upper bound matrix G; = 0.2. By further determining
k =1, p1(0) =2, p2(0) = 1, p3(0) = 2, and calculating the
LMIs (36) shown in Theorem 2, we can obtain the controllers
gains matrices K; ; (i =1, 2,3, z =1, 2) as listed in Table L.

We then set the state initial conditions of the isolated
node and subsystems as s(0) = [0.5 1 0 O]T, x1(0) =
[-1 025 0 0], »0) = [0.1 0 05 0], x30) =
[-0.5 025 0 I]T, based on which, the simulation results
are specifically shown in Figs. 2-5.

Figs. 2 and 3 depict the responses of synchronization errors
and the system states, respectively. We can find that the syn-
chronization errors eventually converge to zero as presented
in Fig. 2, and the system states become stable after about 20
time instants as shown in Fig. 3. Both of which fully validate
the effectiveness of the designed synchronization control
approach. Fig. 4 describes the trajectory of the considered
coupling delay. As shown, most of the values of the coupling
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TABLE I
PARAMETERS K; 5, i=1,2,3,z=1,2)

K - z=1

i=1 Kii= :—0.9870 —0.1937  2.0190 —0.3237:
i=2 Kpi= :—1.5488 —0.2718 3.1845 —0.4714:
i=3 Kzi= :2.1083 —0.3047 4.3016 0.5810:
K; . z=2

i=1 Kiz= :0.7025 —0.2430 1.4489 0.3215:
i=2 Kpz= :—0.9737 —0.3046 1.9458 —0.4340:
i=3 Kzp2= :—1.3611 —0.3197 2.6150 —0.5452:

Synchronization error signals

0 10 20 30 40 50 60
Time (k)

Fig. 2. Trajectories of ¢;(k) (i =1,2,3).

10 20 30 40 50 60
Time (k)

Fig. 3. Trajectories of x;(k) (i =1,2,3).

delay are distributed in the interval [1, 5] given that 8 is set
to be 0.7. Furthermore, Fig. 5 presents the occurrence of the
deception attacks that asynchronously aimed at the N-CA in
the simulated system.

B. CN With Noncomplete Graph Topology

Considering a discrete-time CN system (1) consists of four
nodes (i.e., N = 4) with noncomplete graph topology, the
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Coupling delay
o
iml
im}
—]

[ —

it MJ

0 10 20 30 60

Time (k)

Fig. 4. Probabilistic interval coupling delay 7 (k).

II]]I ,

(k)

50
50
1
0 II II II
50
Time (k)

Fig. 5. Occurrence of deception attacks «;(k) (i =1, 2, 3).

coupling matrix is set as

—02 0.1 0 0.1
0.1 -03 01 0.1

=19 0.1 —-01 0 (43)
0.1 0.1 0 —02

Let x;(k) = [x;1 (k) xi2 (k)]T (i=1,2,3,4), then the nonlinear
function f(.) is defined similar to that in (41) by replacing ¢&j
with x;; (I =1, 2), respectively.

The system parameters are set as follows according to [43]:

0.42 —0.51 0.1 0.1 05 O

A= [—0.26 0.45:|’B o [ 0 0.151|’ M= [ 0 0.6:|

06 0 0.1
2= [ 0 0.5]’D— [0.1}'
The probabilistic interval coupling delay is the same as that in
the first experiment, the attack signals are also generated based
on (42). Setting @1 = 0.7, ap = 0.5, a3 = 0.3, as = 0.6,
k=1, p1(0) =2, p2(0) =3, p3(0) = 1, and p4(0) = 2, then,
the calculated K;; (i = 1,2,3,4, z = 1,2,3,4,5,6) in the
experiment are listed in Table II.

By further setting the initial states of the isolated node
and four CN nodes to be s(0) = [—10.5 10.5]T, x1(0) =
[20.5 =10.5]", x2(0) = [15 —20.5]", x3(0) = [5.6 —15.2]",
x4(0) = [-11.6 25.2]T, and running the proposed synchro-
nization control method, the final results are then presented
with Figs. 6-9. To be specific, the responses of synchroniza-
tion errors and the trajectories of system states are shown in
Figs. 6 and 7, respectively. The feasibility of the proposed
synchronization control approach is further validated by the

two figures. The distribution of the asynchronous deception
attacks is described by Fig. 8. The synchronization errors
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TABLE II
PARAMETERS K; ;, (i=1,2,3,4,2=1,2,3,4,5,6)
Ki,z z=1 z=2
i=1 Ki1=|_g0602 o0.0810] K1.2=|_00747 0.1105
1=2 Kai1=|_p1162 01714 K22=|_01606 0.2519
1=3 Ks31=|_01271 0.2136 Ks2=|_01552 0.2643
i=4 Ki1=|_po0783 01268 HKa2=|_01106 0.1807
K. z2=3 z=4
i=1 Kiz=|_p0619 0.1001| K1.4=|_0.0585 0.0929
t=2 K23=|_01416 0.2291 Kza=|_01379 02217
1=3 Ks3=|_01388 0.2459| K3.4=|_0.1411 0.2479
t=4 Kai3=1|_090966 0.1613 Kaa=1_00921 0.1533
Ki,z z=5 z=6
t=1 Ki5=|_00563 0.0888 Ki6=1_00601 0.0938
i=2 Kas5=|_g1276 02048 K26=]_0.1221 0.1950
t=3 Kszs5=|_01388 02357 K36=]|_01217 0.2162
i=4 Ki5=|_00914 0.1544| K4.6=|_0.0829 0.1349
30
en(k)
| en(k)
20%.‘ gt
%" lU’.
% 0 ‘.*;‘):‘
5 N
aof
-30
[ 10 20 30 40 50 60

Time (k)

Fig. 6. Trajectories of e;j(k) (i=1,2,3,4).

obtained with and without the deception attacks are further
presented in Fig. 9. It can be found that ||e(k)|| derived
with the deception attacks is larger than that obtained under
the nonattack scenario, which reveals the influence of the
deception attacks on system performance. It is also worth
noting that ||e(k)|| will tend to zero even under the deception
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40

30

'
i
20 -
i
i

State responses

0 10 20 30 40 50 60
Time (k)

Fig. 7. Trajectories of xj(k) (i =1,2,3,4).
a = 0.7
|
E
0
0 m 20 % 50
Time (k)
ay = 0.5
R
" 0
0 m 2 m m 50 m
Time (k)
a3 =03
—_ !
« [0 1 I 1 [
0 o 20 30 [ 50 ©
Time (k)
ay = 0.6
o
- o
0 m 2 m m 50 m
Time (k)
Fig. 8. Occurrence of deception attacks «;j(k) (i =1, 2,3, 4).
10
— — —[e(k)|| with deception attacks
9 ||e(k)|| without deception attacks | -|
8 T
I
15 |
|
1 |
|
05 \\
\
[ 5 = 10
10 20 30 40 50 60
Time (k)
Fig. 9. |le(k)|| obtained with and without the deception attacks.

attacks, which further confirms the efficiency of the devised
synchronization control method.

V. CONCLUSION

In this article, for a discrete-time CN with crowded, delayed
internode communication network and vulnerable N-CA, a
synchronization control method has been proposed to assure
the desired performance of the considered system. Focusing
on the internode communication network, RR protocol has
been introduced to efficiently schedule nodes that generate
traffic with the same destination; meanwhile, the time-vary and
burstiness of the coupling delay have been well depicted by a
probabilistic interval model driven by a Bernoulli parameter.
For the sliced N-CA, the deception attack occurred on each
of channels has been independently modeled by a different
Bernoulli process. Based on the formal description of the
considered scenario, a novel synchronization error model for
the CN has been constructed. Then, decentralized controllers
have been designed by recurring to Lyapunov stability theory
and LMI technique. Simulation results obtained over CNs with
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complete and noncomplete graph topologies have illustrated
the performance of the proposed synchronization strategy.

In future work, we will take

into consideration of

multichannel internode communication network, based on
which each node in CNs can receive signals from multiple
neighbors at each time instant, and then explore the security
synchronization control for CNs with multichannel oriented
RR protocol.
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