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ARTICLE INFO ABSTRACT

Keywords: This paper is concerned with the security consensus control issue for discrete-time multiagent
Multiagent systems (MASSs) systems (MASs) on the basis of a reinforcement learning (RL) approach. Considering the
Reinforcement learning (RL) effects of denial-of-service (DoS) attacks, a novel control protocol is proposed to deal with

Denial-of-service (DoS) attacks

the H_, consensus problem. Firstly, a O-learning algorithm is put forward under the directed
H_, consensus control

graph, which can obtain the target gain matrices without any system dynamics information.
In addition, the obtained gain matrices and Lyapunov function are employed to demonstrate
that the MASs can reach security consensus. Moreover, the proof of H, consensus under
undirected graphs is derived using the designed Q-learning algorithm. In the end, the simulation
experiments are given to verify the correctness of the designed control strategy.

1. Introduction

Recently, multiagent systems (MASs) have been increasingly concerned by many researchers due to the continuous expansion of
their application range [1-6], such as artificial intelligence, biological ecology, and communication control. Especially, consensus
behavior has sparked many valuable discussions as the most basic behavior of MASs [7-11]. The purpose of consensus control
scheme is to achieve the desired consistency among all intelligent agents. To our knowledge, many research issues on consensus
have been conducted in the secure communication environment [12,13]. In practical, there are many unsafe factors in the process
of agents communication, such as cyber attacks, packet loss, and network delay, which will reduce communication quality and even
cause system fluctuations [14]. Therefore, the security consensus problem of MASs suffering from network attacks needs to be paid
attention to ensure normal system communication.

In MASs, network attacks are divided into two situations [15,16]. The first is that when a malicious cyber-attacks assault an agent
in the communication networked diagram, the agent will be deleted, the second case is the communication interruption caused by
cyber-attacks. As a common type of cyber-attacks, denial-of-service (DoS) attacks frequently occur in engineering practice [17-
20]. It should be noticed that the open communication network can be unpredictably blocked under DoS attacks, which lead to
the phenomenon that the signal cannot be normally sent to the controller [21-23]. Therefore, it is requisite to explore a security
control policy for MASs. At present, some achievements have been made to resist the impact of DoS attacks. For example, an
input-based event-triggered control strategy was put forward for MASs against DoS attacks in [24]. Liu et al. [25] concentrated on a
secure leader-following controller design for MASs with replay and DoS attacks. Considering the impact of DoS attacks and actuator

* Corresponding author.
E-mail address: liujinliang@vip.163.com (J. Liu).

https://doi.org/10.1016/j.jfranklin.2023.11.032
Received 28 June 2023; Received in revised form 15 October 2023; Accepted 18 November 2023

Available online 25 November 2023
0016-0032/© 2023 The Franklin Institute. Published by Elsevier Inc. All rights reserved.


https://www.elsevier.com/locate/fi
http://www.elsevier.com/locate/fi
mailto:liujinliang@vip.163.com
https://doi.org/10.1016/j.jfranklin.2023.11.032
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jfranklin.2023.11.032&domain=pdf
https://doi.org/10.1016/j.jfranklin.2023.11.032

J. Liu et al. Journal of the Franklin Institute 361 (2024) 164-176

failures, the authors in [26] investigated a control strategy for nonlinear MASs by utilizing interval Takagi-Sugeno fuzzy model. Li
et al. [27] and Feng et al. [28] discussed the security synchronization problem of discrete-time MASs under DoS attacks.

It is worth mentioning that the specific dynamics (A, B, D) needs to be obtained in the aforementioned results. However, the
accurate system information is usually hard to acquire in the practical implementations. Thus, the aforesaid control schemes are
inapplicable for the system with unknown dynamics. In an effort to solve this difficulty, with the assistance of reinforcement learning
(RL) method [29-31], researchers have proposed several model-free algorithms to achieve the expected system stability of unknown
system dynamics or optimal consensus of MASs [32-35]. The authors in [32] designed a consensus controller for MASs by using RL
method. In [33], Long et al. put forward two Q-learning algorithms for discrete-time MASs to attain state feedback control. And the
consensus issue was investigated for nonlinear MASs with external disturbance in [34]. Based on the Q-learning, the authors in [35]
designed an optimal controller for unknown MASs. Although some effective control methods for the consensus of MASs have been
presented in the above literature, these results did not take the network security into account. Therefore, the consistency of MASs
subject to DoS attacks will be explored in virtue of a RL algorithm, which is the prominent innovation of this article.

Mluminated by the aforesaid investigation, a RL-based security consensus control policy is proposed for MASs subject to DoS
attacks. The significant features of this article are outlined as follows:

(1) The published literature [30] have addressed the consensus control issue for discrete-time MASs. However, the adverse impact
of cyber-attacks has not been taken into account. It is widely noticed that DoS attacks may degrade the system performance
due to its attack manner. Towards this end, we endeavor to develop a secure consensus control scheme for MASs against DoS
attacks.

(2) A model-free O-learning algorithm is designed to derive the optimal control gain matrices. In contrast to [27], the target gain
matrices can be iteratively acquired without any system dynamics information. With the assistance of the proposed algorithm,
the desired H consensus for MASs can attain under the negative effect of DoS attacks.

The rest of this work is arranged as follows. In Section 2, considering DoS attacks, a new control protocol is constructed. In
Section 3, the Q-learning method and Lyapunov function are used to derive the optimal controller. In Section 4, simulation results
are given to demonstrate the effectiveness of the proposed approach. Finally, the conclusion is given in Section 5.

2. Problem formulation
2.1. Graph theory knowledges

Consider a graph G = (V, E,D) with » agents. Define V = {v,,v,,...,v,} as the node set, E = {(v;, v;) v, v; €V} is edge set, the
row stochastic matrix is denoted as D = [d;;] € R"™", which represents communication between all agents with d; > 0, Z;’=1 d;=1
and

di;>0,if(v;,v;) €E
d,'j =0, if(UisUj) #E

1, represents the identity matrix. I, — D is a particular Laplacian matrix, with

Re(4,(1, = D)) < Re(A,(I, = D)) < -+ < Re(4,(1, = D)).
2.2. System descriptions

Consider the following MASs with n agents
x;(k + 1) = Ax;(k) + Bu;(k) + Ew;(k) (€]

where i = 1,2,...,n; x;(k) € R” represents the system state, u;(k) € RY is the control input, w;(k) € R* indicates the external
disturbance of the ith agent, respectively. A, B and E are unknown system matrices with suitable dimensions.

Before proceeding to the main discussions of this article, the assumptions and lemmas are listed as
Assumption 1 ([34]). The (A, B) is stabilizable, (A, C) is observable, and |1;(4)| < 1(i =1, ..., n).
Assumption 2 ([36]). G is a strongly connected and balanced directed graph or G is a connected undirected graph.
Assumption 3 ([37]). The transmission signal will be completely lost if the communication channel is under DoS attacks.

Lemma 1 ([30]). For the directed graph G under Assumption 2, ﬁ < Re(A,(I,, — D)) holds.

Lemma 2 ([30]). For the undirected graph G under Assumption 2, ﬁ < A, — D) holds.
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2.3. Problem formulation

In practical implementations, it is difficult to accurately obtain the system dynamics. To overcome this difficulty, a O-learning
algorithm will be adopted to derive the gain matrices without knowing the system dynamics. In order to obtain the gain matrices,
the following control protocol is proposed

wi(k) = a()K Y dy;(xi(k) = x;(K) @
j=1

J

where K € R%% is the controller gain, a(k) represents whether the DoS attacks are in presence at instant k and the specific meaning
of a(k) is as follows:

0, if DoS attacks are active,
a(k) = 3)

1, otherwise.
The stochastic variable a(k) obeys the Bernoulli distribution taking values on {0, 1} and the corresponding probabilities are
{Pr{a(k) =l)=a,
Pr{iak)=0}=1-a,
where @ € (0,1) is a known constant. Apparently, E{a(k)} = E{a?(k)} = a.

Remark 1. The control protocol shown in (2) is resultant from the influence of the DoS attacks. Specifically, a(k) = 1 means the
actuator successfully receives information from the controller and a(k) = 0 otherwise.

Remark 2. Motivated by [38,39], the randomly occurring DoS attacks are modeled by a Bernoulli stochastic variable a(k). As stated
in [40,41], some attack detection methods can be utilized to obtain the relevant information of DoS attacks through monitoring the
communication network. Thus, the given probability a can be acquired accordingly.

In the work, under the impact of DoS attacks, the optimal security consensus control problem is addressed by applying RL
approach. Here, the design goal of this paper is presented as follows:

1. For all x;(0) and w,(k) = 0, lim,_ ,, [lx;(k) — x; (k)| = 0.

2. For x;(0) = 0, the following condition is satisfied:

E { D [x()" Ox (k) + ulke)” Ru(k)]} <7r’E { > w(k)Tw(/o} @
k=0 k=0

where x(k) = [x] (k), x3 (k), ..., xE (), uk) = [ul (k), u] (k), ..., ul (01", w(k) = [@! (k), ] (), ..., o} ()]". Besides, y > 0 denotes
performance level and Q > 0, R > 0 are known weighting matrices.

Define a virtual control input ¢;(k) = a(k)(pif (k) and a disturbance f;(k) = Lx;(k), where qoif (k) = cKx;(k) represents the auxiliary
control variable, ¢ is a constant to be determined, and L denotes the gain matrix to be devised. Then, the system (1) is expressed
as

x,(k + 1) = Ax;(k) + B, (k) + E f,(k). (5)

For simplicity, x;(k), ¢;(k), (pl.f(k) and f;(k) are denoted as x;;, @i, (p‘.j;c and f;, in the following, respectively. The goal of the
work is transformed into obtaining optimal ¢, and the worst f}; .
To achieve the goal, the following value function V (x;;,) is defined:

V(xy)=E { PIRUCTRIS f,-k)} (6)
i=k
where J(-) is the performance function with the following form:
JXigs Pige> fir) = xﬁQxik + (Pﬁprik - sz,-ifik- (7)

According to [42,43], regarding the virtual control input ¢, and the disturbance f;, as two players, the H_ consensus control
problem in this article can be seen as a zero-sum game problem. According to the Bellman optimality principle, we are committed
to solving a minmax problem under DoS attacks as

V() = min "}iXE {J it @it [} +V (Kigesr))- ®)
Referring to the method in [44], the value function (6) has a quadratic form depending on x;, as
V(xz) =E {x} Px; } ©)
where P > 0 is a symmetric matrix which will be designed later.
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Then, the H_ consensus Q-function is given as
O @it fir) = E{T i 011 Fi) ) + V (Xigiy1y)- (10)
For the simplicity of the formulas, O(x;, @;, fi;) in the following is represented as Q. Define the augmented vector =, =
[xirk ((ﬂﬂ )y fii]T. Combining the conditions (7) and (9), the expression (10) can be derived as
Q=E {xﬁQx,-k + <piTkR<pik - nyiiﬁk} +E {xika-l)Pxi(kH)}
=E {x].Ox; + 0}, Roy — v [ fir }
+ E{(Ax; + Boy + Ef; )T P(Ax; + Boy + Efy)}
an

Ral
=

.

Ny Nppo Ny | ik

=g Ny Ny Ny (p[fk

fik N3 Ny Ny fi
— ————

EOE

N
where N;; = ATPA+ Q, N, = @ATPB, N;; = ATPE, N,; = aB"PA, Ny, = a(R+ B'PB), Ny; = aBT PE, N;; = ETPA,
Nj, = @ETPB, and N3y = ET PE — 1.
Since the Q-function has a bearing on ¢;, and f;, target gain matrices K* and L* are solved by % =0, % = 0. By utilizing
the formula (11), we have

K* =m(Ny — Np3(N33) ™' N3p) (Np3(N33) ™' Nyp = Nyy)

B ~ 12)
L* =m(N3; = N3y(Npp) ' Nyg) T (N3p (Npp) ™' Ny = Niy)
. 1
with m = vy
Based on the expression of =,, we have
= 5TNE,. s
Then, formula (13) is linearly parameterized as
QE)=NTE, 14)
where
NT =[n1,2n1, ..., 201,10y, 2093, ..., 2, ... gy )T (15)
and
- -2 —_— —_ — —_
=k = [:’.k(l), Zik(1)=ik(2)s e > =Zik(1)=ik(l)? 16
=2 = = = = =2 ]T (16)
“ik(2)> Tik(2)=ik(3)s c v 0 =ik(2)=ik(1) 0 = ik(l)

in which n;; is the element in the ith row and the jth column of matrix N, i,j = 1,...,[, I = p+q+s, 5y, is the vth component of
vector Zj;.
Then, the formula (14) is presented as

NTEy =x} Oxy + d(fPﬂ)TR(P,-/;( -7 fh S+ N Ejnn)- an

According to the formula (17), Algorithm 1 will be put forward to derive matrix N online and obtain the optimal consensus
controller.

Remark 3. Note that many existing available results about consensus control problems drew support from Q-learning algorithm
for different systems on the premise of reliable communication channel, which is unrealistic in some cases. In this article, we aim
to design a security consensus control method using the Q-learning algorithm for discrete-time MASs under DoS attacks, which is
still challenging nowadays.

Remark 4. In Algorithm 1, probing noises p;, and g;, introduced in control input and external disturbance are inspired by the recent
work [45], which can assure the condition of policy evaluation. Since the probing noises have not any impact on the formulated
O-function, the choice of probing noises is not a key issue. It should be noted that the sinusoidal function and exponential attenuation
function are often used as the probing noises in many literatures [46]. Hence, the similar probing noises are also adopted in this
paper.
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Algorithm 1 Model-Free Q-Learning Algorithm

procedure SySTEM INITIALIZATION:
Set the iteration number j = 0, maximum iterations j,,.
Start with N° > 0, K® =0, L° =0, ¢, = cK xy + py and fy = Lxy + gy

procedure REPEAT:

1(1+1)
1. Record G > "("T“) groups data of (X, @ik, fir> Xik+1)> Pick+1)» fik+1)) at time k to form the data matrices M € R ™2 e

Oe RGXI

—_rsl =2 =G
M=[5), 25, 201

—r1J! - =1 1 NvJi—IT 52
O=[J+(NFT)TEL L e (WOTE2 18)
G N/-I\T =G T
JO+(NITHTEC T

2. Obtain N/ by
N E, = 2T Oxy + @@l Rel, — P T fu + DT E - 19)
3. Update (pg( =cKix; + py and fy = Lix;, + gy, using
i N Joonid Ui =1 end ond Y J
K’ =m(Ny, = Ny (Ny)  Nyp)7 (Nyy(N3p) - N3 = Ny)), (20)
i N Joond Y I 1w o I j
L) =m(Ny; = N3, (N3y) Ny W (N3, (N3y) - Ny = Ny,
4. Stop
if j > j,, then
Output the N/, gain matrices K and L.

else
set j = j+ 1 and go to step 1.

3. Main results

In what follows, the secure consensus of the concerned MASs can be ensured to achieve by virtue of the selected Lyapunov
function from directed and undirected graph.

Theorem 1. Under Assumptions 1-2, the MASs (5) under directed graph with formula (2) is able to reach secure consensus, where the
optional control gain K* as well as worst disturbance gain L* are acquired from Algorithm 1 with

4n(n—1)+2V4n?(n—1)2 =3 < c < 8n(n —1). (21)
Proof. Substituting the virtual control input ¢;; = ca(k)Kx;, and the disturbance f;, = Lx;, into the condition (11), we get
Q=E {xl?,;Qx,-k + @l Roy — v fF fu + xﬂk“)Pxi(kH) }

=E {x] Ox; + ¢} Roy; — J’Zf,lfik} +E{(Ax + Boy + Ef;)" P(Ax;,

+ Boy + Efy)} (22)
=E{x] Ox; + ?a®(k)x] KT RKx; —y*x] LT Lx ;. } + E{(Ax;;, + ca(k)
X BKx;, + ELx;)T P(Ax; + ca(k)BKx;, + ELx;)).
By calculation, the formula (22) is written as
Q=x710+c*ak"RK — y*L"L + Ay, + cdApK + AL+ caK” By,
+ @K By K + caKT Byy L+ LT & + caLT £,K + LT &35 L1x;,
[0) AT I ca I
=x3;€,%{ c2aR + BT ca c2a cal|P
-2 ET||IT eca I
A (23)
X B }%Tx,»k
E
=x;( Px;;

with # = [I KT LT|, A, = ATPA, A, = ATPB, A3 = ATPE, By, = BT'PA, B,, = B'PB, By; = B'PE, &, = ETPA,
&, =E"PB, &, =ETPE.
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Then, we can get

o-pP AT I ca I
xﬁ%{ c2aR + BT ca ca|P

—y2r ET|| T ¢

K Q
~

(24
A

X B }%Txik =0.
E

In what follows, the discrete-time MASs will be proven to reach secure consensus with formula (2), where K is calculated through
Algorithm 1. First, design an error function z(k) = (0(I,,—D)® I,)x(k), and I,—D = ©~'RO, with R € R™" being an upper-triangular
matrix with A,(I,—D) as the diagonal terms. Then, the consensus is reached if z(k) = 0, i.e., x;(k) = --- = x,,(k). And the error function
z(k) is represented as

zZtk+1) =0, -D)® I,)x(k+1)
=0, -D)RI ), @A+, —-D)® a(k)BK

(25)
+ I, ® EL]x(k)
=[I,® A+R® a(k)BK + I, ® EL]z(k).
Design an auxiliary system
Zk+1)=[I,® A+R® a(k)BK + I, ® EL]Z(k) (26)

with R = diag{4,I, = D), ..., 4,1, — D)}, Z(k) = z(k).

When w;(k) = 0, according to the formula (12), we can derive that K = —mNz‘z1 Ny, = —m(R + BT PB)"! BT PA. Subsequently, it
is apparently observed from the condition (21) that c¢?m? — 2cm > —3/[4n*(n — 1)2].

Then, construct a Lyapunov function as

V(k)=E{ZH (U, ® P)i(k)}. 27)

According to the method used in [32], the following condition can be deduced by applying Lemma 1:

AV =V (k+1) =V (k)
Am
-H 3 " _ V (28)
:nzi (k)[A“ - P - maﬂ]z,(k)
<nZH ([ Ay — P+ (*m* — 2em)aIT1Z;(k)

<nzZH()[A, - P+ (4m* - a1z, (k)

where IT = ATPB(B” PB + R)"! BT PA.
On account of the Egs. (22) and (24), it is obvious that

Ay — P+ (2m? = 2em)all <0 (29)

which implies 4V (k) < 0. Then, we have lim_,,, ||x;(k) — x;(k)|| = 0, and the consensus control goal for the MASs (5) is attained.
For convenience, we denote the eigenvalue of I, — D as 4;. When w;(k) # 0 and x;(0) = 0, in terms of condition (4), with
V(o0) = lim;_,,, V(k) > 0, we can derive that

J= E{ Z[ZT(k)QZ(k) + a(k)i" (k)Ri(k) — y?&" ()d(k)+ A V (k)]
k=0

— [V(e0) - V(O)]}

< E{ Z[ET(k)QZ(k) + a(k)i® (k)Rii(k) — y*&" (k)d(k)+ a V (k)] }

k=0

k=0

E{ Y ET ()QZ(k) + alk)i” (k) Rii(k) — y*@" (k)@(k) + 21 (k). Z(K)] }

0 n
=3y {*T(k)Qz (k) + @ii] (k)R (k) — y2@] (k) (k) + 2/ (e)(A
k=0 i=1
LA K + AL+ A4,aKT By + | 4,12aKT By K + LT & + A,aKT Byy L

+ LalTEpK + LT &L - P)Ei(k)}
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M

> {ZiT(k)QE,-(k) +aii] (k)Rii;(k) = @] (k)@ (k)
i=1

k=0

-P AT T A& T
+ 2 (k)t%{ 0 + BT rna |yRe Aa
0 ET|| 1 A I
A
x P B }@Tz,-(k)} (30)
E

]
Ms
o=

—

Ny
S

=

N

—
Q
|
~
>
N
=

~
Il

+
— <
b
~

—yZI

I ra I A

BT ra |ARa ralP B }«%Tii(k)}
ET|| 1 A T E

where o =[I, @ A+ R®a(k)BK + I, @ EL]"(I, ® P)[I, ® A+ R® a(k)BK + I, ® EL]1 - I, ® P, ii(k) = (R ® K)Z(k), d(k) = LZ(k).
From the formula (4), one can obtain

E { Y [Z()T QZ(k) + ii(k)" Rii(k)] } <7’E { > c?)(k)TcT)(k)} . (31)
k=0 k=0

Based on (24), one has

0 AT -1 —ca - A
—c%aRr + BT —ca —c*a —cal|P B
y2I ET|| -1 —-ca -I E
(32)
o-P
= 0 .
0
Substituting the formula (32) into (30), we get
o n 0 AT
J < ZZE,.”(k)%{ (14,1> = cHaR + BT
k=0 i=1 0 ET
(33)
0 (A4 —c)a 0 A
x| —oa (42=-cHa (4 -coa|P B }%Tii(k).
0 (A4 —c)a 0 E
Let
0 (4 —o)a 0
S=|l(4-0a (4y*-chHa 4 -oal. 34)
0 (A4 —c)a 0

Obviously, the matrix S is negative definite and |4, |2=c2 < 0 with |4;] < 1, thus, J < 0. Then, the MASs (5) can achieve consensus
control, which completes the proof. [ |

In what follows, we will discuss the case of the undirected graph. Using Algorithm 1 to compute the gain matrix K, the value
of m needs to be changed. The relevant results and proof are presented as follows:

Theorem 2. Under Assumptions 1-2, the MASs (5) under undirected graph with formula (2) can get secure consensus, where the optimal
control gain K* as well as worst disturbance gain L* are acquired from Algorithm 1 with

4n(n—1)+2V4n2(n—-12 =7 <c < 8n(n—1). (35)

Proof. Choose a Lyapunov function as

Vik) = E{Z" (), ® P)Z(K)} . (36)
Based on Eq. (12), we can derive that K = —mN2‘21 Ny, = —m(R + BT PB)"'BT PA when w;(k) = 0. With formula (32) and
m= ﬁ, we can deduce ¢?m? — 2cm > —=7/[4n(n — 1)2].
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01 T 01

0.2

0.1 0.1

Fig. 1. Directed topology.

In light of the approach in [32,34], the following results can be obtained:
AV (k) =V (k+1) -V (k)
. SH 21,12 > 37)
< Y EHROLA + am? |4 2T = 2amA, T = P1Z,(K).
i=1

On the basis of Lemma 2 and the demonstration given in [32], it is evidently concluded that 4; > 4/[n(n—1)] and |4,| < 2. Then,
AV (k) is represented by

AV (k) <nZH (k) A, — P + (4m® — S Yall]z;(k)
! nn—1)

—nzH _p_- T amz (38)
nz{' (k) Ay — P 4n2(n_1)2aﬂ]z,(k)

<nZf ()[4}, - P+ (Pm? = 2cm)all1Z (k).
From (22) and (24), we have

Ay = P+ (2m? = 2cmyall <0 (39)

which implies 4V (k) < 0. Then, lim,_,,  [Ix;(k) — x;(k)|| = 0 can be obtained, that is the MASs (5) can achieve consensus control.
On the other hand, for the situation that w;(k) # 0, the relevant proof can also be finished similar to the proof of Theorem 1.
Thus, the consensus control for MASs (5) under undirected graph can be achieved, which completes the proof. [ ]

4. Simulation examples

In the section, simulation results are shown to illustrate the validity of the designed secure consensus control method. In addition,
the directed graph and the undirected graph are considered respectively.
Consider the MASs with five agents, the system matrices are

095 0.1 0 0.15
A= [—0.8 0.3] B= [—1] E= [—0.4]
which satisfies Assumption 1.
Case 1. As shown in Fig. 1, G is a directed graph, where

08 0 0 0 02
01 08 0 01 O
D=f0o1 0 09 0 0
0 o 01 09 O

0o 02 O 0 08

The original states are selected as x;(0) = [-3.1,-3.2]7, x,(0) = [-2.1,2.2]T, x5(0) = [1.1,—-4.3]", x,(0) = [2.1,-2.5]T, x5(0) =
[-1.0,-3.4]7. Set initial parameters as y = 0.95,m = ssl_o’c = 159.94, 0 = 100,R = 10, K% = [0,0], L° = [0,0]. The occurrence
probability of DoS attacks are set as 1 —a = 0.2.

By Algorithm 1, the gain matrices K and L are eventually computed as

K =[0.0207 0.0067], L =[-0.0808 —0.0084].
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Using the above control policy generated by Q-learning algorithm, Fig. 2 shows the responses of system states x; in Case 1, which

illustrates that the system can gradually reach consensus through our designed method. Fig. 3 describes the control input ; in the
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Fig. 6. The responses of x; in Case 2.

presence of DoS attacks. Moreover, the convergence process of gain matrices K and L are depicted in Fig. 4. Based on the above
observations, it is evident to conclude that the designed security consensus control strategy is effective under the directed graph.
Case 2. In this case, G is undirected as Fig. 5, where

02 05 02 0.1
05 05 0 0
02 0 03 05)
01 0 05 04

D=

Then, the original states are selected as x,(0) = [-1.1,3.2]7, x,(0) = [-3.0,-2.8]", x5(0) = [1.8,-2.3]", x,(0) = [1,-2.5]". Other
initial parameters are selected to be y = 0.95,m = ﬁ, =958, 0 =100,R =10, K° = [0,0], L° = [0,0]. The occurrence probability of
DoS attacks is 1 —a = 0.2.

According to Algorithm 1, the matrices K and L are computed as follows:

K =[0.0345 00112], L =[-0.1347 —0.0140].

In the following, we will present the case where the topology is an undirected graph. The system states x; and the control input
u; are plotted in Figs. 6 and 7, respectively. It can be observed from Fig. 6 that consensus performance of the MASs can be satisfied
gradually despite the DoS attacks. Fig. 8 represents the learning process of control gain K and the disturbance gain L, respectively.
Apparently, when the malicious DoS attacks occur, the data transmission can be blocked such that the control input u; becomes zero.
Under such a negative impact, the proposed security consensus goal can still be achieved according to Fig. 6. Thus, the effectiveness
of the applied control scheme is validated from the undirected graph.

5. Conclusion

In the article, the issue of security consensus control has been discussed for the MASs under DoS attacks using RL methods.
Considering the DoS attacks, a new control protocol is proposed to solve the H_ consensus problem. Based on the topological

173



J. Liu et al. Journal of the Franklin Institute 361 (2024) 164-176

0.05 T T
________ u
0.04 — g
=i=is=Us
003} i :
002 DoS attacks
-]
Z 001} 1
]
£ 0 !\ P
g v
3 -0.01 R
v
002} 4,5/ 1
v
/
-0.03 ¢ b
'
-0.04 | ]
005 . . . . .
0 10 20 30 40 50 60
Time(k)
Fig. 7. Control input u,; in Case 2.
0.035 0
0.03 -0.02
0.025 -0.04
0.02 -0.06 |
=) N
0.015 -0.08
0.01 011
0.005 | -0.12
0 -0.14 ! ! !
0 0 2 4 6 8
Iteration Iteration
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structure of graphs, a Q-learning algorithm for the system has been put forward, which can obtain the optimal gain matrices without
any system dynamics information. In the end, the simulation experiments have been given to demonstrate the correctness of the
designed strategy. Further research directions will include the security controller design for MASs subject to multiple cyber attacks,
which are consisted of DoS attacks, deception attacks and so on. Meanwhile, taking the restricted communication resource into
account, the secure event-triggered control scheme will be investigated for MASs.
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