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ABSTRACT

In this paper, the secure observer-assisted Takagi-Sugeno (T-S) fuzzy tracking control issue for non-linear networked control sys-

tems (NCSs) with communication constraints is comprehensively investigated. Firstly, to deal with the limited network bandwidth,
anovel two-stage data transmission scheme (TS-DTS), which employs an adaptive event-triggered mechanism (AETM) and round
robin (RR) protocol, is proposed to effectively reduce bandwidth pressure as well as to avoid potential data collision. Meanwhile,
considering the frequent occurrence of cyber attacks in a networked environment, deception attack that seriously threats the data

integrity is particularly concerned and elaborately modeled. Then, an augmented T-S fuzzy system is constructed based on design-

ing the framework of the observer-assisted tracking controller in aid of solving the considered problem. Subsequently, the observer

and controller gains are devised with the analysis of sufficient conditions for the stability and H_, tracking control performance
of the established system. A simulation example is finally conducted to verify the availability of the proposed T-S fuzzy tracking

control approach.

1 | Introduction

Nowadays, networked control systems (NCSs) have been
widely adopted in diverse applications due to their ability to
cost-effectively achieve flexible and reliable control by leveraging
mature communication network technologies [1]. In view of
this, many research efforts have been devoted to the design
and analysis of control strategies for NCSs [2]. However, the
specific studies are often hindered by the non-linear character-
istics presented by NCSs. Unfortunately, given the difficulties in
accurately modeling system features and the complexities of the
external environment, it is hard to ignore the non-linearity in

practice [3]. To establish feasible control methods for non-linear
NCSs, the Takagi-Sugeno (T-S) fuzzy model has attracted great
research concerns as it can represent the dynamics of non-linear
systems via a group of linear sub-models based on “IF-THEN”
rules [4]. Actually, by further introducing membership functions
(MFs), the sub-models can be properly integrated to achieve
efficient linear approximation for non-linear systems [5].

Given the mentioned powerful capability of the T-S fuzzy model,
lots of works with different focuses have been conducted on
T-S fuzzy systems. For instance, the authors in [6] discussed
the design of fuzzy security filter based on a multi-domain
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event-triggering strategy; quantitative sliding mode control for
fuzzy systems with communication protocols was studied in [7];
taking the external disturbances into consideration, tracking con-
trol for fuzzy systems was explored in [8]. It is worth noting that
tracking control is now getting significant attention due to its
widespread use in practical applications, such as autonomous
driving, trajectory prediction, and path positioning [9-11]. In
fact, compared with traditional control problems, tracking con-
trol is more complicated since both the system stability and track-
ing performance should be effectively guaranteed. Therefore, it
is critical and challenging to investigate tracking control issues
based on the T-S fuzzy model. Although some interesting related
results have been presented [12, 13], but they assume that system
states can be acquired precisely which is hard to be realized. In
consideration of this, designing observer-based T-S fuzzy track-
ing controllers is more desirable [14, 15], and which will be the
primary focus of our study.

Despite that the difficulty in obtaining accurate system states
can be eased by introducing an observer, the research on
fuzzy tracking control for non-linear NCSs is still encum-
bered by network-induced imperfections, and a major one
being limited network bandwidth. For mitigating the impact of
bandwidth-constrained communication, event-triggered mech-
anism (ETM) is proposed to reduce network load by filtrating
unnecessary system signals, that is, if the error between the cur-
rent sampled data and latest transmitted data is less than a pre-
defined threshold, the current signal will be viewed as unnec-
essary and then be discarded [16, 17]. Given the advantage of
ETM, it has been widely employed in many practical scenar-
ios, e.g., distributed computing systems [18], smart grids [19]
and autonomous vehicle systems [20], to enhance system perfor-
mance. We would like to note that the event-triggering thresh-
old will significantly affect the performance of ETM. In con-
ventional ETMs, the thresholds are set to be constant and then
lack of adaptability. So, adaptive ETM (AETM), in which the
event-triggering threshold is dynamically adjusted to adapt to
the variation of system states, is becoming popular recently [21].
Based on AETM, some observer-assisted T-S fuzzy tracking con-
trol strategies have been proposed for bandwidth-limited NCSs.
For example, the observer-based fuzzy adaptive event-triggered
collaborative control issue over single-input and single-output
uncertain non-linear systems was investigated in [22]; by using
distributed observers, adaptive event-triggered tracking control
for fuzzy multi-agent systems with input saturation was studied
in [23]; an observer-based fuzzy command filtered tracking con-
troller was developed in [24] for first-order uncertain non-linear
systems with sensor faults and AETM.

As aforementioned AETM can effectively alleviate the constraint
of communication resources, however, the data collision among
multiple data generators at each event-triggering instant is still
unavoidable under bandwidth-limited scenario [25], which will
degrade system performance substantially. Towards this end,
many network communication protocols, such as random access
(RA) protocol [26], weighted try-once-discard (WTOD) protocol
[27] and round robin (RR) protocol [28], have been introduced.
In particular, the RR protocol in which competitors will be
scheduled one by one in a cyclic manner is gaining prevalence

owing to that it can guarantee conflict-free and fair data transmis-
sion with low implementation complexity. The practical applica-
tions of RR protocol can be found in many areas, such as resource
allocation in cloud computing [29], task arrangement over mul-
titasking systems [30] and signal scheduling for power supply
systems [31]. In the literature, some RR-based control methods
have also been offered for T-S fuzzy systems with limited band-
width [32, 33]. Nevertheless, to the best of our knowledge, none
of the existed works investigates fuzzy tracking control issue over
RR-enabled non-linear NCSs, not to mention integrated using
AETM and RR protocol to support the solving of the discussed
problem. Therefore, this paper will tackle the observer-assisted
tracking control problem over T-S fuzzy systems with event- and
protocol-based communication.

In addition to limited communication bandwidth, stochas-
tic cyber attack is another challenge in designing an efficient
fuzzy tracking control approach. In practice, various types of
cyber attacks, e.g., replay attack [34], denial-of-service (DoS)
attack [35] and deception attack [36], are launched by attackers
with different focuses. Among these, deception attack poses
significant risks to data integrity given that they always try to
replace the original signal with malicious data; moreover, the
attack is difficult to be a timely detected since it can mimic the
normal data pattern. Hence, the influence of deception attack
will be seriously taken into account in this study. Secure fuzzy
control for non-linear NCSs subject to deception attack has
already attracted many interests of scholars. The authors in
[37]. discussed the observer-based consistency control problem
over fuzzy multi-agent systems threatened by deception attack;
the adaptive security control problem for a class of non-linear
multi-agent systems under deception attack was studied in [38].
However, neither of the researches shares the same objective
with our work. In [39], the event-based tracking control issue
over networked switched fuzzy systems was addressed under
a deception attack scenario, but the proposed method can not
be applied to our studied problem since that data collision and
observer are not considered.

Based on the above discussion, in this paper, we will dedicate
to devising a secure observer-based fuzzy tracking controller for
non-linear NCSs constrained by limited network bandwidth and
deception attack. The main contributions and novelties of the
work are listed below.

+ A novel two-stage data transmission scheme (referred to as
TS-DTS), in which an AETM is employed to actively reduce
network traffic load at the first stage and RR protocol is
used to avoid potential data collision at the second stage,
is proposed to comprehensively mitigate the influence of
the limited bandwidth on tracking performance. Compared
with [23, 24, 40] which adopt either AETM or communica-
tion protocol to deal with the bandwidth constraint in fuzzy
tracking control, the proposed TS-DTS can not only reduce
communication traffic but also enable fair and conflict-free
data scheduling, so as to effectively respond to the commu-
nication limitation.

« On the basis of TS-DTS and formally describing the action of
deception attack, an observer-assisted fuzzy tracking control
system model is constructed to support the solving of the
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studied problem. Compared to [8, 12, 13] without using
an observer, the established framework can well handle
the practical circumstance that the accurate system state
is difficult to obtain. Moreover, differing from the existing
observer-based fuzzy tracking models reported in [14, 15,
41], both communication constraint and deception attack
are considered in the constructed model, which will enhance
the applicability of the proposed method.

« Based on analyzing the sufficient conditions for the stochas-
tic stability and H_, tracking control performance of the
established system, a new fuzzy tracking control method
is designed to achieve desired tracking effectiveness under
the envisioned complicated scenario. Although some simi-
lar analysis frameworks have been employed in the literature
[14, 42, 43], the devised method focuses on a unique analysis
target, and thus different analyzing processes and outcomes
are presented in this work.

The rest of the paper is organized as follows. In Section 2, the
system model, proposed TS-DTS and considered deception attack
are first introduced, and then the problem formulation is pre-
sented accordingly. In Section 3, sufficient conditions ensuring
the stochastic stability and H, tracking control performance of
the envisioned T-S fuzzy system are analyzed, which is followed
by the devise of the observer-assisted fuzzy tracking controller.
The performance of the proposed tracking control method is ver-
ified via simulations in Section 4. Section 5 makes the conclusion
of the paper.

2 | Problem Statement

In this paper, we consider a non-linear NCS described by T-S
fuzzy model with s rules, and the i-th (i =1,2, ...,s) rule is
depicted as follows.

Plant Rule i: IF y,(h) is Y and uy(h) is Yy, ..
Y,,» THEN

and p,(h) is

x(h+ 1) = A,x(h) + Bu(h) + E,w(h)
y(h) = C;x(h)

0

where pu,(h) (g =1,2, ...,q) are the premise variables and Y,
are the fuzzy sets; x(h) € R"x, y(h) € R" and u(h) € R"« denote
the system state, measured output and control input, respec-
tively; w(h) € R"» represents the external disturbance that lies in
L,[0, ); A;, B;, C; and E; are known system matrices with com-
patible dimensions. Actually, given the merits of the model (1),
e.g., preferable robustness, flexibility and scalability, it has been
widely used to depict various non-linear psychical systems, such
as transportation systems and power systems.

Denoting u(h) = [u,(h), uy(h), ..., ,uq(h)]T and following the
weighted defuzzification process, the above introduced T-S fuzzy
system can be formulated as below.

xth+1)= Zvi(u(h)) [4;x(h) + Bu(h) + Ew(h)|
i=1

. @)
¥(h) = Y 0, (u(m)C,x(h)
i=1

JEETT R
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FIGURE1 | Theframework ofthe considered observer-assisted fuzzy
tracking control system.

In (2), v;(u(h)) refers to the standard MF which is defined as:

HZ=1 Zig (”g(h))

v;(p(h) = —; >0
2[:11_[;:12:’ (ﬂg(h))

3

where Z;, ( ug(h)) indicates the grade of membership of y,(h) in
Y- Based on the definition, it is apparent that Yo vi(u(h) =1

On the basis of the above-described T-S fuzzy model, the frame-
work of the considered observer-assisted fuzzy tracking con-
trol system with TS-DTS and deception attack is presented by
Figure 1. As shown, the system state is assumed to be sensed by
n, sensors and then the measurement output can be specifically

denoted as y(h) = [y, yo(h), ..., y,,y(h)]T, where y,(h) repre-
sents the measured signal generated by sensor j (j = 1,2, ..., n,).
The transmission of y(h) will be arranged by TS-DTS, moreover,
by considering the influence of deception attack and introducing
a zero-order-holder (ZOH), the real input and output signals of
the employed observer are denoted as j(h) and X(h), respectively.
In the tracking control system, the following reference model is
adopted:

x,(h+1) = A,x,(h) + Bu,(h) (@

where x,(h) € R"= is the reference state with a desired trajectory
for x(h) to follow, u,(h) € R"« is the bounded reference input; A,
and B, are the constant matrices with appropriate dimensions.
Then, the tracking controller will be devised based on %(4) and
x,(h). The specific implementation of TS-DTS, constitution of
y(h) and design of the observer and controller will be introduced
shortly.

2.1 | The Implementation of TS-DTS

In the proposed TS-DTS, an AETM with the following
event-triggering condition is employed at the first stage.

0" (Wyn(h) — oy (R)y(h) > ée(m (5)

where 5(h) = y(h) — y(t,,) represents the gap between the cur-
rent measurement signal, that is, y(h), and the latest signal
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that is handled to release to the network, that is, y(z,,), (where
0=t,<t;<---<t,<---be the sequence of event-triggering
instants); o € (0,1) and 6 > 0 are the given parameters; the posi-
tive time-varying threshold function e(h) is defined as:

e(h+1) = Ae(h) + ay" (W)y(h) = n" (Wn(h) (6)

with the initial condition ¢(0) > 0 and the assumption 16 > 1
(4 €(0,1) is a constant scalar). According to the AETM, it can
be derived that:

Lyl = }IlIeliNI}{/’l“’l > t,, && (5) is satisfied with i} (7)

Remark 1. For the described AETM, if the condition presented
by (5) is satisfied, then the current measurement signal y(h) will
be arranged to be released into the communication network, oth-
erwise, the signal will be directly discarded. Actually, as stated by
(6), the larger the value of (), the smaller the value of e(h) which
means that the more likely the condition (5) can be triggered. It
is also worth noting that the introduced AETM will reduce to a
conventional static ETM while 6 — +oo.

Despite the advantage of the AETM in reducing the network traf-
ficload, at each event-triggering instant, the measurement output
composed by the information generated from n, sensors still can
not be successfully delivered due to the data collision incurred by
limited communication bandwidth. In view of this, RR protocol
isemployed at the second stage to realize collision-free data trans-
mission of sensors. Following the RR protocol, at event-triggering
instant 7, (m = 1,2, ...), only one sensor is allowed to access the
network so as to avoid data collision, and the index of the autho-
rized sensor is set as:

f@,)= mod (m—1,n,)+1 8)

where mod denotes modulus operation. Based on the RR proto-
col and the introduction of ZOH, y;(7,,) can be updated as below.

- YT,
J)=<""
! {i,—(zm_l),

ifj = f@,),
: €)
otherwise
For simplicity, it is assumed that the measurement data generated
by n, sensors at 7y, thatis, y;(#,) (j = 1,2, ..., n,), can be success-
fully transmitted, and then it has 7,(#,) = y,(t)-

Remark 2. As revealed by (9), the ZOH strategy is employed
in the updating of the measurement signals, and then the stored
most recent signals for the unscheduled sensors are used to com-
pensate for the untransmitted data. Compared with another com-
monly used updating law, that is, the zero-input strategy, where
the signals of the sensors that can not access the network are set
to zero, the ZOH strategy can enhance the stability and robust-
ness of the considered system by ensuring the continuity of the
signal transmission [16, 25]. Certainly, additional difficulties in
the subsequent design and analysis of the observer-assisted T-S
fuzzy tracking controller will be induced inevitably by the ZOH
strategy.

Remark 3. For the proposed TS-DTS, the AETM is first ini-
tiated, and thus only the measurement signals satisfying the

condition (5) can be released. As a result, the bandwidth pressure
can be effectively alleviated. Given that n, sensors will simultane-
ously try to send their data to the communication network at each
event-triggering instant, which will lead to data conflict due to the
communication constraint, then the RR protocol depicted by (8)
isactivated to guarantee that only one sensor can be authorized to
access the network at each event-triggering instant to avoid data
collision. By seamlessly integrating the AETM and RR protocol,
TS-DTS can significantly mitigate the limitation of communica-
tion bandwidth.

2.2 | Attack-Affected Measurement Signal

The presented TS-DTS can significantly reduce the negative
impact of limited communication bandwidth, but it can not be
neglected that the released signal y,, ,(,) is still affected by
the deception attack. To obtain the real measurement signal that
arrived at the observer, the formulation of the considered decep-
tion attack is then specifically introduced. Given the stochastic
property of the deception attack, a Bernoulli variable a(h) with
the following probability is first used to describe the occurrence
of the envisioned attack.

Prob{a(h) =1} =a (Prob{a(h)=0}=1-0a) (10)

Specifically, a(h) =1 indicates that the attack is successfully
launched at time instant A, while a(h) = 0 denotes that the
released signal can be transmitted without the influence of the
deception attack.

For the considered deception attack, an energy-bounded func-

T
tion ¢(h) = [¢1(h),¢2(h), ...,d),,y(h)] is further adopted to
model the attack signal, that is, ¢(h) satisfies the following
condition:

" (Wp(h) < y" (WG" Gy(h) (€8))

where G is a constant matrix with a suitable dimen-
sion. Taking the above-formulated deception attack into
account, the measurement signal presented in (9) can be
renewed as:

if j = f(@,),
otherwise

(12)

5yt = {j(fm) +a(t,)(=y;(t,) + ¢,(1,)).
yj(tm_l)v

By introducing Kronecker delta function 6(-) € {0, 1}, and denot-
T
ing y(t,,) = [j}l(tm),iz(zm), ...,y,,y(tm) , it can be obtained that:

j}(tm) = (1 - a(tm))cbf(tm)y(tm) + (I - (Df([m))j;(tm—l)

+alt,)® (1)

(13)

where (Df(tm) = dlag{a(f(tm) - 1)’ 5(.f(tm) _2)7 R a(f(tm) - ny)}'

Remark 4. 1Inpractice, cyber attacks often present stochasticity
because of the enabling of defense mechanisms and the influence
of real-time network status [44]. So the considered deception
attack is assumed to be governed by a Bernoulli process. In the
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Bernoulli process, the probability a can be assigned based on
conducting monitoring and evaluation continuously [45]. More-
over, ¢(h) satisfying (11) is used to depict the behavior of the
deception attack due to that the energy-bounded signal can not be
detected easily, thereby enhancing the stealthiness of the attack
[37].

2.3 | Design of the Observer-Assisted Fuzzy
Tracking Controller

Considering the employment of ZOH, it can be achieved that
y(h) = 3(,) for h e [t,,.t,,,) (n=0,1,2, ...). Therefore, with-
out loss of generality, the following derivation and analysis will
focus on the interval [¢,,1,.,). Then, the observer for the T-S
fuzzy system is constructed as below.

Observer Rule i: IF y,(h) is Y and p,(h)is Y, ... and p,(h) is
¥,,, THEN

R(h+1) = AR(h) + L,y 5(h) (14)

where %(h) € R™ is the estimation for x(h) and f(h) = f(,);
L; ;) are the observer gains which will be devised shortly. By
using the standard MF v,(u(h)), it can be derived that:

s

R(h+1) =Y 0,(u(h)[AZ(R) + Ly 1 5(h)] (15)

i=1

With the assistance of the developed observer, the fuzzy tracking
controller is thereby designed as:

Controller Rule p: IF y;(h) is Y,y and uy(h) is V), ..
is V,,, THEN

. and p,(h)

u(h) = K, ;0 (3(h) = x,()) (16)

where K, ;) are the controller gains waiting to be decided. Sim-
ilarly, it can be gotten that:

s

uthy = Y v, (u(h)K, ;0 (Z(h) = x,(h)) an

p=1

Based on the observer and controller, we define the observer
error and tracking error as e(h) = x(h) — X(h) and é(h) = x(h) —
x,(h), respectively. Then, by substituting (17) into (2), it can be
derived that:

s

x(h+1)= Zvi(y(h))[Aix(h) + Biu(h) + E,w(h)]

i=1

= szi(”(h))vl’(”(h))

i=1 p=1

[A;x(h) + B,K, ;n(R(h) = x,(h)) + E;w(h)]

=Y v:uth)o,(uhy)

i=1 p=1

[Ax(h) + B,K, ;né(h) = B,K, ;e(h) + Ew(h)]
(18)

According to (15) and (18), it has:

eh+1)=xh+1)—%(h+1)

= Zui(ﬂ(/’l)) [A;x(h) + Bu(h) + E;w(h)|

i=1

= ) v (u)AZ(h) + Ly 1, 5(h)]

i=1

= 3 3 0, (um), (LA (x(h) — X(h))

i=1p=1

+ BiKp,f(h)(f&(h) - x,(h)) - L,-,f(h)};(h) + E,w(h)]
= ) Y v um)w, (u(h)

i=1 p=1

[A,e(h) + B,K, ;) (é(h) — e(h))

- Li,f(h)((l - a(fm))q)f(h)(J’(h) —n(h))

+ (1 = ® ) 5(t,-1) + a(t,)P gy (1,)) + Ejw()]

= 2\ D 0, (), (uDIA; = BiK, 1s)e(h)

i=1p=1

+ B,K, ;mé(h) — (1 — a@,)L; ;@ sy Cix(h)
—a(t,)L; ;@ rny®(t,) + (1 — alt,)L;
‘Df(h)”l(h) - Li,f(h)(l - cI)f(h))j}(tm—l) + Ew(h)] (19)

Furthermore, based on (4) and (18), it can be obtained that:

éh+1) =xh+1)—x,(h+1)

= Y v, (u()A;x(h) + Bu(h) + Ew(h)

i=1

— A,x,(h) — B,u,(h)]

= 2 2 oiu(),(u(h)

i=1p=1
[A,x(h) + B,K, s (%(h) = x,(h))
+ E;w(h) — A,x,(h) — B.u,(h)]

= 2\ D 0, (), (u(R)IA,E(h) + B,K, ;4 (é(h)

i=1p=1

— e(h)) + (A, — A)x,(h) — B,u,(h) + E,w(h)]

= ' v (), (u(h)I(A; + BK, ;,)é(h)
i=1p=1
— BiK, ;me(h) + (A; — A)x,(h) + Ew(h) — B,u,(h)]
(20)

By summarizing up (18)-(20), the following augmented T-S
fuzzy system can be constructed.

2+ =D 0, (u(h)v,(uh)I(Fyy, + Fy) x(h)

i=1 p=1 21)
+ (I, + I, )U (M)]

where

T

Xy = [y &) () L) F ()|
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U(h)

[ @y ity 97,0 w7
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- rlz FIS 0 Flﬁ 0
Fipy=|-T, T, A4 0 0

0 0 0 A 0
0 0 ary, 0 Ty

r

E; 0 —aL; jgy @y aL; sy @iy
E, -B, 0 0
M, =|E o 0 0
0 B, 0 0
|00 ady, —a® g
Fy, = [0 0R, 0 0],1'[2[,,: [0 0 R, RZ],

T T
— T T — T T
R, = [Ru 000 Ru] Ry = [R21 000 Rzz] :

[y = A =TT, = BK, 14

T =Ly ®rwCio Tha = Lisn (T = @),

Iis=A+Tp. g =A, - A,

Iy =@y G Tis = 1 = @y

Ry, = a(t,)L; ;@ Ci Ryp = —a(1,)P 1) C;

Ry = =a(,)L; ;1@ () Rz = @(1,)P ynys
a=1-a,a(,) =at,) —a, f(h)=1,2, ceea

Definition 1. ([46]) For the augmented T-S fuzzy system (21)

with an initial value y(0), under w(h) = 0, if there exists a matrix
S > 0 which can assure that:

E{memm}sf@ww
h=0

then the system is stochastic stable.

Definition 2. Tseng ([47]) Given a weighting matrix Q and a
predefined attenuation level y, if the following inequality:

E{de@w}sﬁZJMMW
h=0 h=0

w(h)
u,(h)
ing control performance with the index y of the augmented T-S
fuzzy system (21) is said to be guaranteed under zero-initial
condition.

holds for all w(h) # 0, where @(h) = [ , then the H_, track-

In light of the above derivation and definition, the studied
tracking control problem can be transformed into devising
observer-assisted T-S fuzzy controller with the form (17) to
achieve the stochastic stability and H_, tracking control perfor-
mance of the augmented T-S fuzzy system (21). At the end of this
section, the following lemma is further described to aid the sub-
sequent derivation.

Lemmal. ([42]) The singular value decomposition for a given
S T
o7
where OTO =1 and VTV = 1. For matrices H > 0, D € R">"
and £ € R"*"~, there exists a matrix H such that HX = XH ifand

only if:
DO
H:O[ ]OT

full rank matrix X € R™*" can be expressed as X = O

0 &

3 | Main Results

In this section, the sufficient conditions that the system (21) is
stochastic stable with guaranteed H_, tracking control perfor-
mance are analyzed in Theorems 1 and 2 firstly. Then, the desired
observer-assisted T-S fuzzy controller is designed by calculating
the observer and controller gains in Theorem 3. Considering the
introduction of the AETM, the following derivation also focuses
onhé€lt,,t,, 1)

Theorem 1. Given scalars 8 >0, A€ (0,1), 6 €(0,1), a €
(0,1), observer gains L;, and controller gains K, (i,p=
1,2, ....855k=1,2,...,n), the stochastic stability of the aug-
mented T-S fuzzy system (21) can be obtained if there exist
positive-define matrices P, > 0 with compatible dimensions so that
the following matrix inequalities hold:

E,,+0 *
Q=" <0 (22)
B +0; 5,,+0,

where

—_ T =T =

:‘1,1 = F1ipPIFlip + Fz,'pPIFZip - Pk’

= T =T =

=01 = H1ipI)IFlip + Hz,‘pPIFZIp’

= _ T —T —_

:‘2,2 - Hl,'pI)IHlip + HzipPIHZip’
0 _&Li,kq)k (_Jt'Li’k(I)k
-B, 0 0

Hlip =|0 0 0 5
B, 0 0
0 ad, —a®,

Fy, = [0 0w 0 o],ﬁz,.,, = [o M M],
T T
W=[W1T000W2T] ,M=[M17000M2T] )
M, = -VaaL,, &, M, = Vaa®,, W, = -M,C,,
W, = -M,C,
0, = diag{0,0,CT6"GCT —o(4-1-2)crc0.0},
0 1
0, = diag{O,—I, (/1 —1- %)1 + GTG},
T
0, = [0 0Co o],c= [o 0 —C[TGTG]
Proof.  Constructing a mode-dependent Lyapunov function as:

V(h) = x" (WP x(h)+ %e(h) (23)
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and defining the forward difference of V' (h) as AV (h) 2 V(h +
1) — V'(h). Then, under w(k) =0 and taking into account the
upper-bound of the generated deception signal (that is, the
condition presented by (11)), it can be inferred that:

E{AV (1)
=E{y"(h+DPy(h+1)

1 1
+zeth+1) = 1 (N Pr() = zelh) |
SE(x"(h+ DPy(h+1) = 2" (WP y(h)

+zeth+1) = Ze(h)

+y'(t,)G" Gy,) - ¢" (1,)9(1,,)

= E{ 2 2 viu)v,(u(h)

i=1 p=1
[(Flip + Fyp)x(h) + (Hyy, + Hy,)
XM(h)] PI[( llp 21p)/1/(h) + (Hllp + Hth)M(h)] —X (h)
T f— [r—
X Py (h)+ ge(h +1) ee(h)

+y'(1,)GT Gy(t,) - ¢" 1,)$(1,) }
(24)

where
T
M) = [l ) §7@,) 0" )] Ty = [0 Ry R,|
According to the event-triggering condition (5), it has:

le(h +1) - le(h)

= % [(A = De(h) + oy" (h)y(h) — n" (Wn(h)|
<(A=1= 2 ) om0 (2= 1= 2 )5 )
= (A=1= 2 )" tmm = o2 = 1= 2 )15 CT Cxth]
(25)
Then, based on (10), (24) and (25), it can be obtained that:
E{AV (h)}
<E { D 0w, (uh))
i=1p=1
[(Fyyp + Fop)x(h) + (Hyy, + Hy,) X M()]"
PI[( 1lp 2tp)1(h) + (lep + HZzp)M(h)] - T(h)Pk
(26)

X 2"+ (=12 ) Con()
T T
—a(,l— 1- 5) (WCT C,x(h)
+y' (t,)G" Gy,) - ¢ (1,)0(,) }

= 2D viuh),(u(h) [ (W&, ()]

i=1 p=1

where ¢, (h) = [¢7(h) MT(h)]".

Letting W = Zl X v (), ()T ()R8 (), then it
can be inferred from (22) that W < 0, and thereby we have:

E{y"(h+ 1P y(h+1)— y" (WP, x(h)}

(27)
< i) 2T (R) 2 ()

By summing both sides of (27) from 4 = 0 to oo, then one has:

E{an(mnz}
h=0

< G N H AT (O Px(0) — E{x"(h+ VP y(h + 1)} (28)
< (Amin(_w))_llT(O)sz}/(O)
= 7" (0N x(0)

Given that WN =(4,,;,(-W))"'P,>0, so according to
Definition 1, the stochastic stability of the augmented T-S
fuzzy system (21) is achieved. O

Remark 5. Inthe constructed Lyapunov function (23), the first
term yT(h)P, y(h) in V (h) depends on f(h) and thus reflects the
influence of the adopted RR protocol on data transmission. More-
over, the second term le(h) is introduced in V'(h) to character-
ize the dynamic adjustment of e(h) in the employed AETM. By
comprehensively taking the impact of the proposed TS-DTS into
account, the stability of the augmented T-S fuzzy system (21) is
then analyzed based on the established positive definite function
V (h).

Based on Theorem 1, we then analyze the H_ tracking control
performance of the system (21) in Theorem 2.

Theorem 2. Given scalars 0 >0, A€ (0,1), 6 €(0,1), a €
(0,1), a weighting matrix Q > 0, a predefined attenuation level y,
observer gains L, and controller gains K, (G,p=12,....,55k=
1,2, ...,n,), the stochastic stability with guaranteed H, tracking
control performance of the augmented T-S fuzzy system (21) can be
achieved if there exist positive-define matrices P, > 0 with compat-
ible dimensions so that the following matrix inequalities hold:

2.+ A *
Zi= "2 <0 (29)
o1 +0; Bt Ay
where
B = Hl,p Fyip + Hz,pPI 2ippEan = Hl,pPlnlzp + Hz,p HZip’

A = diag{o, 0.Cc"G"Ge, - a(/l —1- %)cfci,o,o},
A, = diag{—yzl, 21,1, (,1 _1- %)I + GTG},
I, = [00 M M] @:[ooEoo],
— T
C= [0 00 —Cl.TGTG]

Proof. Under w(h) # 0, we employ the same Lyapunov func-
tion (23) and follow the similar derivation process as presented
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in Theorem 1, then if Zipe < 0, we can obtain that:

E{AV (1)} + E{&" (mQé(h)} — y*&" (hy@(h)

s s 30)
= 2 D 0, () [¢T (W Z, L ()] <0

i=1 p=1

where
T T
= uT | ot = [wn) o)

By means of (30) and =zero-initial condition, it can be
deduced that:

E{ ZéT(h)Qé(h) }
h=0

<y Y@  (Wah) - Y E{AV (b))

h=0 h=0

=72 Y@  (Wath) — (E(V(e)} — E(V(0)}} (3D
h=0

= 7> Yo" (Wah) — E{V ()
h=0

< yZZcZ)T(h)cb(h)
h=0

which implies that the H  tracking control performance of the
system (21) for the predefined attenuation level y is assured
according to Definition 2. O

We would like to note that the above analyses on the stochastic
stability and H , tracking control performance of the system (21)
are conducted based on the given observer and controller param-
eters, and the inequalities presented by (29) are difficult to be
solved due to the existence of some non-linear terms. Therefore,
we then recur to linear matrix inequality (LMI) technology to
deal with the non-linear terms, and thereby obtain appropriate
observer and controller gains in the following theorem.

Theorem 3. Given scalars 6 >0, A€(0,1), o €(0,1),
a €(0,1), a weighting matrix Q >0 and a predefined atten-
uation level y, the stochastic stability with guaranteed H_,
tracking control performance of the augmented T-S fuzzy

l;"11 I:12 I2‘13 0 I:14
_flz I115 0 l—‘16 0
Ea=|-Th Ty SiA4 0 0 )
0 0 0 S, A, 0
0 0 as,®C, 0 S, (I-®)
S«E; 0  —aH, ®, aH, ®,
S,.E, —S,B, 0 0
B = Sy Ei 0 0 0
0 S.B, 0 0
0 0 asS,®, -aS,®,
8y, = [o 0w o o],Em: [0 0 M M]
- T T
W=[VV1T000VV2T] ,M=[M1T000M2T] .
I~ﬁ11 =Sp4; - f‘12’f‘12 = BiZi,p,k’

]

13 = —GH D, C Ty = —H (I = ®),T5 = S A, + T,
[ = Su(A; — A), M, =—VaaH, @,
M, = Vaas, o, W, =-M,C, W, = —M,C,
Py =diag{P,; — H,{S}}, P, — H{S;},
Py —H Sk} Py — HASk Y Ps; — H S, 1),
Py =diag{Py, Py, Py, Py, Ps ) Ho(S) = S+ S

Proof.  Firstly, according to Schur complement, it is apparently
that Z; , < 0 hold if and only if the following matrices:

[Pk _*] <0 (33)
Z P,

ipk

are satisfied, where

[

Fip hip| 5 _ [~ Pt Ay
— = sy = — s
F2ip H2ip ®3 AZ

P, =diag{-P",—P"}

Then, by pre-multiplying and post-multiplying the left side of
(33) with diag{I,S} and diag{I,S"}, respectively, it can be
derived that:

system (21) can be achieved if there exist positive-definite P, <0 G4)
matrices P, =diag{ P, Py, Py, Pyy» Psy} >0, S = 2 P
diag{S,, Sy, .... S S} >0 (k=1,2, ...,ny), matrices H,
and Z,;,, (i,p=1,2, ...,s) with compatible dimensions so that where
the following LMIs hold:
& B E1,2]
P, g, 8,
|: ;k P <0 (32) ! 2,1 2,2 )
B ! lﬁ‘ll l,—\‘12 l,—\‘13 0 I&‘14
where R - I:12 l:15 0 I'6 0
Enn=|-Tyn Iy oS4 0 0 >
=_ |Bu i 0 0 0 SA, 0
81 B | 0 0 as,®,C;, 0 S.(- q>k)_
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SE; 0 —aS, L@, @S, L, D,
S.E, —S,B, 0 0
EL=|SE 0 0 0 ,
0 S,B, 0 0
0 0 as,®,  —aS, P,

(1>

b1 = [0 oW o o],él2 = [0 oM H],
W= [W? 00 WZ]T,M= [ﬁf 00 H:]T,
H1 = _\/ﬁSkL[,kq)k’ﬁz = \/E_&Skq)k’

Wl = _M1Ci’wz = _Hzci!fll = SA; - lﬁ‘12’

I, = S BK 1Aﬂ13 = _aSkLi,k(DkCi’

p.k>
Iy = =Sy L (I~ q)k)’fls =S54 + le’flﬁ =5 (4; = A),

P, = diag{ -, P} 5]~ Py ST =S, P} ST

~S, P ST, =S, Pl
Given that P, are positive-definite matrices, it can be known
that P, >0 (b=1, ...,5) which is followed by P, ! > 0, then
it has (P, — )P, (P —S) =Py — S, = ST+ 5, P S >
0 which further deduces that —S, P, 'S} < P,; — H,{ }. More-
D, O

over, based on Lemma 1, for S, = Oi[ 0 E
ik

]OiT and B, =

0, [ 0’] VI, in which OTO, = I and V'V, = I, it can be gotten

that S, B, = B;S,; with S, = V,N;' D, N,V . By defining H, , =
SeLiy» Zipix = SiK,, and substituting —S, P,'S] and S, B, in
(34)with P,; — H,{S, } and Bl.gk,., respectively, (32) can be finally

obtained. Meanwhile, we can get that L,, = S;'H,, and K, =
—1

S Zipke o

Remark 6. To overcome the difficulties caused by the
non-linear terms in solving for the observer and controller
gains, the Schur complement lemma is used in Theorem 3
to derive (33). Then, (34) is obtained by pre-multiplying and
post-multiplying the left side of (33) with diag{l,S} and
diag{I, ST}, respectively. It is worth noting that (34) still con-
tains non-linear terms involving the controller gains K, ;, such as
Sy B;K, ;. Therefore, based on (34), Lemma 1 is further applied
to eliminate the related non-linear terms in the solution. e.g.,
Sy B;K, is transformed into B, Z; .

Remark 7. Tracking control problem for T-S fuzzy systems has
been exploited in some existing research such as [12, 15, 48, 49],
but the limited network bandwidth and stochastic cyber attacks
are not considered in these works. To alleviate the bandwidth
pressure, AETM-based fuzzy tracking controllers are designed in
[23, 24, 50], however, the data collision at each event-triggering
instant caused by limited communication resource is still being
neglected, which will inevitably degrade the performance of the
fuzzy controllers. Some recent studies have tried to use both
AETM and RR protocol to mitigate the impact of bandwidth
limitation [25, 51], nevertheless [25], focuses on designing out-
put feedback controller over Markov switching systems while
[51] devotes to achieve sliding mode control for Markov jumping

systems, so neither of them shares the same objective with our
study that to design secure observer-assisted T-S fuzzy tracking
controller. Concerning on the influence of cyber attacks, fuzzy
tracking control issue has been addressed in [39, 52, 53], but the
bandwidth limitation is not considered in [52, 53]; although ETM
is adopted in [39], but the work is conducted under conflict-free
data transmission scenario, and thus differs from our study that
uses RR protocol to void data collision in the case of insufficient
bandwidth so as to enhance the effectiveness of the designed
secure tracking controller.

4 | Numerical Results

In this section, a simulation example is conducted to demonstrate
the feasibility of the proposed observer-assisted T-S fuzzy con-
trol method. We first introduce the simulation settings, and then
present the simulation results and the corresponding illustration.
Considering a two-rule-based T-S fuzzy system with the following
parameters:

[~ 0.2506 —0.1093 —0.4587
A, = B, = ,
|- 0.2039 ~0.2167 0
[~ 0.2632 —0.1583 0
Az = B B2 = B
|- 0.1909 ~0.1537 ~0.2569
[0.45 0 10 032 0
Cl = N El = ,Cz = 5
[ 0 02 01 0 01
o [1 0
ot

the fuzzy MFs of the system are set as:

vy (u(h)) = 2

s Up(u(h)) =1 = vy (u(h))
and the system state is denoted as x(h) = [x7 (h) xI(h)| " further-
more, two sensors are deployed to acquire the system state, that
is, n, = 2.

>y

The parameters for the reference model are given below.

r

0.2458 0.1659

01257 0.2248|
o 0.8254 —0.2587

[— 0.2512 0.9548 ]

The scalars relevant to the AETM employed in the proposed
TS-DTS are set to be 6 =0.7,A=0.9 and 6 =10. For the
considered deception attack, we define « =0.5 and ¢(h) =
0.1sin(h — 1)y(h) with G = diag{0.1,0.1}. We further set the
H_, performance index as y = 0.8, then the following observer
and controller gains are obtained by solving the LMIs listed in
Theorem 3.

. _ 01623 0.0047 _ [0.0006 —0.0559
" 1201757 00034 % |0.0011 —0.1140|

2=

—0.0814 0.0014

—0.1690 0.0019
’ 0.0004 —0.0280

[0.0004 —0.0459]
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K, = [— 0.1439 —0.1005],K12 = [— 0.2724 —0.1962],

K, = [— 0.1397 —0.0897],K22 = [— 0.2378 —0.1700]

On the basis of the devised observer and controller, and setting
the initial conditions as x(0) = [0 O.ZS]T, x,.(0) = [0 O.Z]T
20) =[o —O.S]T, the simulation results are then displayed by
Figures 2-9. To be specific, the trajectories of the system state and
its estimation are shown in Figure 2, it can be seen that the esti-
mated state is very close to the real system state after about 4 =
15, which confirms the efficiency of the designed observer. The
observer errors and the considered deception attack are presented
in Figure 3. As shown, the observer errors converge to zero even
under the influence of the deception attack, and thus the validity
of the observer is further corroborated. The state responses of the
T-S fuzzy system and the reference system are shown in Figure 4,
it can be found that with the assistance of the effective observer,
desirable tracking control performance of the devised controller
can be achieved. The tracking errors approaching to zero under

and

04 T
—====z1(h)
@1(h)
02F es(h) |
y(h)
=
g
] P
£
g
2 ]
g 0.1
<
) 0 - J
5] -
@ -0.1 ,\"/
g 0211 "
ES 03t 1 1
@ i
0.4 i
al
08 5 10 15 —
q . . . . . . .
0 5 10 15 20 25 30 35 40
Time (h)

FIGURE 2 | Trajectories of x(h) and X(h).
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FIGURE 3 | Observer errors and the deception attack.

System responses
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FIGURE 4 | Trajectories of x(h) and x,.(h).
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FIGURE 5 | Tracking errorsand the deception attack.
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FIGURE 6 | The trajectory of e(h).
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Releasing interval

0 5 10 15 20 25 30 35 40
Time (h)
FIGURE 7 | The releasing instants and releasing intervals under
TS-DTS.
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FIGURE S8 | The index of the authorized sensor at each releasing
instant under TS-DTS.

the deception attack are also exhibited in Figure 5 to consolidate
the result revealed by Figure 4.

In addition, the trajectory of the time-varying threshold func-
tion e(h) is depicted by Figure 6, following which the specific
signal-releasing instants and intervals under TS-DTS are shown
in Figure 7, it validates that the redundant data dissatisfying the
condition (5) will not be released into the communication net-
work and thus the limited network bandwidth can be effectively
saved. Furthermore, the index of the authorized sensor at each
event-triggering instant under TS-DTS is presented in Figure 8. It
can be found that one of the two sensors is allowed to access the
communication network at each event-triggering instant (except
for t,) and thus the data collision can be avoided, moreover,
the two sensors scheduled periodically which guarantees the fair
transmission of measurement signals.

We would like to note that the delay of information updating
within the system will arise because the use of the AETM results
in only signals satisfying the defined event-triggering condition
being released. However, according to this condition, it is obvi-
ous that the discarded signals exhibit a small variation from the
most recently released data. Therefore, the delay is expected to
have a minor impact on the tracking performance. To verify this,
the tracking errors under the AETM and without it are pre-
sented in Figure 9, then it can be observed that ||é(h)|| derived
under the AETM is only slightly larger than that obtained with-
out the AETM.

5 | Conclusion

In this paper, the observer-assisted T-S fuzzy tracking con-
trol problem for non-linear NCSs has been comprehensively
studied under the limitation of network bandwidth and the
risk of deception attack. A data transmission scheme, named
as TS-DTS, has been proposed to tackle the issues induced
by bandwidth-constrained environment, that is, the AETM
employed in the first stage of TS-DTS reduces the transmission of
redundant measurement signals while the RR protocol adopted
in the second stage of TS-DTS resolves the data collision at each
event-triggering instant. The considered deception attack has
been modeled by a Bernoulli process to capture its stochastic fea-
ture. Based on these, an augmented T-S fuzzy system has been
constructed with the desired observer and controller. Then, suffi-
cient conditions assuring the stochastic stability with predefined
H_, performance index of the system have been derived, follow-
ing which the method for calculating the observer and controller
gains has been reported. Finally, the simulation results have
been presented and illustrated to show the effectiveness of the
study. Future research could involve designing new DTSs with
different characteristics and extending the current results to T-S
fuzzy systems with other uncertain influence factors. It should
be noted that the proposed methodology is based on accurately
modeled system dynamics. However, considering the complexi-
ties and uncertainties frequently encountered in practice, future
efforts will focus on exploring a data-driven tracking approach
for T-S fuzzy systems. Furthermore, given that the RR protocol
may lead to increased delays in critical data transmission, our
future work will also be dedicated to developing a novel com-
munication protocol that can achieve a tradeoff between fairness

0.7 T T
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————— |[é(h)]] without AETM
0.6 1
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Q
=
<
>
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FIGUREY9 | |[|é(h)|| obtained with and without the AETM.
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and efficiency, thereby enhancing the tracking performance of
the system.
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