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Secure Bipartite Consensus Control for Dynamic
Event-Triggered Multi-Agent Systems Based on
Co-Estimation of State and Attacks
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Abstract— The dynamic event-triggered (DET) bipartite con-
sensus and attack estimation problem is investigated for
multi-agent systems (MASs) under false data injection (FDI)
attacks generated by exogenous systems. For the purpose of
compensating for the system bias, a novel set of estimators
are introduced to estimate the FDI attacks. To optimize the
limited resources of the network bandwidth, a DET protocol
dependant on the auxiliary variable and the local estimations
is employed to regulate data transmission. By employing the
designed state observer and attack observer, an novel attack toler-
ant event-triggered control strategy is established. Subsequently,
sufficient criteria are obtained to ensure the bipartite consensus
performance with /,-I,, constraint. Then, by solving algebraic
matrix equations and recursive linear matrix inequalities (LMI),
the gains of state estimator, attack estimator and desired con-
troller are determined, respectively. Finally, simulation examples
are provided to demonstrate the validity of the derived results.

Note to Practitioners—This paper discusses the secure bipartite
consensus control problem for MASs subject to FDI attacks.
Since the system state deviation caused by FDI attacks will
bring about degradation of system performance, it is important
to protect the MASs from being destroyed by designing observers
to estimate the FDI attack and the system state. In view of the
bandwidth constraints among the agents in MASs, optimization
utilization of the network bandwidth should be taken into account
seriously. Therefore, in this paper, the proposed observer-based
DET controller is developed to guarantee bipartite consensus
of the considered MASs while ensuring efficiency utilization of
bandwidth resources. The current research provides a helpful
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reference for the secure bipartite consensus control of MASs
with bandwidth constraints.

Index Terms— Bipartite consensus control, false data injection
attack, dynamic event-triggered protocol, multi-agent systems.

I. INTRODUCTION

VER the years, multi-agent systems (MASs) have
Oaroused great interests among scholars due to their
strong advantages such as autonomy, distribution and coor-
dination, and widespread applications in physical systems
including, but are not limited to, mobile train lifting jack
systems [1], formation systems of autonomous mobile robots
(see [2], [3], [4], [5]), energy management systems of the
smart grid (see [6], [7], [8], [9]), integrated hybrid energy
systems [10] and multi-spacecraft systems.

Consensus control, a research hot spot of MASs, has
garnered much interest [11], [12], [13], [14], [15], [16].
The consensus control indicates that all agents access the
local information by the present communication topology
and reach agreement asymptotically [17]. In fact, in actual
communication topologies, there is not only a partnership but
also a competition among agents, which can be presented
by introducing negative weights [18], [19]. Many types of
antagonistic interactions can be found in practical applications
(e.g. biological systems, social networks and competition
robotic soccer). Therefore, bipartite consensus control has
emerged, where the absolute value of each agent’s states heads
to a final value but can be with opposing signs [20]. Currently,
there are some studies investigating bipartite consensus con-
trol against MASs. Using a dynamic event-triggered (DET)
scheme, the bipartite consensus issue regarding discrete-time
MASs based on observers has been investigated by the authors
in [21]. Reference [22] developed the finite-horizon Hy
bipartite consensus issue for MASs using the round-robin pro-
tocol. Considering denial of service (DoS) attacks in MASs,
Wang in [23] studied the bipartite consensus issue. As a special
case in consensus control, the concept of bipartite consensus
has emerged widely in biological systems, communication
engineering and social networks. However, technical gaps
remain in the research of bipartite consensus issue for MASs
with resource limitation, notwithstanding the above-mentioned
efforts.

Notice
ious

to var-
faults

sensitive
component

that practical MASs are
disturbances, such as internal
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(see [24], [25], [26], [27]) and external cyber attacks (see [28],
[29], [30], [31], [32], [33]), which can degrade the consensus
performance of the whole system [34]. False data injection
(FDI) attack is one type of disruption that may strongly
hide itself and infiltrate unprotected communication channels,
hence biasing the state of individuals. As such, attention
should be paid to the consensus control issue that takes FDI
attacks into account [14], [35], [36]. Lv in [37] studied a new
detection mechanism with distributed estimators in presence
of FDI attacks with enough and limited energy. In [38]
and [39], the event-triggered control mechanism was proposed
to achieve the consensus performance for MASs with FDI
attacks. It is obvious that most studies tend to model the
attacks as an arbitrary bounded energy signals and ignore
the variable nature of attacks. Nowadays, the correlational
research on how to detect and compensate the impacts of FDI
attacks are not enough, which is still an challenging issue.

It should be noted that communication resources among
neighbors of MASs are limited, it is of significance to take
some favorable measures for resource utilization and minimize
unnecessary consumption. Thus, event-triggered protocols
(e.g. static event-triggered strategy and DET approach) have
been provided as a solution to address this issue [40], [41],
the basic idea of which is to perform the control tasks though
events. Specially, in the traditional static event-triggered strat-
egy, the regulation tasks operate within a pre-determined
sampling threshold. Under DET approach, the communi-
cation resources are allocated dynamically by including a
auxiliary variable, which can regulate the transmission rates
according to the system state [42]. For instance, Xu et al.
in [21] developed an observer-based DET strategy for discrete-
time MASs. A DET compensation controller was designed by
Ju et al. in [43], where the fault information is considered.
[44] designed an asynchronous event-triggered strategy for
addressing the bipartite consensus issue of leader-follower
MASs. Although the bipartite consensus problem of MASs
have been discussed by some scholars, little attention is paid to
the secure DET bipartite consensus control for MASs against
FDI attacks.

Inspired by the aforementioned statements, our goal in this
article is to investigate the estimation-based DET bipartite
consensus issue for MASs under FDI attacks. On this basis,
a joint estimator is designed to observe system state and
external attack simultaneously. With this co-estimator, the
system bias caused by the attack will be compensated. The
following succinctly describes the primary contributions of this
paper:

1)A kind of bipartite consensus control is settled for MASs
under FDI attacks. Unlike [35], we use a set of estimators
to estimate the FDI attacks which come from an exogenous
system, thus the negative effects of the attacks can be atten-
uated. For reasonably using the network-band-width, a novel
estimation-based dynamic event-triggered scheme is proposed
to decrease the frequency of communication between agents.

2)By analysis of variances, the unbiased estimators are
designed to counteract the adverse influences of FDI attacks.
The secure bipartite consensus of MASs can be realized under
the derived sufficient conditions. In addition, a novel secure
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controller with attack compensation is developed when there
exists a feasible solution to the linear matrix inequality (LMI).

Notations: The n-dimensional identity matrix is denoted by
I,,. a,, stands for an n-dimensional column vector with each of
its members identical to a. diag{- - - } refers to a block-diagonal
matrix. The mathematical exception of X is written as E{X}.
sup||Y|| represents Y’s supremum norm. sgn(-) is the sign
function.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. Graph Theory

The communication network of MASs is described by a
signed undirected graph G = (V,&,H), in which V =
(v, v2,...,vn), E SV xV and 'H = [g;;] are the node set,
the edge set and the weighted adjacent matrix, respectively.
When (v;, v;) € £, gi; # 0, it means vertices v; and v; are
neighbours and they can exchange information with each other.
Otherwise, g;; = 0. In particular, g;; > 0 and g;; < 0 represent
collaborative and competitive interaction relationship between
agent i and j, respectively. Assume that G is free of self-loops
and repetitive edges. The neighbor set of agent i is N; =
{v;|(v;, v;) € E}. The Laplacian matrix is £ = [/;;] € RV
with l; = 3200 |gijl and Ii; = —gij.i # j.

B. System Model

Consider a team of N agents over the finite horizon [0, T'],
where the dynamics of agent i is expressed as:

Xigr1 = Axxix + B (uix + aix) + Dywix
Yik = Cixip + Exvig (1)

Zi,k:kai,k» i=l,2,...,N

where x;; € R™ and y;; € R™ are the system state and the
measurement output, respectively. u; ; € R™ is the control law
that will be designed. a; , € R is the FDI attack signal; w; €
R™ is process noise, whose means and covariance matrix are,
respectively, E{w;x} = p; and o?I. The value v;; € R™
represents the noise in the measurement with its means being
E{v; 1} = v; and covariance matrix being 1//,21. A, By, Cy,
Dy, Ey, and N; are time-varying matrices.

To reveal the relationships of agents, we add a signed vector
b=[b b bN]T for analytical convenience. Here, b; = 1
implies that the ith agent is listed as a cooperator, while
b; = —1 implies that the ith agent is listed as a rival.

Definition 1 ( [22]): MASs (1) is said to achieve bipartite
consensus if

,N

N

. 1 .

klirgo xi’k_ﬁlzlbibjxﬁk =0, 1 =1,2,...
j:

C. FDI Attack Models

Following in the footsteps of [45], we assume that the hos-
tile attacker’s exogenous system is responsible for generating
the FDI attack signal a; x:

Nik+1 = Fenix
: : 2
[ai,k = GiNik @

where n;; € R", F, € R"*" and G} € R".
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Define & =[x/, n/, 1" and combine (2) and (1), we get

&ikr1 = Ar&ix + Buix + Drwix
Vik = Ci&ix + Exvi 3)
Zik = Ni&ik

Ay = [%k B;fk},zak _ [%k]
Dy =[Df 0] ,Ci=[C 0], Nk =[N O]

Remark 1: For the purpose of damaging the target system,
the attacker can randomly select the matrices F; and Gi.
With the goal of preventing the attack signals from being
detected, the matrix Fy is chosen to be a Hurwitz matrix.
In this case, a;j dose not approach to infinite and will be
hard to detect.

where

D. FDI Estimator and Controller Based on DET Scheme

A set of FDI estimators will be created within this part in
order to offset the signal deviation brought by FDI assaults.
Additionally, an event-triggered rule is designed to relieve
communication burden.

Denote the estimated FDI attack signal on agent i as

iy = Grlix “4)

With the virtue of proper use of the limited communication
resources, event-triggered control has been widely adopted in
MASs. In this article, the triggering instant ¢, , is decided by:

i — inf k i T T T 18
ey = Inf{k > g lmg omi e + 0 nik — €y Vi > —8ix}
keN T;
)]

with the gaps m;; = yir — Vi and n;; = d;y — &W (k €
[#4. ;+1)), where y; i and @, ,; are the measurement and the
estimated FDI attack signal at t;, respectively. &; > 0 and
7; > 0 are pre-determined. The internal dynamical variable
i satisfies

Sik41 = Pibik — m,-T,kmzpk - ni]:kni,k + &y Wik ©)
8i0 =8

in which 86 > 0. Furthermore, p; is a prescribed constant
satisfying 0 < p; < 1 and ; > 1/p;. At the moment the
event is triggered, sensor i will transmit its measurement and
estimated FDI signal attack to its neighbors at once. Clearly,
th<ti <th <. <t <. The new measurement and the
attack estimation will be sent to its neighbours based on (5).

To resist FDI attacks, the following observer will be
developed:

Einir = AEig + Bowig + Li ik — i)
+ Dy — L; p Exv; @)

where the estimated value of & is éi,k, Vik = Ckéi,k is
the estimated of the measurement output and L;; needs to
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be designed later. Based on the FDI attack estimator, the
following bipartite control protocol for agent i is put forward

uig =Ky |8ij1(s&n(8ij)y; i — Vi)

JEN;

— My D lgijl(sgn(gia, ; — a; )

JEN;
= —K; Z lgijl(sgn(gij)m i —m;y)

JEN;

+ Ki D 121 (s8n(gij)yix — yik)
JEN;

+ My D 1gij|(sgn(gijnjx — nix)
JEN;

— M; Z |gijl(sgn(gij)ajx — aix) 8
JEN;

where K} is gain matrix of the controller.

Remark 2: To reduce the cost of communication, a unique
DET method (5) is applied which is dependant on the measure-
ment output and the estimated FDI attacks. Under the DET
method, communication frequency among the agents can also
be adjustable along with the change of the adaptive trigger
parameters ;. In addition, the transmitted amount of the
agent state can also be controlled by adjusting the parameters
Ti, & and Pi.

Remark 3: In practice, FDI attacks are often encountered
which may do harmful to the desired performance of the
MASs. For the purpose of offsetting the adverse effects of the
FDI attacks, the anti-attack controller with the form of (8)
is devised, which relies on the measurement output and the
estimate of the FDI attacks, so as to meet the requirements of
the bipartite consensus control of the MASs.

E. Estimation Error and Closed-Loop System Modeling

With the preceding description, define e; y = & — é,-,k and
e = coly{e; }, then, the observation error is

eer1 = (In ® Ay — LiCi)er + (Iy ® D) (wp — )

— LyEx(vi = v) ©)
where
Ly = diag{Ly, Lo, ..., Ly}
Cr = diag{Cy, ..., Ci}, Ex = diag{Ey, ..., Ex).
[ — —_———
N N
Besides, denote & = coly{& i}, ;e = coly{nix}, wx =
coly{wir}, u = coly{p;}, i = coly{vir}, v = coly{v;},

my = coly{m; i}, np = coly{n; i}, zx = coly{zi}
From (3) and (8), it is not difficult to derive

&1 = (Iy ® Ak + L ® (B K Cr))éi
— (L ® By Ki)my + (L ® By M )ny
+ (L ® By Ky Ex)ve + (In ® D)y
— (L @ ByM;G)Eer — (L ® Ri)éx
= (In @ Ni)éi

(10)
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where
Ry =[O BkMka]
0O —-I O 0 -0 0
0 0 o -1 --- 0 0
0 0 0 0 e 0 =1

The consensus error is indicated as

N
Eix=&x—1/ND bibjEjx (11)
j=1
which can also be expressed as ék = (® ® Iy)&, in which
® =1y —1/Nbb”.
Note that &L = L = L can be derived from the properties
of matrix ® and L. Denote z; = (® ® Iy)zx. Then the

following (12) can be obtained from (10)

Erv1 = (In ® Ar + L ® (BiKiCr))éx
— (L ® BrKi)my + (L Q@ B M)ny

+ (£ @ B Kk Ex) vk + (P ® Dy 12)
— (L@ BiMi G Eer — (L ® Rk
2 = Uy @ Méy
By defining the variables X, = [m! nf]" and & =
[@]  v]]", system (13) is obtained
Eiv1 = Aki + Bidi + Frex + Dy Xy 13

Z = Ni&y
where
Av=Iy@ A+ LR (BKiCr) — L® Ry

D =[—(L® BiKy) (L ® BcMy) |
Bi=[®®Di (L& BiKiEY) |

Fi=—(LQBMG)E, Ny = Iy ® Ni.

The purpose of this paper is to devise the FDI estimator
gain L; and controller gain K; so that, over the finite horizon
[0, T'], the augmented system (13) meets bipartite consensus
performance for the prescribed y > 0 with the stated />-/
constraint

T

Efsup [|Z]1”} < D y*{d] di + Amax}

k=0

N
[ - 1
2 ET T
E(ELP > =5
+ v E{&;Poko + ey Qoeo + 2.7 0

(14)
in which S\max = )\max{ﬁk}trace{P} + )\max{fk}trace{Q}.

IIT. MAIN RESULTS

A. Performance Analysis and Gain Design of the FDI Attack
Estimator

Next, it will be presented that the estimation error covari-
ance matrices (EECM) have an upper bound in least-squares
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sense. The FDI estimator gain L; will be designed based
on (9), which can ensure the minimization of this upper bound.

Theorem 1: For given initial condition E{ey} = 0, the FDI
attack estimator (7) is unbiased. Based on (7) and the initial
condition Jy > Jo, the upper bound of EECM Ji is Ji. Here

Tir1 = Uy ® Ay — LiCO T Iy ® Ay — LiCy)”

+ Uy @D Py @Dy)" + LiEyQETL].  (15)

where
P= diag{alzl, o2, ..., o,%,l}
0= diag{w,zl, vi,. .. 1//,2\,1}

Moreover, the EECM can be minimized on finite horizon
[0, T] by designing the estimator gain Ly as

Ly = (In ® AT CL(Cr i CT + ExQE])™ (16)

in which Jy is diagonal.
Proof: First, by taking expectation of estimation error
dynamics (9), we can get:
E{er1) =E{(Iy ® A — LiCp)ex
+ Uy @ D) (wr — ) — Ly Er(vg — v)}
=y @ A — LiCp) E{et}
which indicates that, with E{ey} = O as initial situation, the

FDI attack estimation (7) is not biased.
According to (9), we can compute the covariance matrix:

Jer1 = E{ek+1ekT+]}
= E{[(Iy ® Ay — LyCr)ex — Ly Ex (v — v)
+ (Iy ® D) (ox — WUy ® Ax — LiCi)ex
+ (Iy ® D) — ) — Ly Ex (v — )17}
= Iy ® A — LiCOI(Iy ® Ay — LiC)T
+ (In® D) P(Iy ® D) + Ly ELQET L.

It can be derived from Lemma I in [46] that J; < [J; when
the initial requirement Jy > Jy holds. 3
The partial derivation of trace [J;, with respect to L; can
subsequently be obtained
otr(Jx+1) ~ ~
— 7 = ~Uv®ATC] - Cuilly ® A)T
k
+ Zkékﬂélz- + ékﬂégiz
+ LyEcQE] + ExQE[ L. (17)
Let the partial derivation equal to zero, then, (16) can be
obtained, under which the EECM is minimized.

B. Controller Design With FDI Attack Compensation

Sufficient conditions and controller design method are given
in the following such that the bipartite consensus performance
based on /-l is reached for (13).

Theorem 2: Consider MASs (1) under DET scheme (5) and
FDI attacks (2). Given'y > 0 and &; > 0, matrices Py > 0 and
Qo > 0, gain matrices K; and I:k, the bipartite consensus
performance can be achieved for MASs (1) with the -l
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constraint if there exist Py > 0 and Qi > 0 (satisfying
Po < Py and Qy < Qy), and a constant k > 0 satisfying

Z,ll ko ok ok ok
0 2132 * % %
%

=% 0 TP o« <0 (18)
0 ZP I ok
0 0 0 0
'Pk *
[J\h y21]<0 (19)

Proof: Choose the following Lyapunov function candidate:
Vi = VaE) + Vs(e) + V(1) (20)
where
Vi(Er) = EIPiér, Viler) = ef Qrer, Ve(8r) = %Sk
The difference of V,(&;) along (13) is:
AV, (Ep) = E[ Pisibrpr — & Pk
= (ki + Brdy + Frer + DiX)" Py
x (AxEr + Brdy + Frep + DiXy) — EL PiEy
= 5{(5,{7%1& — P&k + 251{141{77“1 Bydy
+ 287 Al Piy1 Frey + 2E] Al Py DiXe
+2d! Bl Pyy1 Frex + 2d! B Pry1 Dy X
+2¢] FIPyy1 DiXe + dI B Peyy Bidy
+el Fl PiyiFrex + X DyPrpi DX (21)

Notice that the FDI attack estimator (7) is unbiased with
E{ey} = 0, that is, E{e;} = 0. Thus, it follows from (21) that

E{AV,E0) = E{E] (A, Piyi Ak — Py
+ 2B] A} Prs1 Brdy
+2&T Al P Dy Xy + 2d] B Py Dy X
+dl Bl Piy1Brdy + €] F Piy1 Frex
+ X! D] Pei1 DX} (22)
Similarly, on the basis of (9), one has
E{AV,(ex)} = Efe}, Qir1€rs1 — ¢ Quex}
= Efe] (Iy ® Ay — LiC)T Qi (Iy ® Ay
— LiCoex + (@ — )" (Iy ® D) Qi
x (Iy ® Do) (g — ) + (v = v)TE{L{ Qi
x LiEx(ve —v) — el Qrey)

< el (A — Qe + Amax{DiJtrace( P}
+ Amax{€ i Jtrace{ 0} (23)
where
A = Iy ® Ay — LiC)T Qi1 (Iy ® Ay — LiCr)

= (Iy ® D)’ Qi1 (v ® Dy)
Ev = ETLT Qe Ly Ey.

IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING, VOL. 22, 2025

From (6), we have

N
1

E{AV:(8)} = E{ E ;(Si,kJrl — 81}
i=1 !

A
=E{) — (pibik =
i=1 "'

T T
—N; Mk T &Y Vik —

T
m;  Mi k

8i)}

N
pi — 1 T
=E cra,C X QX
{; = ik +ELCLQCLEL — X QX
+2ETCTQ Eqv + vf ETQ E g} (24)
where
Q) = diag ﬂI, ,S—NI],
7] ™~
. 1 1 1 1
Q, =diagd —1,—1,...,—1I, —I
Tl 71 N N
2N

Based on the definition of d;, A), can be further written as

Pi —

E{AV.(80)} = E{Z Six +ELCTQCE, — X 24

i=1

+ 2&,{C,{Qlé’kdk +dl &L Q) (25)
where & = [0 Ek].
It can be seen that (5) implies
N 1
Zx(m Mk +n KMik — —811( 81y, K Yik)
i=1
<0. (26)
1 1
Denote 6, = [§] ef X[ dl 571" and §; = [8], -85 ,1".

Substituting (22), (23), (25) and (26) into (20), it yields that
E{AVy} < E{E[ (A{ Pep1 Ar + C{ Q1Ck — Po)éx
+ 28] Al Py Bidy + 25T Al Pryy Dy X
+ Zd[B,{'PkJrleXk + dgé,{'PIﬁLlBkdk
+ e, F{ Prv1Frel + XkTDkTPk+1Dka
Pi + K — l
+ef (A — Quer + Z —8i,k
i=1 Ti

— XkTS_ZQXk + 251{6{5_2151(%{ + d{ggﬁlgkdk
+ Amax {DiJtrace{ P} + Amax (€ Jrace{ Q1)

= E{0] k6 + Amax{DiJtrace( P}

+ Amax (Ex Jtrace{ 0}) (27)
where
E,ll * * * ok
0 E,%z * ok sk
=2 0 =P ox o«
=0 TR M«
0 0 0 0

2= AP Ay + G QUG — Py
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27 = Fl P Fio + A —

2 = DI Piy1 Dy — 2

2 = Bl Pryi B + EL Q&

' = Al Py Dy, =F = DI Py By
£ = APy B+ Ol

_ 1 1
Q= diag[sl(— +)I, ... en(— + )]
T] ™

i} B R 11
o, =«l+diagd —1, —1,...,—I,—1I
T T1 N N
2N
-1 —1
Q3=diag['01+K . vtk ]
T] N

In what follows, we will further process the formula to inves-
tigate the consensus performance under the /5-I, restriction.
According to 7z, we have

= é[ﬁzﬁkék
< v?&( Pibs
< V2(§Zpk§k + ef Quex + %&)
< Vk. (28)
Then, according to (27), we have

T
EVe = Vo —v* D (@d{ dic + M)}
k=0

T T
= E{(Q AV — v D (@] di + M)
k=0

= k=0

T
< > E{] T
k=0
0

IA

(29
where

E,ll ko ok %
0 2,32 ¥k
DL VIED
0 TP EE o«
0O 0 0 0 Q3

* % *

T =

224 = B}Z,Pk+lék + EI(TQ]S]( — )/21

The above formula can be further rewritten as

T

E(Vi} < D yHd{ di + Amax} + E(V). (30)
k=0

Taking the conditions Py < Py and Qy < Q as well as (28)

and (30) into consideration, it follows that
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which indicates that the bipartite consensus performance with
constraint (14) is obtained.

In what follows, the controller gains will be obtained based
on the results in Theorem 2.

Theorem 3: For given parameters p;, T;, &, positive
scalar y, two weighted matrices Py and Qy, if there exist
751( > 0 and Qk > 0, matrices Ky, Z”k, 212/( and 2221( such
that the subsequent LMI:

~ Bl
Ek=|:,5’§ ,53]<0 (32)
Sk Sk
P *
~ <0 33
|: k )/21 i| ( )
hold, where
(21 o« x ox %
0 -9 koK %
Ei=| 0 0 —Q * =x
E‘,:l 0 0 Ei“ *
| 0 0 0 0 3
o [Er o EPEYO
Ei=| 0 F, 0 00
| 0 E,fz 0 00
~ [ Piy1 — 2 — 20 *
El’i = 0 —Pk+1 *
i 0 0 —Orsi

Then system (13) achieves the bipartite consensus performance
with constraint (14). In this case, the controller gains can be
acquired by Ky = Zl_l}clék.

Proof: First, by using the Schur complement lemma, (18)
can be rewritten as follows:

Bl %
Ek=|:,:’5 ,:,3]<0 (34)
S Sk
where
_E,ll * * ok %
0 —Q *x x x
Ei=| 0 0 —Q * =*
0 0 g«
| 0 0 0 0 Q3
[Ac 0 Dy B 0
El=|0 F, 0 00
0 EP 0 00
__7)1;11 * *
=3 -1
Ep = 0 P * 1
0 0 _Qk_+1

gl =CI'QC— P BN =CT Q16
B =& — v, BP = Iy ® A — LiCy.

o . N o Next, pre- and post-multiplying inequality (34) with matrix
Esup ||Z]1”} < y*E{E§ Poo + ef Qoeo + D, —8i0) diag(/, I, 1, I, I, 2y, Pis1, Qes1) and its transposition, we can
T

i=1 " get
=1
B, %
k=|:r5]5 53] <0
Sk Sk
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where
) [ E¢! 0 ES EHO0
Ei=| 0 F, 0 00
| 0820 00
) _—ZkPk_JrlleT * *
Ei: 0 —Pri1 *
0 0 -9

EY = Iy ® ZuWiAi + L ® KiCr — L © ZyuWi Ry
EY =[®® ZuWiDx (L ® KiEp) |

ES = [—L® Kk L ® ZuWiBM, |

Zp =1y ® ZuWi

| Zik 2
Z]k_|: 0 ZZZk:|

Wi = [ BB By~ BD*]'
Ke=[KF 0]" = ZuWiBiKs.
According to the following inequality
—ZPi Bl <P — 20— 2]

one can deduce that the (35) can be ensured by the following
one

~ 1 k
Ek=|:H§ ,3,3]<0 (36)
Sk Sk

Remark 4: By now, Theorem 1 and Theorem 3 have pro-
vided the estimator and the anti-attack controller design
method. We can observe from the design process that the
bipartite consensus performance of the MASs is influenced
by the FDI attack, the system parameters and the DET
mechanism.

Remark 5: It is important to highlight that the innovative
DET strategy (5) is characterized by its adaptive threshold
parameter, which, rather than being static, is dynamically
tuned following the principles of the dynamic law (6). This
flexibility allows for more responsive and precise control in
varying conditions.

Remark 6: In contrast to the work in [20] and [21], where
the network is assumed to be secure, the proposed method
considers the adverse effects of the FDI attacks, which is
more challenging. Unlike the DET strategy in [23], the DET
method in this paper involves the measurement output and the
estimated FDI attacks. This proactive approach allows net-
work control systems to respond promptly to attacks, ensuring
the safety of MASs. Thus, the designed secure DET bipartite
control method has better anti-attack ability against FDI
attacks and better utilizaiton of the network bandwidth.

IV. SIMULATION RESULTS

In this section, the effectiveness of the developed bipartite
consensus control strategy is applied on a numerical example
and unmanned aerial vehicles (UAVSs).

Example 1: To verify the effectiveness of the developed
approach in this paper, a cooperation-competition MAS with
communication topology shown in Fig. 1 will be employed.
It is assumed that agents 1 and 2 are competitors, whereas
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e

o O

Fig. 1. Communication topology among five agents.
TABLE I
CONTROLLER PARAMETERS

k 1 2 3 4 5 6
K | 0.1037 | 0.0717 | 0.0436 | 0.0316 | 0.0185 | 0.0280

k 7 8 9 10 11 12
K | 0.0333 | 0.0526 | -0.2028 | 0.0926 | 0.1270 | 0.1457

k 13 14 15 16 17 EE
K | 0.1420 | 0.0940 | 0.0520 | 0.0125 | 0.0542

the remaining agents are cooperators. Here is the undirected
Laplacian matrix L:

15 =05 05 =05 O
-05 15 =05 0 -05
L=] 05 -05 2 -05 05
-05 0 —-05 15 —-05
0 —-05 05 —05 15

The parameters of system (1) are set as:

A, — [0:35 +0.05 cos(0.4k) —0.10
k= —0.10 —0.73 — 0.1 cos(0.5k)

0.1 0.2 0.1
[0.25}’ De = [0.08:|’ Fi= [—0.5}

Cy=[1.050.1], Ex =[0.10.15]
Ne=[0202], M =1

0.8 0.2
G = [—0.6 0.8}'

By

The finite horizon is set at [0,45] in the simulation. Besides,
we select the initial states as x; o = [1.27 1.2177, X20 =
[-1.3  —1.31]7, x30 = [1.17 13017, x40 = [-1.20 —
L1717, x50 = [1.11 31", my1 =14 317, my =[-4 —
31, m1 =104 31", nai=[-1 —2]" and ns; =1[3 3]".

The values of u; = 0.1 and v; = 0.1 are the means.
aiz = 0.1 and wiz = 0.4 are selected as the covariances. In (5)
and (6), the initials and the dynamic variables are given by
€1 =84=0.5,82=85=0.6,83=0.7,801=58'=58=land
82 = 83 = 2. The other parameters are chosen as 7| = 400,
7, = 400, 13 = 22, ©y = 150, 5 = 10, and p; = 0.06,
p2 = 0.06, p3 = 0.02, py = 0.5 and p; = 0.7. Moreover,
TABLE I displays the intended controller gains.

The outcomes of the simulation are displayed in Figs. 2-8.
Specifically, Fig.2 and Fig.3 show the state dynamics of each
agent for MAS (1) employing the bipartite consensus con-
troller. It can be ascertained that the suggested compensation
strategy makes sense. Furthermore, Figs. 4-6 depict the attacks
and their estimation signals, which show that the intended
attack estimating approach is useful and efficient. Since the
attacks and its estimations on agent 4 and 5 can be drawn

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on March 13,2025 at 07:24:31 UTC from IEEE Xplore. Restrictions apply.
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Fig. 3. Trajectories of the agent state x;» x under FDI attacks.

3 T T T T T T T T

Actual attack
— — — Estimated attack

Agent 2

4 T T T T T T T T

Actual attack
— — — Estimated attack

Agent 3

0 5 10 15 20 25 30 35 40 45

Fig. 5. Actual attack on Agent 3 and its estimate.

similarly, we omit the figures here for paper limitation. The
controlled output for the agents with and without control
compensation mechanism are depicted in Fig. 7 and Fig. 8,
respectively. By comparing the two figures of dynamics of the
controlled outputs, it is not hard to reach that the proposed
compensation method has better performance. The proposed
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3 T T T T T T T T

Actual attack

/ — — — Estimated attack
2r | \ 1

Agent 5

Fig. 7. Dynamics of the controlled outputs with compensation control.
e
Fig. 8. Dynamics of the controlled outputs without compensation control.
6
5 dfio & A K& ok Kx Yok Kk KX For A A 1
B ]
sl ]
B ]
1r 0 O 00 00 0000 O 0000 O 1
0 5 10 15 20 25 30 35 40 45 50
Fig. 9. Triggered instants of five agents.

controller with control compensation mechanism has higher
ability in anti-interference and faster convergence speed. The
event-triggered release moments of each agent are exhibited
in Fig. 9, from which one can draw that the limited network
resources can be efficiently saved by the suggested DET
strategy.
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Consensus Performance

Fig. 10. State trajectories of the agents in Example 2.

Example 2: In this example, the MASs under consideration
consisting of 5 YF-22 research UAVs [47] whose longitudinal
dynamics satisfy (1) with

T-0284 0296 2.420 0.9912
| 0 —0an7 083 027
€= 0 —0.338 —0.826 —0.195

0 0 06 0

© 02168 0.2

0.544 02 08 02

Be=\ _o3008 | P¥= {08 | = [—0.6 0.8}

| 06 0.8
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6
5Ltk % ow fk & H ekt
4+ + + o+ + + R S
3l
2Bk ¥ ok * HHHKHHHRRHAAAAARA KK
1} 0000000000000 o
0 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50

k

Fig. 11.

040500 0.1
C":[ 0 0 11}’E’<:[0.15}

Gy =[0.1 —0.15].

Triggered instants of UAVs.

where x;(k) = [x;1(k), xi2(k), xi3(k), x;4(k)]" and x;;(k), xi2
(k), x;3(k), x;4(k) represent, respectively, the speed, the attack
angle, the pitch rate, the pitch angle. The topology of the
MASSs is shown in Fig. 1. According to Theorem 3, by choos-
ing & = &5 = 0.5, E)y = &4 = 0.6, &3 = 0.7, T = 400,
7, = 40, 13 = 22, ty = 150, 5 = 1000, and p; = 0.06,
0 = 06, p3 = 0.02, p, = 0.07 and ps = 0.7, one
obtains K; = [—0.0198 —0.2833 ] With the obtained control
scheme, the trajectories of the agents are depicted in Fig. 10.
The triggered instants are illustated in Fig.11, from which one
can see dynamically adjust the bandwidth resource usage and
avoid the unnecessary transmissions. Therefore, the frequency
for control updates can be decreased effectively. From the
simulation results, one can observe that by the developed
controller, the effect of the FID attacks can be well dealt with
and the distributed bipartite consensus is realized successfully.

V. CONCLUSION

In this study, we have investigated the bipartite consensus
control issue for DTE MASs with FDI attacks. A set of
estimators have been developed to estimate the attacks and
each agents’ state. For lightening the burden of communication
networks, a DET strategy has been developed where each
agent is allowed to broadcast its estimates when the triggering
function is satisfied. With the methods of variance analysis
and the Lyapunov stability theory, the expected estimator and
controller gains have been designed. The effectiveness of the
developed appoach has also been confirmed by the simulation
results. In the future, we will design the mode-free fault
tolerant control for MASs with complex attacks and DET
scheme. Another interesting direction of our future work is
the predictive control for MASs with DoS attacks and signal
compensation.
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