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Abstract—This paper investigates the data-driven decentral-
ized resilient control problem for large-scale systems (LSS)
under randomly occurring Denial-of-Service (DoS) attacks. A
min-max optimization criterion is established based on zero-
sum differential game theory, and the corresponding optimal
control strategy is derived. Global asymptotic stability of the
closed-loop LSS is theoretically guaranteed under the proposed
control scheme. A two-stage adaptive dynamic programming
(ADP) algorithm, integrating reinforcement learning techniques
with local state feedback, is proposed to derive the optimal control
policy without requiring prior knowledge of the system model.
Simulations are conducted in MATLAB on a multimachine
power system benchmark. In particular, the two-stage ADP
controller shortens the settling time by up to 7.7% and reduces
overshooting by over 14.5% compared to the existing methods,
thereby validating its robustness and superior performance in
dynamic and adversarial environments.

Index Terms—Large-scale systems, decentralized control, data-
driven, DoS attacks.

I. INTRODUCTION

LARGE-SCALE systems (LSS) are complex,
interconnected networks composed of dynamically

interacting subsystems that are often distributed across broad
geographical regions [1]. These systems are characterized
by high dimensionality, intricate interdependencies, and
decentralized architectures [2], where each subsystem operates
with local control and communicates with limited neighboring
nodes [3]. Classic examples of large-scale systems (LSS)
include smart grids, transportation systems, urban water
networks, and multi-agent robotic platforms [4]. With the
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rapid evolution of smart technologies, the domain of LSS has
begun to extend into Internet of Things (IoT) ecosystems,
particularly within consumer electronics. A notable and
emerging application is the integration of holographic
counterparts in IoT-based consumer technologies [5]. This
development encompasses immersive user interfaces, such
as holographic displays, augmented reality wearables, and
intelligent home environments [6], which require large-
scale coordination among distributed sensors, actuators,
and edge computing units to support seamless, real-time
interactions [7]. In these applications, ensuring responsive,
stable, and robust performance under uncertainties and attack
threats is especially critical. Furthermore, as LSS increasingly
rely on wireless communication and networked computing,
they become more susceptible to a broad range of cyber
threats.

Effectively addressing these challenges is vital not only for
the protection of national infrastructure but also for enabling
the next generation of intelligent, sustainable, and consumer-
centric systems. Nowadays, decentralized control has emerged
as a key solution for LSS [8]. In contrast to centralized
methods that depend on a global controller, decentralized
approaches use locally situated controllers that operate with
limited communication and partial information [9], which are
more scalable and resilient for complex systems with delays
and computational constraints [10]. Recent advancements in
this field have demonstrated the feasibility of applying decen-
tralized and robust control strategies to practical scenarios,
including immersive IoT consumer platforms with holographic
interfaces, distributed renewable energy management, and
autonomous mobility systems [11]. These developments high-
light the growing relevance and application of LSS control
theory in consumer technology driven by holographic and
interactive innovations. In [12], a novel local value function
was constructed to eliminate unmatched interconnections with
unknown time delays, addressing the problem of decentralized
optimal control for LSS with unknown delays. In [13], a
cyclic small-gain technique was introduced to resolve the
issue of unmatched interconnections in LSS, and a decen-
tralized fault-tolerant control method was proposed for a
class of LSS with actuator failures. These efforts aim to
enhance the scalability, robustness, and efficiency of LSS by
leveraging local information and minimizing communication
requirements [14]. Despite these advancements, challenges
remain, particularly in ensuring stability and performance
under dynamic environments and cyber threats.
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Cyber-attacks pose significant threats to modern con-
trol systems, particularly as these systems increasingly rely
on interconnected networks for communication and opera-
tion [15]. Various forms of cyber attacks, including deception
attacks [16], replay attacks, eavesdropping [17], and Denial-of-
Service (DoS) attacks [18], target the integrity, confidentiality,
and availability of system resources [19]. Among various
types of cyberattacks, DoS attacks have emerged as a par-
ticularly critical threat in networked control systems due to
their simplicity in execution and potential for widespread
disruption [20]. Unlike other cyber threats that often require
sophisticated intrusion strategies or stealth, DoS attacks exploit
system vulnerabilities through high-volume traffic flooding
or targeted interference [21], making them easier to launch
but challenging to defend against, especially in distributed
and heterogeneous environments [22]. Such attacks can cause
delayed, corrupted, or lost data, resulting in degraded control
and potential system instability [23]. Therefore, mitigating
DoS attack risks is a key focus in secure control research. To
mitigate the adverse effects of potential DoS attacks in LSS,
in [24], a compensator was designed to estimate unmeasurable
state variables, and an adaptive decentralized secure control
method for nonlinear LSS was developed. To reduce compu-
tational burdens and resist DoS attacks, in [25], a distributed
sampled-data resilient control strategy for multi-agent systems
was proposed. In [26], a distributed event-triggered control
method was introduced for multifunctional grid-connected
inverters in microgrids to enhance power quality under DoS
attacks. However, most existing approaches focus on small to
medium scale systems, with limited scalability and adaptability
to the high-dimensional, interdependent nature of LSS. These
limitations highlight the urgent need for innovative control
strategies tailored to LSS.

Data-driven approaches have emerged as powerful tools
for solving control problems in complex systems, particularly
when system dynamics are partially unknown or difficult
to model explicitly [27]. Among these methods, adaptive
dynamic programming (ADP) has gained significant attention
for its ability to approximate optimal control policies using
system data [28]. ADP leverages the principles of optimal
control to iteratively improve performance by learning from
system interactions [29]. In recent years, extensive research
has been conducted to enhance the performance and applica-
bility of ADP. In [30], an integral model predictive control
strategy based on decentralized online system identification
was proposed, which is applied to voltage and frequency regu-
lation in microgrids. In [31], the ADP method was employed to
address the infinite-horizon optimal control problem for sliding
mode dynamics, and a model-free decentralized sliding mode
control scheme was designed for each subsystem. In [32],
an optimization criterion was established based on zero-sum
differential game theory, and a decentralized zero-sum differ-
ential game strategy was derived using data-driven methods
to stabilize LSS. However, the majority of these studies
focus on systems with moderate complexity or centralized
architectures, with limited exploration in LSS characterized by
high-dimensional states and distributed control structures [33].
The application of ADP in the decentralized control of LSS

presents a promising avenue for research with significant
theoretical and practical implications.

As mentioned above, despite some advancements in decen-
tralized control and resilient strategies for LSS, existing
approaches often face limitations in addressing the combined
challenges of DoS attacks and incomplete system information.
To bridge these gaps, this paper proposes a novel data-driven
decentralized resilient control framework under DoS attacks,
and the main contributions of this work are as follows:

1) Distinct from existing studies in [34], [35], and [36],
this work investigates a broader class of LSS that are
simultaneously subject to DoS attacks and unknown
dynamic uncertainties. A key novelty lies in the utiliza-
tion of online data to design optimal controllers without
requiring complete knowledge of system dynamics.

2) By integrating data-driven techniques into decentral-
ized control frameworks, the proposed method achieves
robust disturbance attenuation and resilience against
DoS attacks. This integration enhances the scalability
and adaptability of the control strategy, especially in
complex and uncertain environments.

3) A novel two-stage ADP algorithm is developed to
approximate optimal decentralized control policies under
incomplete system knowledge and stochastic distur-
bances. The algorithm is computationally efficient and
capable of ensuring both stability and resilience in the
presence of DoS attacks.

II. PROBLEM FORMULATION

The dynamics of the ith subsystem within the LSS can be
described by the following state-space representation:

ẋi(t) = Aixi(t) + Biui(t) + Di(fi(y, t) + ωi(xi, t)) (1)

yi(t) = Cixi(t), i = 1, 2, . . . , N (2)

where xi(t) ∈ R
ni denotes the state vector of subsystem i;

ui(t) ∈ R
mi represents the local control input; yi(t) ∈ R

pi

is the measured output; fi(y, t) ∈ R
qi captures the interde-

pendencies among subsystems, representing interactions or
external inputs derived from the system outputs y(t) with y =
[yT

1 , yT
2 , . . . , yT

N]T; ωi(xi, t) ∈ R
qi is the unknown matched

uncertainty and is piecewise continuous in t. Ai ∈ R
ni×ni , Bi ∈

R
ni×mi , Ci ∈ R

pi×ni , and Di ∈ R
ni×qi are system matrices.

The effect of DoS attacks on the control input can be
modeled as follows:

ūi(t) = μi(t)ui(t) (3)

where ūi(t) represents the actual control input received by sub-
system i, and ui(t) is the intended control input generated by
the controller. The binary variable μi(t) is a Bernoulli random
variable with E{μi(t)} = μ̄i that models the occurrence of DoS
attacks. Specifically, μi(t) = 1 indicates that the control signal
is successfully transmitted to the subsystem, while μi(t) = 0
represents a DoS attack, during which the control signal is
blocked or lost.

Remark 1: This formulation explicitly captures the stochas-
tic nature of DoS attacks, which occur randomly over time
and interrupt the transmission of control signals within the
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LSS. By incorporating the Bernoulli random variable μi(t) into
the system model, the adverse impact of these attacks on the
system dynamics and stability can be rigorously characterized.
Specifically, the random and intermittent behavior of μi(t)
provides a realistic representation of communication vulnera-
bilities that may arise from adversarial actions or unexpected
network failures.

Remark 2: Many existing control methods [34], [35] either
assume ideal communication conditions or rely on known
system models, which limits their effectiveness in the pres-
ence of unpredictable DoS events and unknown uncertainties.
In contrast, our proposed framework directly integrates the
stochastic DoS model into the control design process, enabling
resilient performance even under frequent and randomly occur-
ring communication interruptions. This modeling approach
forms the foundation for developing robust and adaptive con-
trol strategies that safeguard system stability and performance
in adversarial environments.

Based on (3), the dynamics of each subsystem i subject to
DoS attacks can be described by

ẋi(t) = Aixi(t) + Biūi(t) + Di(fi(y, t) + ωi(xi, t)). (4)

To maintain generality, let us assume that rank(Bi) =
bi ≤ mi. According to linear algebra principles, there exists
a nonsingular transformation matrix Mi ∈ R

ni×ni such that
MiBi = [0mi×(ni−bi), BT

i2]T, where Bi2 ∈ R
bi×mi has full row

rank. For simplicity, we assume that Bi is already in this form.
Consequently, the ith subsystem described in (1) and (2) can
be reformulated as follows:

ẋi1(t) = Ai11xi1(t) + Ai12xi2(t)

+Di1(fi(y, t) + ωi(xi1, t)) (5)

ẋi2(t) = Ai21xi1(t) + Ai22xi2(t) + Bi2ūi(t)

+Di2(fi(y, t) + ωi(xi2, t)) (6)

yi(t) = Ci1xi1(t) + Ci2xi2(t) (7)

where

xi =
[

xi1
xi2

]
, Ai =

[
Ai11 Ai12
Ai21 Ai22

]
, Bi =

[
0

Bi2

]
,

Ci = [
Ci1 Ci2

]
, Di = [

DT
i1 DT

i2

]T
.

Control Objective: The objective of this paper is to design
a decentralized controller for each subsystem of the LSS that
ensures resilient performance in the presence of DoS attacks
and unknown dynamic uncertainties. Specifically, the proposed
controller is expected to fulfill the following requirements:

1) For each subsystem i = 1, 2, . . . , N, the closed-loop
signals in (5)–(7) must remain uniformly bounded over
time. Furthermore, the overall LSS, described by equa-
tions (1) and (2), should exhibit global asymptotic
stability, despite the presence of network-induced distur-
bances and partial knowledge of the system dynamics.

2) The decentralized controller must effectively attenuate
disturbances in each subsystem despite random DoS
attacks and unknown uncertainties, while meeting a
predefined performance criterion.

To facilitate the complete design of the control scheme, the
following assumptions are introduced.

Fig. 1. Schematic of the decentralized control for LSS under DoS attacks.

Assumption 1: The matched uncertainty function ωi(xi, t) is
locally Lipschitz continuous in xi(t), satisfying the following
inequality:

‖ωi(xi, t)‖ ≤ αi‖xi(t)‖ (8)

where αi ≥ 0 is an unknown constant.
Assumption 2: The interconnection function fi(y, t) is

piecewise continuous with respect to t and locally Lipschitz
continuous in y(t), satisfying the following inequality:

‖fi(y, t)‖ ≤ ζi‖y(t)‖ (9)

where ζi > 0 is a known constant.

III. OPTIMAL DECENTRALIZED CONTROLLER DESIGN

Fig.1 illustrates the schematic of decentralized control for
LSS under DoS attacks. For the control problem of the ith
subsystem (5)-(7), the H∞ control approach is employed to
optimize the control performance under external disturbances.
This problem is equivalent to solving a zero-sum game,
where the control input ui(t) minimizes the performance
index while the disturbance ωi maximizes it. To facilitate the
optimization, the variable xi2 is introduced as a virtual control
input of the subsystem (5). Then, the performance index is
defined as:

Ji1(xi1, xi2, ω̃i1) =
∫ ∞

0

(
xT

i1Qi1xi1 + xT
i2Ri1xi2 − γ 2

i1ω̃
T
i1ω̃i1

)
dt

(10)

where ω̃i1(t) = fi(y, t)+ωi(xi1, t), Qi1 and Ri1 are positive def-
inite matrices, γi1 > 0 is a prescribed disturbance attenuation
level.

In optimal control theory, it is well established that the
performance index Ji1 is minimized by the optimal control
input x∗

i2 = −K∗
i1xi1 and the worst disturbance ω̃∗

i1 = L∗
i1xi1,

where the feedback control gain K∗
i1 and the disturbance policy

gain L∗
i1 is given by

K∗
i1 = R−1

i1 AT
i12P∗

i1, (11)

L∗
i1 = γ −2

i1 DT
i1P∗

i1. (12)

Here, P∗
i1 denotes the unique positive definite solution to the

following algebraic Riccati equation (ARE):

Pi1Ai11 + AT
i11Pi1 − Pi1Ai12R−1

i1 AT
i12Pi2

+γ −2
i1 Pi1Di1DT

i1Pi1 + Qi1 = 0. (13)
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Directly obtaining an analytical solution is generally infea-
sible, especially for high-dimensional systems or systems with
intricate matrix structures. To address this, this paper provides
an efficient ADP algorithm to approximate the numerical
solution of the ARE, enabling practical implementation of
optimal control strategies.

Define the auxiliary variable

λi(t) = xi2(t) + Ki1xi1(t). (14)

Then, the subsystem (6) can be rewritten as

λ̇i(t) = Āi21xi1(t) + Āi22λi(t) + Bi2ūi(t) + D̄i2ω̃i2(t) (15)

where

Āi21 = Ai21 + Ki1Ai11 − (
Ai22 + Ki1Ai12

)
Ki1,

Āi22 = Ai22 + Ki1Ai12, D̄i2 = Di2 + Ki1Di1,

ω̃i2(t) = fi(y, t) + D̄−1
i2

(
Ki1Di1ωi(xi1, t) + Di2ωi(xi2, t)

)
.

Denote the performance index for the subsystem (15):

Ji2(λi, ui, ω̃i2)

=
∫ ∞

0

(
λT

i Qi2λi + uT
i Ri2ui − γ 2

i2ω̃
T
i2ω̃i2

)
dt (16)

where γi2 > 0 denotes the disturbance attenuation level of
subsystem (15), matrices Qi2 and Ri2 are positive definite.

Similar to (11)-(12), the optimal control input u∗
i and the

worst disturbance response ω̃∗
i2 are determined as:

u∗
i = −R−1

i2 BT
i2P∗

i2λi = −K∗
i2λi (17)

ω̃∗
i2 = γ −2

i2 D̄T
i2P∗

i2λi = L∗
i2λi (18)

where K∗
i2 and L∗

i2 are the optimal control gain and the worst
disturbance gain of subsystem (15), respectively. Meanwhile,
positive definite matrix P∗

i2 is the unique solution to the ARE:

Pi2Āi22 + ĀT
i22Pi2 − Pi2Bi2R−1

i2 BT
i2Pi2

+γ −2
i2 Pi2D̄i2D̄T

i2Pi2 + Qi2 = 0. (19)

Remark 3: Based on the optimal control theory, the matrix
P can be derived by solving the ARE, which charac-
terizes the relationship between the value function and
the system dynamics. By substituting the value function
into the Hamilton–Jacobi–Bellman (HJB) equation and apply-
ing the principle of optimality, an ARE can be established
for P. This equation incorporates system matrices, weighting
matrices for state and control inputs, and any disturbance
attenuation terms, resulting in a closed-form relationship for P.
Solving this equation yields the optimal state-feedback gains,
ensuring that the control law minimizes the cost function while
maintaining stability and performance for the system.

Combine (14) and (5), one can get

ẋi1(t) = Āi11xi1(t) + Ai12λi(t) + Di1ω̃i1(t) (20)

where Āi11 = Ai11 − Ai12Ki1.
From (13) and (20), we have

Pi1Āi11 + ĀT
i11Pi1 − Pi1Ai12R−1

i1 AT
i12Pi2

+γ −2
i1 Pi1Di1DT

i1Pi1 + Qi1 = 0. (21)

Based on (15) and (20), the augmented ith subsystem is
given by

˙̄xi(t) = Āix̄i(t) + Biūi + D̄iω̃i(t) (22)

yi(t) = C̄i1xi1(t) + Ci2λi(t) (23)

where

x̄i(t) =
[

xi1(t)
λi(t)

]
, Āi =

[
Āi11 Ai12

Āi21 Āi22

]
, ω̃i(t) =

[
ω̃i1(t)
ω̃i2(t)

]
,

C̄i1 = Ci1 − Ci2Ki1, D̄i = diag{Di,1, D̄i2}.

IV. DECENTRALIZED STABILIZATION OF THE

LARGE-SCALE SYSTEM

In this section, we give the stability analysis for augmented
subsystem (22) and (23) under the control policy u∗

i .
Theorem 1: Given the optimal control input u∗

i and the
prescribed disturbance attenuation levels γi1, γi2, the states of
the augmented subsystem (22) is uniformly bounded, and the
states of the LSS in (1) and (2) are globally asymptotically
stable, if there exists positive scalars αi, βi, ζi, ηi, 	i, εij(j =
1, 2, 3, 4), and positive definite matrices Qi1, Qi2, Ri1, Ri2 such
that

Qi1 ≥ (
	i + εi3

)
I + βi(1 + ηi)C̄

T
i1C̄i1,

Qi2 ≥ (
	i + εi1

)
I + βi

(
1 + η−1

i

)
CT

i2Ci2,

Ri1 ≤ εi1I, Ri2 ≤ εi3(2μ̄i − 1)BT
i2

(
Āi21ĀT

i21

)−1
Bi2,

εi2 ≥ 2γ 2
i1, εi4 ≥ 2γ 2

i2, 	i ≥ ε̄iαi, β̄ ≥ ζ̄ .

where ε̄i = max{εi2, εi4}, β̄ = max1≤i≤N{βi}, and ζ̄ =∑N
i=1 ε̄iζi.
Proof: Choose the Lyapunov function as

Vi(x̄i) = E
{

xT
i1P∗

i1xi1 + λT
i P∗

i2λi

}
. (24)

Taking the derivative of Vi along the solutions to augmented
subsystem (22), one has

V̇i = xT
i1

(
P∗

i1Ai11 + AT
i11P∗

i1

)
xi1 − 2xT

i1P∗
i1Ai12K∗

i1xi1

+ 2xT
i1P∗

i1Ai12λi + 2xT
i1P∗

i1Di1ω̃i1

+ λT
i

(
P∗

i2Āi22 + ĀT
i22P∗

i2

)
λi + 2λT

i P∗
i2Āi21xi1

+ 2μ̄iλ
T
i P∗

i2Bi2u∗
i + 2λT

i P∗
i2D̄i2ω̃i2. (25)

Substituting (13) and (19) into (25) yields

V̇i = xT
i1

(
P∗

i1Ai12R−1
i1 AT

i12P∗
i2 − γ −2

i1 P∗
i1Di1DT

i1P∗
i1 − Qi1

)
xi1

−2xT
i1P∗

i1Ai12K∗
i1xi1

+ 2xT
i1P∗

i1Ai12λi + 2xT
i1P∗

i1Di1ω̃i1

+ λT
i

(
P∗

i2Bi2R−1
i2 BT

i2P∗
i2 − γ −2

i2 P∗
i2D̄i2D̄T

i2P∗
i2 − Qi2

)
λi

+2λT
i P∗

i2Āi21xi1

+ 2μ̄iλ
T
i P∗

i2Bi2u∗
i + 2λT

i P∗
i2D̄i2ω̃i2. (26)

From (11) and (17), it follows that

V̇i = x̄T
i Q̄ix̄i − γ −2

i1 xT
i1P∗

i1Di1DT
i1P∗

i1xi1

− xT
i1P∗

i1Ai12R−1
i1 AT

i12P∗
i1xi1 + 2xT

i1P∗
i1Ai12λi
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+ 2xT
i1P∗

i1Di1ω̃i1 − γ −2
i2 λT

i Pi2D̄i2D̄T
i2Pi2λi

+ 2λT
i P∗

i2Āi21xi1 + 2λT
i P∗

i2D̄i2ω̃i2

− (2μ̄i − 1)λT
i P∗

i2Bi2R−1
i2 BT

i2P∗
i2λi (27)

where Q̄i = diag{−Qi1,−Qi2}.
By completing the squares, one has

2xT
i1P∗

i1Ai12λi

≤ ε−1
i1 xT

i1P∗
i1Ai12AT

i12P∗
i1xi1 + εi1λ

T
i λi, (28)

2xT
i1P∗

i1Di1ω̃i1

≤ 2ε−1
i2 xT

i1P∗
i1Di1DT

i1P∗
i1xi1 + 1

2
εi2ω̃

T
i1ω̃i1, (29)

2λT
i P∗

i2Āi21xi1

≤ εi3xT
i1xi1 + ε−1

i3 λT
i P∗

i2Āi21ĀT
i21P∗

i2λi, (30)

2λT
i P∗

i2D̄i2ω̃i2

≤ 2ε−1
i4 λT

i P∗
i2D̄i2D̄T

i2P∗
i2λi + 1

2
εi4ω̃

T
i2ω̃i2. (31)

Substituting (28)-(31) into (27) yields

V̇i ≤ x̄T
i �ix̄i − (

γ −2
i1 − 2ε−1

i2

)
xT

i1P∗
i1Di1DT

i1P∗
i1xi1

− xT
i1P∗

i1Ai12
(
R−1

i1 − ε−1
i1 I

)
AT

i12P∗
i1xi1

− (
γ −2

i2 − 2ε−1
i4

)
λT

i Pi2D̄i2D̄T
i2Pi2λi − λT

i P∗
i2

× (
(2μ̄i − 1)Bi2R−1

i2 BT
i2 − ε−1

i3 Āi21ĀT
i21

)
P∗

i2λi

+ 1

2
εi2ω̃

T
i1ω̃i1 + 1

2
εi4ω̃

T
i2ω̃i2 (32)

where �i = diag{εi3I − Qi1, εi1I − Qi2}.
By using the similar method in [37], we get

V̇i ≤ x̄T
i �̄ix̄i − 	ix

T
i1xi1 − 	iλ

T
i λi

− (
γ −2

i1 − 2ε−1
i2

)
xT

i1P∗
i1Di1DT

i1P∗
i1xi1

− xT
i1P∗

i1Ai12
(
R−1

i1 − ε−1
i1 I

)
AT

i12P∗
i1xi1

− (
γ −2

i2 − 2ε−1
i4

)
λT

i Pi2D̄i2D̄T
i2Pi2λi − λT

i P∗
i2

× (
(2μ̄i − 1)Bi2R−1

i2 BT
i2 − ε−1

i3 Āi21ĀT
i21

)
P∗

i2λi

+ 1

2
εi2ω̃

T
i1ω̃i1 + 1

2
εi4ω̃

T
i2ω̃i2 − βiy

T
i yi (33)

where �̄i = diag{�̄i1, �̄i2}, �̄i1 = (	i + εi3)I + βi(1 +
ηi)C̄T

i1C̄i1 − Qi1, �̄i2 = (	i + εi1)I + βi(1 + η−1
i )CT

i2Ci2 − Qi2.
From the conditions in Theorem 1, it leads to

V̇i ≤ −	i‖x̄i‖2 − βi‖yi‖2 + ε̄i‖ω̃i‖2. (34)

From Assumption 1 and 2, it can be derived that

V̇i ≤ −(	i − ε̄iαi)‖x̄i‖2 − βi‖yi‖2 + ε̄iζi‖y‖2. (35)

Similar to the approach in [38], we obtain

N∑
i=1

V̇i(x̄i) ≤ −
N∑

i=1

(	i − ε̄iαi)‖x̄i‖2 − (
β̄ − ζ̄

)‖y‖2. (36)

This completes the proof.

V. TWO-STAGE ADP ALGORITHM FOR THE

LARGE-SCALE SYSTEM

Although (11) and (17) establishes the theoretical founda-
tion for deriving the optimal control policy, its implementation
relies on accurate knowledge of system matrices, which may
not always be available in practical scenarios. To address this
limitation, this section introduces a novel decentralized ADP
algorithm tailored to approximate the optimal control input
u∗

i under conditions of incomplete system information. The
proposed algorithm adopts a two stage design: in the first
stage, auxiliary matrices Pj

i1 and Kj
i1 are iteratively updated

to approximate their optimal counterparts P∗
i1 and K∗

i1; in the
second stage, these results are further leveraged to construct
Pk

i2 and Kk
i2, which serve as approximations for the optimal

matrices P∗
i2 and K∗

i2, respectively.

A. Stage-One of ADP

For the purpose of solving (21), it follows from (20) that

d

dt

(
xT

i1Pi1xi1
) = xT

i1

(
Pi1Āi11 + ĀT

i11Pi1
)
xi1

+2
(
xi2 + Ki1xi1

)T
AT

i12Pi1xi1 + 2ω̃T
i1DT

i1Pi1xi1.

(37)

Substituting (21) into (37) yields

d

dt

(
xT

i1Pi1xi1
) = xT

i1

(
Pi1Ai12R−1

i1 AT
i12Pi2 − γ −2

i1 Pi1

× Di1DT
i1Pi1 − Qi1

)
xi1 + 2ω̃T

i1DT
i1Pi1xi1

+ 2
(
xi2 + Ki1xi1

)T
AT

i12Pi1xi1. (38)

Then, it follow from (11), (12) and (38) that

d

dt

(
xT

i1Pi1xi1
) = xT

i1

(
KT

i1Ri1Ki1 − γ 2
i1LT

i1Li1 − Qi1
)
xi1

+2
(
xi2 + Ki1xi1

)T
Ri1Ki1xi1 + 2γ 2

i1xT
i1LT

i1Li1xi1. (39)

Integrating on both sides of (39), we have

xT
i1Pi1xi1

∣∣t+τr

t =
∫ τr

t
xT

i1Q̃i1xi1ds

+2
∫ t+τr

t

(
xi2 + Ki1xi1

)T
Ri1Ki1xi1ds

+2γ 2
i1

∫ t+τr

t
xT

i1LT
i1Li1xi1ds (40)

where Q̃i1 = KT
i1Ri1Ki1 − γ 2

i1LT
i1Li1 − Qi1.

Using Kronecker product representation, we have

xT
i1Q̃i1xi1 = (

xT
i1 ⊗ xT

i1

)
vec

(
Q̃i1

)
, (41)(

xi2 + Ki1xi1
)T

Ri1Ki1xi1

= (
xT

i1 ⊗ xT
i2 + xT

i1 ⊗ (
xT

i1KT
i1

))
(I ⊗ Ri1)vec(Ki1)

= ((
xT

i1 ⊗ xT
i2

)
(I ⊗ Ri1)

+(
xT

i1 ⊗ xT
i1

)(
I ⊗ (

KT
i1Ri1

)))
vec(Ki1), (42)

xT
i1LT

i1Li1xi1 = (
xT

i1 ⊗ xT
i1

)(
I ⊗ LT

i1

)
vec(Li1). (43)

To simplify expression, define
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i(z1, z2) =
[
z1 ⊗ z2

∣∣t+τ1
t , z1 ⊗ z2

∣∣t+τ2
t+τ1

,

. . . , z1 ⊗ z2|t+τr
t+τr−1

]T
,

�i(z1, z2) =
[ ∫ t+τ1

t
z1 ⊗ z2ds,

∫ t+τ2

t+τ1

z1 ⊗ z2ds,

. . . ,

∫ t+τr

t+τr−1

z1 ⊗ z2ds

]T

where 0 < τ1 < τ2 < · · · < τr are known constants.
From (41)-(43), (40) can be rewritten as follows

�i1

⎡
⎢⎢⎢⎣

vec
(

Pj+1
i1

)
vec

(
Kj+1

i1

)
vec

(
Lj+1

i1

)

⎤
⎥⎥⎥⎦ = �i1 (44)

where

�i1 =
[

i(xi1, xi1), −2�i(xi1, xi2)(I ⊗ Ri1)

−2�i(xi1, xi1)
(
I ⊗ ((

Kj
i1

)T
Ri1

))
,

−2γ 2
i1�i(xi1, xi1)

(
I ⊗

(
Lj

i1

)T)]
,

�i1 = �i(xi1, xi1)vec
(

Q̃i1

)
.

B. Stage-Two of ADP

Similar to (37), it follows from (15) that

d

dt

(
λT

i Pi2λi

)
= λT

i

(
Pi2Āi22 + ĀT

i22Pi2

)
λi + 2xT

i1ĀT
i21Pi2λi

+ 2μ̄iu
T
i BT

i2Pi2λi + 2ω̃T
i2D̄T

i2Pi2λi. (45)

From (19) and (45), we have

d

dt

(
λT

i Pi2λi

)
= λT

i

(
Pi2Bi2R−1

i2 BT
i2Pi2 − γ −2

i2 Pi2D̄i2

× D̄T
i2Pi2 − Qi2

)
λi + 2xT

i1ĀT
i21Pi2λi

+ 2μ̄iu
T
i BT

i2Pi2λi + 2ω̃T
i2D̄T

i2Pi2λi. (46)

Substituting (17) and (18) into (46) leads to

d

dt

(
λT

i Pi2λi

)
= λT

i

(
KT

i2Ri2Ki2 − γ 2
i2LT

i2Li2 − Qi2

)
λi

+ 2xT
i1ĀT

i21Pi2λi + 2μ̄iλ
T
i KT

i2Ri2Ki2λi

+ 2γ 2
i2λ

T
i LT

i2Li2λi. (47)

Integrating on both sides of (47) yields

λT
i Pi2λi

∣∣t+τr

t =
∫ t+τr

t
λT

i Q̃i2λids

+2
∫ t+τr

t
xT

i1ĀT
i21Pi2λids + 2γ 2

i2

∫ t+τr

t
λT

i LT
i2Li2λids

+2μ̄i

∫ t+τr

t
λT

i KT
i2Ri2Ki2λids (48)

where Q̃i2 = KT
i2Ri2Ki2 − γ 2

i2LT
i2Li2 − Qi2.

By Kronecker product representation, one has

λT
i Q̃i2λi = (

λT
i ⊗ λT

i

)
vec

(
Q̃i2

)
, (49)

xT
i1ĀT

i21Pi2λi = (
λT

i ⊗ xT
i1

)
vec

(
ĀT

i21Pi2
)
, (50)

Algorithm 1: Two-Stage ADP Algorithm

1 Input:System states xi1 and xi2, disturbance attenuation
levels γi1 and γi2, attacks parameter μ̄i;

2 Output: Optimal control input u∗
i ;

3 Step 1. Choose the appropriate matrices Qi1, Qi2, Ri1,
and Ri2 based on the Theorem 1.

4 Step 2. Solve for Pj+1
i1 , Kj+1

i1 , and Lj+1
i1 using (44).

5 if
∥∥Pj+1

i1 − Pj
i1

∥∥ ≤ ϕi then
6 set K∗

i1 = Kj+1
i1 .

7 else
8 set j = j + 1, and return Step 2;
9 end

10 where ϕi is a sufficiently small constant.
11 Step 3. Calculate λi based on xi1, xi2, and K∗

i1.
12 Step 4. Solve for Pk+1

i2 , Kk+1
i2 , and Lk+1

i2 using (53).
13 if

∥∥Pk+1
i2 − Pk

i2

∥∥ ≤ ϕi then
14 set K∗

i2 = Kk+1
i2 .

15 else
16 set k = k + 1, and return Step 4;
17 end
18 Step 5. Substituting K∗

i2 into (17) to get the optimal
control input u∗

i .

λT
i KT

i2Ri2Ki2λi = (
λT

i ⊗ λT
i

)(
I ⊗ (

KT
i2Ri2

))
vec

(
Ki2

)
, (51)

λT
i LT

i2Li2λi = (
λT

i ⊗ λT
i

)(
I ⊗ LT

i2

)
vec(Li2). (52)

From (49)-(52), (48) can be rewritten as follows

�2i

⎡
⎢⎢⎢⎢⎢⎣

vec
(

Pk+1
i2

)
vec

(
ĀT

i21Pk+1
i2

)
vec

(
Kk+1

i2

)
vec

(
Lk+1

i2

)

⎤
⎥⎥⎥⎥⎥⎦

= �2i (53)

where

�2i =
[

i(λi, λi), −2�i(λi, xi1), −2μ̄i�i(λi, λi)

×(
I ⊗ ((

Kk
i2

)T
Ri2

))
, −2γ 2

i2�i(λi, λi)
(
I ⊗

(
Lk

i2

)T)]
,

�2i = �i(λi, λi)vec
(

Q̃i2

)
.

To tackle the challenges of decentralized control in LSS
affected by unknown uncertainties and DoS attacks, we pro-
pose an ADP algorithm based on a two-stage iterative learning
framework. The key idea is to update the control gains Ki1 and
Ki2 through successive iterations until convergence is achieved.
The detailed steps of the two-stage ADP algorithm are shown
in the following Algorithm 1.

This iterative scheme guarantees convergence to an optimal
control solution, even in the presence of uncertainties and
DoS attacks. Its flexibility and robustness make it a practical
approach for decentralized resilient control in LSS.

Remark 4: The convergence feasibility of the proposed
two-stage ADP algorithm is supported by theoretical anal-
ysis, ensuring that the iterative procedure for obtaining the
optimal control policy converges under specific conditions.
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Following the methodology outlined in [37], the convergence
of Algorithm 1 is ensured by satisfying certain rank conditions
and preserving the stability properties of the closed-loop
system. Specifically, if the system matrix is Hurwitz and the
excitation condition is sufficiently met throughout the iteration
process, the ARE solution P∗

i1 and P∗
i2 are guaranteed to

asymptotically approach their respective optimal solutions.
These conditions establish both the theoretical soundness and
practical viability of the proposed algorithm in real-world
decentralized control scenarios for LSS.

Remark 5: The proposed two-stage ADP algorithm is
developed based on the decomposition of the LSS into
two interconnected subsystems. Each subsystem indepen-
dently performs policy iteration to learn its own local
optimal control strategy. Compared with conventional ADP
methods, the proposed two-stage framework improves scala-
bility, accelerates convergence, and enhances robustness under
communication constraints and system uncertainties. These
properties make the algorithm particularly suitable for real-
world large-scale applications such as multi-machine power
systems and networked control environments.

VI. SIMULATION

In power systems, synchronous operation of all generators
is essential to ensure stable and reliable performance. Under
steady-state conditions, the system frequencies are equal,
maintaining synchronization across generators. However, dis-
turbances and DoS attacks can cause frequency deviations,
leading to mechanical vibrations in the generators and dis-
rupting the power output. These disruptions can adversely
affect the normal operation of user equipment and the overall
stability of the power grid.

To address these issue, this section focuses on applying the
proposed control algorithm to achieve optimal control in a
multimachine power system with N = 10 subsystems under
dynamic conditions. By leveraging online learning techniques,
the algorithm is designed to mitigate disturbances and attacks,
ensuring that the system frequencies remain synchronized at
the rated frequency. The ith subsystem is described by the
following differential equations, which capture the dynamics
of generator rotor angles, angular velocities, and mechanical
and electrical power flows:

δ̇i(t) = wi(t) (54)

ẇi(t) = − Di

2Hi
wi(t) + w0

2Hi

(
Pm

i (t) − Pe
i (t)

)
(55)

Ṗm
i (t) = 1

Ti

( − Pm
i (t) + ug

i (t)
)

(56)

Pe
i (t) = Eqi

N∑
j=1

Eqj
(Bi sin δij(t) + Gi cos δij(t)

)
(57)

where δi(t) and wi(t) are the rotor angle and angular velocity
deviation of generator i, respectively; Pm

i (t) and Pe
i (t) are

the mechanical and electrical power of generator i; ug
i (t)

is the governor control input; Hi is the inertia constant; Di is
the damping coefficient; Ti is the governor time constant; w0
is the synchronous angular velocity; and δij(t) = δi(t) − δj(t)

Fig. 2. State responses of rotor angle deviation δ̃i of subsystems.

represents the angle difference between generators i and j. The
terms Eqi, Bi, and Gi are parameters related to the internal
voltage and line characteristics of generator.

Similar to [39], the subsystem (54)–(57) can be rewritten as

˙̃
δi(t) = wi(t) (58)

ẇi(t) = − Di

2Hi
wi(t) + w0

2Hi

(
P̃m

i (t) − Fi(t)
)

(59)

˙̃Pm
i (t) = 1

Ti

( − P̃m
i (t) + ui(t)

)
(60)

Fi(t) = 2Eqi

N∑
j=1

Eqj
(Bi cos δ̄ij(t) − Gi sin δ̄ij(t)

)
sin δ̂ij(t)

where δ̃i(t) = δi(t) − δi0, ui(t) = ug
i (t) − Pe

i0, P̃m
i (t) = Pm

i (t) −
Pe

i0, Fi(t) = Pe
i (t) − Pe

i0, δij0 = δi0 − δj0, δ̄ij(t) = (δij(t) +
δij0)/2, δ̂ij(t) = (δij(t)−δij0)/2, Pe

i0 = Eqi
∑N

j=1 Eqj(Bi sin δij0+
Gi cos δij0).

Denote xi1(t) = [δ̃i(t), wi(t)]T, x2i(t) = P̃m
i (t), and fi(y, t) =

Fi(t). Then, (58)–(60) can be rewritten in the form of (5)
and (6), where

Ai11 =
[

0 1
0 − Di

2Hi

]
, Ai12 = Di1 =

[
0

− w0
2Hi

]
,

Ai21 = [0, 0], Ai22 = − 1

Ti
, Bi2 = 1

Ti
, Di2 = 0.

The detailed parameters of the 10-generator multimachine
power system are adopted from [37]. The weight matrices are
set to Qi1 = diag(5, 0.1), Qi2 = 0.1, Ri1 = 1, and Ri2 = 100.
The disturbance attenuation levels are chosen as γi1 = 1 and
γi2 = 1. The parameter for iteration termination is chosen as
ϕi = 0.01. A severe disturbance with ωi = 1.8 sin(0.2t)r(t)
is applied during 15s < t < 22s, while mild disturbances
are present at other times, where r(t) denotes a uniformly
distributed random variable in the range (0, 1). A subset of
the initial conditions is assigned as x1(0) = [0.5, 0,−0.1]T ,
x2(0) = [0.5,−1,−0.1]T , x3(0) = [0.5, 0,−0.1]T , and
x4(0) = [0.5,−1,−0.1]T , and the remaining settings are
provided in [37].

Fig. 2 shows the state responses of rotor angle devia-
tion δ̃i across different subsystems. This indicates that the
proposed control scheme effectively achieves rotor angle
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Fig. 3. State responses of angular velocity deviation wi of subsystems.

Fig. 4. Effect of DoS attacks intensity on rotor angle deviation δ̃1.

Fig. 5. Effect of DoS attacks intensity on angular velocity deviation w1.

synchronization and ensures transient stability. Fig. 3 illus-
trates the angular velocity deviation wi trajectories of each
subsystem. This demonstrates the controller ability to stabilize
frequency deviations, which is critical for the secure operation
of power systems. Fig. 4 depicts the rotor angle deviation δ̃1
under DoS attacks with different intensities. As the attack
strength increases, the system exhibits larger oscillations and
slower convergence. Nevertheless, the state remains ultimately
bounded, indicating the resilience of the proposed control
method against communication disruptions. Fig. 5 presents
the angular velocity deviation w1 of under varying DoS
attacks intensities. Although stronger attacks lead to greater
overshoot and longer settling time, the system maintains
overall stability, demonstrating the controller robustness under
network disruptions.

Fig. 6 compares the rotor angle deviation δ̃1 under different
control strategies in the absence of DoS attacks. Fig. 7 demon-
strates the frequency response w1 without DoS attacks under
various control schemes. Fig. 8 shows the mechanical power
deviation P̃m

1 under different control strategies without DoS
attacks. As shown in Figs. 6-8, the proposed two-stage ADP-
based control method demonstrates the fastest convergence

Fig. 6. Rotor angle deviation δ̃1 under different control strategies without
DoS attacks.

Fig. 7. Angular velocity deviation w1 under different control strategies
without DoS attacks.

Fig. 8. Mechanical power deviation P̃m
1 under different control strategies

without DoS attacks.

rate and the smallest oscillation magnitude. Compared with
the robust ADP-based control strategy in [38] and adaptive
control method in [37], the proposed strategy provides superior
transient performance and improved control accuracy.

Fig. 9 compares the rotor angle deviation δ̃1 under different
control strategies in the presence of DoS attacks. Fig. 10
illustrates the angular velocity deviation w1 under DoS attacks
for various controllers. Fig. 11 presents the mechanical power
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Fig. 9. Comparison of rotor angle deviation δ̃1 under different control
strategies with DoS attacks.

Fig. 10. Comparison of angular velocity deviation w1 under different control
strategies with DoS attacks.

Fig. 11. Comparison of mechanical power deviation P̃m
1 under different

control strategies with DoS attacks.

deviation P̃m
1 under DoS attacks. As illustrated in Figs. 9–11,

the control methods from [37] and [38] exhibit larger oscil-
lations and slower convergence under network disruption. In
contrast, the proposed two-stage ADP-based control strategy
achieves significantly improved stability and faster recovery,
maintaining precise rotor angle regulation despite the presence
of communication attacks.

TABLE I
COMPARISON OF w1 UNDER DIFFERENT CONTROL STRATEGIES

TABLE II
COMPARISON OF P̃m

1 UNDER DIFFERENT CONTROL STRATEGIES

Table I presents the control performance of different strate-
gies for the angular velocity deviation w1. The two-stage
ADP method achieves a settling time of 72 seconds, which
is 19.1% faster than the robust ADP and 7.7% faster than
the adaptive control. In terms of overshooting, it reduces the
peak value by 14.5% compared with robust ADP and by
25.6% compared with adaptive control. This improvement
helps reduce mechanical stress and potential risk of instability
during transient phases. These results highlight the practical
advantages of the proposed method, such as faster recovery
from disturbances, smoother transient behavior, and enhanced
system resilience under challenging conditions.

Table II compares the control effect on the mechanical
power deviation P̃m

1 . The two-stage ADP achieves a settling
time of 18 seconds, representing a 50% improvement over the
robust ADP and a 33.3% reduction compared to the adaptive
control. It also yields the lowest steady-state error of 0.0039,
marking a 46.6% decrease relative to the adaptive control.
These results highlight the effectiveness of the proposed
method in providing fast, accurate, and stable control, which
helps reduce mechanical wear and improve system reliability
under challenging conditions. In summary, the simulation
results validate the effectiveness of the proposed two-stage
ADP-based control strategy in attack scenarios.

VII. CONCLUSION

In this paper, a novel data-driven decentralized resilient
control framework is proposed for LSS operating under DoS
attacks. A two-stage ADP algorithm is developed to approx-
imate the optimal control policy, even when system matrices
are partially unknown. Compared to existing methods, the
proposed approach achieves up to a 7.7% reduction in set-
tling time and more than a 14.5% decrease in overshooting,
demonstrating its superior performance in terms of conver-
gence speed and disturbance rejection. For future research,
key technical challenges include improving scalability to
ultra-large networks, enhancing learning efficiency in real-
time implementation, and ensuring robustness under various
attacks.
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