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Protocol-Based Distributed Security Fusion
Estimation for Networked Systems With

Unknown Bounded Noise Under Quantization
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Abstract—In this article, a novel distributed fusion es-
timation approach is proposed for time-varying systems
with unknown bounded noises subject to bandwidth-
constrained networks and denial-of-service (DoS) attacks,
where the round-robin scheduling protocol and the quan-
tization scheme are, respectively, employed to ease the
burden of networks. It is assumed that the network con-
necting sensors and local state estimators is vulnerable
to DoS attacks. For resisting the impacts of DoS attacks,
a compensation strategy is adopted. A new method has
been developed to devise the local state estimators. The
innovation signals from local estimators will be quantized
first before entering the network. Gains of the local state es-
timators and the fusion weighting matrices are acquired by
solving a linear matrix inequality. Finally, the effectiveness
of the proposed methods is verified by a target tracking
system.

Index Terms—Denial-of-service (DoS) attacks, fusion es-
timation, networked systems, quantization, round-robin
scheduling protocol (RRSP).
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RRSP Round-robin scheduling protocol.
MSFE Multisensor fusion estimation.
CPS Cyber-physical system.
LSE Local state estimate.
DFE Distributed fusion estimate.
LMI Linear matrix inequality.
MSE Mean square error.

I. INTRODUCTION

R ESEARCH enthusiasm for MSFE has grown rapidly over
the past few decades. The purpose of MSFE is to best

utilize the data gathered by the distributed sensors and improve
the estimation accuracy and reliability. Compared with the tra-
ditional single-sensor estimation, MSFE has higher accuracy
due to its rich sources of information, comprehensive target
perception, and strong fault-tolerant capability [1]. In recent
years, various methods of fusion estimation for multisensor
systems have emerged in an endless stream and have been
applied in many fields, such as system monitoring [2], [3]; target
localization [4]; signal processing [5]; fault detection [6], [7];
CPSs [8]; and multiagent systems [9], [10], [11].

The existing methods about MSFE can be divided into two
categories: 1) centralized fusion estimation and 2) distributed
fusion estimation. In the centralized structure, the measurements
from all of the sensors are directly transmitted to the fusion
center and then extended to high-dimensional measurements for
further processing [12]. In contrast, in the distributed structure,
each sensor sends its LSE to the fusion center, and then the fusion
estimation is performed according to the specific fusion rules.
Compared with the centralized fusion estimation, the distributed
fusion estimation is not optimal, but its parallel structure makes it
robust and flexible [13]. Therefore, many scholars and scientists
have committed themselves to the research of the distributed
fusion estimation and made a lot of achievements. For instance,
for Gaussian white noise with known covariance matrix, a
class of distributed fusion estimation algorithms based on the
Kalman filter has been proposed in [8], [14], and [15]. For
energy-bounded noise, many H∞ fusion algorithms have been
proposed in [3], [5], and [16]. There is still a kind of noise widely
used in practical applications, which is bounded at any time,
but the bound is unknown. Presently, there is not much work
on the distributed fusion estimation for systems with bounded
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noise. How to design a distributed fusion estimation algorithm
for systems with bounded noise is difficult and needs further
exploration.

In MSFE systems, sensors, local estimators, and the fusion
estimator are connected through a shared network, which has
the advantages of convenience for remote operation, simple in-
stallation and maintenance, low cost, and resource sharing [12].
However, in the process of communication, the limited net-
work bandwidth may lead to packet dropouts, disorder, and
transmission delay [17], [18], [19], [20], which will degrade
the performance of fusion estimation. In addition, the number
and value of the state variables of networked systems may be
large, so it is unrealistic to transmit each signal entirely to the
other end of the network over a communication channel with
limited bandwidth. As such, in MSFE systems, it makes practical
sense to introduce quantization and communication protocols in
response to the finite communication bandwidth. The essence
of quantization is to divide the range of continuous variation of
input signal amplitude into finite nonoverlapping subintervals.
Each subinterval is represented by a certain value in the interval,
and the input signal falling into it will be output with this
value. Some results related to quantization have been presented
in [21], [22], [23], and [24]. For example, in [22], the multibit
decentralized detection is tackled for a noise-corrupted unknown
signal parameter in sensor networks, where dumb sensor mea-
surements are quantized before being sent to a fusion center.
Innovation sequences are quantized by logarithmic quantizers
to design local state estimators to overcome the unbounded-
ness of unstable systems in [24]. Different from quantization,
communication protocols are capable of handling the limited
network bandwidth by coordinating the transmission sequence
of the measurements of different sensors, among which RRSP
is a widely implemented one to regulate the transmissions.
Under the RRSP, each sensor node is assigned equal access
to the communication network in terms of a predetermined
periodic order. To date, a wealthy body of work has been
done on the RRSP in [25], [26], [27], and [28]. However, the
existing works either only focus on the distributed fusion esti-
mation under quantization or only study the distributed fusion
estimation under a certain communication protocol, and few
papers unify quantization, communication protocol, and fusion
estimation under a certain framework model, which is still a
challenge.

In addition, the insertion of the network may make the MSFE
systems exposed to malicious attacks, such as DoS attacks [8],
[29], [30], [31]; deception attacks [32], [33], [34]; and replay
attacks [35]. Among them, DoS attacks are the most harmful.
The purpose of DoS attacks is to interfere with the data transmis-
sion among system components, so that the measurements and
control signals cannot reach the devices at the other end. Over
the past few decades, there has been great research progress on
DoS attacks. For example, a security control approach has been
proposed in [36] to defend against DoS attacks by fully utilizing
the nonattack intervals. Moreover, the risk-sensitive stochastic
control problem under DoS attacks has been considered in [37],
where the enemies randomly held back the data packets by a

hidden Markov model. Furthermore, a distributed framework
has been developed in [38] so as to study the coordination
behavior of multiagent systems when opponents initiated dis-
tributed DoS attacks. Nevertheless, with the consideration of
the effects of RRSP and DoS attacks, the distributed fusion
estimation for MSFE systems becomes more complex, which
has not been adequately addressed and motivates our current
research.

Based on the aforementioned analysis, this article will pay
attention to the secure local state estimation and distributed fu-
sion estimation for MSFE systems with bandwidth-constrained
networks and DoS attacks. The main contributions of this article
can be summarized as follows.

1) The RRSP and the quantization scheme are applied to
decrease the negative impacts induced by the bandwidth-
constrained networks. Different from some existing
works, the signals to be quantized in this article are innova-
tion signals, that is, the differences between measurements
and the estimates of measurements.

2) A new method for designing local state estimators is
proposed to guarantee the stability of dynamics of the
discussed estimation error system.

3) A compensation strategy is employed for the sake of less-
ening the performance degradation caused by DoS attacks.
Once the signals of sensors are blocked by DoS attacks,
the historical data stored in the buffer will be utilized for
compensation.

4) A novel distributed fusion estimation approach is pre-
sented for multisensor systems with unknown bounded
noises under limited network bandwidth and DoS at-
tacks, where the gains of the local state estimators and
fusion weighting matrices are obtained by seeking the
solution of an LMI. Compared to some existing re-
sults on the distributed fusion estimation, such as the
classical distributed Kalman weighted fusion method
in [8], [14], and [15] and some H∞ fusion estima-
tion algorithms in [3], [5], and [16], it reduces the re-
quirement of system noise and has a wider application
range.

The rest of this article is organized as follows. A distributed
fusion estimation model based on the RRSP and the quantization
scheme under DoS attacks is established in Section II. In Section
III, the stable local state estimators and the distributed fusion
estimator are designed. In Section IV, a target tracking system is
used to verify the effectiveness of the proposed methods. Finally,
Section V concludes this article.

Notations: Rn stands for the n-dimensional Euclidean space.
T denotes the transpose of matrix, and E{·} stands for ex-
pectation. I represents the identity matrix with appropriate
dimension. The function mod (a1, a2) indicates the nonnegative
remainder on division for a1 by a2. δ(·) is the Kronecker delta
function, and diag{·} means a block diagonal matrix. Prob{·}
indicates the probability of the event. The symmetric terms
in a symmetric matrix are denoted by ∗, and col{a1, . . . , an}
means a column vector, the elements of which are
a1, . . . , an.
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Fig. 1. Distributed fusion estimation structure.

II. PROBLEM FORMULATION

Consider a time-varying target plant described by the follow-
ing discrete linear model:

x(t+ 1) = A(t)x(t) +B(t)w(t) (1)

zi(t) = Ci(t)x(t) + vi(t), i = 1, 2, . . . , L (2)

where x(t) ∈R
n is the state of system at time t, and zi(t) ∈R

m

is the measurement output of the ith sensor.L is the total number
of sensors.A(t),B(t), andCi(t) are time-varying matrices with
appropriate dimensions. w(t) ∈R

l and vi(t) ∈R
m are bounded

noises satisfying

w(t)Tw(t) ≤ θw, vi(t)
T vi(t) ≤ θvi

(3)

where θw and θvi
are unknown scalars.

Assumption 1 (See [39]): The pairs (A(t), Ci(t)) are
observable.

Remark 1: The bounded noise assumption comes from [40].
Such an assumption is mild. Bounded noise exists in intelligent
vehicle localization systems, target tracking systems, and mobile
robot experiments. Moreover, some current works have also
studied this kind of noise [24], [41].

As shown in Fig. 1, the measurements of sensors are sent
to a group of remote estimators through a shared network with
limited bandwidth. In order to avoid data congestion and reduce
the occurrence of data collisions, the RRSP is introduced to
regulate the data communication in the channel connecting
sensors and local state estimators. Under the RRSP, only one
sensor’s measurement signal is transmitted in the network at
each moment. Define ht ∈ {1, 2, . . . , L} as the sensor acquiring
the network access at instant t. In other words, ht determines
which sensor is authorized to release packets. Obviously, it is
satisfied that ht = ht+L. ht can be expressed as follows:

ht = mod(t− 1, L) + 1. (4)

In fact, after being scheduled by the RRSP, the signal entering
the network is δ(ht − i)zi(t) (i = 1, 2, . . . , L).

Remark 2: δ(ht − i) indicates whether the measurement
output of sensor i, i.e., zi(t), can enter the network for trans-
mission at time t. If δ(ht − i) = 1, zi(t) will enter the network
for transmission at time t. If δ(ht − i) = 0, zi(t) is not given
access to the network, and the data stored in the buffer will be
utilized.

When the measurements are delivered in the network, we
need to take the security problems brought by the network into
account. Adversaries may launch DoS attacks on the commu-
nication channel between sensors and local state estimators,
resulting in the estimators unable to receive the data in time.
Aiming to reflect the effect of DoS attacks on the system, the
variable rt is used to indicate whether DoS attacks occur or not,
the value of which is either 0 or 1 [42]. Moreover, in response
to the potential DoS attacks, received data at time t− 1 will be
used for compensation once the channel is attacked at time t. Let
yi(t) denote the signal received by the ith local state estimator,
and it can be modeled by

yi(t) = rt[δ(ht − i)zi(t) + (1− δ(ht − i))

× yi(t− 1)] + (1− rt)yi(t− 1)
(5)

where rt is a Bernoulli distributed random variable with Prob
{rt = 1} = α and Prob{rt = 0} = 1− α (0 ≤ α < 1).

Remark 3: Notice that (5) describes the situation that the
transmission channel is under DoS attacks, which are governed
by random variables. When rt = 0, yi(t) = yi(t− 1), which im-
plies that the adversaries have launched DoS attacks, making the
communication data blocked. The measurements at instant t− 1
are used as compensation. When rt = 1, yi(t) = δ(ht − i)zi(t)
+ (1− δ(ht − i))yi(t− 1), which means that the estimators
can normally receive the data conveyed via the network.

Define

Xi(t) =

[
x(t)

yi(t− 1)

]
, Wi(t) =

[
w(t)

vi(t)

]
.

The system model is rewritten as

Xi(t+ 1) = Ai(t)Xi(t) + Bi(t)Wi(t)

+ (rt − α)Ci(t)Xi(t)

+ (rt − α)Di(t)Wi(t)

(6)

yi(t) = Ei(t)Xi(t) + αδ(ht − i)vi(t)

+ (rt − α)Fi(t)Xi(t)

+ (rt − α)δ(ht − i)vi(t)

(7)

where

Ai(t) =

[
A(t) 0

αδ(ht − i)Ci(t) (1− αδ(ht − i))I

]

Bi(t) =

[
B(t) 0

0 αδ(ht − i)I

]
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Ci(t) =

[
0 0

δ(ht − i)Ci(t) −δ(ht − i))I

]

Di(t) =

[
0 0

0 δ(ht − i))I

]

Ei(t) =
[
αδ(ht − i)Ci(t) (1− αδ(ht − i))I

]
Fi(t) =

[
δ(ht − i)Ci(t) −δ(ht − i))I

]
.

Due to the limited network bandwidth, the signals will be
quantized first and then transmitted to the fusion center. It is
required that the signal to be quantized in this article is ỹi(t),
which is defined by ỹi(t) = yi(t)− αδ(ht − i)Ci(t)x̂i(t)−
(1− αδ(ht − i))ŷi(t− 1), where x̂i(t) is the estimate of x(t)
by the ith local estimator and ŷi(t) represents the estimate of
yi(t). The logarithmic quantization scheme, modeled as Qi(·)
= col {qi1(·), qi2(·), . . . , qim(·)} ∈ R

m, is aimed at quantizing
the signal ỹi(t), and qij(·) ∈ R, j ∈ {1, 2, . . . ,m}, is designed
for quantizing the jth part of the signal ỹi(t).

Remark 4: The common quantization strategies are broadly
divided into two categories: one is uniform quantization and
the other is logarithmic quantization. When the input is close
to the origin, the signal-to-noise ratio of uniform quantization
is very small, which will have an unfavorable effect on the
estimation performance. Compared with the uniform quantiza-
tion, logarithmic quantization has better signal-to-noise ratio for
smaller inputs. Consequently, this article adopts the logarithmic
quantization strategy for design.

Define the set of the quantization level of qij(·) as follows:

Uij = {±u
(ij)
h : u

(ij)
h = ρhiju

(ij)
0 , h = 0,±1,±2, . . .} ∪ {0}

(0 < ρij < 1, u
(ij)
0 > 0)

where ρij is the density of quantization. Then, qij(·) is designed
as

qij(ε) =

⎧⎪⎨⎪⎩
u
(ij)
h , if 1

1+ξij
u
(ij)
h < ε ≤ 1

1−ξij
u
(ij)
h

0, if ε = 0

−qij(−ε), if ε < 0

(8)

where ξij = [(1− ρij)/(1 + ρij)](0 < ξij < 1). Similar
to [43], qij(ε) can be rewritten as qij(ε) = (1 + Γij(t))ε for
certain Γij(t), which satisfies | Γij(t) |≤ ξij . It is not difficult
to find that smaller ρij or larger ξij will bring about rough
quantization, and the length of the transmitted packet will
decrease with the increase of ξij , which is prespecified in this
article.

Based on (8), Qi[ỹi(t)] can be expressed as

Qi[ỹi(t)] = (I + Γi(t))ỹi(t) (9)

where

Γi(t) = diag{Γi1(t),Γi2(t), . . . ,Γim(t)}.
After ỹi(t) is quantized and transmitted to the fusion center

through the network, the estimates ofx(t) andyi(t− 1) in fusion

center, expressed as x̂fi(t) and ŷfi(t− 1), are designed as

x̂fi(t+ 1) = A(t)x̂fi(t) +Kx
i (t+ 1)Qi[ỹi(t)] (10)

ŷfi(t) = αδ(ht − i)Ci(t)x̂fi(t)

+ (1− αδ(ht − i))ŷfi(t− 1)

+Ky
i (t)Qi[ỹi(t)]

(11)

where the local estimator gain matrices Kx
i (t+ 1) and Ky

i (t)
are unknown and will be designed to minimize the upper bound
of the estimation error.

Define

X̂fi(t) =

[
x̂fi(t)

ŷfi(t− 1)

]
, Ki(t) =

[
Kx

i (t)

Ky
i (t− 1)

]
.

Then, (10) and (11) can be rewritten as

X̂fi(t+ 1) = Ai(t)X̂fi(t) +Ki(t+ 1)Qi[ỹi(t)] (12)

x̂fi(t) = [I 0] X̂fi(t). (13)

In order to get rid of the quantization impacts, the local estimator
of each sensor is designed as follows:

x̂i(t+ 1) = A(t)x̂i(t) +Kx
i (t+ 1)Qi[ỹi(t)] (14)

ŷi(t) = αδ(ht − i)Ci(t)x̂i(t)

+ (1− αδ(ht − i))ŷi(t− 1)

+Ky
i (t)Qi[ỹi(t)]

(15)

where x̂i(t) is the local estimate of x(t) for sensor i and ŷi(t) is
the estimate of yi(t). Furthermore, it is required that the initial
values of x̂i(t) and ŷi(t− 1) are the same as the initial values
of x̂fi(t) and ŷfi(t− 1), respectively.

Define X̂i(t) =
[
x̂T
i (t) ŷTi (t− 1)

]T
. Then, (14) and (15)

can be rewritten as

X̂i(t+ 1) = Ai(t)X̂i(t) +Ki(t+ 1)Qi[ỹi(t)] (16)

x̂i(t) = [I 0] X̂i(t). (17)

Remark 5: Most previous studies use the local state esti-
mator designed as X̂i(t+ 1) = Ai(t)X̂i(t) + Ki(t+ 1)ỹi(t).
However, the stability of X̂fi(t) at the fusion center cannot be
guaranteed due to the involvement of state-related noises. In
view of this situation, (14) and (15) are presented.

Based on x̂fi(t) in the fusion center, the DFE of x(t) is
expressed as

x̂(t) =

L∑
i=1

Ωi(t)x̂fi(t) (18)

where the sum of the fusion weighting matrix Ωi(t) (i =
1, 2, . . . , L) is I , and Ωi(t) will be devised in the following
section.

Remark 6: Although some distributed fusion estimation
problems have been conducted in [41], [44], and [45], the
addressed issue in this article is different from the existing
ones. In [41], the distributed fusion estimation for nonlinear
systems with unknown noise statistics was investigated. In [44],
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the distributed robust fusion estimation for multisensor systems
with parameter uncertainties was studied. In [45], the distributed
fusion estimation for multisensor multirate systems with cor-
related noises was researched. However, the aforementioned
references are based on the assumption that the network-based
communication resources are not limited, and the addressed
systems work in safe environments, which is actually unrealistic.
Therefore, in order to eliminate the impact of precious network
resources and DoS attacks, a new distributed security fusion
estimation method is proposed in this article for networked
multisensor systems.

Define ei(t) = x(t) − x̂i(t) as the local estimation error and
Ei(t) = Xi(t)− X̂i(t) as the augmented local estimation error.
Substituting (6), (7), (9), and (16) into the definition of Ei(t)
yields

Ei(t+ 1) = Mi(t+ 1)Ei(t) +Gi(t+ 1)Wi(t)

+ (rt − α)Ni(t+ 1)Xi(t)

+ (rt − α)Hi(t+ 1)Wi(t)

(19)

where

Mi(t) = Ai(t− 1)−Ki(t)(I + Γi(t))Ei(t− 1)

Ni(t) = Ci(t− 1)−Ki(t)(I + Γi(t))Fi(t− 1)

Gi(t) = Bi(t− 1)− αδ(ht−1 − i)Ki(t)(I + Γi(t))�I

Hi(t) = Di(t− 1)− δ(ht−1 − i)Ki(t)(I + Γi(t))�I

�I = [0 I].

Let Êi(t) =
[
ET

i (t) XT
i (t)

]T
. Then, in terms of (6) and

(19), it can be derived that

Êi(t+ 1) = MA
i (t+ 1)Êi(t) +GB

i (t+ 1)Wi(t)

+ (rt − α)NC
i (t+ 1)Êi(t)

+ (rt − α)HD
i (t+ 1)Wi(t)

(20)

where

MA
i (t) =

[
Mi(t) 0

0 Ai(t− 1)

]
, GB

i (t) =

[
Gi(t)

Bi(t− 1)

]

NC
i (t) =

[
0 Ni(t)

0 Ci(t− 1)

]
, HD

i (t) =

[
Hi(t)

Di(t− 1)

]
.

Define the fusion estimation error e(t) = x(t)− x̂(t). From
the definitions of Êi(t), it is easy to get

e(t) =

L∑
i=1

Ωi(t)ÎÊi(t) (21)

where Î = [I 0].
Then, combining (20) and (21), the fusion error system is

constructed as

ÊF (t+ 1) = [M̃(t+ 1) + (rt − α)Ñ(t+ 1)]ÊF (t)

+ [G̃(t+ 1) + (rt − α)H̃(t+ 1)]WF (t)
(22)

e(t) = Ω(t)ÊF (t) (23)

where

ÊF (t) =

⎡⎢⎢⎣
Ê1(t)

...

ÊL(t)

⎤⎥⎥⎦ , WF (t) =

⎡⎢⎢⎣
W1(t)

...

WL(t)

⎤⎥⎥⎦
M̃(t) = diag{MA

1 (t), . . . ,MA
L (t)}

Ñ(t) = diag{NC
1 (t), . . . , NC

L (t)}
G̃(t) = diag{GB

1 (t), . . . , GB
L (t)}

H̃(t) = diag{HD
1 (t), . . . , HD

L (t)}

Ω(t) =
[
Ω1(t)Î , . . . , (I −

∑L−1
i=1 Ωi(t))Î

]
.

The main objectives of this article are as follows.
1) Find out the local estimator gain Ki(t) and the distributed

fusion weighting matrix Ωi(t) such that the fusion error
system (23) is asymptotically stable.

2) Under the zero-initial condition, the fusion error system
satisfies

∞∑
t=0

E{eT (t)e(t)} < η2
∞∑
t=0

E{WT
F (t)WF (t)} (24)

where η is a predetermined H∞ performance level.

III. MAIN RESULTS

Before proceeding further, the following lemma needs to be
given, which will be used in the subsequent sections.

Lemma 1 (See [17]): Suppose that Υ1,Υ2, and Υ3 are given
matrices appropriately dimensioned and Υ1 = ΥT

1 . Then

Υ1 +Υ3Λ(t)Υ2 +ΥT
2 Λ(t)

TΥT
3 < 0

is true for Λ(t), which satisfies Λ(t)TΛ(t) ≤ I if and only if
there exists ζ > 0 such that

Υ1 + ζ−1Υ3Υ
T
3 + ζΥT

2 Υ2 < 0.

Theorem 1: For the given attack probability α(0 ≤ α < 1),
quantization parameter ξij(i = 1, . . . , L; j = 1, . . . ,m), local
estimator gain Ki(t+ 1), and H∞ performance index η, if
there exist a positive scalar τ , positive-definite matrices Ξi1

ht
,

Ξi2
ht

(i = 1, . . . , L), and matrices Ω1(t), . . ., ΩL−1(t) and I −∑L−1
i=1 Ωi(t) with appropriate dimensions such that⎡⎢⎣ −τI ∗ ∗

τΔT
2 (t+ 1) Δ1(t+ 1) ∗
0 ΔT

3 (t+ 1) −τI

⎤⎥⎦ < 0 (25)

where

Δ1(t) =

⎡⎢⎢⎢⎢⎢⎢⎣
−Ξht−1

∗ ∗ ∗ ∗
0 −η2I ∗ ∗ ∗

D(t) P (t) −Ξht
∗ ∗

ᾱR(t) ᾱS(t) 0 −Ξht
∗

Ω(t− 1) 0 0 0 −I

⎤⎥⎥⎥⎥⎥⎥⎦
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Δ2(t) = τ−1

[
0 0 −ΦT (t) 0 0

0 0 0 −ᾱΦT (t) 0

]

Δ3(t) =

[
τZ �E (t− 1) ατZΨht−1

0 0 0

τZ �F (t− 1) τZΨht−1
0 0 0

]T

Ξht
= diag{Ξ1

ht
, . . . ,ΞL

ht
}, Ξi

ht
= diag{Ξi1

ht
,Ξi2

ht
}

ᾱ =
√
α− α2, D(t) = diag{D1(t), . . . , DL(t)}

Di(t) =

[
D1

i (t) 0

0 Ξi2
ht

Ai(t− 1)

]
D1

i (t) = Ξi1
ht

Ai(t− 1)− Ξi1
ht
Ki(t)Ei(t− 1)

P (t) = diag{P1(t), . . . , PL(t)}

Pi(t) =

[
P 1
i (t)

Ξi2
ht

Bi(t− 1)

]
P 1
i (t) = Ξi1

ht
Bi(t− 1)− Ξi1

ht
Ki(t)αδ(ht−1 − i)�I

R(t) = diag{R1(t), . . . , RL(t)}

Ri(t) =

[
0 R1

i (t)

0 Ξi2
ht

Ci(t− 1)

]
R1

i (t) = Ξi1
ht

Ci(t− 1)− Ξi1
ht
Ki(t)Fi(t− 1)

S(t) = diag{S1(t), . . . , SL(t)}

Si(t) =

[
S1
i (t)

Ξi2
ht

Di(t− 1)

]
S1
i (t) = Ξi1

ht
Di(t− 1)− Ξi1

ht
Ki(t)δ(ht−1 − i)�I

Φ(t) = diag{Φ1(t), . . . ,ΦL(t)}

Φi(t) =

[
Ξi1
ht
Ki(t)

0

]
Z = diag{Z1, . . . , ZL}, Zi = diag{ξi1, . . . , ξim}

�E (t) = diag{ �E1(t), . . . , �EL(t)}, �Ei(t) =
[
Ei(t) 0

]
�F (t) = diag{ �F1(t), . . . , �FL(t)}, �Fi(t) =

[
0 Fi(t)

]
Ψht

= diag{δ(ht − 1)�I, . . . , δ(ht − L)�I}

then the fusion error system (23) is asymptotically stable under
the H∞ performance level η. Moreover, the distributed fusion
weighting matrices are Ω1(t), . . . ,ΩL−1(t), I −

∑L−1
i=1 Ωi(t).

Proof: See Appendix A.
Theorem 2: For the given attack probability α(0 ≤ α <

1), quantization parameter ξij(i = 1, . . . , L; j = 1, . . . ,m), and
H∞ performance index η, if there exist a positive scalar τ ,
positive-definite matrices Ξi1

ht
, Ξi2

ht
(i = 1, . . . , L), and matri-

ces Πi(t+ 1), Ω1(t), . . ., ΩL−1(t) and I −∑L−1
i=1 Ωi(t) with

appropriate dimensions such that⎡⎢⎣ −τI ∗ ∗
τΔ̂T

2 (t+ 1) Δ̂1(t+ 1) ∗
0 ΔT

3 (t+ 1) −τI

⎤⎥⎦ < 0 (26)

where

Δ̂1(t) =

⎡⎢⎢⎢⎢⎢⎢⎣
−Ξht−1

∗ ∗ ∗ ∗
0 −η2I ∗ ∗ ∗

D̂(t) P̂ (t) −Ξht
∗ ∗

ᾱR̂(t) ᾱŜ(t) 0 −Ξht
∗

Ω(t− 1) 0 0 0 −I

⎤⎥⎥⎥⎥⎥⎥⎦
Δ̂2(t) = τ−1

[
0 0 −Φ̂T (t) 0 0

0 0 0 −ᾱΦ̂T (t) 0

]
D̂(t) = diag{D̂1(t), . . . , D̂L(t)}

D̂i(t) =

[
Ξi1
ht

Ai(t− 1)−Πi(t)Ei(t− 1) 0

0 Ξi2
ht

Ai(t− 1)

]
P̂ (t) = diag{P̂1(t), . . . , P̂L(t)}

P̂i(t) =

[
Ξi1
ht

Bi(t− 1)−Πi(t)αδ(ht−1 − i)�I

Ξi2
ht

Bi(t− 1)

]
R̂(t) = diag{R̂1(t), . . . , R̂L(t)}

R̂i(t) =

[
0 Ξi1

ht
Ci(t− 1)−Πi(t)Fi(t− 1)

0 Ξi2
ht

Ci(t− 1)

]
Ŝ(t) = diag{Ŝ1(t), . . . , ŜL(t)}

Ŝi(t) =

[
Ξi1
ht

Di(t− 1)−Πi(t)δ(ht−1 − i)�I

Ξi2
ht

Di(t− 1)

]
Φ̂(t) = diag{Φ̂1(t), . . . , Φ̂L(t)}

Φ̂i(t) =

[
Πi(t)

0

]
then the fusion error system (23) is asymptotically stable under
the H∞ performance level η. In this case, the local estimator
gain matrices can be obtained by

Ki(t) = (Ξi1
ht
)
−1
Πi(t). (27)

Proof: See Appendix B.

IV. SIMULATION EXAMPLES

In this section, a linear target tracking system composed of
two sensors is considered.

Denote the state x(t) = col {x1(t), x2(t), x3(t), x4(t)}, and
all the parameters used in the simulation are given in Table I.
Set the initial values x(0)= col {0.7,−0.7, 0.7,−0.7}, x̂1(0) =
x̂f1(0) = col {0.85,−0.85, 0.85,−0.85}, and x̂2(0) =
x̂f2(0) = col{0.45,−0.45, 0.45,−0.45}. Since w(t) and vi(t)
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TABLE I
PARAMETER NAMES AND CORRESPONDING VALUES

are bounded noises, the values of them can be generated by the
function “rand” of MATLAB.1

By means of the LMI toolbox of MATLAB, the distributed
fusion weighting matrix Ωi(t) can be obtained, some of which
are listed in Table II.

In total, 50 tests have been conducted in order to avoid one-
time occasionality. The trajectories in each dimension of the
system state x(t) and the corresponding DFE x̂(t) subject to
DoS attacks and RRSP are, respectively, depicted in Figs. 2–5.
It can be observed that no matter in which dimension the fusion
estimation errors are very small and hardly exceed 0.2.

In order to better reflect the estimation performance of the
two local state estimators and the fusion estimator, an MSE as
an evaluation index is introduced. The MSE for LSE is defined
by

�ei(t) = E{(x(t)− x̂i(t))
T (x(t)− x̂i(t))}. (28)

Similarly, the MSE for DFE is given by

�e(t) = E{(x(t)− x̂(t))T (x(t)− x̂(t))}. (29)

MSEs for the two local estimates and DFE are shown in Fig. 6.
It is not difficult to see that the MSEs for the two local estimated
values and DFE are consistently lower than 0.07. When t ∈
[0, 10], there is a significant difference in the MSE between the

1Considering the role of “rand” function, the bounded noises
in the system are set as w(t) = 0.02(rand() + sin(t)), v1(t) =
col{0.025(rand() + sin(t)), 0.025(rand() + sin(t))} and v2(t) =
col{−0.025(rand() + sin(t)),−0.025(rand() + sin(t))}.

Fig. 2. Trajectories of the state x1(t) and DFE for x1(t).

Fig. 3. Trajectories of the state x2(t) and DFE for x2(t).

Fig. 4. Trajectories of the state x3(t) and DFE for x3(t).

two local estimates, and the MSE for DFE is smaller than that
for any LSE, which verifies the validity of the distributed fusion
estimation method put forward in this article. When t ∈ [11, 50],
the MSEs of both the local estimates are very small, and they
are basically consistent at each moment, so the MSE of DFE
is roughly the same as both. In fact, the MSE for DFE may
sometimes be slightly larger than that for a certain LSE. This is
because the distributed fusion estimation is usually not optimal,
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TABLE II
FUSION WEIGHTING MATRICES

Fig. 5. Trajectories of the state x4(t) and DFE for x4(t).

Fig. 6. MSE for LSE of Sensor 1, LSE of Sensor 2, and DFE.

but its structure makes it flexible and robust, which is one of the
reasons why the distributed fusion estimation has been popular
in recent years.

V. CONCLUSION

In this article, a distributed fusion estimation design ap-
proach for networked multisenor systems with bandwidth con-
straints has been proposed. The RRSP and the quantization
scheme have been introduced to alleviate the communication
pressure. Aiming at mitigating the impacts of DoS attacks
on the estimation performance, a compensation strategy has
been adopted. A new method has been developed to devise
the local state estimators so that the stability of the discussed
fusion error system can be guaranteed. Based on a certain
LMI, the local estimator gains and fusion weighting matri-
ces have been obtained. Eventually, an object tracking sys-
tem has been used to prove the effectiveness of the proposed
method.

What is noteworthy is that different types of attacks may occur
in sensor networks, affecting the security of sensor networks.
Therefore, the secure MSFE for bandwidth-constrained sensor
networks under hybrid attacks and the FlexRay protocol is one
of our future works.

APPENDIX A
PROOF OF THEOREM 1

Construct the following Lyapunov function:

L (t) = ÊT
F (t)Ξht

ÊF (t). (30)

The difference of L (t) can be computed by

ΔL (t) = ÊT
F (t+ 1)Ξht+1

ÊF (t+ 1)− ÊT
F (t)Ξht

ÊF (t).
(31)
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Define Sκ =
∑κ

t=0 E{eT (t)e(t)− η2WT
F (t)WF (t)}. Then,

one has

Sκ =

κ∑
t=0

E{eT (t)e(t)− η2WT
F (t)WF (t) + ΔL (t)}

−
κ∑

t=0

E{ΔL (t)}

=

κ∑
t=0

E{eT (t)e(t)− η2WT
F (t)WF (t) + ΔL (t)}

− E{L (κ+ 1)− L (0)}.

(32)

Under the zero-initial condition

Sκ =
κ∑

t=0

E{eT (t)e(t)− η2WT
F (t)WF (t) + ΔL (t)}

− E{L (κ+ 1)}.
(33)

Due to L (κ+ 1) > 0, it can be easily derived that

Sκ <
κ∑

t=0

E{eT (t)e(t)− η2WT
F (t)WF (t) + ΔL (t)}. (34)

Based on (22), (23), and (31), we obtain

E{eT (t)e(t)− η2WT
F (t)WF (t) + ΔL (t)}

=

[
ÊF (t)

WF (t)

]T [
U1(t+ 1) ∗
U2(t+ 1) U3(t+ 1)

]
︸ ︷︷ ︸

U (t+1)

[
ÊF (t)

WF (t)

]
(35)

where

U1(t+ 1) = M̃T (t+ 1)Ξht+1
M̃(t+ 1)− Ξht

+ΩT (t)Ω(t)

+ ᾱ2ÑT (t+ 1)Ξht+1
Ñ(t+ 1)

U2(t+ 1) = G̃T (t+ 1)Ξht+1
M̃(t+ 1)

+ ᾱ2H̃T (t+ 1)Ξht+1
Ñ(t+ 1)

U3(t+ 1) = G̃T (t+ 1)Ξht+1
G̃(t+ 1)− η2I

+ ᾱ2H̃T (t+ 1)Ξht+1
H̃(t+ 1).

According to (34) and (35),U (t+ 1) < 0will lead toSκ < 0.
Using the Schur’s complement lemma, U (t+ 1) < 0 implies
that⎡⎢⎢⎢⎢⎢⎢⎣

−Ξht
∗ ∗ ∗ ∗

0 −η2I ∗ ∗ ∗
M̂(t+ 1) Ĝ(t+ 1) −Ξht+1

∗ ∗
N̂(t+ 1) Ĥ(t+ 1) 0 −Ξht+1

∗
Ω(t) 0 0 0 −I

⎤⎥⎥⎥⎥⎥⎥⎦ < 0 (36)

where

M̂(t) = Ξht
M̃(t), Ĝ(t) = Ξht

G̃(t)

N̂(t) = ᾱΞht
Ñ(t), Ĥ(t) = ᾱΞht

H̃(t).

Let

Oi(t) = diag

{
Γi1(t)

ξi1
, . . . ,

Γim(t)

ξim

}

O(t) = diag{O1(t), . . . , OL(t)}

Õ(t) = diag{O(t), O(t)}.

Then, combining the definitions in Theorem 1, (36) can be
converted to

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎣

−Ξht
∗ ∗ ∗ ∗

0 −η2I ∗ ∗ ∗
D(t+ 1) P (t+ 1) −Ξht+1

∗ ∗
ᾱR(t+ 1) ᾱS(t+ 1) 0 −Ξht+1

∗
Ω(t) 0 0 0 −I

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎦

+

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0

0 0

−Φ(t+ 1) 0

0 −ᾱΦ(t+ 1)

0 0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
Õ(t+ 1)

×
⎡⎣Z �E (t) αZΨht

0 0 0

Z �F (t) ZΨht
0 0 0

⎤⎦

+

⎡⎣Z �E (t) αZΨht
0 0 0

Z �F (t) ZΨht
0 0 0

⎤⎦T

ÕT (t+ 1)

×

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0

0 0

−Φ(t+ 1) 0

0 −ᾱΦ(t+ 1)

0 0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

T

< 0.

(37)

There is no doubt that Γi(t) = Oi(t)Zi. Because of | Γij |≤
ξij , it can be inferred that ÕT (t)Õ(t) ≤ I . In terms of Lemma 1,
there is a positive scalar τ such that (37) is equivalent to the
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following equation:⎡⎢⎢⎢⎢⎢⎢⎣
−Ξht

∗ ∗ ∗ ∗
0 −η2I ∗ ∗ ∗

D(t+ 1) P (t+ 1) −Ξht+1
∗ ∗

ᾱR(t+ 1) ᾱS(t+ 1) 0 −Ξht+1
∗

Ω(t) 0 0 0 −I

⎤⎥⎥⎥⎥⎥⎥⎦

+ τ−1

⎡⎢⎢⎢⎢⎢⎢⎣
0 0

0 0

−Φ(t+ 1) 0

0 −ᾱΦ(t+ 1)

0 0

⎤⎥⎥⎥⎥⎥⎥⎦

×

⎡⎢⎢⎢⎢⎢⎢⎣
0 0

0 0

−Φ(t+ 1) 0

0 −ᾱΦ(t+ 1)

0 0

⎤⎥⎥⎥⎥⎥⎥⎦

T

+ τ

[
Z �E (t) αZΨht

0 0 0

Z �F (t) ZΨht
0 0 0

]T

×
[
Z �E (t) αZΨht

0 0 0

Z �F (t) ZΨht
0 0 0

]
< 0.

(38)

Applying the Schur’s complement lemma to (38), the inequal-
ity (25) in Theorem 1 can be obtained. That is the end of the
proof. �

APPENDIX B
PROOF OF THEOREM 2

Define Πi(t) = Ξi1
ht
Ki(t), and (26) in Theorem 2 can be ob-

tained from (25) in Theorem 1. In addition, according toΠi(t) =

Ξi1
ht
Ki(t), it can be easily derived that Ki(t) = (Ξi1

ht
)
−1
Πi(t),

which is (30). That is the end of the proof. �

REFERENCES

[1] H. Geng, Z. Wang, F. E. Alsaadi, K. H. Alharbi, and Y. Cheng, “Protocol-
based fusion estimator design for state-saturated systems with dead-zone-
like censoring under deception attacks,” IEEE Trans. Signal Inf. Process.
Netw., vol. 8, pp. 37–48, 2022.

[2] S. Wang, W. Ren, and J. Chen, “Fully distributed dynamic state estimation
with uncertain process models,” IEEE Trans. Control Netw. Syst., vol. 5,
no. 4, pp. 1841–1851, Dec. 2018.

[3] J. Suo, N. Li, and Q. Li, “Event-triggered H∞ state estimation for
discrete-time delayed switched stochastic neural networks with persistent
dwell-time switching regularities and sensor saturations,” Neurocomput-
ing, vol. 455, pp. 297–307, 2021.

[4] G. Chen, Y. Zhang, S. Gu, and W. Hu, “Resilient state estimation and
control of cyber-physical systems against false data injection attacks on
both actuator and sensors,” IEEE Trans. Control Netw. Syst., vol. 9, no. 1,
pp. 500–510, Mar. 2022.

[5] H. Fu, H. Dong, F. Han, Y. Shen, and N. Hou, “Outlier-resistant H∞
filtering for a class of networked systems under round-robin protocol,”
Neurocomputing, vol. 403, pp. 133–142, 2020.

[6] H. Darvishi, D. Ciuonzo, E. R. Eide, and P. S. Rossi, “Sensor-fault
detection, isolation and accommodation for digital twins via modular
data-driven architecture,” IEEE Sens. J., vol. 21, no. 4, pp. 4827–4838,
Feb. 2021.

[7] Y. Ju, G. Wei, D. Ding, and S. Liu, “A novel fault detection
method under weighted try-once-discard scheduling over sensor net-
works,” IEEE Trans. Control Netw. Syst., vol. 7, no. 3, pp. 1489–1499,
Sep. 2020.

[8] B. Chen, D. W. C. Ho, W. Zhang, and L. Yu, “Distributed dimension-
ality reduction fusion estimation for cyber-physical systems under DoS
attacks,” IEEE Trans. Syst., Man, Cybern. Syst., vol. 49, no. 2, pp. 455–468,
Feb. 2019.

[9] Y. Shi, Y. Wang, and J. Tuo, “Distributed secure state estimation of multi-
agent systems under homologous sensor attacks,” IEEE/CAA J. Autom.
Sinica, vol. 10, no. 1, pp. 67–77, Jan. 2023.

[10] Y. Shi, C. Liu, and Y. Wang, “Asymptotically stable filter for MVU esti-
mation of states and homologous unknown inputs in heterogeneous multi-
agent systems,” IEEE Trans. Autom. Sci. Eng., vol. 19, no. 2, pp. 884–894,
Apr. 2022.

[11] Y. Shi, C. Liu, and Y. Wang, “Secure state estimation of multiagent systems
with homologous attacks using average consensus,” IEEE Trans. Control
Netw. Syst., vol. 8, no. 3, pp. 1293–1303, Sep. 2021.

[12] J. Ding, S. Sun, J. Ma, and N. Li, “Fusion estimation for multi-sensor
networked systems with packet loss compensation,” Inf. Fusion, vol. 45,
pp. 138–149, 2019.

[13] B. Chen, G. Hu, D. W. C. Ho, and L. Yu, “Distributed covariance inter-
section fusion estimation for cyber-physical systems with communication
constraints,” IEEE Trans. Autom. Control, vol. 61, no. 12, pp. 4020–4026,
Dec. 2016.

[14] B. Chen, D. W. C. Ho, G. Hu, and L. Yu, “Delay-dependent dis-
tributed Kalman fusion estimation with dimensionality reduction in cyber-
physical systems,” IEEE Trans. Cybern., vol. 52, no. 12, pp. 13557–13571,
Dec. 2022.

[15] Z. Xing, Y. Xia, L. Yan, K. Lu, and Q. Gong, “Multisensor dis-
tributed weighted Kalman filter fusion with network delays, stochas-
tic uncertainties, autocorrelated, and cross-correlated noises,” IEEE
Trans. Syst., Man, Cybern. Syst., vol. 48, no. 5, pp. 716–726,
May 2018.

[16] Y. Chen, Z. Wang, L. Wang, and W. Sheng, “Finite-horizon H∞ state esti-
mation for stochastic coupled networks with random inner couplings using
round-robin protocol,” IEEE Trans. Cybern., vol. 51, no. 3, pp. 1204–1215,
Mar. 2021.

[17] B. Chen, W. Zhang, and L. Yu, “Distributed fusion estimation
with missing measurements, random transmission delays and packet
dropouts,” IEEE Trans. Autom. Control, vol. 59, no. 7, pp. 1961–1967,
Jul. 2014.

[18] S. Wu, K. Ding, P. Cheng, and L. Shi, “Optimal scheduling of multiple
sensors over lossy and bandwidth limited channels,” IEEE Trans. Control
Netw. Syst., vol. 7, no. 3, pp. 1188–1200, Sep. 2020.

[19] J. Liu, N. Zhang, L. Zha, X. Xie, and E. Tian, “Reinforcement learning
based decentralized control for networked interconnected systems with
communication and control constraints,” IEEE Trans. Autom. Sci. Eng.,
early access, Nov. 22, 2023, doi: 10.1109/TASE.2023.3300917.

[20] J. Liu, E. Gong, L. Zha, E. Tian, and X. Xie, “Interval type-2 fuzzy-model-
based filtering for nonlinear systems with event-triggering weighted try-
once-discard protocol and cyber-attacks,” IEEE Trans. Fuzzy Syst., vol. 32,
no. 3, pp. 721–732, Mar. 2024.

[21] H. Sun, J. Sun, and J. Chen, “Quantized control of networked control
systems under stochastic clock offsets,” IEEE Trans. Syst., Man, Cybern.
Syst., vol. 51, no. 5, pp. 3004–3013, May 2021.

[22] X. Cheng, D. Ciuonzo, and P. S. Rossi, “Multibit decentralized de-
tection through fusing smart and dumb sensors based on Rao test,”
IEEE Trans. Aerosp. Electron. Syst., vol. 56, no. 2, pp. 1391–1405,
Apr. 2020.

[23] D. Ciuonzo, S. H. Javadi, A. Mohammadi, and P. S. Rossi, “Bandwidth-
constrained decentralized detection of an unknown vector signal via multi-
sensor fusion,” IEEE Trans. Signal Inf. Process. Netw., vol. 6, pp. 744–758,
2020.

[24] B. Xiang, B. Chen, and L. Yu, “Distributed fusion estimation for unstable
systems with quantized innovations,” IEEE Trans. Syst., Man, Cybern.
Syst., vol. 51, no. 10, pp. 6381–6387, Oct. 2021.

[25] Z. Zhang, Y. Niu, and H. R. Karimi, “Sliding mode control of in-
terval type-2 fuzzy systems under round-robin scheduling protocol,”
IEEE Trans. Syst., Man, Cybern. Syst., vol. 51, no. 12, pp. 7602–7612,
Dec. 2021.

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on February 02,2025 at 02:40:30 UTC from IEEE Xplore.  Restrictions apply. 

https://dx.doi.org/10.1109/TASE.2023.3300917


ZHA et al.: PROTOCOL-BASED DISTRIBUTED SECURITY FUSION ESTIMATION FOR NETWORKED SYSTEMS 2149

[26] L. Zou, Z. Wang, Q. Han, and D. Zhou, “Full information estimation
for time-varying systems subject to round-robin scheduling: A recursive
filter approach,” IEEE Trans. Syst., Man, Cybern. Syst., vol. 51, no. 3,
pp. 1904–1916, Mar. 2021.

[27] S. Liu, Z. Wang, G. Wei, and M. Li, “Distributed set-membership
filtering for multirate systems under the round-robin scheduling over
sensor networks,” IEEE Trans. Cybern., vol. 50, no. 5, pp. 1910–1920,
May 2020.

[28] K. Liu, H. Guo, Q. Zhang, and Y. Xia, “Distributed secure filter-
ing for discrete-time systems under round-robin protocol and decep-
tion attacks,” IEEE Trans. Cybern., vol. 50, no. 8, pp. 3571–3580,
Aug. 2020.

[29] D. Zhu, B. Chen, Z. Hong, and L. Yu, “Networked nonlinear fusion esti-
mation under DoS attacks,” IEEE Sens. J., vol. 21, no. 5, pp. 7058–7066,
Mar. 2021.

[30] L. Zha, R. Liao, J. Liu, X. Xie, E. Tian, and J. Cao, “Dynamic event-
triggered output feedback control for networked systems subject to multi-
ple cyber attacks,” IEEE Trans. Cybern., vol. 52, no. 12, pp. 13800–13808,
Dec. 2022.

[31] X. Wang, E. Tian, B. Wei, and J. Liu, “Novel attack-defense frame-
work for nonlinear complex networks: An important-data-based method,”
Int. J. Robust Nonlinear Control, vol. 33, no. 4, pp. 2861–2878,
2022.

[32] E. Tian, H. Chen, C. Wang, and L. Wang, “Security-ensured state
of charge estimation of lithium-ion batteries subject to malicious
attacks,” IEEE Trans. Smart Grid, vol. 14, no. 3, pp. 2250–2261,
May 2023.

[33] Y. Li, L. Shi, and T. Chen, “Detection against linear deception attacks on
multi-sensor remote state estimation,” IEEE Trans. Control Netw. Syst.,
vol. 5, no. 3, pp. 846–856, Sep. 2018.

[34] Y. Shi and Y. Wang, “Online secure state estimation of multiagent systems
using average consensus,” IEEE Trans. Syst., Man, Cybern. Syst., vol. 52,
no. 5, pp. 3174–3186, May 2022.

[35] B. Chen, D. W. C. Ho, G. Hu, and L. Yu, “Secure fusion esti-
mation for bandwidth constrained cyber-physical systems under re-
play attacks,” IEEE Trans. Cybern., vol. 48, no. 6, pp. 1862–1876,
Jun. 2018.

[36] T. Li, B. Chen, L. Yu, and W. Zhang, “Active security con-
trol approach against DoS attacks in cyber-physical systems,”
IEEE Trans. Autom. Control, vol. 66, no. 9, pp. 4303–4310,
Sep. 2021.

[37] G. K. Befekadu, V. Gupta, and P. J. Antsaklis, “Risk-sensitive con-
trol under Markov modulated denial-of-service (DoS) attack strate-
gies,” IEEE Trans. Autom. Control, vol. 60, no. 12, pp. 3299–3304,
Dec. 2015.

[38] W. Xu, G. Hu, D. W. C. Ho, and Z. Feng, “Distributed secure co-
operative control under denial-of-service attacks from multiple ad-
versaries,” IEEE Trans. Cybern., vol. 50, no. 8, pp. 3458–3467,
Aug. 2020.

[39] V. Permana and R. Shoureshi, “Controllability and observabil-
ity of a large scale thermodynamical system via connectabil-
ity approach,” in Proc. ASME Dyn. Syst. Control Conf., 2010,
pp. 217–224.

[40] B. Chen, D. W. C. Ho, W. Zhang, and L. Yu, “Networked fusion estimation
with bounded noises,” IEEE Trans. Autom. Control, vol. 62, no. 10,
pp. 5415–5421, Oct. 2017.

[41] R. Wang, B. Chen, and L. Yu, “Distributed nonlinear fusion estima-
tion without knowledge of noise statistical information: A robust de-
sign approach,” IEEE Trans. Aerosp. Electron. Syst., vol. 57, no. 5,
pp. 3107–3117, Oct. 2021.

[42] C. Peng, J. Wu, and E. Tian, “Stochastic event-triggered H∞ con-
trol for networked systems under denial of service attacks,” IEEE
Trans. Syst., Man, Cybern. Syst., vol. 52, no. 7, pp. 4200–4210,
Jul. 2022.

[43] M. Fu and L. Xie, “The sector bound approach to quantized feedback
control,” IEEE Trans. Autom. Control, vol. 50, no. 11, pp. 1698–1711,
Nov. 2005.

[44] B. Chen, G. Hu, D. W. C. Ho, W. Zhang, and L. Yu, “Distributed
robust fusion estimation with application to state monitoring systems,”
IEEE Trans. Syst., Man, Cybern. Syst., vol. 47, no. 11, pp. 2994–3005,
Nov. 2017.

[45] H. Lin and S. Sun, “Distributed fusion estimator for multisensor multirate
systems with correlated noises,” IEEE Trans. Syst., Man, Cybern. Syst.,
vol. 48, no. 7, pp. 1131–1139, Jul. 2018.

Lijuan Zha received the Ph.D. degree in control
science and engineering from Donghua Univer-
sity, Shanghai, China, in 2018.

From 2017 to 2018, she is an Associate Pro-
fessor with the Nanjing University of Finance
and Economics, Nanjing. From 2018 to 2024,
she was a Postdoctoral Research Associate
with the School of Mathematics, Southeast Uni-
versity, Nanjing. In 2024, she joined the School
of Science, Nanjing Forestry University, Nanjing,
China. Her current research interests include

networked control systems, neural networks, and complex dynamical
systems.

Yaping Guo received the B.S. degree in soft-
ware engineering from Qufu Normal University,
Qufu, China, in 2020. She is currently working
toward the M.S. degree in computer science
and technology with the College of Information
Engineering, Nanjing University of Finance and
Economics, Nanjing, China.

Her research interests include distributed fu-
sion estimation and networked secure control.

Jinliang Liu received the Ph.D. degree in
control theory and control engineering from
Donghua University, Shanghai, China, in 2011.

From 2013 to 2016, he was a Postdoctoral
Research Associate with the School of Au-
tomation, Southeast University, Nanjing, China.
From 2016 to 2017, he was a Visiting Re-
searcher/Scholar with the Department of Me-
chanical Engineering, University of Hong Kong,
Hong Kong. From 2017 to 2018, he was a Vis-
iting Scholar with the Department of Electrical

Engineering, Yeungnam University, Gyeongsan, South Korea. From
2011 to 2023, he was an Associate Professor and then a Professor with
the Nanjing University of Finance and Economics, Nanjing. In 2023, he
joined the Nanjing University of Information Science and Technology,
Nanjing, where he is currently a Professor with the School of Computer
Science. His research interests include networked control systems,
complex dynamical networks, and time-delay systems.

Xiangpeng Xie (Senior Member, IEEE) re-
ceived the B.S. and Ph.D. degrees in engineer-
ing from Northeastern University, Shenyang,
China, in 2004 and 2010, respectively.

From 2010 to 2014, he was a Senior Engi-
neer with the Metallurgical Corporation of China
Ltd., Beijing, China. He is currently a Profes-
sor with the Institute of Advanced Technology,
Nanjing University of Posts and Telecommuni-
cations, Nanjing. His research interests include
fuzzy modeling and control synthesis, state es-

timations, optimization in process industries, and intelligent optimization
algorithms.

Dr. Xie is an Associate Editor for International Journal of Fuzzy
Systems and International Journal of Control, Automation, and Systems.

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on February 02,2025 at 02:40:30 UTC from IEEE Xplore.  Restrictions apply. 



2150 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 11, NO. 4, DECEMBER 2024

Engang Tian received the B.S. degree in math-
ematics from Shandong Normal University, Ji-
nan, China, in 2002, the M.Sc. degree in op-
erations research and cybernetics from Nanjing
Normal University, Nanjing, China, in 2005, and
the Ph.D. degree in control theory and control
engineering from Donghua University, Shang-
hai, China, in 2008.

From 2011 to 2012, he was a Postdoctoral
Research Fellow with the Hong Kong Polytech-
nic University, Hong Kong. From 2015 to 2016,

he was a Visiting Scholar with the Department of Information Systems
and Computing, Brunel University London, Uxbridge, U.K. From 2008
to 2018, he was an Associate Professor and then a Professor with
the School of Electrical and Automation Engineering, Nanjing Normal
University. In 2018, he was appointed as an Eastern Scholar by the Mu-
nicipal Commission of Education, Shanghai, and joined the University of
Shanghai for Science and Technology, Shanghai, where he is currently a
Professor with the School of Optical-Electrical and Computer Engineer-
ing. He has authored or coauthored more than 100 papers in refereed
international journals. His research interests include networked control
systems, cyberattacks, and nonlinear stochastic control and filtering.

Jinde Cao (Fellow, IEEE) received the B.S. de-
gree in mathematics/applied mathematics from
Anhui Normal University, Wuhu, China, in 1986,
the M.S. degree in mathematics/applied mathe-
matics from Yunnan University, Kunming, China,
in 1989, and the Ph.D. degree in mathemat-
ics/applied mathematics from Sichuan Univer-
sity, Chengdu, China, in 1998.

From 2001 to 2002, he was a Postdoc-
toral Research Fellow with the Department of
Automation and Computer-Aided Engineering,

Chinese University of Hong Kong, Hong Kong. He is currently an En-
dowed Chair Professor, the Dean of the Department of Science, and the
Director of the Research Center for Complex Systems and Network Sci-
ences with Southeast University (SEU), Nanjing, China. He is also the
Director of the National Center for Applied Mathematics, SEU, Jiangsu,
and the Director of the Jiangsu Provincial Key Laboratory of Networked
Collective Intelligence of China.

Dr. Cao is a Member of the Russian Academy of Sciences, the
Academy of Europe, the Russian Academy of Engineering, the Euro-
pean Academy of Sciences and Arts, and the Lithuanian Academy of
Sciences. He is a Fellow of the African Academy of Sciences and the
Pakistan Academy of Sciences. He was the recipient of the National In-
novation Award of China, Obada Prize, and the Highly Cited Researcher
Award in Engineering, Computer Science, and Mathematics by Clarivate
Analytics.

Authorized licensed use limited to: Nanjing University of Information Science and Technology. Downloaded on February 02,2025 at 02:40:30 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


