208 IEEE TRANSACTIONS ON INDUSTRIAL CYBER-PHYSICAL SYSTEMS, VOL. 3, 2025

IEE
Industrial ¥ p
Electronics % A SMC

An Encoding-Based Privacy-Preserving Security
Control Strategy Under Stealthy Attacks

Jian Liu
and Engang Tian

Abstracit—This paper focuses on the privacy-preserving
security control issue for cyber-physical systems (CPSs)
via an encoding-decoding communication scheme (EDCS).
To considerably contemplate the delayed data acquisition
and analysis, the integral measurement model is estab-
lished, which is governed by the function related to system
states within a certain period. The EDCS designed has a
certain resistant to the non-ideal communication network
with limited bandwidth capacity and fading channels. Then
the controller is constructed by utilizing the decoding data.
Furthermore, in the controller-to-actuator channel, assum-
ing the stealthy false data injection attacks occur randomly
and the injected pseudo data is associated with transmis-
sion data that has been eavesdropped. By virtue of deriving
sufficient conditions, the CPS with EDCS can achieve input-
to-state stability as well as the corresponding controller
and observer gain parameters are acquired. Eventually, the
effectiveness of the designed EDCS and control algorithm
is illustrated by a case study involving an autonomous un-
derwater vehicle system.

Index Terms—Cyber-physical systems, encoding-
decoding communication scheme, false data injection
attacks, privacy-preserving strategy.

[. INTRODUCTION

NJOYING attractive advantages of immediacy, high-
E accuracy and scalability, cyber-physical systems (CPSs)
have witnessed more attention on theory and practical industry,
including vehicle platoon [1], smart grid systems [2] and teleop-
eration systems [3]. By integrating communication, computation
and control, CPSs can realize the seamless interaction and
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integration of the physical realm and cyber realm. However,
unpredictable risks may arise due to the vulnerability of com-
munication networks. What needs to be elaborated is security
of the network aspect and data privacy-preserving, which have
become increasingly critical.

Malicious attacks can bring adverse impacts on system stabil-
ity and mostly come with pecuniary losses. From the perspective
of attack techniques, it can be divided into stealthy false data
injection attacks (SFDIAs) [4] that inject malicious information
and denial-of-service attacks [5] that exhaust network resources
and cause system paralysis. These malicious attacks have raised
concerns about the security of industrial CPSs. In real-world
scenarios, the Ukrainian power grid was attacked by Blacken-
ergy in 2015 [6] and an industrial control security system of a
petrochemical plant in Saudi Arabia was hacked in 2017 [7],
to name a just few. To address these concerns, Li et al. [§]
give the secure control algorithm for time-varying multi-agent
systems to defend against SFDIAs on sensor-to-control (S/C)
and control-to-actuator (C/A) communication channels. Qiu et
al. [9] establish a resilient control framework for CPSs in the
presence of denial-of-service attacks. For the multi-bus DC
microgrid, Xiao etal. [10] develop aresilient copperative control
scheme to defend against SFDIAs. As a result, exploring the
security control strategy for CPSs that focus on the SFDIASs is
of paramount significance.

Since the vulnerability of communication networks in terms
of being monitored and attacked, the privacy-preserving of
transmission data has become a crucial issue in reality. As an ef-
fective privacy-preserving strategy, the encoding-decoding com-
munication scheme (EDCS) can manipulate transmitted data by
virtue of the uniform quantization procedure. It is precisely the
encoding process that limited resources can be saved and the
original data can not be directly monitored by attackers, which
realizes information security. Due to these attractive advantages,
presently, some existing results [11], [12] have demonstrated the
availability of the EDCS for networked systems. More specially,
by virtue of the finite-level uniform quantizer, Han et al. [13]
design a group of encoder and decoder for each agent, which
can effectively achieve privacy-preserving. Realizing the same
importance of S/C and C/A channel security, Dong et al. [14]
further expand such the EDCS to sensor and actuator sides
to investigate the zero-error tracking issue. Different from the
above decoding scheme, a novel EDCS has been adopted in
the communication channel, which carries out the decoding
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process with the benefit of encoding alphabets [15]. Among
these existing EDCSs, the communication channel is generally
assumed to be ideal, that is, the signal will not be affected
by external attacks or attention. The EDCS developed, if not
adequately considered, may be no longer applicable. Therefore,
we endeavor to design a suitable EDCS and security control
strategy to resist attention and external attacks.

In the practical communication environment, bandwidth lim-
itation, path loss and shadowing may cause a loss of signal in-
tegrity. Furthermore, actual measurements are related to current
physical state and measurement outputs over a period of time,
which is so-called integral measurements [16]. Note that sensors
are invisibly assumed to be non-destructive in the majority of
existing works. Unfortunately, in synchrotron radiation [17],
material mechanics [18] and electronic chemistry [19], such an
assumption has certain limitations. Therefore, Shen et al. [20]
establish the model of integral measurements by introducing
an indicator function. Utilizing such a model, Geng et al. [21]
investigate the Tobit Kalman filter issue for the linear system
with sensor failures and scheduling protocols. Nevertheless,
the security control problem of CPSs with privacy-preserving
scheme and integral measurements has not been adequately
explored. This promotes our current investigation.

Motivated by previous observations, this article focuses on the
security control issue for CPSs with privacy-preserving scheme
and SFDIAs. To sum up, the central contributions are three-fold.

1) An uniform quantization-assisted EDCS is provided to
achieve data privacy-preserving in the non-ideal com-
munication channel. Different from existing EDCSs that
rely on the ideal control signal, an attenuation parameter
is introduced in this EDCS, which achieves an excellent
performance in the presence of stealthy attacks and fading
channels.

2) An improved memory-assisted event-triggered scheme
(MAETS) with memory threshold is designed and em-
ployed in the C/A channel. Different from [22], [23], this
paper constructs a threshold with lower and upper bounds
by leveraging historical buffer information, which can
respond to unpredictably complicated communication
scenarios and avoid high oscillation.

3) Associated with the designed MAETS, we extend the
study to insecure C/A channels, which are monitored
by attackers and injected with false information. Several
sufficient conditions are deduced to guarantee the input-
to-state stability (ISS) of the overall system.

The rest of this article is structured as below. The specific
details of integral measurements and encoding-decoding proce-
dure are given in SectionII. Section III provides several sufficient
conditions to guarantee the ISS of CPSs. Section IV presents
simulation results and Section V concludes this paper.

Notations: The notation used here is fairly standard. R"™ is
the n dimensional Euclidean space. Z* is a set of positive
integers. I,, denotes the n-dimensional identity matrix. Y7 and
Y ~! denote the transpose and inverse of matrix Y, respectively.
|| - ||~ denotes the co-norm of the vector or matrix. Ay (Y)
and Apax(Y) are the minimum and maximum eigenvalues of
the matrix Y, respectively. diag{-} is a block-diagonal matrix.

In a real symmetry matrix , () is the entries implied

X
(%)
by symmetry. sup{-} and inf{-} stand for the supremum and
infimum of the set, respectively.

[l. PROBLEM FORMULATION
A. System Model

For a nonlinear physical plant, consider the following
discrete-time system with integral measurements:

{x(k + 1) = Az(k) + Bu(k) + Cg(z(k))
y(k) = D3 _gx(k =),

where z(k) € R™» stands the system state with the initial
value 2(0) = x satisfying ||zo||2 < €o, €0 is a known constant.
u(k) € R™ denotes the control input signal after transmitted
through the C/A network and y(k) € R™v represents the in-
tegral measurement outputs. ¢ is the time required for data
collection. A, B, C, D are coefficient matrices with appropriate
dimensions.

Assumption 1: [24] For Vk, the nonlinear function g(-) with
g(0) = 0 satisfies

llg(x1) — g(z2)|[2 < [|G(z1 = 22)]l2, ()

where the matrix G with proper dimensions is known.

Remark 1: In practical implementations, due to delayed data
collection and processing, the measurement output may be
affected by system states over a previously certain interval.
Therefore, actual measurement outputs of the discrete-time
version is modeled as a summable form within the interval
[k — ¢, k]. Moreover, such a model could be depicted as integral
measurements and has been illustrated to have certain rationality
and applicability [21].

ey

B. Observer Structure

Having obtained integral measurement outputs y(k), the fol-
lowing observer is adopted:

{;%(k +1) = Az(k)+Bu(k) + Cg(2(k)) + K (y(k) — 9(k))
g(k) = D321 o 2(k —s),
(3)

where (k) € R" is the estimated vector and satisfies #(0) = 0,
and K is the observer gain to be determined. It is noteworthy
that the design of §(k) depends on the time interval g.
Defining e(k) = x(k) — Z(k), the following error dynamics
with integral measurements can be deduced by subtracting (3)
from (1):
q
e(k+1) = Ae(k) + Cgle(k)) = KDY e(k—s), (4
s=0

where g(e(k)) = g(z(k)) — g(2(k)).

[eT(k) el'(k—1) el (k — q)}
above error dynamics (4) can be converted as:

ek + 1) = (of — KD)e(k) + € f(&(k)), )

Then, setting é(k) =
T

, the compact form of
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where
A 0 0 O
K
I,, O 0 O 0
o =10 I, 0 O, K= .
: : . : : 0
0 0 0
9=[p D D} %= diag{C,0,...,0},

f<é<k>>=[gT<e<k>> g" (e(k=1)

C. Description of Encoding-Decoding Procedure

To strengthen the privacy-preserving and lighten the commu-
nication burden, the EDCS will be employed in the S/C channel.
The data will be encoded before accessing the communication
network and decoded after passing through the network. Before
detailing the EDCS, the uniform quantization technique will be
briefly introduced below.

Given positive parameters « and integer p, the hyperrectangle
Fre ={p eR™ :||¢||loc < kyi=1,2,...,n,} canbe divided
into p"+ hyperrectangles .7} (k) x J) (k) X -+ X I (K),
where ¢y, 12, ..., tn, €{1,2,...,p} = Q. The hyperrectangle
! (k) can be defined as:

<~k + 2mr/p},
(6)

ﬂ;L( )A{(p” _H+2(j_ l)li/pg Pi

where m € Q and ¢; is the ith component of the vector
. Furthermore, we obtain the center of the hyperrectangle
TN (R) X I2(K) X - x I (k) as

(2u -1k

—K + 7(2 pl)
L—1)K

—kK+

[I>

B (try i, ... )

7an)

_ (2tn, -1k
K+ e
Then, there are unique integers ¢y, (2, . . ., L, € £ such that

€ I (k) x FE(K) x -+ ¥ J« (k), which indicates

Nk

|‘<P—7LK(L1,L2,...,LM)||2gT. 8)

Next, combining the above uniform quantization technique
and analyzing at the encoding instant jh, the decoding error
is denoted by ¢(jh) = &(jh) — X(jh), where h is the given
encoding period and X (jh) is the auxiliary system state. Subse-
quently, the encoder and decoder can be designed below:

Encoder:  For ¢(jh) £ 2(jh) — X(jh) € 7! (k(jh)) x
FI2(K(jh)) x -+ X J1e (k(jh)) C Fi(jn) one knows that

6(jh) = [Ll,bz,...,%} . )

etk —a)]

The auxiliary system state X(-) and decoding value x(-) are
defined by

X(jh) = AX(jh — 1) + Bi(jh — 1) + Cg(x(jh — 1))
X(k) = X(k), k # jh
u(jh —1) = BK.X(jh — 1)
X(0) =
Decoder
X(k + 1) = Ax(k) + Bu(k) + Cg(x(k)), k # jh — 1
X(jh) = X(Gh) + Tus(er, 2, s tn,)
i(k) = BK:X(k)
X(0) =0,

(10)
where 3 and K are parameters to be defined later.

Remark 2: For purposes of achieving data privacy-preserving
and mitigating the communication burden, we shall provide an
improved EDCS against a backcloth of CPSs with fading chan-
nels. Firstly, such an EDCS utilizes the difference ¢(jh) rather
than directly using estimation value (jh) or state value, which
reduces the size of transmitted data. Furthermore, compared with
existing works in [25], [26], the nature of the periodic encoder
diminishes the redundant transmission. To be specific, the data
can be only encoded and transmitted at instants h, 2h, 3h, - - -,
and there is no data transmission in the remaining time.

Remark 3: In the existing EDCS, the update of encoding and
decoding values rely on the control signal and precise predic-
tion in [27]. Such a scheme, however, is no longer applicable
when the control signal is contaminated by stealthy attacks and
fading phenomena. By introducing an attenuation parameter
and decoding values, we present the auxiliary control signal of
the system. Hence, the EDCS (9) and (10) have been provided
against SFDIAs and fading channels, which is more general than
existing works.

D. Decoding Data-Based Controller and MAETS Design

With the aid of EDCS, the original data that threatens system
performance can not be obtained by attackers. Besides, due to the
presence of decoding errors and SFDIAs, the value received by
the input terminal of the controller may not be the original value.
The following decoding data-based controller can be designed:

u(k) = Kex(k), an

where K. represents the gain matrix to be determined.

In the C/A communication channel, an improved MAETS
with a memory-assisted threshold and different weight coeffi-
cients has been employed to further utilize resources. Then, the
sequence of triggered instant is deduced as

tn+l = kliltfn{A(kau(k)vgz(k)) < 0}7 (12)

with the adopted function being

Ak, u(k), &i(k)) =

n—i+1 @u( n— z-l—l)

Zu
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DAL (13)
=1

where m e Zt, §(k) = 6m + (6m — 6m) 2
atan{o|| S0 u(k) — ulta-ip)ll2}. ®  and  &(k) =
u(k) — u(ty—;y1) denote the number of the historical data
packet, memory-assisted threshold, weight matrix and
difference between the k instant and ith to last triggering
time, respectively. In addition, weight coefficients satisfy
2211191 Zlal’ldﬁl §?92 S Sﬁm

Remark 4: As shown in (13), the historical data information,
including historical triggering instants and corresponding val-
ues, can be recorded and stored for utilization in determining
the next triggering instant. Furthermore, this paper employs
different weight coefficients to describe the general fact that
the newly collected data is more important than the past ones.
Different from the fixed threshold or traditional threshold only
using current data, the summable gap and parameter o are
utilized to avoid high oscillation. The MAETS in (13) would
degrade into the normal MAETS when m = 1.

Next, from the practical attack perspective, unpredictable
and hazardous SFDIAs are frequently adopted by attackers.
Ideally, the signal received by the physical plant is sent with
the assistance of the communication network. Nevertheless, a
series of induced-phenomena can lead to the partial fading of
signals in the C/A channel. Therefore, in the closed-loop system
(1), the following control signal received by the target plant can
be given:

u(k) = B(tn)(u(tn) + e(tn)s(tn)), (14)

where £(t,,) € {0, 1} is a random variable characterized by the
Bernoulli process. The random variable 3(-) € [B4, 87] is the
fading channel coefficient and obeys the uniform distribution.
Apparently, the probability distribution of () is £ € [0, 1].
The expectation and variance of 3(-) are 3 = (3; + (7)/2 and
B* = (B' — B1)?/12, respectively. ¢(t,) is the false information
satisfying

T(tn)s(tn) < ul (t,) YT Yu(ty), (15)

where Y is a known matrix.

Remark 5: The partial fading of signals and external attacks
are considered in the C/A channel. It is worth noting that no
matter what factors cause deviation of the control signal, the
EDCS in [27] is not applicable.

For subsequent analysis, the following definitions as a crite-
rion for system detectability and stability are given.

Definition 1: [28] The nonlinear system (1) is detectable
if there exist families of encoder-decoder pairs in (9) with an
encoding alphabet $) of size X, such that

lim Jla(k) — ()12 = 0
—00

holds for all solutions of the system.
Definition 2: [29] Consider the following system:

z(k+1)=ZF(x(k),w(k)),

Authorized licensed use limited to: Nanjing University of Information Science and Technology.

where z(k) denotes the system state, w(k) represents the ex-
ogenous signal. The above system is ISS if there exist a L
function £(-, -) and a K class function p(-), such that

((llvoll2; k) + ol (F)[loo) = [[v(F)]2;

where || (k)|| = sup; {[|=(k)][}-

[ll. MAIN RESULTS

In this position, several sufficient conditions are presented to
ensure that the closed-loop system (1) is detectable and ISS by
using the Lyapunov function. Therefore, the following lemmas
are given first before proceeding with the main results.

Lemma 1: Consider the nonlinear system (1) with EDCS,
fading channels and SFDIAs. Given the scalar g; > 0, if there
exist a scalar v; > 0, matrix K. and a positive definite matrix P
satisfying

I, II, IIjy IIj,
I, = (x) I, Iy I <0 (16)
() (+) I I
() () (») I
where
M, 2 —(1+0)P+unG'G+ ATPA+ (A" PBK,
+ KTBTPA) + KT(BB"PB + B*BTPB)K.
+ouKroK. + KI'YTYK,,
I}, & (4 + BBK,)" PC,
1, £ — (3A+ BBK,)"PBI, + %f(?qﬂz

~- KI'vyTyr,
11, 2 (3eA + feBK. + FeBK.) " PB,
£ _ vilp,, + C~'TPC~'7
— BCTPBIL,
I, 2 BeCT PB,
£ _ peI'BTPB,

o _ . - ~
(%Im —0)®+ ITYTY I, + BIT BT PBI,,

=
09—
W

lI>

=
B—_
>

|I>

£ _ I, +BeBTPB,
B* + B2,
diag{A, A},

T
[BT 0} ,

b ]

Dy T
> >

sofl] 0
> (>

=
>

S,
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C £ diag{C,C},

G £ diag{G,G?},

nA [In“ 0 o} ,
L2 [Inu I, Inu] ,
¢ 2 diag{®,®,..., 0},

9 2 diag{¥1,92,...,9m}.

Then one can obtain

d(k + 1)]]2 < 71[|d(K)]]2, (17)

(1+e1) max (P)
Amin (P) ’

Proof: The proof is given in Appendix A.

Lemma 2: Consider the error dynamics (4) under integral
measurements. Give the scalar g, € (0, 1), assuming there exist
a scalar v, > 0 and a positive definite matrix @ satisfying

A
where 1 =

! 0 1113
= |() gy, €TQ| <0 (18)
(%) (%) -Q
where 2 u,GTG - (1 - 0)Q, 32 a7Q —

7T (K)K", G = diag{Q,Q, ..., Q}.
_ Furthermore, the desired observer gain can be denoted by
K = Q'K. Then, select any positive integer h that fits 0 <

(1-0)"Amax (Q)

Q) In addition, one has

7 < 1 where 7, £

(=02 () 1K) .

etk + W]z < /02 s

19)

Proof: The proof is given in Appendix B.
Lemma 3: The EDCS procedure (6)—(10) satisfies the follow-
ing constraint:

where x(jh) is defined by
k(h) £ e+ Tlhﬁ() 1)
k((j+1)h) & szﬂeo + Tlh’szG() + T{l@ﬁ(jh).

Proof: The proof is given in Appendix C.

Remark 6: Notice that Lemma 1 provides the relationship of
the system state and decoder state and Lemma 2 proves that
the error dynamics with integral measurements are convergent.
Then, with the output of Lemmas 1 and 2, the boundedness of
the encoding data is proved in Lemma 3 and we have provided
upper bounds on the first encoding time and remaining encoding
time, although the integral measurements lead to a relatively
conservative outcome.

In what follows, we present that the system (1) is detectable
and ISS, whose proof utilizes results of the above lemmas.

Theorem 1: The parameter 7y is defined in Lemma 1, as well
as n, is introduced in the target plant (1). Given positive scalars
h and p, the system (1) is detectable under the EDCS, SFDIAs

and fading channels if satisfying:

Ny

e < 1. (22)
Proof: Recalling the definition of 7, in Lemma 2 and the
definition of x(jh) in Lemma 3, based on Lemma 1 and (22),

we can conclude that

lim x(jh) = 0. (23)
Jj—00
Then, one has
[lz(jh) —X(7R)|l2
< [2(Fh) — X(Gh) = Prny (L1, L2, -5 tn, )2 (24)

2k — SGm:
<7le+ @n(jh).

Consequently, we have lim;_ . ||z(jh) — x(jh)|]. =0.
Moreover, we can obtain from Lemma 1 that ||x(k) — X (k)| <
lefjh| |z(jh) — X(jh)|]2 at non-encoding instants k €
(jh, (j + 1)h). Then, we obtain limy_,« ||z(k) — X(k)||» = 0,
which means the physical plant (1) is detectable. That’s the end
of the proof.H

In what follows, the ISS of nonlinear system can be analyzed
by resorting to linear matrix inequalities. Denoting decoding
error v(k) = x(k) — x(k), it yields that ¥(k) = z(k) + v(k).
In light of the (11) and (14), the controller is converted as

u(k) = Btn) (Ke(z(k) + v(k)) = & (k) +e(tn)s(tn))- (25)
Consequently, the target plant can be deduced that

x(k+1) = (A+ B(t,) BK.)x(k) + Cg(x(k))
+B8(tn)(BK (k) — B& (k) + e(tn) Bs(tn))-

The decoding errors v (k) are bounded by means of Lemma 1
and Theorem 1. In what follows, the stability of the discrete-time
system (1) will be proved according to Definition 2 under the
fading control signal and stealthy attacks.

Theorem 2: For given € € [0, 1], B;, BT, 6, and m, the 1SS
of decoding data-based system (26) under EDCS, SFDIAs and
MAETS can be guaranteed if there exist positive scalars 11; and
vy, matrices K., and positive definite matrices W, P and Z such
that

(26)

[0, 0, 65 O, 65
(¥*) O O Oy O
O= |(x) (¥) O3 O3 63| <0 (27
(#)  (x) () ©Osu O
[ (x) (x) (x) (x) Oss
[T, In, Iy 11
| | |
I, = (x) Ty H? H?4 <0 (28)
(%) (x») I3 I
L) (%) (%) T

where
Oyt —WH+ATWA+ BATWBK, + K'BTW A)
+ BKIBTWBK, + 1GTG + 6 KT OK,
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+K'YTY K.,
O 2 (A+ BBK.)"WC,0s5 2 1, + feB"WB,
013 2 BATWBK, + K B"WBK, + sy KT K.
+ KI'YTYK,,
— (BA+ BBK.)"WBI, — O Kl
- K'YTyr,
05 £ BEATWB + peKI' BTW B,

P
|

£ —l,, + CT"WC, 0y = BCT"WBK,,
— BCTWBI,, 0,5 & 3eCTWB,

O}
)
~

[I>

@
1)
w

[I>

— Z+BKI'BTWBK, + 6y KI'®K,
+ KI'YTYK,,

Ou 2 — BKTBTWBI, — KX M gy KIYTyr,,
m

O35 £ feKI'BTW B, 0,5 2 —pIl BTW B,
. 1) R
Ou 2 BITB"WBI, + (“2 1, — 9)® + ITYTY 1.
m
Proof: Construct the following Lyapunov function:

V(k) = 2T (k)W (k). (29)

Denote; (k) = [mT(k) gT'(k) oT(k) €T (k)
Taking the Assumption 1, MAETS (13) and attack energy (15)
into account, one has

E{AV(k)} =E{V(k+1)=V(k)}
<E{$U() () ((k + 1) Wa(k+1)
+A(7<?7U(k) i(k ))+(UT(75 Y'Y u(tn)
—" (tn)s(t, )) (/f)Zv( ) — vt (k)Zv(k)}
=13 (k)Ons (k) + v” (k) Zv(k).

According to (27), one knows that © < 0. Then, we can obtain
AV () < ~Aanin(=O)|[2(k)|B + Amax(2)[0(k)[3. The net-
worked system (26) is ISS by selecting

I(|[v(k)[[2) = Amax(2)[[0(K)[[3,
A1([[x(k)l12) = Amin (W) |2 (F)] 13,
$a([[x(R)l12) = Amasx (W) || (k)|13,
(llz(F)ll2) = Amin (=O)|z (k)| 13-
= o1 (W da(||2(0)]]2)) and p =

Letting  £(]|z(0)||2, k)
&7 (2 (b3 (9(|[v(k)||2)))), we obtain that

d)k)‘max(W)HeOH%

(Ol = Pl
max (Z) Amax (W) ||v(E)||5
plo(R)]f2) = /220 VIR,
where ¢ € (0, 1). Then, one has
z(k)ll2 < £(|[x(0)] |2, k) + p(l[o(k)l]2)- (32)

<T(tn)] '
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The proof is completed.ll

Theorem 3: For given € € [0, 1], B;, B, 5ar and m, the 1SS
of decoding data-based system (26) under SFDIAs, EDCS and
MAETS can be guaranteed if there exist positive scalars p; and
Vi, p0s1t1ve definite matrices W, P, X, L and Z, and real-valued
matrix K, K, such that

- 6, 6,

6= ‘1l <0 33
() 6y (33)
7l 1l

I, = Iy <0 (34)
(*) Hiz

with K, = X 'K, and X7 = 2715-1US2, where the pa-
rameters are presented in Appendix C.

Proof: Drawing support from Schur complement lemma and
(27), we have the following condition:

- |6 6
=" *l<o (35)
(%) Oy
where ~ _ ~ -
o GKIBT 8 6k
ct 0 0 0
622 | BKIBT GKIBT 0% 63|,
-pIrBT —BIfBT 0 0
—BeBT  —BeBT 0 0
0% 2 AT 4 BKTBT, 0, 2 —diag{W ', W~ X, I, }.
Pre-multiplying and post-multiplying (35) by 2 =
diag{In, , In, In,, Im, In,» X, X, Iy, I, and - 27T, it
yields that
. e, o
=" <o (36)
(x) ©4
where . . - -
o BKIBTXT 6% e,
CcTx 0 0 0
©, 2 |BKTBTXT BKIBTXT 6% 03|,
St 6k 0 0
02, 03, 0 0

@11 £ ATX + BKIBTXT,

Oy 2 —diag{XW'XT, XW'XT XN I, }.

In light of the singular value decomposition (SVD)
lemma in [30], we can obtain that BT XT = XTBT with
XT = 271571082, where BT = 2[S O0|RT and X7 =
U
0
X, the following inequality holds (W — X)W~
0, whichhas W — X — XT > —XW-1XT.

Furthermore, the sufficient condition (34) can be guaranteed
by (28) employing the same treatment, which is omitted here for
brevity. Then, the proof is completed.ll

R RT . In addition, if there exist a non-singular matrix

f(w—-x)"
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Fig. 1. The curves of state z;(k), estimate &, (k) and decoding data
X1 (k) under SFDIAs.

[V. NUMERICAL EXAMPLE

In this section, numerical results are presented to highlight the
applicability of the designed security control strategy in an au-
tonomous underwater vehicle (AUV) system as in [31] and [32].
Take the sampling period of 7" = 0.1s and then parameter values
of the discrete-time system can be obtained as [31]:

0.861 —0.021 0.003
A=101 0909 —0027|,
0 0.1 !
T 01 0
B=[-0.089 —0.135 0} , D=
00 1

In this example, we set C'f(z) as a vector where all elements
are 0. Therefore, with the initial state 2:(0) = [0.5;1.3; —1.5],
01 =0.3 and o, = 0.85, the values of 7, and 7 can be
solved by Lemmas 1 and 2 as 1.1807 and 0.8076. Defin-
ing the positive scalars h = 2 and p = 20, as stated in The-
orem 1, the sufficient condition (22) can be satisfied and
calculated as T{L@ = 0.1207. The attack probability, lower
and upper bounds of the fading parameter are selected as
€=0.3, f; =0.6 and B' = 0.9. Furthermore, the parameters
for MAETS are chosen as ® = 10,¢; = 0.6,1%, = 0.2,1%; =
0.2,0 =100, d,,, = 0.01 and §p; = 0.05. The following gain
parameters of the observer and controller can be obtained by

0.0653  0.0016
solving linear matrix inequalities: K = [0.1762 —0.0145] ,
0.0552  0.1869

KC:[1.1512 1.3368 —0.0972]

As the setting of the aforementioned parameters, the simula-
tion results are presented in Figs. 1-5, in which Figs. 1-3 plot
the state trajectories of the AUV, Fig. 4 depicts the errors of
observer and decoder, and Fig. 5 shows the control input, curve
of threshold and event-based interval with improved MAETS
and normal MAETS. From Figs. 1-3, the observer with integral
measurements can track the system state well. In addition, it can
be clearly seen from time 1 to 50 in Fig. 1 that decoding value
X can track the system state only by leveraging the differential,
which can achieve the data privacy-preserving. The moments
of SFDIAs are characterized by gray areas. Furthermore, in

SI;DIAS
a(k)
)
—e— (k)

State, estimation and decoding values

0 100 200 300 400 500 600 700 800
Time (k)

Fig. 2. The curves of state z,(k), estimate 2, (k) and decoding data
X2(k) under SFDIAs.
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Fig. 3. The curves of state z3(k), estimate 23(k) and decoding data
x3(k) under SFDIAs.
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Fig. 4. The observation errors e(k) and decoding errors v(k).

increasing time, the considered system still achieves ISS without
the absence of SFDIAs and integral measurements, which shows
the availability of the security control algorithm.

Fig. 4 depicts that the observation and decoding errors are
quickly eliminated by the designed control strategy around 20
and 40 time instants, respectively. Fig. 5(a) describes the control
input under ideal networks and attacks. Intuitively, the threshold
will evolve adaptively along with the different control signals
and triggering instants in Fig. 5(b). Following the trajectory of
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Fig. 5. (a) The control signals under ideal and attacks; (b) Memory-

assisted threshold; (c) Triggering instants of improved MAETS; (d) Trig-
gering instants of normal MAETS [33].

the adjustable threshold, there are several distinct fluctuations,
mainly due to the prosperous transmission of data at those times.
To further verify the superiority of the MAETS, the results of
comparing to the threshold without historical information sup-
portin [33] are provided in Fig. 5(c)—(d). 6.38% of sampling data
can be released in this paper, while the normal MAETS in [33]
reached 8.13%. Apparently, the effectiveness and availability of
the designed control method can be confirmed again.

V. CONCLUSION

This paper is dedicated to the security control strategy for the
CPS with integral measurements to resist stochastic SFDIAs.
The measurement output model is concretely formulated un-
der the unsuspected influence of integral measurements. In the
S/C channel, the EDCS has been effectively utilized to realize
privacy-preserving and mitigate the communication burden by
virtue of the uniform quantization strategy. Therefore, a secure
controller has been designed based on decoding information.
Furthermore, an improved MAETS with a memory-assisted
threshold has been put forward to deploy on the insecure C/A
channel, which is susceptible to interference from SFDIAs.
Therefore, the corresponding gains of the observer and controller
can be acquired and several sufficient criteria for satisfying the
system ISS. Eventually, the simulation results are conducted to
illustrate the superiority and availability of the security control
method. In future research, how to extend this result to more
complicated communication circumstances is an interesting
topic.

APPENDIX A
THE PROOF OF LEMMA 1
Proof: Denoting d(k)
d(k + 1) = Ad(k) + Cg(d(k)) + B(u(k) —
= Ad(k) + Cg(d(k)) + B((B(tn) —

= z(k) — X(k), obviously, we can get

u(k))
B)K:X (k)

— B(tn)&i (k) + B(tn)e(
where g(d(k)) = g(z(k)) — g(X(k)).

Then, by virtue of the vector augmentation technology, de-

tn)s(tn)), (37)

noting d(k) = [d” (k) X (k) T, one has
d(k+1) = (A+ (B(t) — B)BK. + BBR.)d(k) + (k)
= B(tn) BLE(K) + B(tn)e(tn) Bs(tn),  (38)
where (k) 2 [7((k) g7 (k)] LEK) = (6T ()
(k) ¢T(k)]T. Construct the following Lyapunov
function:
V (k) = d" (k)Pd(k) (39)
Then, define n; (k) = [JT(I{) gt(k) €T (k) gT(tn)}T and

AV (k) =V (k+ 1) —V(k). According to (2) (13) and (15),
we can derive
E{AV (k) — o1V (K)}

< B{—(1+ 0))d" (k)Pd(k) +
+ vy (dT (k)G Gd(k) —
—uT (t,)YTYu(t,))

= (k)L (k).

According to (16) and Schur complement lemma, it is appar-
ent to find that AV (k) — 01V (k) < 0 and then ||d(k + 1)[|2 <
[|d(k + 1)||2 < 71]|d(k)||2, which completes the proof.ll

(d(k+ 1)) Pd(k + 1)
7" (K)3(k)) = (" (tn)s(tn)
+ Ak, u(k), & (k))}
(40)

APPENDIX B
THE PROOF OF LEMMA 2
Select the Lyapunov function as
T (k)Qe(k).

Vik)=¢ 41)

T
Similar to Lemma 1, letting (k) = [ET(k) fre(k)| it
follows that

E{A(k) + 02V (k) }

= E{—(1 - m)e" (k)Qe(k) + & (k + )Qe(k + 1)}
<3 (k) (k), (42)
where TT, 2 ?5)1 g 2 (o - RowToe g 2
* 2

~l(gi1yn, +CTQE, IL)' 2 (o = K2(k)"Q(o/ —
K@(k)) + VQGTG - (1 — ,QQ)Q.

In light of the (42) and Schur complement lemma,
one derives that V(k+1) < (1 — 0)V (k). Moreover, it
yields that V(k+h) < (1—0)V(k+h—-1)<--- < (1 -
02)"V (k) and ||e(k + h)||2 < 72||€(k)||2, which completes the
proof.l
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APPENDIX C T!, 0 Iy, 0
THE PROOF OF LEMMA 3
qoa |0 —vlw, 00
Proof: Using mathematical induction to prove this lemma. 1= (%) (%) r é3 o\’
Firstly, according to Lemma 2, we acquire ||e(k+ h)||» < r!
L) () () Ty

[le(k + h)||]2 < ||e(k)||2- Then, for j = 1, it yields that
B 2 2 2
[12(h) = X(R)|]2 Iy I Iy T
cCTL o0 0 0
05, 5% 0 0}
[T T, 00

=
=
(>

< flw(h) = X(W)ll2 + [12(h) = a(h)[]2 < -~ < 7i'eo + macg
(43)

which guarantees ||Z(h) — x(h)||« < K(h). Do T A o I
Secondly, assuming i =2,3,...,j all meet the ||#(ih) — T = —(0+o)P+nG G Iy, =A"L+BK; B,
X(ih)||s < k(ih), then fori = j + 1, we have
12(G + D) = X((G + DA
. o o 5
< (G + Dh) = X(G + D)2 + [[2((G + 1)h) Ty & (L~ 0)® + IITYTYII,FB £ \/oukK

5
ri,2 M KT<1>TIl KI'yTyr1, 13, 2 BKT BT,

< ... _ ~ ~ ~ L
- 3,2 - prfBTL,13, 2 fﬂIITBTL, r}u £ Be‘BTL
PV ) (44)

< e+l + 7] 12, £ BsBTL, 1, 2 diag{ 2, 2, X, —I,.},

I~
S}
I

which clearly implies Hi‘((j +DR) -G+ Dh)lw< PEP-L-L".
k((j + 1)h). That’s the end of the proof.
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