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Abstract—This paper addresses the problem of observer-based
H∞ synchronization control for singularly perturbed multi-
weighted complex networks (SPMCNs) with communication con-
straints and cyberattack threats. Firstly, given the limited com-
munication bandwidth, a stochastic communication (SC) protocol
is employed to deal with the potential data collision in each node
of SPMCNs incurred by the mismatch between traffic load and
resource availability. The SC protocol is specifically depicted by
a Markov chain with partially known transition probabilities to
improve its applicability. Then, the cybersecurity for SPMCNs is
investigated, and the focus is concentrated on deception attacks
due to they pose significant risks by maliciously tampering with
sensitive information. Based on modeling the behavior of the con-
sidered deception attacks, observer-assisted synchronization con-
trollers with undetermined gains are designed and an augmented
synchronization error system is established. Subsequently, the sta-
bility with guaranteed H∞ control performance of the constructed
system is analyzed, and then a feasible algorithm for determining
the gains of the desired observers and controllers is provided.
Finally, simulations are conducted based on an urban public traffic
network to validate the efficiency and practicability of the proposed
synchronization control scheme.

Index Terms—Deception attacks, singularly perturbed
multiweighted complex networks (SPMCNs), stochastic com-
munication (SC) protocol, synchronization control.

I. INTRODUCTION

R ECENTLY, complex networks (CNs) have been acknowl-
edged as a powerful tool for modeling many real-world
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physical systems with large scale and high complexity such
as transportation networks [1], biological networks [2] and
industrial networks [3]. In traditional CNs, each link is always
assigned with a single weight which represents one kind of
relationship between the two connected nodes [4]. However,
such single-weighted CNs (SCNs) present apparent limitations
in depicting practical systems with different types of interactions
between system entities [5]. Towards this end, multiweighted
CNs (MCNs), in which each edge is associated with multiple
weights, have attracted significant attention from scholars [6],
[7]. In engineering applications, MCNs are widely used in fields
such as power grids, social networks and biological systems,
where numerous types of relationships between nodes coexist
and influence the overall system behavior. Moreover, it is note-
worthy that the states of many CNs now present two-time-scale
feature, i.e., the system behavior is governed by both slow
and fast dynamics, which will result in particular difficulties in
system control and analysis [8]. To address this issue, singularly
perturbed CNs are raised with employing singularly perturbed
parameter (SPP) to distinguish the system states on different
time scales [9]. In the literature, lots of results focusing on
singularly perturbed SCNs (SPSCNs) have been presented [10],
[11], but the studies on singularly perturbed MCNs (SPMCNs)
are rarely reported, which is the essential motivation of our
work.

While initiating the specific exploration on SPMCNs, syn-
chronization which refers to coordinate the dynamics of in-
dividual nodes is a critical issue, as it can ensure system
stability and efficiency [12], [13]. Actually, various types of
synchronization methods, e.g., pinning synchronization [14],
lag synchronization [15] and H∞ synchronization [16], have
been proposed for MCNs. Given that the external disturbances
and system uncertainties are generally unavoidable in practice,
H∞ synchronization obtains significant concerns since that it
dedicates to minimize the worst-case impacts of the mentioned
factors on the synchronization process. As an illustration, the
authors in [17] designed an H∞ output synchronization control
scheme for MCNs based on Barbalat Lemma; the finite time
H∞ synchronization problem of MCNs with disturbances and
adaptive coupling delays was discussed in [18]; for multi deriva-
tive coupled MCNs, the Lag H∞ synchronization issue was
studied in [19]. Nevertheless, all the works are conducted in
single time scale. Thus, by orienting on two-time-scale scenario

2373-776X © 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Southeast University. Downloaded on July 23,2025 at 23:21:32 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0002-9443-1965
https://orcid.org/0000-0003-0475-8866
https://orcid.org/0000-0001-5489-0246
https://orcid.org/0000-0002-8169-5347
https://orcid.org/0000-0003-3652-2233
mailto:ylnjue@163.com
mailto:gaomin0429@163.com
mailto:zhalijuan@vip.163.com
mailto:liujinliang@vip.163.com
mailto:liujinliang@vip.163.com
mailto:tianengang@163.com
mailto:c.peng@shu.edu.cn


768 IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. 11, 2025

and considering the fact that it is hard to measure system states
precisely, we will investigate observer-based H∞ synchroniza-
tion for SPMCNs in this paper, which is untouched in the existed
researches to the best of our knowledge.

To design synchronization method for SPMCNs, the informa-
tion exchange among system components should be concerned
undoubtedly. It can be observed that the communication is now
mainly carried out via wired or wireless networks to achieve
efficiency, robustness, and scalability [20]. But due to the contin-
uous increase in network traffic, the bandwidth limitation issue
is becoming severe [21]. Then, data collision is likely incurred
while multiple sensors deployed in one node of SPMCNs try
to send their generated data simultaneously. For addressing
the challenge, many communication protocols, typically includ-
ing round robin (RR) protocol [22], weighted try-once-discard
(WTOD) protocol [23], and stochastic communication (SC)
protocol [24], are proposed to assure that only one competitor
can access the network at each time instant. Among them, SC
protocol exhibits improved flexibility and adaptability by lever-
aging probabilistic decision-making scheme [25]. Moreover, to
achieve systematic and predictable data scheduling, Markov
chains are extensively used to model the random sequence of
access in SC protocol [26]. The conventional works on Markov
chains-based SC protocol assume that the transition probabilities
of Markov chains are completely known in advance [24], which
is often impractical in dynamic environments. Thus, Markov
chains with partially known transition probabilities have been
exploited to depict SC protocol, and thereby the enhanced
flexibility and applicability of SC protocol can be achieved.
However, the synchronization issue of SPMCNs with Markov
chains-based SC protocol has not been addressed, not to mention
to consider the incompleteness of the transition probabilities,
which also activates our study.

In addition to the challenge posed by limited communication
resources, cyberattacks also make significant difficulties in syn-
chronization control of networked SPMCNs. Given the impact
of cyberattacks on system performance, numerous studies have
been conducted to explore effective mitigation strategies based
on analyzing the nature of different attacks [27], [28]. In practice,
deception attacks [29], denial-of-service (DoS) attacks [30],
and false data injection (FDI) attacks [31] are recognized as
three typical types of cyber threats. From the perspectives of
concealment and long-term effects, deception attacks require
extra attention as they always try to alter original data with
malicious content and thus can hardly be detected. Concentrating
on CNs subject to deception attacks, secure synchronization
control methods have been explored in the literature. For ex-
ample, an impulsive controller was designed in [32] to assure
secure cluster synchronization of CNs under deception attacks;
mean-square bounded synchronization problem over CNs with
deception attacks and discontinuous nodes was investigated
in [33]; taking coupling delay, data collision and deception
attacks into account, secure RR-based synchronization control
approach was proposed for CNs in [34]. Differing from the
aforementioned studies that focus on SCNs, some researches on
synchronization issue of MCNs under deception attacks have
also been presented [35], [36], but none of them considers the

influences of two-time-scale dynamics and data conflict induced
by limited communication resources.

In light of the above discussion, this paper dedicates to
devise an observer-based synchronization control method for
SPMCNs affecting by potential data collision and deception
attacks. The main contributions of the work can be outlined as
below.
� Distributed observer-based H∞ synchronization problem

for SPMCNs is studied for the first time, moreover, the
impacts of two kinds of network-induced phenomena, i.e.,
data collision and cyberattacks, are considered integratedly
while achieving the desired synchronization.

� The measurement output of each node in the considered
SPMCN is effectively described based on appropriately
depicting the function of the SC protocol used for data
scheduling and the behavior of deception attacks occur-
ring on sensor-observer channels, and the framework of
the envisioned distributed observer-based synchronization
controllers is proposed accordingly.

� A novel augmented system model is constructed by group-
ing the formulated dynamics of all nodes in the SPMCN,
following which the distributed observers and controllers’
gains are derived via analyzing the ε-independent condi-
tions for the stability and guaranteed H∞ control perfor-
mance of the established system.

� A practical urban public traffic network is modeled by the
described SPMCN, and extensive simulations are thereby
conducted to verify the effectiveness and applicability of
the designed synchronization control strategy.

The rest of the paper is organized as follows. In Section II, the
system model and complicated network environment are firstly
depicted, then the formulation of the studied synchronization
problem over the envisioned SPMCN is presented. In Section III,
the sufficient conditions ensuring the desired synchronization
control performance of the SPMCN are investigated, and then
the feasible solution to the gains of the synchronization con-
trollers is obtained. In Section IV, simulation results are dis-
played and analyzed to verify the effectiveness of our study in
addressing the synchronization control issue. The conclusion of
the paper is given in Section V.

II. SYSTEM MODEL AND PROBLEM DESCRIPTION

In this section, the basic model of the considered SPMCN is
introduced firstly. Then, the adopted SC protocol using for miti-
gating data conflict and the considered deception attacks affect-
ing data security are specifically described, which is followed by
the formulation of the designed observer-based synchronization
controllers. Finally, the studied problem is explicitly depicted
based on constructing an augmented synchronization error sys-
tem.

A. Model of the SPMCN

We consider a discrete time SPMCN with N homogeneous
nodes, i.e., node1, node2,. . ., nodeN . Thus, without loss of
generality, the following introduction will focus on nodei. For
the node, the specific architecture is shown in Fig. 1, and the
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Fig. 1. The structure of nodei in the considered SPMCN.

model is given as below.

⎧⎪⎪⎨⎪⎪⎩
xi(k + 1) = AEεxi(k) + c1

∑N
j=1 θ

1
ijΓ1Eεxj(k) + c2

×∑N
j=1 θ

2
ijΓ2Eεxj(k) + · · ·+ cl

∑N
j=1 θ

l
ijΓl

×Eεxj(k) +Bui(k) +Hwi(k)
yi(k) = Cxi(k) +Dwi(k)

(1)
wherexi(k) ∈ Rnx is the system state vector which is composed
by the slow vector xis(k) ∈ Rns and fast vector xif (k) ∈ Rnf

(ns + nf = nx); yi(k) ∈ Rny and ui(k) ∈ Rnu represent the
measurement output and control input, respectively; wi(k) ∈
Rnω denotes the external disturbance that lies in L2[0,∞);
Eε � diag{Ins

, εInf
} is the singularly perturbed matrix with

the SPP ε ∈ (0, ε̄], and ε̄ is the upper bound of the SPP;A,B,C,
D andH are known matrices with real numbers and appropriate
dimensions; l represents the number of weights of the SPMCN,
then for each weight, e.g., the m-th weight (1 ≤ m ≤ l), cm is
the coupling strength; Γm = diag{μ1

m, μ
2
m, . . ., μ

nx
m } indicates

the constant inner-coupling matrix, where μdm �= 0 (1 ≤ d ≤
nx) denotes that two coupled nodes are connected via the d-th
component of the corresponding state variable;Θm = [θmij ]N×N
is the outer-coupling matrix employed for representing the cou-
pling framework of the SPMCN, in which θmij ≥ 0 (1 ≤ i �= j ≤
N ) describes the relationship between nodei and nodej , i.e.,
θmij > 0 if there is a connection between the two nodes, otherwise

θmij = 0, and θmii is set to be −∑N
j=1,j �=i θ

m
ij ; apparently, the

interactions between nodes in the SPMCN are comprehensively
depicted by the inner-coupling and outer-coupling matrices.

B. The SC Protocol Driven by Markov Chain

As shown in Fig. 1, the measurement output yi(k) is assumed
to be discerned by ny sensors for comprehensiveness, i.e.,
yi(k) = [yi1(k), yi2(k), . . ., yiny

(k)]T . To avoid data collision
incurred by the limited network bandwidth, SC protocol is then
employed to arrange the data transmission ofny sensors and thus
assuring that only one dimension of yi(k) can be released into
the shared network at each time instant. By further applying
the zero-order-holder (ZOH) technique, the signal updating
standard for the s-th sensor (s ∈ Mi = {1, 2, . . ., ny}) can be

described as

ȳis(k) =

{
yis(k), s = ψi(k)
ȳis(k − 1), otherwise

(2)

where ψi(k) ∈ Mi represents the index of the sensor that is
allowed to transmit its generated data based on the adopted SC
protocol which will be introduced shortly.

Remark 1: Although the introducing of the SC protocol may
lead to unreliable measurement output as only one sensor can
transmit its signal at each time instant, it effectively mitigates
data collision which would otherwise result in complete data loss
due to the limited communication bandwidth. Additionally, the
ZOH strategy, which works by using the most recent stored data
to compensate for signals from sensors that are not permitted
to access the network, is employed under the SC protocol as re-
flected in (2). Comparing with the zero-input (ZI) strategy which
updates the signals of unscheduled sensors to be zero [37], the
ZOH strategy ensures the continuity of signal transmission and
thereby enhances the stability and reliability of the system [24],
[38].

For the SC protocol, a Markov chain with a transition proba-
bility matrixP i = [πiqh] ∈ Rny×ny is used to adjust the variable
ψi(k), where πiqh ∈ [0, 1] and

∑ny

h=1 π
i
qh = 1 for ∀q ∈ Mi.

Then, the transition probability of ψi(k) is established as

Prob{ψi(k + 1) = h|ψi(k) = q} = πiqh. (3)

In other words, the probability that selecting sensor h at time
instant k + 1while sensor q is scheduled at time instant k is set to
be πiqh. In addition, we assume that the transition probabilities of
the Markov chain are partially known, e.g.,P i can be represented
as

P i =

⎡⎢⎢⎢⎢⎣
πi11 πi12 . . . ?

? ? . . . πi2ny

...
...

. . .
...

πiny1
? . . . πinyny

⎤⎥⎥⎥⎥⎦ (4)

where “?” indicates an unknown transition probability. Under
such circumstance, for ∀q ∈ Mi, the set Mi can be divided as

Mi = Mi
Kq ∪ Mi

U.K.q (5)

with

Mi
Kq � {h : πiqhis known}, Mi

U.K.q � {h : πiqhis unknown}.
Remark 2: Actually, SC protocol has been widely used for

many applications such as traffic routing in wireless networks,
user scheduling in cognitive radio networks and signal trans-
mission in vehicular systems. In this study, the SC protocol
driven by the described Markov chain is adopted for each nodei
to schedule the measurement output generated by ny sensors.
Moreover, it is essential to recognize that in (5), if Mi

U.K.q = ∅
for all q, then the Markov chain is reduced into the traditional
case that the transition probabilities are completely known [38],
[39]; if Mi

Kq = ∅ for all q, then it corresponds to a situation that
the transition probabilities for the Markov chain are completely
unknown which has been explored in [40]. However, considering
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that some transition probabilities can still be inferred via obser-
vation and data analysis although it is hard to obtain complete
information in practice, our adopted Markov chain with partially
known transition probabilities is more general and realistic.

C. Formulation of the Considered Deception Attacks

While delivering the released measurement output over the
communication network, it is noteworthy that the network band-
width is now generally divided into multiple channels for real-
izing fine-grained bandwidth sharing, and then the network may
be compromised by asynchronous cyberattacks [41], [42]. In
view of this, we will consider the scenario that each nodei in the
envisioned SPMCN is subjected to a different deception attack
which is denoted by DAi in this study. For DAi, a Bernoulli
variable αi(k) with the following probability is firstly used to
describe the occurrence of it.

Prob{αi(k) = 1} = ᾱi, Prob{αi(k) = 0} = 1− ᾱi. (6)

Specifically, αi(k) = 1 indicates that DAi is launched at time
instant k and then the released signal will be affected; oth-
erwise the transmitted signal yiψi(k)(k) can be successfully
received by the observer. Moreover, the attack signal φi(k) =
[φi1(k), φi2(k), . . . , φiny

(k)]T with the following condition is
assumed to be generated by the attacker.

‖φi(k)‖ ≤ ‖Wxi(k)‖ (7)

where W is a given matrix with a suitable dimension.
Taking the above formulated attack into account, the mea-

surement signal presented in (2) can be renewed as

ȳis(k) =

{
yis(k) + αi(k)(−yis(k) + φis(k)), s = ψi(k)
ȳis(k − 1), otherwise.

(8)
For the convenience of subsequent analysis, we further denote
ȳi(k) = [ȳi1(k), ȳi2(k), . . . , ȳiny

(k)]T and introduce the Kro-
necker delta function δ(·) ∈ {0, 1} to get that

ȳi(k) = (1− αi(k))Φψi(k)yi(k) + (Iny
− Φψi(k))ȳi(k − 1)

+ αi(k)Φψi(k)φi(k) (9)

where Φψi(k) = diag{δ(ψi(k)− 1), . . . , δ(ψi(k)− ny)}, Iny

represents the identity matrix with dimension ny .
Remark 3: In practice, deception attacks are not always suc-

cessfully launched due to the construction of defense mecha-
nisms and limitation of network conditions, and then present
stochastic feature. Thus, it is reasonable to use the Bernoulli
process to depict each DAi, and the probability ᾱi can be
determined based on long-term monitoring and assessment [43].
Furthermore, φi(k) satisfied the condition (7) is employed to
formulate the specific influence of DAi given that the energy-
bounded attack signals can enhance the stealthiness of the attack
behavior [34].

D. Model of the Observer and Synchronization Controller

Given that it is difficult to obtain accurate state of each nodei
in the SPMCN, the following observer is firstly presented.⎧⎪⎪⎨⎪⎪⎩
x̂i(k + 1) = AEεx̂i(k) + c1

∑N
j=1 θ

1
ijΓ1Eεx̂j(k) + c2

×∑N
j=1 θ

2
ijΓ2Eεx̂j(k) + · · ·+ cl

∑N
j=1 θ

l
ijΓl

×Eεx̂j(k)+Bui(k)+Li,ψi(k)(ȳi(k)−ŷi(k))
ŷi(k) = Cx̂i(k)

(10)
where x̂i(k) ∈ Rnx and ŷi(k) ∈ Rny are the estimated system
state and measurement output, respectively, Li,ψi(k) represents
the observer gain which needs to be determined.

As shown in Fig. 1, an isolated node with the following
dynamics is co-located with nodei.

s(k + 1) = AEεs(k) (11)

then the synchronization of the SPMCN can be achieved by
synchronizing each nodei with the isolated node. Based on (10)
and (11), the synchronization controller is designed as

ui(k) = Ki,ψi(k)(x̂i(k)− s(k)) (12)

where Ki,ψi(k) is the controller gain which will be decided
shortly.

E. Problem Formulation

We define the observer error and synchronization error as
ei(k) = xi(k)− x̂i(k) and ēi(k) = xi(k)− s(k), respectively,
then it can be obtained that

ei(k + 1) = xi(k + 1)− x̂i(k + 1)

= AEεxi(k) + c1

N∑
j=1

θ1ijΓ1Eεxj(k) + c2

N∑
j=1

θ2ijΓ2Eεxj(k)

+ · · ·+ cl

N∑
j=1

θlijΓlEεxj(k) +Bui(k) +Hwi(k)−AEε

× x̂i(k)− c1

N∑
j=1

θ1ijΓ1Eεx̂j(k)− c2

N∑
j=1

θ2ijΓ2Eεx̂j(k)

+ · · · − cl

N∑
j=1

θlijΓlEεx̂j(k)−Bui(k)− Li,ψi(k)(ȳi(k)

− ŷi(k))

= AEεei(k) + c1

N∑
j=1

θ1ijΓ1Eεej(k) + c2

N∑
j=1

θ2ijΓ2Eεej(k)

+ · · ·+ cl

N∑
j=1

θlijΓlEεej(k) +Hwi(k)− Li,ψi(k)(ȳi(k)

− ŷi(k))

= AEεei(k) + c1

N∑
j=1

θ1ijΓ1Eεej(k) + c2

N∑
j=1

θ2ijΓ2Eεej(k)
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+ · · ·+ cl

N∑
j=1

θlijΓlEεej(k) +Hwi(k)− Li,ψi(k)[(1−

αi(k))Φψi(k)(Cxi(k) +Dwi(k)) + (I − Φψi(k))ȳi(k − 1)

+ αi(k)Φψi(k)φi(k)] + Li,ψi(k)C(xi(k)− ei(k)) (13)

ēi(k + 1) = xi(k + 1)− s(k + 1)

= AEεxi(k) + c1

N∑
j=1

θ1ijΓ1Eεxj(k) + c2

N∑
j=1

θ2ijΓ2Eεxj(k)

+ · · ·+cl
N∑
j=1

θlijΓlEεxj(k) +BKi,ψi(k)(x̂i(k)−s(k))+H

× wi(k)−AEεs(k)

= AEεēi(k) + c1

N∑
j=1

θ1ijΓ1Eεēj(k) + c2

N∑
j=1

θ2ijΓ2Eεēj(k)

+ . . .+ cl

N∑
j=1

θlijΓlEεēj(k) +BKi,ψi(k)ēi(k)−BKi,ψi(k)

× ei(k) +Hwi(k). (14)

For the subsequent analysis, we integrate the information of N
nodes and then get that

x(k + 1) = ÃẼεx(k) + c1G̃1Ẽεx(k) + c2G̃2Ẽεx(k) + · · ·
+ clG̃lẼεx(k) + B̃u(k) + H̃w(k)

= (Ã+ c1G̃1 + c1G̃1 + . . .+ clG̃l)Ẽεx(k) + B̃

× u(k) + H̃w(k) (15)

ȳ(k) =(Ĩ−α(k))Φ̃ψ(k)y(k)+(Ĩ−Φ̃ψ(k))ȳ(k−1)+α(k)

× Φ̃ψ(k)φ(k)

=(Ĩ−α(k))Φ̃ψ(k)C̃x(k)+(Ĩ−α(k))Φ̃ψ(k)D̃w(k)
+ (Ĩ − Φ̃ψ(k))ȳ(k − 1) + α(k)Φ̃ψ(k)φ(k) (16)

e(k + 1) = ÃẼεe(k) + c1G̃1Ẽεe(k) + c2G̃2Ẽεe(k) + . . .

+clG̃lẼεe(k)+H̃w(k)−L̃ψ(k)[(Ĩ−α(k))Φ̃ψ(k)
×(C̃x(k)+D̃w(k))+(Ĩ−Φ̃ψ(k))ȳ(k−1)+α(k)

× Φ̃ψ(k)φ(k)] + L̃ψ(k)C̃(x(k)− e(k))

= [(Ã+ c1G̃1 + c2G̃2 + . . .+ clG̃l)Ẽε−L̃ψ(k)C̃]
×e(k)+(L̃ψ(k)C̃−(Ĩ−α(k))L̃ψ(k)Φ̃ψ(k)C̃)x(k)
+(H̃−(Ĩ−α(k))L̃ψ(k)Φ̃ψ(k)D̃)w(k)−L̃ψ(k)(Ĩ
− Φ̃ψ(k))ȳ(k − 1)− α(k)L̃ψ(k)Φ̃ψ(k)φ(k) (17)

ē(k + 1) = [(Ã+ c1G̃1 + c2G̃2 + . . .+ clG̃l)Ẽε + B̃

× K̃ψ(k)]ē(k)− B̃K̃ψ(k)e(k) + H̃w(k) (18)

where

x(k) = colN{xi(k)}, ȳ(k) = colN{ȳi(k)}
e(k) = colN{ei(k)}, ē(k) = colN{ēi(k)}
w(k) = colN{wi(k)}, φ(k) = colN{φi(k)}
u(k) = colN{ui(k)}, Ã = diag{A,A, . . ., A}
B̃ = diag{B,B, . . ., B}, C̃ = diag{C,C, . . ., C}
D̃ = diag{D,D, . . .,D}, H̃ = diag{H,H, . . .,H}
Ẽε = diag{Eε, Eε, . . ., Eε}, Ĩ = diag{Iny

, . . ., Iny
}

G̃m = [θmij ]N×N ⊗ Γm

α(k) = diag{α1(k), α2(k), . . ., αN (k)}
Φ̃ψ(k) = diag{Φ1,ψ1(k),Φ2,ψ2(k), . . .,ΦN,ψN (k)}
L̃ψ(k) = diag{L1,ψ1(k), L2,ψ2(k), . . ., LN,ψN (k)}
K̃ψ(k) = diag{K1,ψ1(k),K2,ψ2(k), . . .,KN,ψN (k)}
ψ(k) = 1, 2, . . . , z, z = ny

N .

By summarizing up (15)–(18), an augmented synchronization
error system can be constructed as below.

χ(k + 1) = (M1 +M2)χ(k) + (N1 +N2)U(k) (19)

where

χ(k) =
[
xT (k) eT (k) ēT (k) ȳT (k − 1)

]T
U(k) =

[
wT (k) φT (k)

]T

M1 =

⎡⎢⎢⎢⎣
Υ1 −B̃K̃ψ(k) B̃K̃ψ(k) 0

Υ2 Υ3 0 Υ4

0 −B̃K̃ψ(k) Υ1 + B̃K̃ψ(k) 0

Υ5 0 0 Ĩ − Φ̃ψ(k)

⎤⎥⎥⎥⎦
M2 =

[
R1 0 0 0

]

N1 =

⎡⎢⎢⎢⎣
H̃ 0

H̃ − 
αL̃ψ(k)Φ̃ψ(k)D̃ −
αL̃ψ(k)Φ̃ψ(k)
H̃ 0


αΦ̃ψ(k)D̃ ᾱΦ̃ψ(k)

⎤⎥⎥⎥⎦

N2 =

⎡⎢⎢⎢⎣
0 0

α̃(k)L̃ψ(k)Φ̃ψ(k)D̃ −α̃(k)L̃ψ(k)Φ̃ψ(k)
0 0

α̃(k)Φ̃ψ(k)D̃ α̃(k)Φ̃ψ(k)

⎤⎥⎥⎥⎦
Υ1 = (Ã+ c1G̃1 + c2G̃2 + · · ·+ clG̃l)Ẽε

Υ2 = L̃ψ(k)C̃ − 
αL̃ψ(k)Φ̃ψ(k)C̃, Υ3 = Υ1 − L̃ψ(k)C̃

Υ4 = −L̃ψ(k)(Ĩ − Φ̃ψ(k)), Υ5 = 
αΦ̃ψ(k)C̃
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R1 =
[
0 α̃(k)C̃T Φ̃Tψ(k)L̃

T
ψ(k) 0 −α̃(k)C̃T Φ̃Tψ(k)

]T
ᾱ = diag{ᾱ1, ᾱ2, . . ., ᾱN}

α = Ĩ − ᾱ, α̃(k) = α(k)− ᾱ.

On the basis of the established system, the synchronization of the
considered SPMCN can be achieved with the guarantee of the
stability of the system (19), which will be specifically discussed
shortly. At the end of the section, the following definitions and
lemmas are presented to assist the subsequent derivation.

Definition 1: [44] For the system (19) with an initial value
χ(0), under w(k) ≡ 0, if there exists a matrix I > 0 which can
assure that

E

{ ∞∑
k=0

||χ(k)||2|χ(0)
}

≤ χT (0)Iχ(0)

then the system is stochastically stable.
Definition 2: [45] Under the zero initial condition, if the

following inequality
∞∑
k=0

‖ẽ(k)‖2 < γ2
∞∑
k=0

‖ω(k)‖2

holds for all w(k) �= 0, where γ > 0 is a given disturbance

attenuation level and ẽ(k) =

[
e(k)

ē(k)

]
, then the H∞ control

performance with the index γ of the system (19) can be assured.
Lemma 1: [8] Given a positive scalar ε and symmetric matri-

ces T1 and T2, if T1 ≤ 0 and T1 + ε̄T2 < 0, then it has

T1 + εT2 < 0 for ∀ε ∈ (0, ε̄].

Lemma 2: [46] Given a full rank matrix B ∈ Rnx×nu , the
singular value decomposition (SVD) for which can be expressed
as

B = O

[
S

0

]
V T

where OTO = I and V TV = I , then for matrices X > 0, D ∈
Rnx×nx and E ∈ Rnu×nx , there exists a matrix X̄ such that
XB = BX̄ holds if and only if

X = O

[
D 0

0 E

]
OT .

III. MAIN RESULTS

In this section, we firstly analyze the sufficient conditions
for the system (19) to be stochastically stable with guaranteed
H∞ control performance in Theorems 1–2. Then, we devise
the desired observer-based synchronization controllers by cal-
culating the gains of the observers and controllers as outlined in
Theorem 3.

Theorem 1: Given scalars ε > 0, ᾱi ∈ (0, 1), cm (m =

1, 2, . . . , l), gain matrices L̃q and Z̃q (q = 1, 2, . . . , z), the
stochastic stability of the system (19) can be obtained if there
exist positive-define matrices Qq with compatible dimensions

so that the following matrix inequalities hold.

A =

[
Ψ1,1 ∗
Ψ2,1 Ψ2,2

]
≤ 0 (20)

where

Ψ1,1 = MT
1QhM1 + M̄T

2QhM̄2 −Qq + Z̄1

Ψ2,1 = N̈ T
1 QhM1 + Ň T

2 QhM̄2

Ψ2,2 = N̈ T
1 QhN̈1 + Ň T

2 QhŇ2 + Z̄2

Z̄1 = diag{W̃T W̃ , 0, 0, 0}, Z̄2 = −Ĩ

M̄2 =
[
R̄1 0 0 0

]
, W̃ = diag{W,W, . . .,W}

N̈1 =
[
0 
αΦ̃Tq L̃

T
q 0 ᾱΦ̃Tq

]T
Ň2 =

[
0 −√

ᾱ
αΦ̃Tq L̃
T
q 0

√
ᾱ
αΦ̃Tq

]T
R̄1 =

[
0

√
ᾱ
αC̃T Φ̃Tq L̃

T
q 0 −√

ᾱ
αC̃T Φ̃Tq

]T
.

Proof: In consideration of the augmented system described
by (19), we construct a Lyapunov function V (k) as

V (k) = χT (k)Qqχ(k) (21)

and define ΔV (k) � V (k + 1)− V (k). Then, in the case that
w(k) = 0 and considering the upper bound for the generated
deception signals as presented in (7), it can be deduced that

E{ΔV (k)} = E{χT (k + 1)Qhχ(k + 1)− χT (k)Qqχ(k)}
≤ E{χT (k + 1)Qhχ(k + 1)− χT (k)Qqχ(k)}+ xT (k)W̃T

× W̃x(k)− φT (k)φ(k)

= E{[(M1 +M2)χ(k) + (N̈1 + N̈2)φ(k)]
TQh[(M1 +M2)

× χ(k) + (N̈1 + N̈2)φ(k)]− χT (k)Qqχ
T (k) + xT (k)W̃T

× W̃x(k)− φT (k)φ(k)} (22)

where

N̈2 =
[
0 −α̃(k)Φ̃Tq L̃Tq 0 α̃(k)Φ̃Tq

]T
.

Based on (6), it can be easily obtained that E{α̃(k)} = 0 and
E{α̃(k)α̃(k)} = ᾱ
α. Thus, we can get

E{ΔV (k)} ≤ ζT (k)Aζ(k)

where

ζ(k) =
[
χT (k) φT (k)

]T
.

Letting S(k) Δ
= ζT (k)Aζ(k), then it has S(k) < 0 if the con-

ditions described by (20) are satisfied. With it, we can further
derive that

E{χT (k + 1)Qhχ(k + 1)− χT (k)Qqχ(k)}
≤ −λmin(−S(k))χT (k)χ(k).(23)
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By summing both sides of (23) from k = 0 to ∞, we have

E

{ ∞∑
k=0

||χ(k)||2
}

≤ (λmin(−S(k))−1{χT (0)Qqχ(0)

− E{χT (k + 1)Qhχ(k + 1)}
≤ (λmin(−S(k))−1χT (0)Qqχ(0)

= χT (0)O(k)χ(0). (24)

It is apparently that O(k) = (λmin(−S(k))−1Qq > 0, so the
theorem can be proved according to Definition 1. �

Considering the existence of the external disturbance in the
envisioned SPMCN, we then discuss the H∞ control perfor-
mance of the system (19) in Theorem 2 based on the results
derived in Theorem 1.

Theorem 2: Given scalars γ > 0, ε > 0, ᾱi ∈ (0, 1), cm
(m = 1, 2, . . . , l), gain matrices L̃q and Z̃q (q = 1, 2, . . . , z), the
stochastic stability with the guaranteedH∞ control performance
of the system (19) can be achieved if there exist positive-define
matrices Qq with suitable dimensions so that the following
matrix inequalities hold.

B =

[
Π1,1 ∗
Π2,1 Π2,2

]
≤ 0 (25)

where

Π1,1 = MT
1QhM1 + M̄T

2QhM̄2 −Qq + Z1

Π2,1 = N T
1 QhM1 + N̄ T

2 QhM̄2

Π2,2 = N T
1 QhN1 + N̄ T

2 QhN̄2 + Z2

N̄2 =

⎡⎢⎢⎢⎣
0 0√

ᾱ
αL̃qΦ̃qD̃ −√
ᾱ
αL̃qΦ̃q

0 0√
ᾱ
αΦ̃qD̃

√
ᾱ
αΦ̃q

⎤⎥⎥⎥⎦
Z1 = diag{W̃T W̃ , Ĩ, Ĩ, 0}
Z2 = diag{−γ2,−Ĩ}.

Proof: By selecting the same Lyapunov function and follow-
ing similar derivation process as in Theorem 1, for all nonzero
w(k), if B ≤ 0, one has

E{ΔV (k)}+ E{ẽT (k)ẽ(k)} − γ2wT (k)w(k)

= ζT1 (k)Bζ1(k) ≤ 0 (26)

where

ζ1(k) =
[
χT (k) UT (k)

]T
.

Moreover, by summarizing both sides of (26) for the time instant
k from 0 to ∞, it can be gotten that

E{
∞∑
k=0

||ẽ(k)||2} ≤ γ2
∞∑
k=0

||w(k)||2.

Then according to Definition 2, the H∞ control performance
of the system (19) with the predefined attenuation level γ is
assured. �

Remark 4: The conditions for the stability and H∞ con-
trol performance of the envisioned SPMCN are provided in
Theorem 2, however, the results are derived based on the given
observers and controllers’ gains. Therefore, in the following
Theorem 3, considering the existence of some nonlinear terms
in (25), we will adopt linear matrix inequality (LMI) technol-
ogy to address the nonlinear terms, and thereby determine the
gains of the observers and controllers. Meanwhile, we would
like to note that the conditions presented in Theorem 2 are
ε-dependent, but it is generally hard to ascertain the specific
value of the SPP [47]. Thus, we will further introduce ε̄ to
obtain ε-independent conditions based on Lemma 1 in Theorem
3. Given that it is reasonably feasible to acquire the upper bound
of the SPP, the practicability of the designed synchronization
control method can be significantly enhanced.

Theorem 3: Given scalars γ > 0, ε̄ > 0, ᾱi ∈ (0, 1) and
cm (m = 1, 2, . . . , l), the stochastic stability with guaran-
teed H∞ control performance of the system (19) can
be achieved if there exist positive-definite matrices Qq =

diag{Qq,1, Qq,2, Qq,3, Qq,4} and X , matrices S̃q and Ũq (q =
1, 2, . . . , z)with compatible dimensions, such that the following
LMIs⎡⎢⎢⎢⎣

−Qq + Z1 ∗ ∗ ∗
0 Z2 ∗ ∗

M̃1 Ñ1 Qh −He{X} ∗
M̃2 Ñ2 0 Qh −He{X}

⎤⎥⎥⎥⎦ ≤ 0

(27)
can be satisfied with well-designed observer-based controllers
which will be given shortly, where

M̃1 =

⎡⎢⎢⎢⎣
Υ̃1 −B̃Ũq B̃Ũq 0

Υ̃2 Υ̃3 0 Υ̃4

0 −B̃Ũq Υ̃1 + B̃Ũq 0

Υ̃5 0 0 XĨ −XΦ̃q

⎤⎥⎥⎥⎦
M̃2 =

[
R̃1 0 0 0

]

Ñ1 =

⎡⎢⎢⎢⎣
XH̃ 0

XH̃ − 
αS̃qΦ̃qD̃ −
αXS̃qΦ̃q
XH̃ 0


αXΦ̃qD̃ ᾱXΦ̃q

⎤⎥⎥⎥⎦

Ñ2 =

⎡⎢⎢⎢⎣
0 0√

ᾱ
αS̃qΦ̃qD̃ −√
ᾱ
αS̃qΦ̃q

0 0√
ᾱ
αXΦ̃qD̃

√
ᾱ
αXΦ̃q

⎤⎥⎥⎥⎦
Υ̃1 = X(Ã+ c1G̃1 + c2G̃2 + . . .+ clG̃l)Ẽε̄

Υ̃2 = S̃qC̃ − 
αS̃qΦ̃qC̃, Υ̃3 = Υ̃1 − S̃qC̃

Υ̃4 = −S̃q(Ĩ − Φ̃q)− S̃q(Ĩ − Φ̃q), Υ̃5 = 
αXΦ̃qC̃
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R̃1 =
[
0

√
ᾱ
αC̃T Φ̃Tq S̃

T
q 0 −√

ᾱ
αC̃T Φ̃Tq X
T
]T

He{X} = X +XT .

Proof: Firstly, we can rewrite (25) as

Qε +H ≤ 0 (28)

where

Qε =

[
Π̄1,1 ∗
Π2,1 Π̄2,2

]
, H =

[
−Qq 0

0 Z2

]
Π̄1,1 = MT

1QhM1 + M̄T
2QhM̄2 + Z1

Π̄2,2 = N T
1 QhN1 + N̄ T

2 QhN̄2.

It can be easily observed that H < 0, and thus the following
ε-independent condition (29) can be derived from (28) based on
Lemma 1.

Qε̄ +H ≤ 0. (29)

According to Schur complete, it is apparent that (29) can be
satisfied if and only if⎡⎢⎢⎢⎣

−Qq + Z1 ∗ ∗ ∗
0 Z2 ∗ ∗

M1 N1 −Q−1
h ∗

M̄2 N̄2 0 −Q−1
h

⎤⎥⎥⎥⎦ ≤ 0 (30)

can be assured. Then, by pre-multiplying and post-
multiplying the left side of (30) with diag{I, I,X,X} and
diag{I, I,XT , XT }, respectively, it can be derived that⎡⎢⎢⎢⎣

−Qq + Z1 ∗ ∗ ∗
0 Z2 ∗ ∗

M̂1 N̂1 −XQ−1
h XT ∗

M̂2 N̂2 0 −XQ−1
h XT

⎤⎥⎥⎥⎦ ≤ 0 (31)

where

M̂1 =

⎡⎢⎢⎢⎣
Υ̂1 −XB̃K̃q XB̃K̃q 0

Υ̂2 Υ̂3 0 Υ̂4

0 −XB̃K̃q Υ̂1 +XB̃K̃q 0

Υ̂5 0 0 XĨ −XΦ̃q

⎤⎥⎥⎥⎦
M̂2 =

[
R̂1 0 0 0

]

N̂1 =

⎡⎢⎢⎢⎣
XH̃ 0

XH̃ − 
αXL̃qΦ̃qD̃ −
αXL̃qΦ̃q
XH̃ 0


αXΦ̃qD̃ ᾱXΦ̃q

⎤⎥⎥⎥⎦

N̂2 =

⎡⎢⎢⎢⎣
0 0√

ᾱ
αXL̃qΦ̃qD̃ −√
ᾱ
αXL̃qΦ̃q

0 0√
ᾱ
αXΦ̃qD̃

√
ᾱ
αXΦ̃q

⎤⎥⎥⎥⎦
Υ̂1 = X(Ã+ c1G̃1 + c2G̃2 + . . .+ clG̃l)Ẽε̄

Υ̂2 = XL̃qC̃ − 
αXL̃qΦ̃qC̃

Υ̂3 = Υ̂1 −XL̃qC̃

Υ̂4 = −XL̃q(Ĩ − Φ̃q)−XL̃q(Ĩ − Φ̃q)

Υ̂5 = 
αXΦ̃qC̃

R̂1 =
[
0

√
ᾱ
αC̃T Φ̃Tq L̃

T
q X

T 0 −√
ᾱ
αC̃T Φ̃Tq X

T
]T
.

Given that Qh = diag{Qh,1, . . . , Qh,4} > 0, then it has
Q−1
h,g > 0 (g = 1, . . . , 4). Thus, it can be concluded that (Qh,g −

X)Q−1
h,g(Qh,g −X)T = Qh,g −X −XT +XQ−1

h,gX
T ≥ 0,

which indicates that −XQ−1
h,gX

T ≤ Qh,g −He{X}.

Furthermore, for X = O

[
D 0

0 E

]
OT and B̃ = O

[
S

0

]
V T ,

in which OTO = I and V TV = I , it can be inferred that
XB̃ = B̃X̄ with X̄ = V N−1DNV T based on Lemma 2. By
defining S̃q = XL̃q , Ũq = X̄K̃q , and substituting −XQ−1

h,gX
T

and XB̃ in (31) with Qh,g −He{X} and B̃X̄ , respectively,
(27) can be ultimately obtained. In addition, we can get that
L̃q = X−1S̃q and K̃q = X̄−1Ũq , which are the designed
gains of the observers and controllers. So far, the proof is
completed. �

Remark 5: This paper investigates the problem of secure
synchronization control for SPMCNs under the SC protocol.
While inspired by some related researches, there are significant
differences between it and the existed works. To be specific,
although the synchronization control issue for MCNs has been
explored in the literature [6], [7], [36], [48], these studies either
do not account for the influence of network invulnerability [6],
[7], or overlook addressing the data collision introduced by the
limited communication bandwidth [36], [48]; moreover, none
of them takes the two-time-scale feature of systems into consid-
eration. Focusing on SPSCNs, a mean square synchronization
control method has been presented in [10], however, the work
is conducted under an idealistic communication environment
where data collision and cyberattacks are not considered; to mit-
igate the effect of data collision, the H∞ state estimation issues
for SPSCNs based on RR protocol and SC protocol have been
respectively tackled in [8] and [21], but neither of the two works
shares the same objective of designing a secure synchronization
control method as our study; furthermore, it is worth noting that
the aforementioned researches consider the two-time-scale char-
acteristic of CNs, but neglect the multidimensional relationships
between CN nodes, which are comprehensively addressed in our
work.

IV. SIMULATIONS

In this section, we consider an urban public traffic network
that can be modeled by the envisioned SPMCN, and then conduct
simulations over it to evaluate the effectiveness of the proposed
synchronization control strategy. To be specific, the modeling
process of the urban public traffic network and corresponding
parameter settings are introduced firstly, then the simulation
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Fig. 2. The modeled urban public traffic system.

results and related illustration are presented to provide a clear
understanding.

A. Simulation Modeling and Parameter Settings

An urban public traffic network is generally composed of bus
stops and bus lines, thus we regard it as a CN by viewing bus
stops as nodes and establishing edges for each pair of nodes
which are connected by at least one direct bus line. For the CN,
the following three parameters are then defined to reflect the
practical relationships between bus stops.
� Direct service latency: defined as the maximum waiting

time for passengers between two bus stops, which is af-
fected by many factors, e.g., bus frequency and service
interruptions. The smaller the latency, the more efficient
the bus service.

� Passenger density: defined as the average number of pas-
sengers between two bus stops, it can be calculated by
dividing the total number of passengers between two bus
stops during a period of time by the number of bus lines
between the two nodes in that period. Passenger density
reveals the passenger flow of the area covered by two bus
stops.

� Transfer convenience coefficient: defined as the number of
direct bus lines between two bus stops, which reflects the
time cost of transfer. The more the bus lines, the higher the
transfer convenience coefficient, and the lower the transfer
difficulty for passengers.

By using θ1ij , θ
2
ij , and θ3ij (1 ≤ i, j ≤ N ) to represent the

above three parameters, and taking the two-time-scale feature
into account, the dynamics of the urban public traffic network
can be modeled by the SPMCN (1) with l = 3. We further set
N = 3, such a SPMCN is shown in Fig. 2, and assume that three
sensors are used for acquiring the state of each nodei which
is denoted as xi(k) = [xTi1(k) xTi2(k) xTi3(k)]

T with ns = 1
and nf = 2 (i.e., ny = 3). The system parameters are defined as
below.

A =

⎡⎢⎣0.4506 0.1093 0.2145

0.2039 0.5167 0.5321

0.0254 0.2365 0.7415

⎤⎥⎦

B =

⎡⎢⎣−0.1506 −0.0193 0.2398

0.3039 0.4167 0.2145

0.0124 0.05478 0.3236

⎤⎥⎦
C = diag{0.3, 0.25, 0.4}, D = diag{0.2, 0.17, 0.1}
H = diag{0.16, 0.26, 0.1}, W = diag{0.1, 0.1, 0.1}.

The coupling strengths are set as c1 = 0.02, c2 =
0.02, c3 = 0.03, and the inner-coupling matrices are set
to be Γ1 = diag{0.4, 0.4, 0.4}, Γ2 = diag{0.3, 0.3, 0.3},
Γ3 = diag{0.5, 0.6, 0.6}. Based on supposing that θ112 =
3, θ113 = 4, θ123 = 5, θ212 = 5, θ213 = 6, θ223 = 7, θ312 = 4, θ313 =
5, θ323 = 3.6, the outer-coupling matrices can be given as

Θ1 =

⎡⎢⎣−7 3 4

3 −8 5

4 5 −9

⎤⎥⎦ ,Θ2 =

⎡⎢⎣−11 5 6

5 −12 7

6 7 −13

⎤⎥⎦

Θ3 =

⎡⎢⎣−9 4 5

4 −7.6 3.6

5 3.6 −8.6

⎤⎥⎦ .
The disturbance attenuation level and upper bound
of the SPP are determined as γ = 1.5 and ε̄ =
0.25. The external disturbance is defined as w(k) =
diag{−0.4e−0.22ksin(0.21 k),−0.8e0.5−0.3ksin(0.21 k),−0.5
e−0.43ksin(0.41 k)}.

For the adopted SC protocol, the transition probability matri-
ces are defined as

P 1 =

⎡⎢⎣0.25 ? ?

0.45 0.15 0.4

? 0.45 ?

⎤⎥⎦ , P 2 =

⎡⎢⎣0.15 0.45 0.4

? 0.35 ?

0.4 ? ?

⎤⎥⎦

P 3 =

⎡⎢⎣ ? 0.4 ?

0.35 ? ?

0.45 0.45 0.1

⎤⎥⎦ .
For the considered deception attacks, we set ᾱ1 = 0.4, ᾱ2 = 0.3,
ᾱ3 = 0.5, and define the attack signals as φi(k) = 0.1sin(k −
1)xi(k)with energy restrictionW = diag{0.1, 0.1, 0.1}. More-
over, the initial conditions for the isolated node and three system
nodes are generated as

s(0) =
[
−0.25 0.35 0.5

]T
x1(0) =

[
−0.15 0.35 0.27

]T
x2(0) =

[
−0.35 0.25 −0.1

]T
x3(0) =

[
−0.42 0.15 0.31

]T
x̂1(0) =

[
0.15 −0.35 −0.2

]T
x̂2(0) =

[
0.42 −0.19 −0.15

]T
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Fig. 3. The system states xi(k) and observed states x̂i(k).

Fig. 4. The observer errors ei(k) and deception attacks.

x̂3(0) =
[
−0.4 −0.27 0.13

]T
.

B. Simulation Results

Based on the above settings, the gain matrices of the observers
and controllers, i.e., Li,ψi(k) and Ki,ψi(k) (i = 1, 2, 3, ψi(k) =
1, 2, 3), are firstly calculated according to the LMIs given in
(27).

Then, the simulation results are shown in Figs. 3–10. Fig. 3
depicts the trends of the system statesxi(k) and their estimations
x̂i(k). As shown, the observed states gradually approach the ac-
tual system states within about 10 time instants, which validates
the effectiveness of the designed observers. Furthermore, the
observer errors ei(k) under the influence of the deception attacks
are displayed in Fig. 4. It can be seen that the observer errors
converge to zero after a certain period of time, which further
confirms the result given in Fig. 3.

The responses of the synchronization errors ēi(k) are pre-
sented in Fig. 5. It can be found that the errors also converge to
zero with the designed control inputs ui(k), the trajectories of
which are shown in Fig. 6, and thus the efficiency of the proposed
synchronization strategy is affirmed. For the considered SC
protocol, Fig. 7 shows the index of the authorized sensor for
each node at each time instant. It is evident that only one sensor
is chosen for data transmission at each time instant, and thereby
data conflict can be prevented.

Fig. 5. The synchronization errors ēi(k) and deception attacks.

Fig. 6. The trajectories of ui(k).

Fig. 7. The indexes of the authorized sensors.

To investigate the influence of the different weights, i.e.,
θlij (l = 1, 2, 3; 1 ≤ i, j ≤ 3), on the synchronization control
strategy, we then vary the values of one weight while fixing the
values of the other two weights at a time, and then show the
values of the ||u(k)|| under the different settings of θlij in Fig. 8.
To be specific, the ||u(k)|| is calculated under four cases, and
the values of θlij in each case are given in Table I. As shown,
the ||u(k)|| obtained in cases 2-4 are larger than that obtained
in case 1, which means that more control costs need to be paid
with the increase of direct service latency (passenger density or
transfer convenience coefficient) to synchronize the considered
SPMCN.
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Fig. 8. The comparison of ||u(k)||.

TABLE I
DIFFERENT SETTINGS OF θlij

Fig. 9. ||ē(k)|| obtained with and without the deception attacks.

It is noted that the above results are obtained under the decep-
tion attacks, and there also exist some works that investigateH∞
synchronization control issue without considering the deception
attacks [16], [18]. In view of this, we then conduct a compar-
ative experiment to show the synchronization errors under two
scenarios, i.e., the attack-influenced scenario of our study and
the attack-free scenario of the listed works. The specific result is
presented in Fig. 9, and it can be seen that the ||ē(k)|| obtained
with the deception attacks is indeed larger than that observed
under the attack-free scenario, but the gap between them is quite
small. Given the inevitability of cyberattacks due to the inherent
openness of communication network, our approach offers a more
practical solution for the synchronization control of SPMCNs.

Furthermore, as we stated in Remark 4, the presented syn-
chronization method is devised based on the upper bound of the
SPP since that it is hardly realistic to obtain the exact value of the
SPP. To specifically verify the feasibility of such a design, we
then compare the ||ē(k)|| obtained with ε̄ as our work and that
derived with ε as the existed research [9] in Fig. 10. As shown,
although the ||ē(k)|| acquired with ε̄ is slightly greater than that
gained with ε, it still gradually converges to zero. Notably, the

Fig. 10. The comparison of ||ē(k)||.

interval between the two becomes small with the increase in the
intensity of external disturbance as revealed by Fig. 10(b), where
w(k) is amplified into w̃(k) = 5w(k). This is possible, as the
synchronization method designed based on ε̄ has sufficient toler-
ance for the external disturbance. These observations thoroughly
validate the practicability of the proposed mechanism.

V. CONCLUSION

In this paper, an observer-based H∞ synchronization control
scheme is proposed for a SPMCN limited by communication
resources and deception attacks. Specifically, by implementing
a Markov chain-driven SC protocol, the measurement signals
generated by multiple sensors in each node are well scheduled
and then enabling conflict-free data transmission to mitigate the
influence of communication constraints. Moreover, the char-
acteristics of the deception attacks asynchronously launched
on each node are effectively depicted by Bernoulli variables
and energy bounded functions. Based on these, the distributed
observers and controllers are devised, and then the mathematical
formulation of the studied synchronization problem is provided
via constructing an augmented synchronization error system.
Then, the ε-independent sufficient conditions for achieving the
stochastic stability with guaranteedH∞ control performance of
the system are derived, according to which the gains of the de-
signed observer-based synchronization controllers can be calcu-
lated. Simulation results obtained based on a SPMCN-modeled
urban public traffic network with the three defined weights are
finally presented. As revealed, the proposed synchronization
method achieves the desired control performance even under
the restricted network environment.
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