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 a b s t r a c t

This paper addresses the observer-driven secure synchronization control issue for partial 
information-based complex networks (CNs) subject to bandwidth constraints. Firstly, given that 
the complete data transmission between CN nodes can not be always realized in practice, the 
system model of CNs with partial information exchange is specifically introduced. Then, consid-
ering the limitation of communication bandwidth, weighted try-once-discard (WTOD) protocol 
is utilized to enhance the signal transmission efficiency within each node. The delivery of the 
data adhered to WTOD protocol is further assumed to be compromised by false-data-injection 
(FDI) attack, which is a well-recognized risk in communication networks. Afterward, distributed 
secure observer-based synchronization controllers are designed accordingly. Based on defining 
the observation and synchronization errors, an augmented system model is then established, and 
the gain matrices for observers and controllers are obtained through an analysis of the stabil-
ity conditions of the augmented system. Lastly, a numerical example is provided to validate the 
proposed method’s effectiveness.

1.  Introduction

Over the past few decades, complex networks (CNs) have been extensively applied to represent various real-world intricate systems, 
e.g., oral microbial ecosystem [1], climate system [2], and street networks [3]. Typically, a CN is made up of multiple interconnected 
nodes, each representing an individual entity with distinct dynamic properties [4]. The interconnection among nodes means that 
there exists information exchange between CN nodes. Actually, the data generated by each node is usually multidimensional, and 
each dimension may be transmitted via different communication channels [5,6]. Due to the physical constraints and extraneous 
factors, it is hardly to assure that the information carried on all channels can be delivered successfully, which has been witnessed 
in many practical scenarios, such as the partial success of excitatory synapse conveying between cortical regions in brain networks 
[7] and the incomplete data transmission between node pairs in wireless sensor networks [8]. Therefore, it is very significative to 
investigate CNs with partial information exchange.

Synchronization, as an important dynamic behavior of CNs, will be the first to be affected by partial information transmission 
given that the data exchange between neighbors is essential for achieving synchronization [9]. In the existed researches, lots of 
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\begin {equation}\bar {y}_{i\varpi }(\varsigma ) = \begin {cases} y_{i\varpi }(\varsigma ), &if \hspace {0.2cm}\varpi = f_{i}(\varsigma ), \\ 0, &otherwise. \end {cases} \label {Xeqn3-5}\end {equation}
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$P^{-1}_{l,d}>0$


\begin {equation}\nonumber (P_{l,d}-X)P^{-1}_{l,d}(P_{l,d}-X)^{T}= P_{l,d}- X- X^{T}+ XP^{-1}_{l,d}X^{T}\ge 0,\end {equation}


$-XP^{-1}_{l,d}X^{T} \le P_{l,d}- X- X^{T}$


$\bar {B}$


$\bar {B} = \vartheta \begin {bmatrix} S \\ 0 \end {bmatrix} \nu ^T$


$\vartheta ^T \vartheta = I$


$\nu ^T \nu = I$


$X = \vartheta \begin {bmatrix} M & 0 \\ 0 & N \end {bmatrix} \vartheta ^T$


$X\bar {B} = \bar {B} \tilde {X}$


$\tilde {X} = XS^{-1}MSX^T$


$X\bar {B}$


$-XP^{-1}_{l,d}X^{T}$


$\bar {B}\tilde {X}$


$P_{l,d} - X - X^{T}$


$K_{z} = \tilde {X}^{-1}Y_{z}$


$L_{z} = X^{-1}Z_{z}$


$N=3$


$n=3$


$W=[w_{ij}]_{N\times N}$


\begin {equation*}W =\begin {bmatrix} -0.9 & 0.5 & 0.4\\ 0.5 & -0.7 & 0.2\\ 0.4 & 0.2 & -0.6 \end {bmatrix},\end {equation*}


$\Gamma $


$diag_{3}\{0.1\}$


$\rho =0.1$


$H_{12}=diag\{1,0,1\}$


$H_{13}=diag\{1,1,0\}$


$H_{21}=diag\{0,1,1\}$


$H_{23}=diag\{1,0,0\}$


$H_{31}=diag\{0,1,0\}$


$H_{32}=diag\{0,1,1\}$


\begin {equation*}A =\begin {bmatrix} -0.2 & 0.5 & 0.1\\ 0.1 & -0.4 & 0.8\\ 0.1 & -0.1 & 0.7 \end {bmatrix}, B =\begin {bmatrix} -0.1 & 0.1 & 0.2\\ -0.2 & 0.1 & 0.1\\ -0.3 & 0 & 0.1 \end {bmatrix}, C =\begin {bmatrix} 0.2 & -0.3 & 0.7\\ 0.6 & -0.65 & 0.6\\ 0.5 & 0.7 & -0.6 \end {bmatrix}.\end {equation*}


$g(x_{i}(\varsigma ))$


$i$


\begin {equation*}g(x_{i}(\varsigma )) =\begin {bmatrix} 0.1x_{i1}(\varsigma )-0.3tanh(x_{i1}(\varsigma ))\\ 0.1x_{i2}(\varsigma )-0.15tanh(x_{i2}(\varsigma ))\\ 0.1x_{i3}(\varsigma )-0.1tanh(x_{i3}(\varsigma )) \end {bmatrix},\end {equation*}


$x_{i}(\varsigma ) = [x_{i1}(\varsigma ),\ x_{i2}(\varsigma ),\ x_{i3}(\varsigma )]^{T}$


$i = 1, 2, 3$


$i$


$g(\cdot )$


$U$


$_{3}\{0.1\}$


$\bar {\alpha }_1 = 0.3$


$\bar {\alpha }_2 = 0.5$


$\bar {\alpha }_3 = 0.7$


$h_{i}(\varsigma ) = 0.1x_{i}(\varsigma ) - \sin (0.1x_{i}(\varsigma ))$


$F$


$_{3}\{0.1\}$


$i$


$x_{1}(0)=[-0.8,\ 0.1,\ 0.2]^T$


$x_{2}(0)=[0.6,\ -0.1,\ 0.7]^T$


$x_{3}(0)=[-0.5,\ 0.8,\ 0.3]^T$


$\hat {x}_{1}(0)=[0.15,\ -0.15,\ 0.25]^T$


$\hat {x}_{2}(0)=[0.14,\ -0.24,\ 0.26]^T$


$\hat {x}_{3}(0)=[0.15,\ -0.1,\ 0.25]^T$


$s(0)=[0.1,\ 0.1,\ 0.1]^T$


\begin {align*}&L_{11} = \begin {bmatrix} 0.0562 & 0.0453 & 0.1378 \\ 0.1288 & 0.0962 & -0.0489 \\ 0.1860 & 0.0445 & -0.0521 \end {bmatrix}, &\quad K_{11} = \begin {bmatrix} 0.0309 & -0.2306 & 0.1485 \\ -0.1369 & 0.6044 & -0.4927 \\ 0.0820 & -0.6286 & 0.3947 \end {bmatrix}, \\ &L_{12} = \begin {bmatrix} 0.0119 & 0.0122 & 0.0867 \\ 0.0585 & 0.0974 & -0.0418 \\ 0.0986 & 0.0294 & -0.0284 \end {bmatrix}, &\quad K_{12} = \begin {bmatrix} 0.0346 & -0.2328 & 0.1535 \\ -0.1409 & 0.6344 & -0.5155 \\ 0.0893 & -0.6512 & 0.4248 \end {bmatrix}, \\ &L_{13} = \begin {bmatrix} 0.0172 & -0.0182 & 0.0783 \\ 0.0265 & 0.0918 & -0.0466 \\ 0.0763 & 0.0096 & -0.0180 \end {bmatrix}, &\quad K_{13} = \begin {bmatrix} 0.0341 & -0.2297 & 0.1512 \\ -0.1388 & 0.6491 & -0.5214 \\ 0.0892 & -0.6586 & 0.4331 \end {bmatrix},\nonumber \\ &L_{21} = \begin {bmatrix} -0.0098 & 0.0873 & 0.0503 \\ 0.0146 & 0.5657 & 0.0266 \\ 0.0420 & 0.3168 & -0.0055 \end {bmatrix}, &\quad K_{21} = \begin {bmatrix} 0.0813 & -0.3098 & 0.2461 \\ -0.2140 & 0.7605 & -0.6566 \\ 0.1603 & -0.7696 & 0.5485 \end {bmatrix}, \\ &L_{22} = \begin {bmatrix} 0.0050 & -0.0157 & 0.0535 \\ 0.0010 & 0.1514 & -0.0381 \\ 0.0456 & 0.0492 & -0.0265 \end {bmatrix}, &\quad K_{22} = \begin {bmatrix} 0.0353 & -0.2227 & 0.1450 \\ -0.1352 & 0.6126 & -0.4919 \\ 0.0830 & -0.6220 & 0.4015 \end {bmatrix}, \\ &L_{23} = \begin {bmatrix} 0.0239 & -0.0381 & 0.0714 \\ 0.0049 & 0.1010 & -0.0547 \\ 0.0637 & 0.0035 & -0.0217 \end {bmatrix}, &\quad K_{23} = \begin {bmatrix} 0.0296 & -0.2171 & 0.1391 \\ -0.1285 & 0.6135 & -0.4882 \\ 0.0809 & -0.6190 & 0.4047 \end {bmatrix}, \nonumber \\ &L_{31} = \begin {bmatrix} -0.0053 & -0.0150 & 0.0387 \\ -0.0065 & 0.1668 & -0.0466 \\ 0.0328 & 0.0562 & -0.0420 \end {bmatrix}, &\quad K_{31} = \begin {bmatrix} 0.0256 & -0.1888 & 0.1180 \\ -0.1116 & 0.5274 & -0.4187 \\ 0.0603 & -0.5438 & 0.3240 \end {bmatrix}, \\ &L_{32} = \begin {bmatrix} 0.0084 & -0.0274 & 0.0526 \\ -0.0006 & 0.1091 & -0.0479 \\ 0.0452 & 0.0183 & -0.0277 \end {bmatrix}, &\quad K_{32} = \begin {bmatrix} 0.0222 & -0.1866 & 0.1135 \\ -0.1079 & 0.5225 & -0.4138 \\ 0.0610 & -0.5353 & 0.3339 \end {bmatrix},\\ &L_{33} = \begin {bmatrix} 0.0245 & -0.0419 & 0.0670 \\ 0.0032 & 0.0799 & -0.0569 \\ 0.0598 & -0.0098 & -0.0213 \end {bmatrix}, &\quad K_{33} = \begin {bmatrix} 0.0208 & -0.1866 & 0.1127 \\ -0.1069 & 0.5326 & -0.4189 \\ 0.0628 & -0.5400 & 0.3458 \end {bmatrix}.\end {align*}


$u_i$
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synchronization control methods for CNs has been proposed [10–12]. However, the works suppose that the information exchange 
between coupled nodes can be realized perfectly without any data loss. Taking the partial information exchange into account, Huang 
et al. [13] introduced a synchronization method for CNs where the imperfect transmission is depicted through diagonal and lower 
triangular coupling matrices; fixed-time synchronization issue over T-S fuzzy CNs with stochastic effects was investigated in [14]; 
the prescribed-time synchronization challenge for CNs with specific constraints was examined in [15]. It is further noted that the 
mentioned efforts for achieving synchronization of CNs with partial information exchange are based on that the system states can be 
precisely acquired which is hard to be realized in practical systems [16]. In view of this, appropriate observers are widely constructed 
to efficiently estimate system states and then assist the synchronization of CNs [17–19]. But the observer-based synchronization 
problem for CNs with partial information exchange has been rarely studied, which primarily motivates our study.

In addition to the challenge incurred by incomplete information transmission, the synchronization of CNs is also impeded by 
stochastic cyber attacks. In the literature, the commonly concerned attacks include deception attack [20], denial-of-service (DoS) 
attack [21], replay attack [22] and false-data-injection (FDI) attack [23–25]. Among which, FDI attack poses long-term risk on 
data integrity given its stealthiness, and then attracts particular consideration. As an illustration, an adaptive event-triggered control 
method was presented in [26] to achieve synchronization for CNs constrained by FDI attack; Li et al. [27] proposed a periodical secure 
control strategy for finite-time cluster synchronization of CNs under FDI attack. Therefore, the paper further takes the influence of 
FDI attack into consideration while studying partial information-based synchronization issue for observer-assisted CNs.

Beyond the destructive malicious impact of FDI attack, the non-malicious effect stemming from the limited communication band-
width should also be taken seriously [28]. The restriction can lead to data conflict and then result in data loss, which will significantly 
inhibit the synchronization of CNs. In response to this issue, communication protocols, such as round-robin (RR) protocol [29,30], 
stochastic communication (SC) protocol [31,32] and weighted try-once-discard (WTOD) protocol [33–35], are extensively employed 
to schedule the data transmission and thereby preventing data congestion. Among the mentioned protocols, WTOD protocol presents 
more efficiency and adaptability in delivering critical information. Following WTOD protocol, dynamic weights are allocated to 
scheduling candidates according to their real-time significance, the candidate with the highest weight will be authorized for data 
transmission at each moment. Given the merits of WTOD protocol, the exploration of applying it into bandwidth-limited CNs to 
achieve the desired system performance has been conducted. For instance, Wang et al. [36] developed an 𝐻∞ filter for CNs un-
der state saturation and WTOD protocol; Liu et al. [37] investigated set-membership filtering for CNs that using WTOD protocol 
to enhance data transmission efficiency; a sliding mode control problem over CNs with WTOD protocol and multi-strategy attacks 
was addressed in [38]. However, there is limited research on the WTOD protocol-based synchronization issue for CNs with finite 
bandwidth.

Inspired by the above discussion, this paper focuses on partial information-based CNs challenged by FDI attack and limited 
bandwidth, and then devotes to propose WTOD protocol-enabled control method to obtain the synchronization of the CNs. The 
contributions of the study can be summarized as follows.

1) WTOD protocol is employed to arrange the data transmission within each subsystem of partial information-based CNs so as to 
assist the synchronization of the CNs under bandwidth-constrained communication scenario.

2) The stochastic characteristic and destruction on data integrity of FDI attack are effectively depicted, and then distributed observer-
based secure synchronization controllers are constructed for the CNs with WTOD protocol and partial information exchange.

3) The parameters of the designed observers and controllers are derived based on establishing an augmented synchronization error 
system and analyzing the sufficient conditions for the asymptotic stability of the system.

The rest of the paper is organized as follows. Section 2 gives the specific problem description of the studied observer-based 
synchronization issue for a CN affected by partial information exchange, potential data collision and FDI attack. In Section 3, the 
sufficient conditions for achieving the desired synchronization of the considered CN are derived, and then the approach for calculating 
the designed observers and controllers’ gains is proposed. Section 4 assesses the performance of the proposed synchronization control 
strategy via conducting simulations. The conclusion of the paper is finally presented in Section 5.

2.  Problem description

In this section, the model of the CN with partial information exchange is firstly introduced, which is followed by the mathematical 
depiction of the impacts of WTOD protocol and FDI attack. Based on these, the framework of the observer-based controllers is 
presented, and then the problem formulation is given by establishing an augmented synchronization error system.

2.1.  System model

We consider a discrete-time CN with 𝑁 nodes, and the architecture of each node is presented by Fig. 1. The system model of node 
𝑖 (1 ≤ 𝑖 ≤ 𝑁) is described as below:

{

𝑥𝑖(𝜍 + 1) = 𝐴𝑥𝑖(𝜍) + 𝑔(𝑥𝑖(𝜍)) + 𝜌
∑𝑁

𝑗=1 𝑤𝑖𝑗𝐻𝑖𝑗Γ𝑥𝑗 (𝜍) + 𝐵𝑢𝑖(𝜍),
𝑦𝑖(𝜍) = 𝐶𝑥𝑖(𝜍),

(1)

where 𝑥𝑖(𝜍) ∈ ℝ𝑛, 𝑦𝑖(𝜍) ∈ ℝ𝑝 and 𝑢𝑖(𝜍) ∈ ℝ𝑞 are the system state, measurement output and control input of node 𝑖, respectively; 
𝑔(.) is a nonlinear function; 𝑤𝑖𝑗 > 0 (1 ≤ 𝑗 ≠ 𝑖 ≤ 𝑁) denotes the outer coupling relationship between node 𝑖 and node 𝑗, where it 
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Fig. 1. System architecture of each node in the considered CN.

is assumed that 𝑤𝑖𝑖 = −
∑𝑁

𝑗=1,𝑗≠𝑖 𝑤𝑖𝑗 ; Γ = 𝑑𝑖𝑎𝑔{𝛾1, 𝛾2,… , 𝛾𝑛} is the inner coupling matrix, and 𝜌 > 0 is the system coupling strength; 
𝐻𝑖𝑗 = 𝑑𝑖𝑎𝑔{ℎ1𝑖𝑗 , ℎ

2
𝑖𝑗 ,… , ℎ𝑛𝑖𝑗} is the channel matrix, in which each binary variable ℎ𝜔𝑖𝑗 (1 ≤ 𝜔 ≤ 𝑛) indicates whether the 𝜔-th channel 

from node 𝑗 to node 𝑖 is active; 𝐴, 𝐵 and 𝐶 are system parameter matrices with suitable dimensions.
Remark 1. In the system model (1), the matrix 𝐻𝑖𝑗 well depicts the influence of partial information exchange. Specifically, given 
that 𝑥𝑗 (𝜍) = [𝑥𝑗1(𝜍), 𝑥𝑗2(𝜍), ⋯ , 𝑥𝑗𝑛(𝜍)]𝑇 , it has ℎ𝜔𝑖𝑗𝑥𝑗𝜔(𝜍) = 𝑥𝑗𝜔(𝜍) if ℎ𝜔𝑖𝑗 = 1, which implies that the 𝑤-th dimension of 𝑥𝑗 (𝜍) can be 
successfully received by node 𝑖, otherwise ℎ𝜔𝑖𝑗𝑥𝑗𝜔(𝜍) = 0 which denotes the loss of 𝑥𝑗𝜔(𝜍) for node 𝑖. Then, 𝐻𝑖𝑗𝑥𝑗 (𝜍) = [ℎ1𝑖𝑗𝑥𝑗1(𝜍), 
ℎ2𝑖𝑗𝑥𝑗2(𝜍), ⋯ , ℎ𝑛𝑖𝑗𝑥𝑗𝑛(𝜍)]

𝑇  describes the information received by node 𝑖 from node 𝑗 under the scenario of partial information exchange.
Assumption 1. [26] The nonlinear function 𝑔(.) satisfies the following Lipschitz constraint:

||𝑔(𝑎) − 𝑔(𝑏)|| ≤ ||𝑈 (𝑎 − 𝑏)||, (2)

where 𝑈 is a constant matrix representing the upper bound of 𝑔(⋅).
The introduced CN is further assumed to be constrained by limited communication bandwidth and FDI attack, thus we then 

illustrate how to use WTOD protocol to arrange the data transmission so as to avoid data collision incurred by the bandwidth 
limitation and depict the influence of the considered attack.

2.2.  WTOD Protocol and FDI attack

Without loss of generality, the following illustration will focus on node 𝑖. To simplify the description, we firstly let 𝑅𝑖𝑗 = 𝑤𝑖𝑗𝐻𝑖𝑗

for 1 ≤ 𝑖 ≠ 𝑗 ≤ 𝑁 and 𝑅𝑖𝑖 = −
∑𝑁

𝑗=1,𝑗≠𝑖 𝑅𝑖𝑗 , then rewrite (1) as below:
{

𝑥𝑖(𝜍 + 1) = 𝐴𝑥𝑖(𝜍) + 𝑔(𝑥𝑖(𝜍)) + 𝜌
∑𝑁

𝑗=1 𝑅𝑖𝑗Γ𝑥𝑗 (𝜍) + 𝐵𝑢𝑖(𝜍),
𝑦𝑖(𝜍) = 𝐶𝑥𝑖(𝜍).

(3)

For the measurement output 𝑦𝑖(𝜍), which is supposed to be acquired by 𝑝 sensors as shown in Fig. 1, the information of 𝑝 dimensions, 
i.e., 𝑦𝑖𝜛 (𝜍) (1 ≤ 𝜛 ≤ 𝑝), will be scheduled by WTOD protocol for realizing conflict-free data transmission under limited communication 
bandwidth. By employing WTOD protocol, the dimension with the largest fluctuation will be released into the network, to be specific, 
let 𝑓𝑖(𝜍) be the index of the sensor that is selected to transmit its generated signal at time instant 𝜍, then it has:

𝑓𝑖(𝜍) =  arg max
1≤𝜛≤𝑝

(𝑦𝑖𝜛 (𝜍) − 𝑦̆𝑖𝜛 (𝜍))𝑇𝑄𝑖𝜛 (𝑦𝑖𝜛 (𝜍) − 𝑦̆𝑖𝜛 (𝜍)), (4)

where 𝑦̆𝑖𝜛 (𝜍) denotes the most recent transmitted signal from sensor 𝜛 before time instant 𝜍, 𝑄𝑖𝜛 represents a positive-definite 
weight matrix designated for sensor 𝜛, and it is obviously that 𝑓𝑖(𝜍) ∈ {1, 2,⋯ , 𝑝}. As described by Eq. (4), at each time instant 𝜍, the 
weighted norm of the difference between the current measurement 𝑦𝑖𝜛 (𝜍) and the most recently transmitted signal 𝑦̆𝑖𝜛 (𝜍) for each 
sensor 𝜛 is evaluated by introducing 𝑄𝑖𝜛 , then the one with the largest weighted deviation is prioritized for transmission, where 𝑄𝑖𝜛
enables flexible sensitivity tuning for each sensor to reflect its relative importance.

Based on the function of WTOD protocol, we further update 𝑦𝑖𝜛 (𝜍) as follows:

𝑦̄𝑖𝜛 (𝜍) =

{

𝑦𝑖𝜛 (𝜍), 𝑖𝑓 𝜛 = 𝑓𝑖(𝜍),
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.

(5)

To facilitate the subsequent analysis, we then introduce the Kronecker delta function 𝛿(⋅) ∈ {0, 1}, and define Π𝑓𝑖(𝜍) = diag{𝛿(𝑓𝑖(𝜍) −
1), 𝛿(𝑓𝑖(𝜍) − 2),… , 𝛿(𝑓𝑖(𝜍) − 𝑝)}, then the overall measured output, i.e., 𝑦̄𝑖(𝜍) = [𝑦̄𝑖1(𝜍), 𝑦̄𝑖2(𝜍),… , 𝑦̄𝑖𝑝(𝜍)]𝑇 , can be inferred as:

𝑦̄𝑖(𝜍) = Π𝑓𝑖(𝜍)𝑦𝑖(𝜍). (6)

Actually, the measured signal selected based on WTOD protocol, i.e., 𝑦𝑖𝑓𝑖(𝜍)(𝜍), may not be securely delivered over the network due 
to the occurrence of FDI attack. Given the stochastic nature of cyber attacks [39], a Bernoulli variable 𝛼𝑖(𝜍) ∈ {0, 1} with Prob{𝛼𝑖(𝜍) =
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1} = 𝛼̄𝑖 and Prob{𝛼𝑖(𝜍) = 0} = 1 − 𝛼̄𝑖, where 0 ≤ 𝛼̄𝑖 ≤ 1, is introduced to describe whether the attack is successfully launched at each 
time instant; moreover, an energy-bounded function ℏ𝑖(𝜍) ∈ ℝ𝑝 is used to portray the specific influence of the attack on the transmitted 
signal. Then, the attack-affected overall measured output, denoted as 𝑦̃𝑖(𝜍), is defined as:

𝑦̃𝑖(𝜍) = 𝑦̄𝑖(𝜍) + 𝛼𝑖(𝜍)Π𝑓𝑖(𝜍)ℏ𝑖(𝜍). (7)

Assumption 2. [34] For the attack function ℏ𝑖(𝜍), it is supposed to be bounded by the following constraint:
ℏ𝑇𝑖 (𝜍)ℏ𝑖(𝜍) ≤ 𝑥𝑇𝑖 (𝜍)𝐹

𝑇𝐹𝑥𝑖(𝜍), (8)

where 𝐹  is a known constant matrix representing the upper bound of ℏ𝑖(𝜍).
Remark 2. As reflected in Eqs. (7) and (8), energy-bounded malicious data will be injected into measurement output if the FDI 
attack is successfully launched. Given that the real-time data can still be received by the observer and the amplitude of attack signal 
is bounded, it is challenging to implement a timely attack defense, which highlights the importance of design secure synchronization 
control method for the considered CN.

2.3.  Design of observer and controller

For the above described CN, we then dedicate to design observer-based synchronization controller for each node 𝑖. For this, an 
isolated node with the following dynamics is firstly introduced.

𝑠(𝜍 + 1) = 𝐴𝑠(𝜍) + 𝑔(𝑠(𝜍)), (9)

where 𝑠(𝜍) ∈ ℝ𝑛 denotes the state of the isolated node. Then, the devised observer is presented as below:
{

𝑥̂𝑖(𝜍 + 1) = 𝐴𝑥̂𝑖(𝜍) + 𝑔(𝑥̂𝑖(𝜍)) + 𝜌
∑𝑁

𝑗=1 𝑅𝑖𝑗Γ𝑥̂𝑗 (𝜍) + 𝐵𝑢𝑖(𝜍) + 𝐿𝑖,𝑓𝑖(𝜍)(𝑦̃𝑖(𝜍) − 𝑦̂𝑖(𝜍)),
𝑦̂𝑖(𝜍) = 𝐶𝑥̂𝑖(𝜍),

(10)

where 𝑥̂𝑖(𝜍) and 𝑦̂𝑖(𝜍) represent the estimations of 𝑥𝑖(𝜍) and 𝑦𝑖(𝜍), respectively; 𝐿𝑖,𝑓𝑖(𝜍) ∈ ℝ𝑛×𝑝 are the observer gains which will be 
determined shortly. The isolated node is co-located with node 𝑖 as shown in Fig. 1, thus based on the description of the isolated node 
and observer, the synchronization controller is designed as:

𝑢𝑖(𝜍) = 𝐾𝑖,𝑓𝑖(𝜍)(𝑥̂𝑖(𝜍) − 𝑠(𝜍)), (11)

where 𝐾𝑖,𝑓𝑖(𝜍) ∈ ℝ𝑛×𝑛 indicate the controller gains which need to be properly determined.

2.4.  Problem formulation

Let 𝑒𝑖(𝜍) = 𝑥𝑖(𝜍) − 𝑥̂𝑖(𝜍) and 𝑒𝑖(𝜍) = 𝑥𝑖(𝜍) − 𝑠(𝜍) be the estimation error and synchronization error, respectively, then based on 
Eqs. (3) and (10), it can be obtained that:

𝑒𝑖(𝜍 + 1) = 𝑥𝑖(𝜍 + 1) − 𝑥̂𝑖(𝜍 + 1) = 𝐴𝑒𝑖(𝜍) + 𝑔(𝑒𝑖(𝜍)) + 𝜌
𝑁
∑

𝑗=1
𝑅𝑖𝑗Γ𝑒𝑗 (𝜍) − 𝐿𝑖,𝑓𝑖(𝜍)(𝑦̃𝑖(𝜍) − 𝑦̂𝑖(𝜍))

= 𝐴𝑒𝑖(𝜍) + 𝑔(𝑒𝑖(𝜍)) + 𝜌
𝑁
∑

𝑗=1
𝑅𝑖𝑗Γ𝑒𝑗 (𝜍) − 𝐿𝑖,𝑓𝑖(𝜍)(Π𝑓𝑖(𝜍)𝐶𝑥𝑖(𝜍) + 𝛼𝑖(𝜍)Π𝑓𝑖(𝜍)ℏ𝑖(𝜍) − 𝐶𝑥̂𝑖(𝜍)), (12)

where 𝑔(𝑒𝑖(𝜍)) = 𝑔(𝑥𝑖(𝜍)) − 𝑔(𝑥̂𝑖(𝜍)); furthermore, according to Eqs. (3) and (9), it has: 

𝑒𝑖(𝜍 + 1) = 𝑥𝑖(𝜍 + 1) − 𝑠(𝜍 + 1) = 𝐴𝑒𝑖(𝜍) + 𝑔(𝑒𝑖(𝜍)) + 𝜌
𝑁
∑

𝑗=1
𝑅𝑖𝑗Γ𝑒𝑗 (𝜍) + 𝐵𝐾𝑖,𝑓𝑖(𝜍)(𝑥̂𝑖(𝜍) − 𝑠(𝜍)), (13)

where 𝑔(𝑒𝑖(𝜍)) = 𝑔(𝑥𝑖(𝜍)) − 𝑔(𝑠(𝜍)).
By integrating the information of 𝑁 nodes, the overall system state, estimation and synchronization errors can be expressed as 

follows:

𝑥(𝜍 + 1) = 𝐴̄𝑥(𝜍) + 𝐺𝑥(𝜍) + 𝜌Γ̄𝑥(𝜍) + 𝐵̄𝐾𝑓 (𝜍)(𝑒(𝜍) − 𝑒(𝜍)) = (𝐴̄ + 𝜌Γ̄)𝑥(𝜍) + 𝐺𝑥(𝜍) + 𝐵̄𝐾𝑓 (𝜍)𝑒(𝜍) − 𝐵̄𝐾𝑓 (𝜍)𝑒(𝜍), (14)

𝑒(𝑘 + 1) = 𝐴̄𝑒(𝜍) + 𝐺(𝜍) + 𝜌Γ̄𝑒(𝜍) + 𝐵̄𝐾𝑓 (𝜍)(𝑒(𝜍) − 𝑒(𝜍)) = (𝐴̄ + 𝜌Γ̄)𝑒(𝜍) + 𝐺(𝜍) + +𝐵̄𝐾𝑓 (𝜍)𝑒(𝜍) − 𝐵̄𝐾𝑓 (𝜍)𝑒(𝜍)

= (𝐴̄ + 𝜌Γ̄ + 𝐵̄𝐾𝑓 (𝜍))𝑒(𝜍) + 𝐺(𝜍) − 𝐵̄𝐾𝑓 (𝜍)𝑒(𝜍), (15)

𝑒(𝑘 + 1) = 𝐴̄𝑒(𝜍) + 𝐺̂(𝜍) + 𝜌Γ̄𝑒(𝜍) − 𝐿𝑓 (𝜍)(Π̄𝑓 (𝜍)𝐶̄𝑥(𝜍) + 𝛼(𝜍)Π̄𝑓 (𝜍)ℏ(𝜍) − 𝐶̄𝑥̂(𝜍))

= (𝐴̄ + 𝜌Γ̄)𝑒(𝜍) + 𝐺̂(𝜍) − 𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)𝐶̄𝑥(𝜍) − 𝛼(𝜍)𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)ℏ(𝜍) + 𝐿𝑓 (𝜍)𝐶̄(𝑥(𝜍) − 𝑒(𝜍))

= (𝐿𝑓 (𝜍)𝐶̄ − 𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)𝐶̄)𝑥(𝜍) + (𝐴̄ + 𝜌Γ̄ − 𝐿𝑓 (𝜍)𝐶̄)𝑒(𝜍) + 𝐺̂(𝜍) − 𝛼(𝜍)𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)ℏ(𝜍), (16)

where

Γ̄ =

⎡

⎢

⎢

⎢

⎢

⎣

𝑅11Γ 𝑅12Γ ⋯ 𝑅1𝑁Γ
𝑅21Γ 𝑅22Γ ⋯ 𝑅2𝑁Γ
⋮ ⋮ ⋱ ⋮

𝑅𝑁1Γ 𝑅𝑁2Γ ⋯ 𝑅𝑁𝑁Γ

⎤

⎥

⎥

⎥

⎥

⎦

,
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𝑥(𝜍) = col𝑁{𝑥𝑖(𝜍)}, 𝑥̂(𝜍) = col𝑁{𝑥̂𝑖(𝜍)}, 𝑒(𝜍) = col𝑁{𝑒𝑖(𝜍)},

𝑒(𝜍) = col𝑁{𝑒𝑖(𝜍)}, 𝐺(𝜍) = col𝑁{𝑔(𝑒𝑖(𝜍))}, 𝐺𝑥(𝜍) = col𝑁{𝑔(𝑥𝑖(𝜍))},

𝐺̂(𝜍) = col𝑁{𝑔(𝑒𝑖(𝜍))}, 𝐴̄ = diag𝑁{𝐴}, 𝐵̄ = diag𝑁{𝐵},

𝐶̄ = diag𝑁{𝐶}, 𝐿𝑓 (𝜍) = diag𝑁{𝐿𝑖,𝑓𝑖(𝜍)}, 𝐾𝑓 (𝜍) = diag𝑁{𝐾𝑖,𝑓𝑖(𝜍)},

Π̄𝑓 (𝜍) = diag𝑁{Π𝑓𝑖(𝜍)}, ℏ(𝜍) = col𝑁{ℏ𝑖(𝜍)}, 𝛼(𝜍) = diag𝑁{𝛼𝑖(𝜍)},

𝑓 (𝜍) ∈ {1, 2,⋯ , 𝜀}, 𝜀 = 𝑝𝑁 .

Based on Eqs. (14) – (16) and defining 𝜉(𝜍) = [𝑥𝑇 (𝜍) 𝑒𝑇 (𝜍) 𝑒𝑇 (𝜍)]𝑇 , the following augmented system can then be derived.
𝜉(𝜍 + 1) = Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̄(𝜍)𝐷𝑓 (𝜍)ℏ̄(𝜍), (17)

where

Ω𝑓 (𝜍) =
⎡

⎢

⎢

⎣

𝐴̄ + 𝜌Γ̄ 𝐵̄𝐾𝑓 (𝜍) −𝐵̄𝐾𝑓 (𝜍)
0 𝐴̄ + 𝜌Γ̄ + 𝐵̄𝐾𝑓 (𝜍) −𝐵̄𝐾𝑓 (𝜍)

𝐿𝑓 (𝜍)𝐶̄ − 𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)𝐶̄ 0 𝐴̄ + 𝜌Γ̄ − 𝐿𝑓 (𝜍)𝐶̄

⎤

⎥

⎥

⎦

,

𝜔(𝜍) = [𝐺𝑇
𝑥 (𝜍) 𝐺𝑇 (𝜍) 𝐺̂𝑇 (𝜍)]𝑇 , 𝛼̄(𝜍) = diag{𝛼(𝜍), 𝛼(𝜍), 𝛼(𝜍)},

𝐷𝑓 (𝜍) = diag{0, 0, −𝐿𝑓 (𝜍)Π̄𝑓 (𝜍)}, ℏ̄(𝜍) = [ℏ𝑇 (𝜍) ℏ𝑇 (𝜍) ℏ𝑇 (𝜍)]𝑇 .

Then, the study aims to develop an efficient observer-based synchronization control approach to guarantee the stability of the aug-
mented system as indicated by Eq. (17). Apparently, the above augmented model achieves holistic system description, coordinated 
performance improvement, and simplified stability analysis. Before concluding this section, the following lemma is provided to facil-
itate the subsequent analysis.
Lemma 1. [34] For a full-rank matrix 𝜅 ∈ ℝ𝑛×𝑞 , the singular value decomposition (SVD) of 𝜅 can be expressed as follows: 

𝜅 = 𝜗
[

𝑆
0

]

𝜈𝑇 ,

where 𝜗 and 𝜈 are orthogonal matrices, with 𝜗𝑇 𝜗 = 𝐼 and 𝜈𝑇 𝜈 = 𝐼 . Then, given matrices 𝜒 > 0, 𝑀 ∈ ℝ𝑛×𝑛, and 𝑁 ∈ ℝ𝑞×𝑛, the existence of 
a matrix 𝜒̄ satisfying 𝜒̄𝜅 = 𝜅𝜒 depends on the fulfillment of the following condition: 

𝜒 = 𝜗
[

𝑀 0
0 𝑁

]

𝜗𝑇 .

3.  Main results

In this section, we explore the sufficient conditions that ensure the asymptotic stability of the established system described by 
Eq. (17) in Theorem 1. Then, in Theorem 2, we derive the observers and controllers’ gains based on the obtained conditions.
Theorem 1. Given the positive scalars 𝛼̄𝑖 (1 ≤ 𝑖 ≤ 𝑁), gain matrices 𝐿𝑧 and 𝐾𝑧 (𝑧 = 1, 2,⋯ , 𝜀), the asymptotic stability of the constructed 
system depicted by Eq. (17) can be achieved if there exist positive-definite matrices 𝑃𝑧 > 0 with suitable dimensions such that the following 
inequalities can hold. 

[

Θ𝑧 ∗
∇𝑧 −𝑃−1

𝑙

]

< 0, (18)

where

𝑃𝑧 = diag{𝑃𝑧,1, 𝑃𝑧,2, 𝑃𝑧,3}, Θ𝑧 =
⎡

⎢

⎢

⎣

−𝑃𝑧 + 𝑈̄𝑇 𝑈̄ + 𝐹 𝑇𝐹 0 0
0 −𝐼 0
0 0 −𝐼

⎤

⎥

⎥

⎦

,

𝐹 = diag{𝐹 , 0, 0}, 𝐹 = diag𝑁{
√

3𝐹 }, 𝑈̄ = 𝑑𝑖𝑎𝑔{𝑈̃ , 𝑈̃ , 𝑈̃},

𝑈̃ = 𝑑𝑖𝑎𝑔𝑁{𝑈}, ∇𝑧 = [Ω𝑧 𝐼 𝛼̃𝐷𝑧], 𝛼̄ = diag𝑁{𝛼̄𝑖},

𝛼̆ = diag{𝛼̄, 𝛼̄, 𝛼̄}, 𝛼̃ = 𝛼̆ +
√

𝛼̆(𝐼 − 𝛼̆).

Proof.  Constructing the Lyapunov function as follows:
𝑉 (𝜍) = 𝜉𝑇 (𝜍)𝑃𝑓 (𝜍)𝜉(𝜍). (19)

The forward difference of 𝑉 (𝜍) is defined as Δ𝑉 (𝜍) = 𝑉 (𝜍 + 1) − 𝑉 (𝜍). Then, we can get:
𝐸{Δ𝑉 (𝜍)} = 𝐸{𝑉 (𝜍 + 1) − 𝑉 (𝜍)} = 𝐸{𝜉𝑇 (𝜍 + 1)𝑃𝑓 (𝜍+1)𝜉(𝜍 + 1) − 𝜉𝑇 (𝜍)𝑃𝑓 (𝜍)𝜉(𝜍)}

= 𝐸{𝜉𝑇 (𝜍 + 1)𝑃𝑓 (𝜍+1)𝜉(𝜍 + 1)} − 𝐸{𝜉𝑇 (𝜍)𝑃𝑓 (𝜍)𝜉(𝜍)},
(20)
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The first item in the above equation can be further expressed as:
𝐸{𝜉𝑇 (𝜍 + 1)𝑃𝑓 (𝜍+1)𝜉(𝜍 + 1)} = 𝐸{[Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̄(𝜍)𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1) × [Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̄(𝜍)𝐷𝑓 (𝜍)ℏ̄(𝜍)]}

= 𝐸{[Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍) + (𝛼̄(𝜍) − 𝛼̆)𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)

× [Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍) + (𝛼̄(𝜍) − 𝛼̆)𝐷𝑓 (𝜍)ℏ̄(𝜍)]}

= [Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍)

+ 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)] + 𝛼̆(𝐼 − 𝛼̆)[𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[𝐷𝑓 (𝜍)ℏ̄(𝜍)].

(21)

Based on Assumption 1, we can derive the following inequality:
𝜔𝑇 (𝜍)𝜔(𝜍) ≤ 𝜉𝑇 (𝜍)𝑈̄𝑇 𝑈̄𝜉(𝜍). (22)

Moreover, according to Assumption 2, it can be obtained that:
ℏ̄𝑇 (𝜍)ℏ̄(𝜍) ≤ 𝑥𝑇 (𝜍)𝐹 𝑇𝐹𝑥(𝜍). (23)

Then, by referring to Eqs. (20) – (23), it has:
𝐸{Δ𝑉 (𝜍)} ≤ [Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)] + 𝛼̆(𝐼 − 𝛼̆)[𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[𝐷𝑓 (𝜍)ℏ̄(𝜍)]

− 𝜉𝑇 (𝜍)𝑃𝑓 (𝜍)𝜉(𝜍) + 𝜉𝑇 (𝜍)𝑈̄𝑇 𝑈̄𝜉(𝜍) − 𝜔𝑇 (𝜍)𝜔(𝜍) + 𝑥𝑇 (𝜍)𝐹 𝑇𝐹𝑥(𝜍) − ℏ̄𝑇 (𝜍)ℏ̄(𝜍)

= [Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[Ω𝑓 (𝜍)𝜉(𝜍) + 𝜔(𝜍) + 𝛼̆𝐷𝑓 (𝜍)ℏ̄(𝜍)] + 𝛼̆(𝐼 − 𝛼̆)[𝐷𝑓 (𝜍)ℏ̄(𝜍)]𝑇 𝑃𝑓 (𝜍+1)[𝐷𝑓 (𝜍)ℏ̄(𝜍)]

+ 𝛽𝑇 (𝜍)Θ𝑓 (𝜍)𝛽(𝜍),

(24)

where

𝛽(𝜍) = [𝜉𝑇 (𝜍), 𝜔𝑇 (𝜍), ℏ̄𝑇 (𝜍)]𝑇 ,

Θ𝑓 (𝜍) =
⎡

⎢

⎢

⎣

−𝑃𝑓 (𝜍) + 𝑈̄𝑇 𝑈̄ + 𝐹 𝑇𝐹 0 0
0 −𝐼 0
0 0 −𝐼

⎤

⎥

⎥

⎦

.

On the basis of Eq. (24) and employing the Schur complement method, it can be concluded that 𝐸{Δ𝑉 (𝜍)} < 0 is guaranteed with 
the holding of the conditions specified in Eq. (18), which means the achievement of the asymptotic stability of the system Eq. (17). 
So far, the proof is completed. ∎

As shown in Theorem 1, the conditions for assuring the stability of the established system are derived based on the given gain 
matrices, which means that our objective remains unachieved. Thus, Theorem 2 is then presented to introduce how to calculate the 
observers and controllers’ gains.
Theorem 2. Given the positive scalars 𝛼̄𝑖 (1 ≤ 𝑖 ≤ 𝑁), the asymptotic stability of the constructed system as defined by Eq. (17), can be 
guaranteed if a positive-definite matrix 𝑋 > 0 and matrices 𝑌𝑧 and 𝑍𝑧 (𝑧 = 1, 2,… , 𝜀) of suitable dimensions exist, ensuring the satisfaction 
of the following linear matrix inequalities (LMIs). 

[

Θ𝑧 ∗
∇̄𝑧 −𝑃𝑥

]

< 0, (25)

where

∇̄𝑧 = [Ω̄𝑧 𝑋̄ 𝛼̃𝐷̄𝑧],

Ω̄𝑧 =
⎡

⎢

⎢

⎣

𝑋(𝐴̄ + 𝜌Γ̄) 𝐵̄𝑌𝑧 −𝐵̄𝑌𝑧
0 𝑋(𝐴̄ + 𝜌Γ̄) + 𝐵̄𝑌𝑧 −𝐵̄𝑌𝑧

𝑍𝑧𝐶̄ −𝑍𝑧Π̄𝑧𝐶̄ 0 𝑋(𝐴̄ + 𝜌Γ̄) −𝑍𝑧𝐶̄

⎤

⎥

⎥

⎦

,

𝑋̄ = diag{𝑋,𝑋,𝑋}, 𝐷̃𝑧 = diag{0, 0, −𝑍𝑧Π̄𝑧},

𝑃𝑥 = diag{𝑃𝑙,1 −𝑋 −𝑋𝑇 , 𝑃𝑙,2 −𝑋 −𝑋𝑇 , 𝑃𝑙,3 −𝑋 −𝑋𝑇 }.

Proof.  Firstly, by pre-multiplying and post-multiplying the left side of Eq. (18) with diag{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼,𝑋,𝑋,𝑋} and 
diag{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼,𝑋𝑇 , 𝑋𝑇 , 𝑋𝑇 }, respectively, we can obtain that: 

[

Θ𝑧 ∗
∇̃𝑧 −𝑃𝑥

]

< 0, (26)

where

∇̃𝑧 = [Ω̃𝑧 𝑋̄ 𝛼̃𝐷̃𝑧], 𝐷̃𝑧 = diag{0, 0, −𝑋𝐿𝑧Π̄𝑧},

Ω̃𝑧 =
⎡

⎢

⎢

⎣

𝑋(𝐴̄ + 𝜌Γ̄) 𝑋𝐵̄𝐾𝑧 −𝑋𝐵̄𝐾𝑧
0 𝑋(𝐴̄ + 𝜌Γ̄ + 𝐵̄𝐾𝑧) −𝑋𝐵̄𝐾𝑧

𝑋(𝐿𝑧𝐶̄ − 𝐿𝑧Π̄𝑧𝐶̄) 0 𝑋(𝐴̄ + 𝜌Γ̄ − 𝐿𝑧𝐶̄)

⎤

⎥

⎥

⎦

,

𝑃𝑥 = diag{𝑋𝑃−1
𝑙,1 𝑋

𝑇 , 𝑋𝑃−1
𝑙,2 𝑋

𝑇 , 𝑋𝑃−1
𝑙,3 𝑋

𝑇 }.
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Given that 𝑃𝑙 = diag{𝑃𝑙,1, 𝑃𝑙,2, 𝑃𝑙,3} are positive-definite matrices, we can have 𝑃𝑙,𝑑 > 0 (𝑑 = 1, 2, 3), which is followed by 𝑃−1
𝑙,𝑑 > 0. 

Then, it can be derived that:
(𝑃𝑙,𝑑 −𝑋)𝑃−1

𝑙,𝑑 (𝑃𝑙,𝑑 −𝑋)𝑇 = 𝑃𝑙,𝑑 −𝑋 −𝑋𝑇 +𝑋𝑃−1
𝑙,𝑑 𝑋

𝑇 ≥ 0,

which means that −𝑋𝑃−1
𝑙,𝑑 𝑋

𝑇 ≤ 𝑃𝑙,𝑑 −𝑋 −𝑋𝑇 .

Moreover, considering that the SVD of the full-rank matrix 𝐵̄ can be expressed as 𝐵̄ = 𝜗
[

𝑆
0

]

𝜈𝑇 , where 𝜗𝑇 𝜗 = 𝐼 and 𝜈𝑇 𝜈 = 𝐼 , then 

according to Lemma 1, for the matrix 𝑋 = 𝜗
[

𝑀 0
0 𝑁

]

𝜗𝑇 , it has 𝑋𝐵̄ = 𝐵̄𝑋̃ with 𝑋̃ = 𝑋𝑆−1𝑀𝑆𝑋𝑇 . Finally, by substituting 𝑋𝐵̄ and 
−𝑋𝑃−1

𝑙,𝑑 𝑋
𝑇  in Eq. (26) with 𝐵̄𝑋̃ and 𝑃𝑙,𝑑 −𝑋 −𝑋𝑇 , respectively, and defining 𝐾𝑧 = 𝑋̃−1𝑌𝑧 and 𝐿𝑧 = 𝑋−1𝑍𝑧, Eq. (25) can be obtained. 

Thus, the proof of the theorem is completed. ∎
Remark 3.  In Theorem 2, the approach for designing secure synchronization controllers under the envisioned communication 
environment is specifically introduced. Although the controller gains are derived using LMIs based on fixed system parameters, the 
controllers do not need to be structurally redesigned when the parameters change. Thus, the proposed synchronization control method 
can be applied into diverse practical systems, even those with different system parameters, that can be modeled by the considered 
CN.

Remark 4.  In this study, unlike the works that also investigate synchronization problem for CNs with partial information exchange 
[14,15], WTOD protocol is adopted to avoid the potential data collision and the impact of FDI attack is seriously handled, so as to 
provide a more practical synchronization approach. Although some recent researches have explored the use of commutation protocols 
to schedule data transmission in CNs with limited network bandwidth [40,41], but the primary objective of these studies is to design 
effective state estimators rather than synchronization controllers. Our previous work proposed a RR-based synchronization method for 
CNs [39], but compared to the WTOD-driven synchronization strategy presented in this study, it is less suitable for dynamic scenarios 
due to the static feature of RR protocol. Focusing on CNs subject to FDI attack, secure synchronization issue has been addressed in the 
literature [27,42], but our work is based on a different CN model that incorporates partial information exchange and WTOD protocol, 
which enhances system performance under conditions of incomplete information and constrained communication resources.

4.  Simulation results

In this section, a numerical example is presented to illustrate the effectiveness of the proposed synchronization method. To be 
specific, we consider a CN with three nodes (that is, 𝑁 = 3), each of which possesses three-dimensional information channels (i.e., 
𝑛 = 3). The outer coupling relationship between the nodes is described by the matrix 𝑊 = [𝑤𝑖𝑗 ]𝑁×𝑁 , which is set as:

𝑊 =
⎡

⎢

⎢

⎣

−0.9 0.5 0.4
0.5 −0.7 0.2
0.4 0.2 −0.6

⎤

⎥

⎥

⎦

,

the inner coupling matrix is defined as Γ = 𝑑𝑖𝑎𝑔3{0.1} with the coupling strength 𝜌 = 0.1; the channel matrices are set to be 𝐻12 =
𝑑𝑖𝑎𝑔{1, 0, 1}, 𝐻13 = 𝑑𝑖𝑎𝑔{1, 1, 0}, 𝐻21 = 𝑑𝑖𝑎𝑔{0, 1, 1}, 𝐻23 = 𝑑𝑖𝑎𝑔{1, 0, 0}, 𝐻31 = 𝑑𝑖𝑎𝑔{0, 1, 0}, 𝐻32 = 𝑑𝑖𝑎𝑔{0, 1, 1}.

Fig. 2. The observed and real system states under the FDI attack.
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Fig. 3. The estimation errors under the FDI attack.

Fig. 4. The synchronization errors under the FDI attack.

The parameter matrices of the system are defined as follows.

𝐴 =
⎡

⎢

⎢

⎣

−0.2 0.5 0.1
0.1 −0.4 0.8
0.1 −0.1 0.7

⎤

⎥

⎥

⎦

, 𝐵 =
⎡

⎢

⎢

⎣

−0.1 0.1 0.2
−0.2 0.1 0.1
−0.3 0 0.1

⎤

⎥

⎥

⎦

, 𝐶 =
⎡

⎢

⎢

⎣

0.2 −0.3 0.7
0.6 −0.65 0.6
0.5 0.7 −0.6

⎤

⎥

⎥

⎦

.

The nonlinear function 𝑔(𝑥𝑖(𝜍)) for each node 𝑖 is set as:

𝑔(𝑥𝑖(𝜍)) =
⎡

⎢

⎢

⎣

0.1𝑥𝑖1(𝜍) − 0.3𝑡𝑎𝑛ℎ(𝑥𝑖1(𝜍))
0.1𝑥𝑖2(𝜍) − 0.15𝑡𝑎𝑛ℎ(𝑥𝑖2(𝜍))
0.1𝑥𝑖3(𝜍) − 0.1𝑡𝑎𝑛ℎ(𝑥𝑖3(𝜍))

⎤

⎥

⎥

⎦

,

where 𝑥𝑖(𝜍) = [𝑥𝑖1(𝜍), 𝑥𝑖2(𝜍), 𝑥𝑖3(𝜍)]𝑇  (𝑖 = 1, 2, 3) denotes the state of node 𝑖 and the upper bound matrix of 𝑔(⋅) is determined as 
𝑈 = diag3{0.1}. Taking into account the influence of the FDI attack, we set 𝛼̄1 = 0.3, 𝛼̄2 = 0.5, 𝛼̄3 = 0.7, and further use ℎ𝑖(𝜍) =
0.1𝑥𝑖(𝜍) − sin(0.1𝑥𝑖(𝜍)) with the upper bound 𝐹  = diag3{0.1} to generate the attack signal at each node 𝑖. Moreover, the initial states 
of each system node and the isolated node are set to 𝑥1(0) = [−0.8, 0.1, 0.2]𝑇 , 𝑥2(0) = [0.6, −0.1, 0.7]𝑇 , 𝑥3(0) = [−0.5, 0.8, 0.3]𝑇 , 
𝑥̂1(0) = [0.15, −0.15, 0.25]𝑇 , 𝑥̂2(0) = [0.14, −0.24, 0.26]𝑇 , 𝑥̂3(0) = [0.15, −0.1, 0.25]𝑇 , and 𝑠(0) = [0.1, 0.1, 0.1]𝑇 .
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Based on the simulation parameters mentioned above, the following gain matrices for both observers and controllers can be 
obtained by solving the LMIs given in Theorem 2.

𝐿11 =
⎡

⎢

⎢

⎣

0.0562 0.0453 0.1378
0.1288 0.0962 −0.0489
0.1860 0.0445 −0.0521

⎤

⎥

⎥

⎦

, 𝐾11 =
⎡

⎢

⎢

⎣

0.0309 −0.2306 0.1485
−0.1369 0.6044 −0.4927
0.0820 −0.6286 0.3947

⎤

⎥

⎥

⎦

,

𝐿12 =
⎡

⎢

⎢

⎣

0.0119 0.0122 0.0867
0.0585 0.0974 −0.0418
0.0986 0.0294 −0.0284

⎤

⎥

⎥

⎦

, 𝐾12 =
⎡

⎢

⎢

⎣

0.0346 −0.2328 0.1535
−0.1409 0.6344 −0.5155
0.0893 −0.6512 0.4248

⎤

⎥

⎥

⎦

,

𝐿13 =
⎡

⎢

⎢

⎣

0.0172 −0.0182 0.0783
0.0265 0.0918 −0.0466
0.0763 0.0096 −0.0180

⎤

⎥

⎥

⎦

, 𝐾13 =
⎡

⎢

⎢

⎣

0.0341 −0.2297 0.1512
−0.1388 0.6491 −0.5214
0.0892 −0.6586 0.4331

⎤

⎥

⎥

⎦

,

𝐿21 =
⎡

⎢

⎢

⎣

−0.0098 0.0873 0.0503
0.0146 0.5657 0.0266
0.0420 0.3168 −0.0055

⎤

⎥

⎥

⎦

, 𝐾21 =
⎡

⎢

⎢

⎣

0.0813 −0.3098 0.2461
−0.2140 0.7605 −0.6566
0.1603 −0.7696 0.5485

⎤

⎥

⎥

⎦

,

Fig. 5. The trajectories of 𝑢𝑖.

Fig. 6. The synchronization errors without the control inputs.
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Fig. 7. The working process of WTOD protocol.

𝐿22 =
⎡

⎢

⎢

⎣

0.0050 −0.0157 0.0535
0.0010 0.1514 −0.0381
0.0456 0.0492 −0.0265

⎤

⎥

⎥

⎦

, 𝐾22 =
⎡

⎢

⎢

⎣

0.0353 −0.2227 0.1450
−0.1352 0.6126 −0.4919
0.0830 −0.6220 0.4015

⎤

⎥

⎥

⎦

,

𝐿23 =
⎡

⎢

⎢

⎣

0.0239 −0.0381 0.0714
0.0049 0.1010 −0.0547
0.0637 0.0035 −0.0217

⎤

⎥

⎥

⎦

, 𝐾23 =
⎡

⎢

⎢

⎣

0.0296 −0.2171 0.1391
−0.1285 0.6135 −0.4882
0.0809 −0.6190 0.4047

⎤

⎥

⎥

⎦

,

𝐿31 =
⎡

⎢

⎢

⎣

−0.0053 −0.0150 0.0387
−0.0065 0.1668 −0.0466
0.0328 0.0562 −0.0420

⎤

⎥

⎥

⎦

, 𝐾31 =
⎡

⎢

⎢

⎣

0.0256 −0.1888 0.1180
−0.1116 0.5274 −0.4187
0.0603 −0.5438 0.3240

⎤

⎥

⎥

⎦

,

𝐿32 =
⎡

⎢

⎢

⎣

0.0084 −0.0274 0.0526
−0.0006 0.1091 −0.0479
0.0452 0.0183 −0.0277

⎤

⎥

⎥

⎦

, 𝐾32 =
⎡

⎢

⎢

⎣

0.0222 −0.1866 0.1135
−0.1079 0.5225 −0.4138
0.0610 −0.5353 0.3339

⎤

⎥

⎥

⎦

,

𝐿33 =
⎡

⎢

⎢

⎣

0.0245 −0.0419 0.0670
0.0032 0.0799 −0.0569
0.0598 −0.0098 −0.0213

⎤

⎥

⎥

⎦

, 𝐾33 =
⎡

⎢

⎢

⎣

0.0208 −0.1866 0.1127
−0.1069 0.5326 −0.4189
0.0628 −0.5400 0.3458

⎤

⎥

⎥

⎦

.

The specific simulation results are presented in Figs. 2–7. The system states and their estimations are shown in Fig. 2. It can be 
found that the observed system states exhibit slight deviations from the real system states even in the presence of the FDI attack. The 
result is consolidated by Fig. 3 which shows that the estimation errors gradually approach zero, and the effectiveness of the designed 
observers is thus confirmed. Fig. 4 displays the synchronization errors for all nodes, and it indicates that the errors become negligible 
with the observer-based control inputs given in Fig. 5. It is also worth noting that without the control inputs, the synchronization 
errors grow over time as illustrated in Fig. 6. Thus, the effectiveness of the devised controllers in achieving perfect synchronization 
is fully validated. Moreover, the working process of the employed WTOD protocol is demonstrated in Fig. 7, which reveals that only 
one sensor is selected for data transmission at each time instant, and thus the data congestion caused by bandwidth constraints can 
be prevented.

5.  Conclusion

In this article, an observer-based synchronization control method has been proposed for a class of CNs subject to partial informa-
tion exchange, bandwidth constraints, and FDI attack. Specifically, by introducing the channel matrix to depict partial information 
exchange, the system model that addresses the inherent limitations in data transmission between nodes has been constructed. To 
mitigate the influence of bandwidth constraints, WTOD protocol has been employed at each node to enable conflict-free and efficient 
transmission of measurement signals by prioritizing the most important data. Furthermore, the vulnerability of data delivery to FDI 
attack has been identified, then the secure observer-assisted synchronization controllers have been developed by establishing a syn-
chronization error system and exploring the stability conditions of the system. Eventually, the performance of the presented work 
has been validated through extensive simulations. It is important to note that the partial information exchange is depicted by 0-1 
channel matrices in this study. However, considering the practical realities of communication systems, it is more accurate to employ 
probabilistic matrices to represent the likelihood of different channel states, which will be investigated in our future work.
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