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ARTICLE INFO ABSTRACT

Keywords: This paper investigates the asynchronous control problem of Markov jump systems (MJSs) under

Markov jump systems an encoding-decoding communication mechanism. To alleviate the communication pressure on

?Sy“':hm"o“s corbl.tlrf’l the channel caused by measurement signal filtering, zero-order hold (ZOH) technology and adap-

nput-to-state stability tive dynamic event-triggered scheme (ADETS) are employed. Furthermore, uniform quantization

Adaptive dynamic event-triggered scheme L | .

. . P . technology is integrated into the transmission channel between the sensors and the observer to

Encoding-decoding communication mechanism . . R X . o
achieve privacy protection, which further reduces the pressure of data transmission. Addition-
ally, the paper addresses the issue of behavior mismatches between the controlled object and the
controller modes that may arise due to denial of service attacks (DoSAs). It also considers the
practical challenge where controllers often cannot fully obtain the mode information of the con-
trolled system. To tackle this, a feedback controller based on asynchronous observers is designed,
and a linearization method based on inequalities is employed to solve for the controller gain.
The stability of the system under ADETSs, EDCM, and DoSAs is proven using sufficient conditions
from input-to-state stability (ISS) theory and Lyapunov functions.

1. Introduction

In recent decades, networked control systems (NCSs) have experienced rapid development due to advancements in hardware
technologies such as computers and sensors, as well as innovations in communication and control techniques. As a result, NCSs
are now widely applied across various fields [1-8]. However, in practical applications, dynamic changes in control systems are
inevitable due to environmental fluctuations, variations in component parameters, or alterations in system structure. Markov
jump systems (MJSs) represent a type of dynamic system that includes a finite or infinite set of modes or subsystems. They ef-
fectively model random switching dynamics constrained by Markov chains, providing a robust mathematical framework for net-
worked control systems. This framework facilitates a better understanding and optimization of their dynamic behavior and control
strategies. Since the introduction of MJSs in the early 1960s, numerous scholars have made substantial contributions to the analysis
of stability, controller synthesis, and filter design related to MJSs. Nowadays, MJSs have been widely used to model physical sys-
tems that experience structural and parameter random jumps, as well as sudden environmental disturbances. Examples include fault
tolerant control systems [9], biological systems [10], and power grid systems [11-15].

As the potential of Markov jump systems (MJSs) continues to be explored across various fields, it has garnered increasing atten-
tion from researchers, becoming a focal point of study in recent decades. However, many existing studies rely on controllers that
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$l_1$


\begin {equation}\label {e1} \left \{\begin {aligned} x_{k+1 }&= A_{r_k}x_{k}+B_{r_k}u_k+D_{r_k}f(x_k)\\ y_k&= C_{r_k}x_k\\ \end {aligned} \right .\end {equation}


$x_k\in \mathbb {R}^{n_x}$


$y_k\in \mathbb {R}^{n_y}$


$u_k\in \mathbb {R}^{n_u}$


$x_k$


$x_0=v_0$


$\|v_0\|_2\leq \epsilon _0$


$\epsilon _0$


$A_{r_k}$


$B_{r_k}$


$D_{r_k}$


$C_{r_k}$


$f(\cdot )$


$f(0)=0$


\begin {equation}\label {e2} \| f(z_k + \delta _k) - f(z_k) \|_2\leq \| G\delta _k \|_2\end {equation}


$G$


$\delta _k\in \mathbb {R}^{n_x}$


$r_k$


$\mathcal {L}=\{1,2,3,\ldots ,L\}$


$r_k$


\begin {equation}\label {e3} Pr\{r_{k+1}=j|r_k=i\}=\pi _{ij}\end {equation}


$\pi _{ij}\in $


$\sum _{i=1}^L \pi _{ij} = 1$


$i, j \in \mathcal {L}$


\begin {equation}\label {e4} \left \{\begin {aligned} \tilde {x}_{k+1}&=A_{\tau _{k}}\tilde {x}_k+B_{\tau _{k}}u_k+D_{\tau _{k}}{f}(\tilde {x}_k)+L_{\tau _{k}}(y_k\\ &\;\;\;\;\;-\tilde {y}_k)\\ \tilde {y}_{k}&= C_{\tau _{k}}\tilde {x}_k\\ u_k&=K_{\tau _{k}}\tilde {x}_k\\ \tilde {x}_0&=0\\ \end {aligned} \right .\end {equation}


$\tilde {x}_k\in \mathbb {R}^{n_x}$


$\tilde {y}_k\in \mathbb {R}^{n_y}$


$\tau _{k}$


$r_k$


$\mathcal {L}$


$\mathcal {S}$


$\mathcal {S}=\{1,2,3,\ldots ,S\}$


$\theta =\{\theta _{iq}\}$


\begin {equation}\label {e5} Pr\{\tau _{k}=q|r_k=i\}=\theta _{iq},i\in \mathcal {L},q\in \mathcal {S},\end {equation}


$0\leq \theta _{iq} \leq 1$


$\sum _{q=1}^S \theta _{iq} = 1$


$i\in \mathcal {L},q\in \mathcal {S}$


$\mathcal {L}$


$\mathcal {S}$


$\mathcal {S}$


$\mathcal {L}$


$t_n^y$


\begin {equation}\label {e6} t_{n+1}^y=\mathop {\text {min}}\limits _{k_1>t_n^y}\{k_1\lvert e^{T}_{tk}{\Omega }e_{tk}\geq \rho _{k}^1 y^T_{t_n}{\Omega }y_{t_n}\}\end {equation}


$\Omega $


$e_{tk}=y_k-y_{t_n}$


${\rho }^1_k\in {[{\rho }_m,{\rho }_M]}$


${\rho }_k^1=\rho {_M}+(\rho {_m}-\rho {_M})\frac {2}{\pi }\text {atan}\{\tau _1\|y_k-y_{t_n}\|_2\},\; \rho {^1_0}=\rho {_m}$


$0 \leq \rho {_m} \textless \ \rho {_M}$


$\tau _1 \textgreater 0$


$\rho ^1_k$


\begin {equation}\label {e7} t_{n+1}^u=\mathop {\text {min}}\limits _{k_2>t_n^u}\{k_2\lvert \tilde {e}^{T}_{tk}\tilde {\Omega }\tilde {e}_{tk}\geq \rho _{k}^2 u^T_{t_n}\tilde {\Omega }u_{t_n}\}\end {equation}


$\tilde {\Omega }$


$\tilde {e}_{tk}=u_k-u_{t_n}$


${\rho }^2_k$


$\tau _{2}$


$\rho _k^1$


$\tau _1$


$e_k\triangleq x_k-\tilde {x}_k$


$\tilde {f}(e_k)\triangleq f(x_k)-f(\tilde {x}_k)$


\begin {equation}\label {e8} \begin {aligned} x_{k+1 }&= A_{r_k}x_{k}+B_{r_k}u_{tn}+D_{r_k}f(x_k)\\ &=(A_{r_k}+B_{r_k}K_{\tau _k})\tilde {x}_k+A_{r_k}e_k-B_{r_k}\tilde {e}_{t_k}\\ &\;\;\;\;+D_{r_k}f(x_k)\\ \tilde {x}_{k+1}&=A_{\tau _{k}}\tilde {x}_k+B_{\tau _{k}}u_{t_n}+D_{\tau _{k}}{f}(\tilde {x}_k)+L_{\tau _{k}}(y_k\\ &\;\;\;\;\;-\tilde {y}_k)\\ &\;\;\;\;=(A_{\tau _k}+B_{\tau _k}K_{\tau _k})\tilde {x}_k-B_{\tau _k}\tilde {e}_{t_k}+D_{\tau _k}f(\tilde {x}_k)\\ &\;\;\;\;\;+L_{\tau _{k}}(y_k-\tilde {y}_k)\\ e_{k+1}&=x_{k+1}-\tilde {x}_{k+1}\\ &=(A_{r_k}-A_{\tau _{k}}+B_{r_k}K_{\tau _k}-B_{\tau _k}K_{\tau _k})\tilde {x}_k+A_{r_k}e_k\\ &\;\;\;\;+D_{r_k}f(x_k)-D_{\tau _k}f(\tilde {x}_k)-L_{\tau _k}(y_k-\tilde {y}_k).\\ \end {aligned}\end {equation}


$r_k=i$


$\tau _{k}=q$


\begin {equation}\label {e9} \left \{\begin {aligned} x_{k+1}&=(A_i+B_iK_q)\tilde {x}_k+A_ie_k-B_i\tilde {e}_{t_k}+D_if(x_k)\\ \tilde {x}_{k+1}&=(A_q+B_qK_q)\tilde {x}_k-B_q\tilde {e}_{t_k}+D_qf(\tilde {x}_k)\\ &\;\;\;\;\;+L_q(y_k-\tilde {y}_k)\\ e_{k+1}&=(A_{i}-A_{q}+B_{i}K_{q}-B_{q}K_{q})\tilde {x}_k+A_{i}e_k\\ &\;\;\;\;-(B_i+B_q)\tilde {e}_{t_k}+D_{i}f(x_k)-D_{q}f(\tilde {x}_k)\\ &\;\;\;\;\;-L_{q}(y_k-\tilde {y}_k).\\ \end {aligned} \right .\end {equation}


$atan(\cdot )$


$0\leq atan(x)\leq \frac {\pi }{2}$


$x\in [0,\infty )$


$\rho _m$


$\rho _M$


$\tau $


$e_{t_k}$


$\tilde {e}_{t_k}$


$t_k$


$t_{k-1}$


$\kappa $


$q$


$\mathcal {F}_\kappa {\triangleq }\{\varphi \in \mathbb {R}^{n_x}:\|{\varphi }\|_2\leq \kappa ,{i}=1,2,3,\ldots ,{n_x}\}$


${q}^{n_x}$


$\mathcal {L}^1_{\epsilon _{1}}(c)\times \mathcal {L}^2_{\epsilon _{2}}(c)\times \cdots \times \mathcal {L}^{n_x}_{\epsilon _{n_x}}(c)$


$\epsilon {_1}, \epsilon {_2}, \ldots , \epsilon {_{n_x}}\in \{1,2,\ldots ,q \}$


\begin {equation}\left \{\begin {aligned}\label {e10} \mathcal {L}^{n_1}_{\epsilon _{n_1}}(c)&\triangleq \{\varphi _i\lvert -c\leq \varphi _i\textless -c+2c/q \} \\ \mathcal {L}^{n_2}_{\epsilon _{n_2}}(c)&\triangleq \{\varphi _i\lvert -c+2c/q\leq \varphi {_i}\textless -c+4c/q \}\\ \vdots \\ \mathcal {L}^{n_x}_{\epsilon _{n_x}}(c)&\triangleq \{\varphi _i\lvert c-2c/q\leq \varphi _i\textless c \}\\ \end {aligned} \right .\end {equation}


$\varphi _i$


$i$


$\varphi $


$\mathcal {F}_c{\triangleq }\{\varphi \in \mathbb {R}^{n_x}:\|{\varphi }\|_2\leq c,{i}=1,2,3,\ldots ,{n_x}\}$


${q}^{n_x}$


$\mathcal {L}^1_{\epsilon _{1}}(c)\times \mathcal {L}^2_{\epsilon _{2}}(c)\times \cdots \times \mathcal {L}^{n_x}_{\epsilon _{n_x}}(c)$


$\epsilon {_1}, \epsilon {_2}, \ldots , \epsilon {_{n_x}}\in \{1,2,\ldots ,q \}$


\begin {equation}\label {e11} \hbar _c(\epsilon {_1},\epsilon _2,\ldots ,\epsilon _{n_x})\triangleq \begin {bmatrix} -c+\frac {(2\epsilon _1-1)c}{q}\\ -c+\frac {(2\epsilon _2-1)c}{q}\\ \vdots \\ -c+\frac {(2\epsilon _{n_x}-1)c}{q} \end {bmatrix}.\end {equation}


$\varphi \in \mathcal {F}_\kappa ,$


$\epsilon _1,\epsilon _2,\ldots ,\epsilon _{n_x} \in \{1,2,\ldots ,q\}$


${\varphi }\in \mathcal {L}^1_{\epsilon _{1}}(c)\times \mathcal {L}^2_{\epsilon _{2}}(c)\times \cdots \times \mathcal {L}^{n_x}_{\epsilon _{n_x}}(c)$


\begin {equation}\label {e12} \|\varphi -\hbar _c(\epsilon _1,\epsilon _2,\ldots ,\epsilon _{n_x})\|_2\leq \frac {\sqrt {n_x}c}{q}.\end {equation}


$t_n$


$d_{t_n}$


$d_{t_n}=y_{t_n}-\breve {y}_{t_n}$


$y_{t_n}$


$\breve {y}_{t_n}$


$\varphi \triangleq y_{t_n} \in \mathcal {L}^1_{\epsilon _{1}}(c)\times \mathcal {L}^2_{\epsilon _{2}}(c)\times \cdots \times \mathcal {L}^{n_x}_{\epsilon _{n_x}}(c) \subset \mathcal {F}_c(t_n)$


\begin {equation}\label {e13} \begin {aligned} \theta _{t_n}&=\alpha _k[\epsilon _1,\epsilon _2,\ldots ,\epsilon _{n_x}]\\ &=[\bar {\epsilon }_1,\bar {\epsilon }_2,\ldots ,\bar {\epsilon }_{n_x}] \end {aligned}\end {equation}


\begin {equation}\label {e14} \bar {\hbar }\triangleq \begin {bmatrix} -c+\frac {(2\bar \epsilon _1-1)c}{q}\\ -c+\frac {(2\bar \epsilon _2-1)c}{q}\\ \vdots \\ -c+\frac {(2\bar \epsilon _{n_x}-1)c}{q} \end {bmatrix}\end {equation}


$\alpha _k$


\begin {equation}\begin {aligned}\label {e15} E\{\alpha _k=1\}=\bar \alpha , E\{\alpha _k=0\}&=1-\bar \alpha \\ \end {aligned}\end {equation}


$\bar \alpha \in [0,1]$


$\breve {y}_{tn}$


\begin {equation}\label {e16} \begin {aligned} \tilde {x}_{k+1}&=(A_q+B_qK_q)\tilde {x}_k-B_q\tilde {e}_{t_k}+D_qf(\tilde {x}_k)\\ &\;\;\;+L_q(\alpha _k\breve {y}_{t_n}-\tilde {y}_k)\\ &=(A_q+B_qK_q)\tilde {x}_k-B_q\tilde {e}_{t_k}+D_qf(\tilde {x}_k)\\ &\;\;\;+L_q(\alpha _kC_i\tilde {x}_k+\alpha _kC_ie_k-\alpha _ke_{t_k}-\alpha _kd_{t_n}\\ &\;\;\;-C_q\tilde {x}_k)\\ &=(A_q+B_qK_q+\alpha _kL_qC_i-L_qC_q)\tilde {x}_k-B_q\tilde {e}_{t_k}\\ &\;\;\;+D_qf(\tilde {x}_k)+\alpha _kL_qC_ie_k-\alpha _kL_qe_{t_k}\\ &\;\;\;-\alpha _kL_qd_{t_n}\\ &=(A_q+B_qK_q+\bar {\alpha }_kL_qC_i-L_qC_q)\tilde {x}_k-B_q\tilde {e}_{t_k}\\ &\;\;\;+D_qf(\tilde {x}_k)+\bar {\alpha }L_qC_ie_k-\bar {\alpha }_kL_qe_{t_k}-\bar {\alpha }_kL_qd_{t_n}\\ &\;\;\;+(\alpha _k-\bar {\alpha }_k)(L_qC_i\tilde {x}_k+L_qC_ie_k-L_qe_{t_k}\\ &\;\;\;-L_qd_{t_n})\\ \end {aligned}\end {equation}


\begin {equation}\label {e17} \begin {aligned} e_{k+1}&=(A_{i}-A_{q}+B_{i}K_{q}-B_{q}K_{q})\tilde {x}_k+A_{i}e_k\\ &\;\;\;-(B_i+B_q)\tilde {e}_{t_k}+D_{i}f(x_k)-D_{q}f(\tilde {x}_k)\\ &\;\;\;-L_{q}(\alpha _kC_i\tilde {x}_k+\alpha _kC_ie_k-\alpha _ke_{t_k}-\alpha _kd_{t_n}\\ &\;\;\;-C_q\tilde {x}_k)\\ &=(A_i-A_q+B_iK_q-B_qK_q+L_qC_q)\tilde {x}_k+\\ &\;\;\; A_ie_k-(B_i+B_q)\tilde {e}_{t_k}+D_if(x_k)-D_qf(\tilde {x}_k)\\ &\;\;\;-\alpha _kL_q(C_i\tilde {x}_k+C_ie_k-e_{t_k}-d_{t_n})\\ \end {aligned}\end {equation}


\begin {equation*}\begin {aligned} &=(A_i-A_q+B_iK_q-B_qK_q+L_qC_q\\ &\;\;\;-\bar {\alpha }_kL_qC_i)\tilde {x}_k+A_ie_k-(B_i+B_q)\tilde {e}_{t_k}\\ &\;\;\;-\bar {\alpha }_kL_qC_ie_k+D_if(x_k)-D_qf(\tilde {x}_k)\\ &\;\;\;+\bar {\alpha }_kL_qe_{t_k}+\bar {\alpha }_kL_qd_{t_n}-(\alpha _k-\bar {\alpha }_k)L_q(C_i\tilde {x}_k\\ &\;\;\;+C_ie_k-e_{t_ k}-d_{t_n}) \end {aligned}\end {equation*}


\begin {equation}\label {e18} v_{k+1}=p(v_k,\bar {\omega }{_k})\end {equation}


$v_k$


$\bar {\omega }_k$


$\mathcal {KL}$


$\mathcal {\textit {h}}(\cdot , \cdot )$


$\mathcal {K}$


$\textit {l}(\cdot )$


\begin {equation}\label {e19} \textit {h}(\|v_o\|_2, k)+\textit {l}(\|\bar {\omega }_k\|_{\infty })\geq \|v_k\|_2\end {equation}


$\|\bar {\omega }_k\|_{\infty }\triangleq \sup _k\{ \|\bar {\omega }_k\|\}$


$\in \mathbb {R}^{n_1\times n_2}$


$(B)=n_1$


$B=O[S\:0]D^T$


$O^TO=I$


$DD^T=I$


$Y>0$


$Y_{11}\in \mathbb {R}^{n_1\times n_1}$


$Y_{22}\in \mathbb {R}^{(n_2-n_1)\times (n_2-n_1)}$


$\bar {Y}$


$BY=\bar {Y}B$


\begin {equation}\label {e20} Y=D \begin {bmatrix} Y_{11}&*\\ 0&Y_{22} \end {bmatrix} D^T.\end {equation}


$V(\rho _t,t)$


$\mathcal {I}$


$\vartheta (\cdot )$


$\mathcal {I}_\infty $


$\chi _1(\cdot )$


$\chi _2(\cdot )$


$\chi _3(\cdot )$


\begin {equation}\label {e21} \chi _1(\|\rho _t\|_2)\leq V(t,\|\rho _t\|_2)\leq \chi _2(\|\rho _t\|_2)\end {equation}


\begin {equation}\label {e23} V(\rho _{t+1},t+1)-V(t,\rho _t)\leq -\chi _3(\|\rho _t\|_2)+\vartheta (\|\nu _t\|_2)\end {equation}


$\rho _t \in \mathbb {R}^n$


$\nu _t\in \mathbb {R}^p$


$\textit {h}(\cdot \;,\;\cdot )$


$\textit {l}(\cdot )$


\begin {equation}\label {e24} \textit {h}(\cdot \;,\;t)=\chi _1^{-1}(\phi ^{k}\chi _2(\cdot )),\;\;0<\phi <1\end {equation}


\begin {equation}\label {e25} \textit {l}(\cdot )=\chi _1^{-1}(\chi _2(\chi ^{-1}_3(\vartheta (\cdot ))),\;\;0<\phi <1\end {equation}


$\chi ^{-1}_1(\cdot )$


$\chi _1(\cdot )$


$\chi ^{-1}_3(\cdot )$


$\rho _M\in [0,1)$


$\bar {\alpha }\in (0,1)$


$L^1$


$L^2$


$\mu _1\textgreater \ 0$


$\mu _2\textgreater \ 0$


$K_i$


$L_i$


$M_{iq}$


$N_{iq}$


$P_i$


$Q_i$


\begin {equation}\label {e26} \begin {aligned} \sum _{q=1}^S \theta _{iq}\begin {bmatrix} M_{iq} &* \\ 0 &N_{iq}\\ \end {bmatrix}\textless \begin {bmatrix} P_i &*\\ 0 &Q_i\\ \end {bmatrix}\\ \end {aligned}\end {equation}


\begin {equation}\begin {aligned} {\Xi }&\triangleq \begin {bmatrix}\label {e27} &{\Xi }_{11} &* &* \\ &\Xi _{21} &\Xi _{22} &*\\ &\Xi _{31} &\Xi _{32} &\Xi _{33} \end {bmatrix}\textless \ 0 \end {aligned}\end {equation}


\begin {equation*}\begin {aligned} \Xi _{11}&=\begin {bmatrix} \hat {M}_{iq} &* &* &* \\ {\rho _MC^T_i{\Omega }C_i} &\hat {N}_{iq} &* &* \\ 0 &0 &-I &* \\ 0 &0 &0 &-I \\ \end {bmatrix},\\ {\Xi }_{21}&=\begin {bmatrix} 0 &0 &0 &0 \\ -\rho _M\Omega {C_i} &-\rho _M\Omega {C_i} &0 &0 \\ -\rho _M\tilde {\Omega }K_q &0 &0 &0 \\ \rho _MK_q &0 &0 &0 \\ \end {bmatrix},\\ {\Xi }_{22}&=\begin {bmatrix} -O &0 &0 &0 \\ 0 &(\rho _M-1)\Omega &0 &0 \\ 0 &0 &(\rho _M-1)\tilde {\Omega } &0 \\ 0 &0 &0 &\tilde {\Omega } ^{-1} \\ \end {bmatrix},\\ {\Xi }_{31}&=\begin {bmatrix} \bar {A}_{iq} &A_i-L^1L_qC_i &D_q &0 \\ L^2L_qC_i &L^2L_qC_i &0 &0 \\ \hat {A}_{iq} &A_i-L^1L_qC_i &D_i-D_q &D_i \\ -L^2L_qC_i &-L^2L_qC_i &0 &0 \\ \end {bmatrix},\\ \end {aligned}\end {equation*}


\begin {equation*}\begin {aligned} {\Xi }_{32}&=\begin {bmatrix} -L^1L_q &-L^1L_q &B_q &0 \\ -L^2L_q &-L^2L_q &0 &0 \\ L^1L_q &L^1L_q &-B_i+B_q &0 \\ L^2L_q &L^2L_q &0 &0 \\ \end {bmatrix},\\ {\Xi }_{33}&=\begin {bmatrix} -\breve {P}^{-1}_i &* &* &* \\ 0 &-\breve {P}^{-1}_i &* &* \\ 0 &0 &-\breve {Q}^{-1}_i &* \\ 0 &0 &0 &-\breve {Q}^{-1}_i\\ \end {bmatrix},\\ \hat {M}_{iq}&=\rho _kC_i^T\Omega {C_i}-M_{iq}+U_1^TU_1 \\ \hat {N}_{iq}&=\rho _kC_i^T\Omega {C_i}-N_{iq}+U_2^TU_2 \\ \bar {A}_{iq}&=A_q+B_qK_q+\bar {\alpha }L_qC_i-L_qC_q\\ \hat {A}_{iq}&=A_i+B_iK_q-A_q-B_qK_q-\bar {\alpha }L_qC_i+L_qC_q\\ L^1&\triangleq \bar {\alpha }, \;\;\;\; L^2\triangleq \sqrt {E\{(\alpha _k-\bar {\alpha })^2\}}\\ \end {aligned}\end {equation*}


\begin {equation}\label {e28} V(k)=\tilde {x}^T_kP_i\tilde {x}_k+e^T_kQ_ie_k\end {equation}


$V_1(k)=\tilde {x}^T_kP_i\tilde {x}_k,\;V_2(k)=e^T_kQ_ie_k$


\begin {equation}\label {e29} \breve {P}_i=\sum _{j=1}^L \pi _{ij}P_{j},\;\;\;\breve {Q}_i=\sum _{j=1}^L \pi _{ij}Q_{j},\end {equation}


\begin {equation}\label {e30} \begin {aligned} & E \{{\Delta }V_1(k)\} \\ & =\sum _{q=1}^S \theta _{iq}\tilde {x}^T_{k+1}\breve {P}_i\tilde {x}_{k+1}-\tilde {x}^T_kP_i\tilde {x}_k\\ & =\xi ^T(k)(\sum _{q=1}^S \theta _{iq}\mathcal {X}_{iq}^T\breve {P}_{i}\mathcal {X}_{iq}) \xi (k)-\tilde {x}^T_kP_i\tilde {x}_k\\ & \;\;\;\;+\sum _{q=1}^S \theta _{iq}\sqrt {E\{(\alpha _k - \bar {\alpha })^2\}}(L_qC_i\tilde {x}_k+L_qC_ie_k \\ & \;\;\;\;{-L_qe_{t_k}-L_qd_{t_n})}^T\breve {P}_i(L_q C_i\tilde {x}_k+L_qC_ie_k-L_qe_{t_k}\\ & \;\;\;\;-L_qd_{t_n}), \end {aligned}\end {equation}


$\mathcal {X}_{iq}=[\hat {A}_{iq}\;\;\bar {\alpha }_kL_qC_i\;\;D_q\;\;0\;\;-\bar {\alpha }_kL_q\;\;-\bar {\alpha }_kL_q \;\;-B_q]$


$\xi (k)=[\tilde {x}^T_k\;\;e^T_k\;\;f^T(\tilde {x}_k)\;\;f^T(e_k)\;\;d^T_{t_n}\;\;e^T_{tk}\;\;\tilde {e}^T_{tk}]$


\begin {equation}\label {e31} \begin {aligned} &E\{{\Delta }V_2(k)\}\\ &=\sum _{q=1}^S \theta _{iq}\tilde {e}^T_{k+1}\breve {Q}_i\tilde {e}_{k+1}-e^T_kQ_ie_k\\ &=\xi ^T(k)(\sum _{q=1}^S \theta _{iq}\mathcal {V}_{iq}^T\breve {P}_{i}\mathcal {V}_{iq})\xi (k)-e^T_kP_ie_k\\ &\;\;\;+\sum _{q=1}^S \theta _{iq}\sqrt {E\{(\alpha _k-\bar {\alpha })^2\}}(L_qC_i\tilde {x}_k+L_qC_ie_k\\ &\;\;\;{-L_qe_{tk}-L_qd_{t_n})}^T\breve {Q}_i(L_qC_i\tilde {x}_k+L_qC_ie_k-L_qe_{tk}\\ &\;\;\;-L_qd_{t_n}), \end {aligned}\end {equation}


$\mathcal {V}_{iq}={[{\hat {C}_{iq}}{A_i}-{\bar {\alpha }_k}{L_q}{C_i}{D_i}-{D_q}{D_i}{\bar {\alpha }_k}{L_q}{\bar {\alpha }_k}{L_q}{-B_q}-{B_i}]}$


\begin {equation}\label {e32} \sum _{q=1}^S \theta _{iq}(diag\{M_{iq},\;N_{iq}\})\leq \text {diag}\{P_i,Q_i\}\end {equation}


\begin {equation}\label {e33} \begin {aligned} &E\{\Delta V(k)\}\\ &=\xi ^T(k)(\sum _{q=1}^S \theta _{iq}\mathcal {G}_{iq}\text {diag}\{\breve {P}_i,\breve {Q}_i\}\mathcal {G}_{iq})\xi (k)\\ &\;\;-\eta ^T(k)(\text {diag}\{P_i,Q_i\})\eta (k) \\ &\leq \xi ^T(k)(\sum _{q=1}^S \theta _{iq}\mathcal {G}_{iq}\text {diag}\{\breve {P}_i,\breve {Q}_i\}\mathcal {G}_{iq})\xi (k)\\ &\;\;-\eta ^T(k)(\text {diag}\{M_{iq},N_{iq}\})\eta (k)+\rho ^1_ku^T_{t_n}\tilde {\Omega }u_{t_n}\\ &\;\;-\tilde {e}^T_{tk}\tilde {\Omega }\tilde {e}_{tk}+\rho ^2_ky^T_{t_n}\Omega y_{t_n}-e^T_{tk}\Omega e_{tk}+d^T_{t_n}Od_{t_n}\\ &\;\;-d^T_{t_n}Od_{t_n}+\mu _1\tilde {x}^T_kU^T_1U_1\tilde {x}_k-\mu _1f^T(\tilde {x}_k)f(\tilde {x}_k)\\ &\;\;+\mu _2e^T_kU^T_2U_2e_k-\mu _2f^T(e_k)f(e_k)\\ &=\xi ^T(k)\Xi \xi (k)+d^T_{t_n}Od_{t_n} \end {aligned}\end {equation}


$\Xi <0$


$\zeta ^T_k=\begin {bmatrix} \tilde {x}^T_k\;\;e^T_k \end {bmatrix}$


$P=\begin {bmatrix} P_i\;\;0\;\\\;0\;\;Q_i \end {bmatrix}$


$\|\zeta _0\|_2\leq \sqrt {2}\epsilon _0$


$\Delta V_k \leq -\lambda _{min}(-\Xi )\|\zeta _k\|^2_2+\lambda _{max}\|d_{t_n}\|^2_2$


\begin {equation*}\begin {aligned} \vartheta (\|d_{t_n}\|_2)&=\lambda _{max}(O)\|d_{t_n}\|^2_2,\\ \chi _1(\|\zeta _k\|_2)&=\lambda _{min}(P)\|\zeta _k\|^2_2,\\ \chi _2(\|\zeta _k\|_2)&=\lambda _{max}(P)\|\zeta _k\|^2_2,\\ \chi _3(\|\zeta _k\|_2)&=\lambda _{min}(-\Xi )\|\zeta _k\|^2_2,\\ \end {aligned}\end {equation*}


\begin {equation}\begin {aligned} \textit {h}(\|\zeta _0\|_2,k)&=\sqrt {\frac {\phi ^k\lambda _{max}(P)\|\sqrt {2}\epsilon _0\|^2_2}{\lambda _{min}(P)}},\\ \textit {l}(\|d_{t_n}\|_2)&=\sqrt {\frac {\lambda _{max}(P)\lambda _{max}(O)\|d_{t_n}\|^2_2}{\gamma \lambda _{min}(P)\lambda _{min}(-\xi )}} \end {aligned} \label {Xeqn33}\end {equation}


$0<\gamma <1$


\begin {equation}\|\zeta _k\|_2\leq \textit {h}(\|\zeta _0\|_2,k)+\textit {l}(\|d_{t_n}\|_2) \label {Xeqn34}\end {equation}


$C_i$


$C_i=C$


\begin {equation}C=V_1[V_2 \;\;\;\;0]V_3^T \label {Xeqn35}\end {equation}


\begin {equation}V_1V^T_1=I,\;\;V_3V_3^T=I, \label {Xeqn36}\end {equation}


$\rho _M$


$\bar {\alpha }$


$L^1$


$L^2$


$\mu _1\textgreater \ 0$


$\mu _2\textgreater \ 0$


$\bar {P}_i$


$\bar {Q}_i$


$\breve {M}_{i,q}$


$\breve {N}_{i,q}$


$Z_1$


$Z_2$


$Z_3$


$\bar {K}_q$


$\bar {L}_q$


\begin {equation}\label {e37} \begin {aligned} \sum _{q=1}^S \theta _{iq}\begin {bmatrix} \breve {M}_{iq} &* \\ 0 &\breve {N}_{iq}\\ \end {bmatrix}\textless \begin {bmatrix} \bar {P}_i &*\\ 0 &\bar {Q}_i\\ \end {bmatrix} \end {aligned}\end {equation}


\begin {equation}\bar {\Xi }\triangleq \begin {bmatrix}\label {e38} &\bar {\Xi }_{11} &* &*\\ &\bar {\Xi }_{21} &\bar {\Xi }_{22} &*\\ &\bar {\Xi }_{31} &\bar {\Xi }_{32} &\bar {\Xi }_{33} \end {bmatrix}\textless \ 0\end {equation}


\begin {equation*}\begin {aligned} \bar {\Xi }_{11}&=\begin {bmatrix} \breve {M}_{iq} &* &* &* \\ \rho _MC^T{\Omega }CZ &\breve {N}_{iq} &* &* \\ 0 &0 &-I &* \\ 0 &0 &0 &-I \\ \end {bmatrix}, \bar {\Xi }_{21} =\begin {bmatrix} 0 &0 &0 &0 \\ -\rho _M\Omega {CZ} &-\rho _M\Omega {CZ} &0 &0 \\ -\rho _M\tilde {\Omega }\bar {K}_q &0 &0 &0 \\ \rho _M\bar {K}_q &0 &0 &0 \\ \end {bmatrix},\\ \bar {\Xi }_{22}&=\begin {bmatrix} -O &0 &0 &0 \\ 0 &(\rho _M-1)\Omega &0 &0 \\ 0 &0 &(\rho _M-1)\tilde {\Omega } &0 \\ 0 &0 &0 &\tilde {\Omega } ^{-1} \\ \end {bmatrix},\\ \bar {\Xi }_{31}&=\begin {bmatrix} \breve {A}_{iq} &A_iZ-L^1\bar {L}_qEV_3^T &D_q &0 \\ L^2\breve {L}_qEV^T_3 &L^2\bar {L}_qEV_3^T &0 &0 \\ \tilde {A}_{iq} &A_iZ-L^1\bar {L}_qEV_3^T &D_i-D_q &D_i \\ -L^2L_qCZ &-L^2\bar {L}_qEV_3^T &0 &0 \\ \end {bmatrix},\\ \bar {\Xi }_{32}&=\begin {bmatrix} -L^1L_q &-L^1L_q &B_q &0 \\ -L^2L_q &-L^2L_q &0 &0 \\ L^1L_q &L^1L_q &-B_i+B_q &0 \\ L^2L_q &L^2L_q &0 &0 \\ \end {bmatrix},\\ \bar {\Xi }_{33}&=\begin {bmatrix} \Psi _{1} &* &* &* \\ 0 &\Psi _{1} &* &* \\ 0 &0 &\Psi _{2} &* \\ 0 &0 &0 &\Psi _{2}\\ \end {bmatrix},\\ \end {aligned}\end {equation*}


\begin {equation*}\begin {aligned} \breve {M}_{iq}&=Z^T\rho _kC^T\Omega {CZ}-Z^TM_{iq}Z+Z^TU_1^TU_1Z,\\ \breve {N}_{iq}&=Z^T\rho _kC^T\Omega {CZ}-Z^TN_{iq}Z+Z^TU_2^TU_2Z,\\ \breve {A}_{iq}&=A_qZ+B_q\bar {K}_q+L^1\bar {L}_qEV_3^T-\bar {L}_qEV_3^T\\ \tilde {A}_{iq}&=A_iZ+B_i\bar {K}_q-A_qZ-B_q\bar {K}_q-L^1\bar {L}_qEV_3^T+\bar {L}_qEV_3^T\\ E&=[I\;\;0],\;\;\;Z=V_3\begin {aligned} \begin {bmatrix} &V_2^{-1}V_1^TZ_1 &0 \\ &Z_2 &Z_3 \\ \end {bmatrix}V_3^T\\ \end {aligned}\\ \Psi _{1}&=\sum _{j=1}^L\pi _{ij}\bar {P}_j-Z-Z^T,\; \Psi _{2}=\sum _{j=1}^L\pi _{ij}\bar {Q}_j-Z-Z^T. \end {aligned}\end {equation*}


\begin {equation}\begin {aligned} K_q=\bar {K}_qZ^{-1},\;\;L_q=\bar {L}_qZ^{-1}. \end {aligned} \label {Xeqn39}\end {equation}


$\bar {P}_i$


$\bar {Q}_i$


$\breve {M}_{i,q}$


$\breve {N}_{i,q}$


\begin {equation}\begin {aligned} \bar {P}_i&=Z^TP_iZ,\;\;\bar {Q}_i=Z^TQ_iZ\\ \breve {M}&=Z^TM_{i,q}Z,\;\;\breve {N}=Z^TN_{i,q}Z. \end {aligned} \label {Xeqn40}\end {equation}


$\{(Z^T)^{-1},\;(Z^T)^{-1}\}$


$\breve {P}_i=\sum _{j=1}^L\pi _{ij}P_j$


$\breve {Q}_i=\sum _{j=1}^L\pi _{ij}Q_j$


\begin {equation}\begin {aligned} Z^T(\sum _{j=1}^L\pi _{ij}Q_j)Z-Z-Z^T>-(\sum _{j=1}^L\pi _{ij}Q_j)^{-1},\\ Z^T(\sum _{j=1}^L\pi _{ij}P_j)Z-Z-Z^T>-(\sum _{j=1}^L\pi _{ij}P_j)^{-1}, \end {aligned} \label {Xeqn41}\end {equation}


\begin {equation}\label {e42} \begin {aligned} (\sum _{j=1}^L\pi _{ij}\bar {Q}_j)-Z-Z^T>-(\breve {P}_i)^{-1},\\ (\sum _{j=1}^L\pi _{ij}\bar {P}_j)-Z-Z^T>-(\breve {Q}_i)^{-1}. \end {aligned}\end {equation}


\begin {equation}\tilde {\Xi }\triangleq \begin {bmatrix}\label {e43} &\bar {\Xi }_{11} &* &*\\ &\bar {\Xi }_{21} &\bar {\Xi }_{22} &*\\ &\bar {\Xi }_{31} &\bar {\Xi }_{32} &{\Xi }_{33} \end {bmatrix}\textless \ 0\end {equation}


\begin {equation*}\begin {aligned} A_1&=\begin {bmatrix} 0.6 &0.38\\ 0.32 &0.50 \end {bmatrix}, B_1=\begin {bmatrix} -0.45\\ -0.35 \end {bmatrix}, D_1=\begin {bmatrix} 0.24 &-0.6\\ 0.2 &0.4 \end {bmatrix},\\ A_2&=\begin {bmatrix} 0.30 &0.50\\ 0.60 &0.30 \end {bmatrix}, B_2=\begin {bmatrix} -0.25\\ -0.45 \end {bmatrix}, D_2=\begin {bmatrix} 0.40 &-0.55\\ 0.30 &0.60 \end {bmatrix},\\ C&=C_1=C_2=\begin {bmatrix} 0.8 &0.8 \end {bmatrix}, \;U_1=U_2=\begin {bmatrix} 0.1 &0\\ 0 &0.1 \end {bmatrix}.\\ \end {aligned}\end {equation*}


\begin {equation*}\label {e60} \begin {aligned} f(x_k)=\begin {bmatrix} 0.1x_{1,k}-tanh(0.05x_{1,k})\\ 0.2x_{2,k} \end {bmatrix}.\\ \end {aligned}\end {equation*}


$y_k$


$u_k$


\begin {equation*}\label {e60} \begin {aligned} \pi _{ij}=\begin {bmatrix} 0.8 &0.2\\ 0.9 &0.1 \end {bmatrix}, \theta _{ij}=\begin {bmatrix} 0.7 &0.3\\ 0.6 &0.4 \end {bmatrix}.\\ \end {aligned}\end {equation*}


$c=0.1$


$q=1000$


$\bar {\alpha }=0.8$


$\rho _M=0.15$


$\rho _m=0.1$


$\tau _1=\tau _2=15$


$\Omega =1$


$L^1$


$L^2$


$0.8$


$0.4$


\begin {equation*}K_1=\begin {bmatrix} 0.1164 \;\; -0.1802 \end {bmatrix} , L_1=\begin {bmatrix} 0.3381 \\ 0.7992 \end {bmatrix}\end {equation*}


\begin {equation*}K_2=\begin {bmatrix} 0.4482 \;\; 0.5223 \end {bmatrix}, L_2=\begin {bmatrix} 0.5484 \\ -0.1480 \end {bmatrix}.\end {equation*}


$x$


$\hat {x}$


$e_{1,k}$


$e_{2,k}$


$u_k$


$q=50$


$q=200$
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operate synchronously with observers for MJSs. In practical scenarios, controllers often cannot fully obtain the mode information
of the systems they control. Therefore, considering asynchronous control for MJSs is crucial. Zhang et al. [16] studied the security
and asynchronous control problem of MJS in the context of non-periodic discrete DoSAs. Kuppusamy et al. [17] investigated the
stabilization problem of discrete-time power systems affected by random jumps through asynchronous control. However, research
on asynchronous control of MJSs remains limited. Therefore, designing asynchronous observers for MJSs continues to hold prac-
tical significance. In today’s era of rapid development and widespread application of network technology, traditional systems are
increasingly transitioning to networked control systems (NCSs). Wireless communication has gained popularity due to its flexibility,
scalability, and low cost. However, the inherent vulnerabilities of open networks have made network security a pressing concern
[18-20]. Among various security issues, scholars have made significant progress in studying the impact of DoSAs and developing
strategies to mitigate the threats they pose [21-26]. Liu et al. [27] investigated the design problem of secure adaptive event-triggered
filters under input constraints and mixed network attacks. A novel mixed network attack model was established, which considers
various types of network attacks, including DoSAs, false data injection attacks (FDIAs) and replay attacks (RAs), for filter design.
Zhao et al. [28] considered more realistic non-periodic DoSAs in the model and designed the attack frequency and duration based
on real data. However, to our knowledge, there is limited research on the asynchronous stability control of MJSs under non-periodic
DoSAs, which serves as one of the motivations for this paper. On the other hand, many practical applications face constrained network
bandwidth, which has led to increased focus on efficient data transmission under such conditions. Event-triggered schemes (ETSs)
are widely used to address issues related to network communication load and resource conservation. As a result, they have been
extensively studied by numerous scholars [29-34]. Chen et al. [35] designed a novel dual-channel triggering control framework that
enables semi-independent triggering for both input and output channels. Liu et al. [36] introduced a dynamic threshold scheme in
the adaptive event-triggered scheme (ADETS) model to reduce network congestion. This approach considers bursty data to avoid
unnecessary wastage of channel resources. Furthermore, the openness of network communications has introduced not only security
and data transmission issues but also made privacy protection a focal point. In response, a unified quantization method for data
encoding and decoding, known as the encoding-decoding communication mechanism (EDCM), has gained considerable attention
[37-41]. EDCM enhances the utilization of network resources through efficient data processing and further reduces communication
burdens, significantly improving data privacy and security. Gao et al. [42] proposed a novel EDCM for each sensor, consisting of
two pairs of innovative encoders/decoders and estimation encoders/decoders. This scheme is designed to compress data to fit within
bandwidth-constrained networks. However, EDCM is also susceptible to malicious attacks from the network, leading to performance
degradation. Therefore, it is of paramount importance to consider the potential malicious attacks within the network while achieving
efficient data transmission and privacy protection. This paper explores the input-state stability problem of MJS considering privacy
protection and network attacks in asynchronous control. To ensure optimal performance of the MJS, a state feedback controller based
on observers is designed. In order to tackle network communication issues, two independent ADETSs are implemented in the channels
from the sensor to the observer (S/0) and from the controller to the actuator (C/A), respectively. The main contributions of this paper
are as follows:

1. The system model discussed in this paper is comprehensive and addresses potential issues that may arise in practical applications.
It considers behavior mismatches between the controlled object and the controller modes due to the effects of Denial of Service
Attacks (DoSAs), as well as challenges such as limited bandwidth in specialized scenarios like underwater communication [43].
In contrast to the ideal environment examined in [39], this paper implements two independent Asynchronous Dynamic Event
Triggering Systems (ADETS) in the Sensor/Observer (S/O) and Controller/Actuator (C/A) channels, respectively. Compared to
traditional Event Triggering Systems (ETSs), the ADETSs utilized here demonstrate significantly higher efficiency in signal filtering.

2. A feedback controller based on an asynchronous observer has been designed to ensure that the MJS can achieve the desired
performance. Additionally, the proposed controller and observer allow for independent switching modes, enabling the observer and
controller to operate without the necessity of synchronizing with the controlled system, thus relaxing the operational requirements.
Furthermore, a linearization method based on inequalities has been employed to determine the controller gains associated with
the observer.

3. A reasonable EDCM has been adopted to achieve privacy protection, effectively preventing the theft and eavesdropping of user
data. By leveraging the characteristics of EDCM alongside ADETS, the system can achieve improved data filtering, further allevi-
ating network communication pressure. This approach ensures that the system maintains desired performance levels even under
limited network bandwidth conditions.

The remaining arrangements of this article can be presented as follows. Section 2 outlines the depiction of MJS proposed in this
article and provides a preliminary explanations. Section 3 elaborates on the results of the paper. Section 4 demonstrated a simulation
example. Finally, Section 5 gives a conclusion.

2. Problem formulation

Fig. 1 illustrates the MJS under DoSAs, where measurement signals from the sensor to the observer are transmitted over the
network using a designed EDCM. During this process, it is possible that the measurement signals may be subject to network attacks
before reaching the observer.
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Fig. 1. The diagram of MJS under ADETSs, EDCM and DoSAs.

2.1. System model

In this paper, we focus on the category of discrete-time MJSs characterized by the following structure, inspired by [44]:

{xk+1 = A, X+ B u + D, f(xp) W

Vi =G X

where x; € R™, y, € R", u; € R™ represent the system state, the measurement signal and the control signal, respectively. The system

state x; possesses an initial state x, = v such that ||vll, < ), where ¢, being a known constant. 4, , B, , D, and C, are constants
determined by the Markov jump process. f(-) is a known nonlinear function satisfies f(0) = 0 and
1f (zx + 81) = f(z)ll2 < 11GS I (2)

where G is a known real matrix of the correct dimensions and §, € R"x is a vector. The subscript r, represents a stochastic variable
that is influenced by a Markov process, with its values confined to the set £ = {1,2,3, ..., L}. The probabilities of transitions between
different states of r, are as follows:

Prirg, =jln =il =m; (3)

where probabilities n; € [0,1] and ZiL:] ;=1 fori,j e L.

2.2. Observer design

The primary focus of this paper is to design a controller based on a dynamic observer that operates asynchronously with the con-
trolled system. In practical scenarios, the observer/controller often cannot access the true system mode. Therefore, it is acceptable for
the proposed observer-based controller to have entirely different switching modes from the system. This means that the observer-based
control does not need to operate synchronously with the system, enhancing its practicality for real-world applications. Additionally, it
is important to clarify that the asynchronicity mentioned here refers to mode asynchronicity, not time asynchronicity. The particular
expressions of the observer and the controller are given as:

Xpp1 = Ag Xy + B ug + Dy f(R) + Ly (9

=5
Vi =Cp Xy 4
ue = Ky X

%) =0

where %, € R", j; € R"y are the observer state vector and the output variable of the observer estimation. The stochastic variable 7,
can be understood as a probabilistic mapping of r, from the domain £ to the set S, where S = {1,2,3, ..., 5}. The associated transition
probability matrix 6 = {6,,} is defined as:

Prizy=qlry =i} =0,,i€L,q€S, 5)

where 0 <6, <1, qu=1 0,, = 1foralli € £,q € S. It is important to observe that the spaces £ and S are independent. Specifically, S

may either be larger than, smaller than, or equal to L.
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2.3. Adaptive event-triggered scheme

For control systems where the controller and sensor are not co-located, this paper proposes two independent ADETSs aimed
at determining the appropriate timing for updating the sensor outputs and controller outputs. Two event generators are used to
determine necessary sampled data to be transmitted. By denoting #, as the last release instant of the first event generator, the next
release instant of the first event generator can be determined by the following event-triggered condition:

e = i (ky lefQey. > pyy) Q) (6)
1”7t

where Q is a positive matrix with appropriate dimensions; e, = y, — y, represents the error in the measured output at the current
sampling time, as well as at the preceding triggered time instant. p,]( € [p.. ] is the adaptive threshold coefficient following the
criterion p}( =py+ (o — pM)’%atan{rl e = v, 123, p(l) = p,,, for the given scalars 0 < p,, < p,,; 7, > 0 is used to adjust the sensitivity
of p}(. The next release instant of the second event generator is the same:

uo_ s 5T &5 2T &
o = kzgl:{kZleszerk > pkut"Qu,n} 7

where Q is a positive matrix with appropriate dimensions; &, = u; — u, represents the error in the control output at the current
sampling time and at the previous triggered time instant. pi and 7, are the same as p,]( and 7. Denoting e, £ x, — %, and f(e;) 2
f(x) — f(%), it can be inferred from (4) and (6) that:
X1 = Arkxk + Brkuln + Drkf(xk)
=(A, +B, K )% +A e, —B
+D,, f(x})
Xpp1 = A X + By, + D f(X)+ Ly, (0

i Gy

= V)
" ) i i (8)
= (A‘rk + B‘rk Krk)xk - B‘L'ketk + Drkf(xk)
+ er Uk = F)
€ppl = Xyl — gy
= (Ark - A‘zk + Brk K‘rk - B‘[k Krk )X + Ark ey
+ D, f(x;) =Dy f(X) = Ly, (v = J)-
To simplify the notation, we denote r, =i and 7, = ¢ respectively, then the closed-loop system can be expressed as
X1 = (A + BiK )X, + Ajey — B, + D;f(x;)
Xpp1 = (Aq + BqKq))”ck - Bqétk + qu()”ck)
+ L,y — 5
Wk = Fk (9)

eep1 = (A — A, + BiK, — B,K)%, + Ay
= (B, + Bé, + D, f(x) — D, f(%,)

- L, = 5.

Remark 1. For the design of the adaptive triggering threshold in (6), the trigonometric function atan(-) is employed. This function
possesses the property of strict monotonicity across all intervals and satisfies the condition 0 < atan(x) < % , x € [0, ). Leveraging
this characteristic, in conjunction with parameters p,,, p), and z, facilitates the adaptive adjustment of the threshold derived from
the error e, and ¢; .

Remark 2. According to the characteristics of the discrete nonlinear system as described by system Eq. (1), along with the definition
of event triggering instants provided by (6) and (7), it can be observed that the lower bound of the interval between the current
triggering moment ¢, and the previous triggering moment 7,_, is 1. This indicates that the system triggers a finite number of times
within any finite period, thereby avoiding the occurrence of Zeno behavior.

2.4. Uniform quantization technique and EDCM under DosAs

As a common signal processing technique, the uniform quantization technique is used to discretize continuous signals. Under
this technique, the input signal is divided into uniformly sized intervals, and each interval is mapped to a discrete value. Below is
a brief introduction to this technique: Given positive parameters « and integer g, the hyperrectangle F.2{p € R"x : ||¢|, < k,i =

4
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1,2,3,...,n,} can be divided into ¢" hyperrectangles Ell (c) x EZZ(C) X oo X £Z: (c), where €, ¢€,,...,¢, €{1,2,...,q} and

Lo () 2 {@l-c < ¢, < —c+2¢/q)

L2 (¢) 2 {@;|-c+2¢/q < @; < —c +4¢/q)
€ny i i 10)

Lo (@2 {gle—2c/q< g <c)

with @, being the ith element of the vector ¢, The center of the hyperrectangle F.2{p € R"x : |||, < ¢,i=1,2,3,...,n,} can be
divided into ¢"~ hyperrectangles Eél,l (c) X Egz(c) X oee X EZ; (c), where €, €5, ... €, € {1,2,...,q} is defined as

—c+ (261[1—1)5
Q2ey—1)c

T an

1>

he(er,€p,....6, )
2e, —1
oy Conhe
q
Then, for any ¢ € F,., there exist unique integers ¢, ¢, ... e, €{1,2,....q}, such that ¢ € £il(c) X £§2(c) X e X E:n‘ (¢), which indi-
cates

\/nyc
llo —h.(er. €. i€, 2 < P 12)
The above is an introduction to the uniform quantization technique. Next, we describe the encoder and decoder under DoSAs.
Let t, be the encoding instant, and d, be the decoding error, defined as d, =y, -, , where y, is the measurement signal filtered
after ADETS, and y, is the decoded state generated by the decoder. The specifics are described as follows: Encoder : For ¢ £ ¥, €

L] ()X L7 (€)X -+ X LY (¢) C F,(t,), it follows

b, = aler, 6,0 5¢, ] 13)

=[,6,....6, ]

and then, the following expression can be obtained :
—c+ (2, —1)c
Qe De

—C + P’ 14)

SHI
>

(2e'nx e
q

where «, is a Bernoulli variable satisfying the following probabilities:
E{ay=1}=a E{a, =0}=1-a (15)
where a € [0, 1].
According to the decoded state y,, and DoSAs (13) , the decoder-based Observer (9) can be rewritten as
Rpp1 = (A, + B,K )%, — B2, + Dy f (%)
+ L, (o 3y, — J1)
= (A, + B,K)% — B¢, +D,f(%)
+ L (0, CiXy + 0, Ciep — ae;, —aydy
= C, %)
= (A, + B,K, + 0, L,C; — L,C)% — B, a6
+ qu(fck) + aquC,-ek - aque,k
- lLd,
= (A, +B,K, + 3 L,C, — L,C)% — B2,
+D,f (%) +aL,Cie, — & Lye, — Gy L,d,
+ (o — G)(L,Ci%y + L,Cie, — Lye,,
~Lyd, )



J. Liu et al. Communications in Nonlinear Science and Numerical Simulation 152 (2026) 109458

The error dynamics can also be rewritten as
ees1 = (A, — A, + BK, — B,K )% + Asey
— (B, + B)é, + D, f(x;) = D, f(%;)
— L (,Ci%y + 0 Ciey —ape;, —apd;
= C%) 17)
= (A, — A, + BK, - B,K, + L,C)%+
Ajer — (B + B)e, + D, f(x;) — D, f (%)
- L(CixX +Ce —e, —d, )
=(A; - A, +BK, - B,K,+L,C,
- & L,C)% + Ajey — (B, + Bé,
— o L,Ciep + D, f(x;) — Dy f(Xy)
+ E(que,k + &qud,” — (o — @)L (Ci%y
+Ciep—e, —d,)

Remark 3. From the perspective of attackers, network attacks often have limited resources, thus their occurrences tend to be random
and constrained. Therefore, It is reasonable to utilize a Bernoulli distribution to represent the randomness of attacks in (13).

Definition 1. [45]Consider the following system:
Vi1 = P(Uy, @) (18)

where v, denotes the system state, @, represents the exogenous signal. The above system is ISS if there exist a XL function h(-, ) and
a K class function I(-), such that

h(llv,llz, &) + Wl @ ll o) = Nogll2 19
where [|d ||, £ sup; {lld I}

Lemma 1. [46].Given a matrix B € R"*™ with rank(B) = n,, it can be expressed as B = O[S 0] D", where OO = I and DD” = I, derived
from singular value decomposition. Let matrices Y > 0 with Y;; € R""*"1 and Y,, € R"2~"0Xn=1)_ There exists Y such that BY = Y B under
the following condition:

Y, *
Yy=D| ! DT, 2
[ 0 Yzz] 20

Lemma 2. [38]. Assume that there exist an ISS-Lyapunov function V (p,,1), a I class function 9(-) and three 1, class functions y,(-), x»(-)
and y(-), such that the following two inequalities:

21Ulpdl) V@ o) < xa(loelly) (21
and
V(pp- 1+ 1) =Vt p) < = x3(lloll2) + (v 1) (22)

hold for all p, € R" and v, € RP. Then, the nonlinear discretetime system is input-to-state stable. Furthermore, the functions h(- , -) and l(-) in
DefinitionI can be chosen as

h(-, D= 27" (" (). 0<p<1 (23)
and

1) =27 Gy ' GO, 0<p<1 (24)
where x 1(-) stands for the inverse function of the monotone function y,(-) and so does X 1.

Remark 4. So far, the security control problem of nonlinear network systems under EDCM has been addressed. The main results
include: (1) EDCM is used for data transmission in the sensor-to-observer channel, reducing the communication burden and en-
hancing resource utilization, while considering network attacks to improve data security; (2) Event-triggering mechanisms minimize
unnecessary data transmission, decreasing the workload of system components during non-triggering periods.

3. Main results

In this section, we present several sufficient conditions using the Lyapunov function. These conditions establish that the closed-loop
system described by Eq. (1) is Input-to-State Stable (ISS). The specifics are outlined as follows:

6



J. Liu et al.

Communications in Nonlinear Science and Numerical Simulation 152 (2026) 109458

Theorem 1. For given scalars p), € [0,1) and a € (0, 1), the closed-loop system under ADETS, DoSAs, EDCM can be guaranteed if there

exist scalars L', L?, u; > 0, u, > 0, gain matrices K;, L; and positive definite matrices M,

N

00|
10 N;

g=1

1 (1 [1

=22 )1 B ¥ |< 0
31 B3 i
where
[ Miq 3k * *
= — pMC,.TQC,- Niq * *
—n 0 0 -I x|
0 0 0 -I
) 0 0 0
= _|-emQC —pyQC 0 0
T —puQK, 0 0o of
K, 0 0 0
[0 0 0 0
10 (o —DQ 0 0
27 o 0 by —-DQ 0
0 0 0 Q!
[ 4, A-L'Lc D,
= _| LPL.C L’L,C; 0
STl A, A -L'L,C, D,-D,
|-L°L,C; —L’L,C 0
[-'r, -L'L B, 0
= _|-r*r, -r*L 0 0
-\, L'L, -B+B, 0f
’r, IL’L 0 0
_—i’i_l * * *
0 —151._1 * %
=31 0 _Q“;l « I
0 0 0 -07!

M,, = p,C]QC;— M, + U] U,

> 2

iq i i

q

q

T T
i =PCTQC, - N, +UJ U,
w=A,+BK,+aL,C,—L,C,
A,=A +BK,—A,— B,K

q

.~ LG+ L,C,

L'2a L?>2\/E{(aq - )?)

Proof. Construct the following Lyapunov function:

V(k) = %] P + el Oie,

Define V;(k) = X] P;%;, V5(k) = e] O;¢, and

N,

i P » Q; such that

iq

(25)

(26)

27)

(28)
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then calculate the difference of (26) along the trajectories of (16), (17) and take the corresponding expectation. It yields

E{AV;(k)}

s
_ T B Tps
= 2 01Xy Pi¥irr — X PiXy

S
=& (Y, 01X, B )E(k) = 5[ P.%, 29)

gq=1
S
+ 0\ Eloy — 02 }(L,C% + L, Crey
q=1
—Lye, — Lyd, ) P(L,Ci% + L,Ciey — Lye,,
- L,d, ),
where X, = [4,, &L,C; D, 0 —&L, —&L, —B,and (k) = el [T /T(ey) d,Tn el &l ]. Likewise, it can be confirmed
that
E{AV,(k)}

s
_ T 55 T
= Z 0,4€119QiCks1 — €, Qi
g=1

iq

N
+ ) 0\ E{(oy — 6()2}(LqC,-5ck + L,Ciey
=1

0=
—Lyey — Lyd, ) Oi(L,Ci%y + L,Cre — Lyey
—Lyd, ).

where V,, = [C‘iqA,- -a,L,C;D; - D,D;& L, L,~B, — B;]. Because of the condition (25), we can conclude that

S
=T k)( D, 0,V BV, )EKk) — e[ P,
; a q €k TiCk 30)

S
2. 0iy(diag(M,. Ny)) < diag{P;. 0;} GD
q=1
Then, it can be obtained that
E{AV (k)
N
=&Y 0,4G,,diagl B, 0,16, )EK)

q=1

- n" (k)(diag{P;, Q; Hn(k)

S
<&Mk, 0,,G,,diag{ P, 0;}G;,)é(k)
2 q-71q q (32)

q=1
— 0" ()(diag{ M;g, Nig Dn(k) + pyul Qu,,
- &, Q2 + py] Qy, — e Qey +d] 0d,,
—d]0d, +mFUTU % — i fT &S E)
+ el UT Uyey — iy f T (ey) fey)
= & (OEE(k) + d] Od,,

According to (26), which implies that 2 < 0. Denoting ¢ = [fc{ e{] , P= [g’ g ], s0 (|5l < \/Eeo, it can be obtained that AV, <
i

—~Amin(EMEN3 + Aaxlld;, [13. The System (1) is input-to-state stable by choosing

9(lld;, 112) = Aax(O)d, 113
21UIEN2) = Auin(PICEI3.
28 N2) = )'max(P)”gkllgv
UGN = Auin DN,
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then, letting

Dk Ao (PIIV 26012

h k) = ,
(%o 112, k) P 5
W 1= \/ A (P) A (O)ld, |2
127 }/Amin(P)Amin(_é)
with 0 < y < 1, we have from Definition 2 that
1511z < hClISy Iz, &) + Llid,, 1) 34

which completes the proof. [

3.1. Inequalities based linearization

In this section, we adopt an inequality-based linearization method from reference [47]. Before presenting the linearization results,
we assume that the output matrix C; is constant and has full row rank, meaning C; = C.Under this assumption, it is feasible to perform
singular value decomposition (SVD) on matrix C. More specifically, we decompose C as follows:

C=nv, ov/ (35)
with

=1 wnv =1 (36)
which helps streamline the subsequent design processes.

Theorem 2. For given scalars p,, and &, the closed-loop system can be guaranteed if there exist scalars L', L%, y; > 0, u, > 0, and

positive definite matrices P, Q,, M, ia» Nigp Z1, Zy, Z3, K, and L, such that

N 9 _
M; * P,

st )< ol

q=1 q

Q%

1>
*
*

[

» ¥ |< 0 (38)

[ [
S
[xn

w
@

where

* * 0 0
oy QCZ  —pyQCZ
T [T -pmQK, 0
0 -1 K, 0

-0 0 0 0
0 (o —DQ 0 0
0 0
0

[
|
S

[t

|
>
<
Q
o I~
a
N
o ohz‘ *
*
*

[=NeNeNe]
[>NeNeNe]

[xlt
|

0 (P — DG
0 0 Q!

A, AZ - L'L,EV] D 0
L*L EV] LALEV] 0 0
3 A, AZ-L'LEV D, -D, D[

-’L,Ccz -L’LEV] 0 0
-1, -L'L, B, 0
-’rL, -I’L, 0 0
32 — 1 1 ’

L'r, L', -B+B, 0

L, L1, 0 0

¥, * * *
¥, * *
0o ¥ =
0 0 Y

[t

o
w
Il

o oo
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where
M, =Z"pCTQCZz-2"M,z+7"UlU,Z,
Ny, =Z"pC"QCZ-Z"N,z + Z"U U, Z,
Ay=A,Z+BK,+L'LEV] —L EV]
Ay=AZ+BK,-AZ-BK, - L'LEV] +L,EV]

L L
¥ = Z”ijpj_Z_ZT, ¥, = Zn’ijQ_j -z-7T
Jj=1 J=1

Then, the gains for the controller and observer can be expressed as:
-k 71 _F 71
K,=K,z"', L,=L,z7". (39)

Proof. For ease of later linearization manipulations, matrices P, Q;, M,

.q» Vi, have been defined as

{‘),. =Z"Pz, 0 = z'0,z 40)
M=2"M,,Z, N=Z"N,,Z.

It is apparent that by pre-multiplying and post-multiplying diag {(Z7)~!, (Z7)~'} and its transpose, the inequality (37) holds true
under condition (25). Importantly, we have P, = Zle 7; P; and 0, = Zf:] 7;;0; as stated in Theorem 1. Therefore, we arrive at the
conclusion that

L L
2" 75,002 -2 - 2" > =Y 7,007,
j=1 j=1
L L (41)
'Y 7y P)Z - Z - 2" > =Y 7P
j=1 j=1
which are equivalent to
L
Q70— 2 - 2" > By,
j=1
L (42)
QO mP)-z-2">-0)™".
j=1
Next, by integrating condition (38) with inequalities (42), it becomes clear that
= * *
B2 .’?21 ” * |< 0 (43)

[11r [11

31 =

32 33

O

Then, the poof is finished.

4. Simulation example

In this section, the rationality and feasibility of the proposed MJS under EDCM, ADETSs, and DoSAs are primarily demonstrated
through numerical examples. In addition, the effectiveness of the proposed EDCM approach is further verified through experiments
on an independent dataset and a series of image processing tasks. Consider the MJS (1) with parameters

4 = [0.6 0.38]’ B, = [—0.45], D, = [0.24 —0.6]’

032 050 -0.35 02 04
030  0.50 -0.25 040 —0.55
A = [0.60 0.30]’ B, = [—0.45]’0 27 [0.30 0.60 ]
01 0
C=C=C=08 O.8],U1—U2—[0 0'1].

and the nonlinear function is selected as

0.1xy — tanh(0.0leyk)]

Foa) = [ 0.2x,

10
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Fig. 2. Release instants of y, and u, under ADETSs.
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Time k
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Time k

Fig. 3. Asynchronous switching of system modes in MJS.

The transition matrices of system (3) and observer-based controller (5) are provided as follows
Lo fos 02, _f07 03
U709 017" T 06 04
Meanwhile, the other parameters for EDCM, DoSAs and ADETSs are chosen as ¢ = 0.1, ¢ = 1000, & = 0.8, p), = 0.15, p,, =0.1, 7, =

7, = 15 and Q = 1. Furthermore, L' and L? can be caculated as 0.8 and 0.4.
Additionally, the gains of asynchronous observer and feedback controller can be obtained:

3381

K, =[0.1164 —0.1802].L, = [8 gggz]
0.5484

K, = [0.4482 0.5223]. L, = [_ o1 480].

In what follows, Fig. 2 presents the signal triggering frequency of the ADETSs deployed in the S/O and C/A channels. It is clearly
demonstrated that the ADETSs significantly reduce the frequency of signal releases and can be adjusted according to signal variations.
Therefore, the employment of ADETSs in this paper is more reasonable compared to traditional AETS.

Moreover, Fig. 3 illustrates the mode-switching behavior of the system described by Eq. (1) and the controller represented by
Eq. (4), both of which are based on asynchronous observers. It is clear that the operations of these two entities occur asynchronously.
Additionally, the system (1) is evidently unstable under the specified parameters. Figs. 4 and 5 present the corresponding state
trajectories of the system when utilizing the state feedback controller based on asynchronous observers, as well as the discrepancies
between the two. This effectively demonstrates that the asynchronous observer and controller designed in this paper are capable of
accurately estimating the system state and enabling the system to achieve the desired performance. Furthermore, Fig. 6 displays the
trajectory of the control input for the state feedback controller based on the asynchronous observer, providing additional insights
into the controller’s performance.

To demonstrate the effectiveness of the EDCM adopted in this paper, Fig. 7 records the performance of this EDCM in the test
data. It can be clearly observed that throughout the process, the original signal closely overlaps with the signal processed by EDCM,

11
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Fig. 4. System state x and corresponding state estimation .
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Fig. 5. Estimation error of system state ¢, , and e,,.
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Time k

Fig. 6. Control Signals u,.

resulting in a small overall error, thus confirming the validity of the EDCM. Subsequently, as shown in the Fig. 8, the employed
EDCM maintains good performance under both ADETS and DoSAs. It is clear that, influenced by ADETS and DoSAs, the encoding
and decoding errors are relatively larger; however, they still remain within a small range. Furthermore, as the system stabilizes, the
error between the decoded signal and the original signal gradually converges to zero in both cases, thereby further validating the
effectiveness of EDCM.

In addition, we conducted experiments to assess its feasibility for image encryption. Fig.9 illustrates the original image along with
the scatter plot of the corresponding RGB color value distributions, while Figs.10 and 11 present the histograms of RGB color values

12
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Fig. 7. EDCM under ideal conditions(without ADETS).
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Fig. 8. EDCM under ADTES and DoSAs.
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Fig. 10. EDCM-processed image and color values distribution (g = 50).
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Fig. 11. EDCM-processed image and color values distribution (g = 200).

after EDCM processing with different parameters. It is clear from these figures that the distribution of RGB color values is significantly
streamlined following EDCM, with the accuracy of color value categorization depending on the parameter q.

The streamlined data also suggests that the EDCM method can somewhat alleviate the demands of network communication.
Figs.10 and 11 display the original image processed with EDCM using two different parameters, q=50 and q=200. It is evident that
the implementation of EDCM not only aids in privacy protection but also effectively retains the original information of the image.

5. Conclusion

This paper investigates the MJSs control problem based on asynchronous observers under DoSAs conditions. It considers the
possibility of a mismatch between the dynamics of the controlled object and the controller modes due to the influence of DoSAs.
Furthermore, to alleviate bandwidth pressure during signal transmission and conserve channel resources, two independent ADETSs
are employed in the S/O and C/A channels to prevent data congestion. In addition, the ZOH technique is utilized to transmit data
at non-triggered times, ensuring the normal operation of the system during these intervals. Uniform quantization is also applied to
compress data through EDCM, further reducing channel resource consumption and enhancing data transmission security. Moreover,
a linearization approach based on inequalities is employed to derive the controller gain based on asynchronous observers. Conditions
for ensuring the ISS of the closed-loop system are established using Lyapunov function, and the feasibility of this method is validated
through a numerical example.
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