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HIGHLIGHTS

« Propose a statistical ramp-type FDI attack model using historical data.
« Introduce an unbiased correction for multiplicative channel fading.
« Develop a secure data-driven PTPFILC for finite-iteration PTP tracking.

ARTICLE INFO ABSTRACT

Keywords: This paper proposes a novel data-driven point-to-point finite-iteration learning control scheme
Data-driven for unknown nonlinear discrete-time repetitive systems operating under the coupled interference
Finite-iteration control of physical-layer false data injection attacks and channel fading. A unified system framework

Additive attack

is first established by integrating a ramp-type false data injection attack model and a channel
Multiplicative fading

fading model. To mitigate signal distortion induced by channel fading, an unbiased correction
mechanism is introduced to reconstruct reliable data reflecting the physical-layer output corrupted
by false data injection attacks. A dual-update strategy is further developed to simultaneously
update the control input and parameter estimation. Convergence analysis demonstrates that once
the number of iterations exceeds a predefined threshold, the corrected tracking error at specified
tracking points will satisfy the prescribed accuracy requirements, thereby achieving the point-
to-point finite-iteration tracking objective. Finally, simulation studies validate the effectiveness
of the proposed method. The results show that the proposed scheme drives the tracking mean
square error below 0.01 within 20 iterations for nonlinear discrete-time systems, outperforming
existing methods in convergence speed. For the single-link robotic system, it realizes stable angular
velocity tracking within 100 iterations and exhibits strong robustness over the attack coefficient
range of 3 to 12.

1. Introduction

Accurate tracking control of nonlinear systems [1] is a fundamental technical requirement in complex engineering applications.
Among various control strategies, iterative learning control (ILC) [2] has emerged as an effective solution for repetitive nonlinear
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\begin {equation}\label {1equ} y_{i}(t+1) = f\left (y_{i}(t), u_{i}(t)\right ),\end {equation}


$i \in \mathbb {Z}_{+}$


$t \in \{0,1,\dots ,T\}$


$y_{i}(t) \in \mathbb {R}$


$u_{i}(t) \in \mathbb {R}$


$f(\cdot )$


\begin {equation}\label {2equ} a_{i}(t) = \begin {cases} 0, & t \notin \mathcal {T}_{ai} \\ \alpha \sigma \left (y_{i}(t-t_{ap}:t)\right ), & t \in \mathcal {T}_{ai} \end {cases}\end {equation}


$t_{ap} < T$


$\mathcal {T}_{ai}$


$[t_a,t_b]$


$(0< t_a < t_b < T)$


$\alpha $


$\sigma (\cdot )$


$y_{i}(t-t_{ap}:t)$


$[t-t_{ap},t]$


\begin {equation}\label {3equ} y_{i}^*(t) = y_{i}(t) + a_{i}(t),\end {equation}


$y_{i}^*(t)$


$a_{i}(t)$


$t$


$A_{\text {max}} > 0$


$\left |a_i(t)\right | \leq A_{\text {max}}$


$i$


$t$


\begin {equation}\label {4equ} y_{i}^f(t) = \beta _i(t) y_{i}^*(t),\end {equation}


$y_{i}^f(t)$


$\beta _i(t)$


$i$


$t$


$\mathbb {E}[\beta _i(t)] = \mu _{\beta }$


$\mathbb {E}[{(\beta _i(t) - \mu _{\beta })}^2] = \sigma _{\beta }^2$


$\mathbb {P}(\beta _i(t) > 0) = 1$


$\mu _\beta $


$\mu _{\beta }$


$y_i^f(t) = \beta _i(t)\left (y_i(t) + a_i(t)\right ) + a_i^{c}(t)$


$a_i^{c}(t)$


$a_i(t)$


$\beta _i(t)$


$\beta _i(t)\leq B_{max}$


$B_{max}>0$


$B_{max}$


\begin {equation}\label {5equ} y_i^c(t) = \mu _{\beta }^{-1}y_i^f(t),\end {equation}


$y_i^c(t)$


$\mathbb {E}[y_i^c(t)] = \mathbb {E}[\mu _{\beta }^{-1}\beta _i(t) y_i^*(t)] = y_i^*(t)$


\begin {align}y_i^c(t_s)&=\mu _{\beta }^{-1} \beta _i(t_s)y_i^*(t_s)\nonumber \\ & =w_{t_s-1}^c(y_i(0),u_i(0), u_i(1), \ldots , u_i(t_s - 1),a_i(1),a_i(2),\ldots ,a_i(t_s), \beta _i(1),\beta _i(2),\ldots ,\beta _i(t_s)),\label {equ6}\end {align}


$t_s \in T^s = \{t_1,t_2,\dots ,t_n\} (t_n \leq T)$


$s=1,2,\dots ,n$


$T^s$


$Y^c_i={[y_i^c(t_1),y_i^c(t_2),\dots ,y_i^c(t_n)]}^{\textrm {T}}$


\begin {equation}\label {equ7} Y_i^c = W^c(y_i(0),U_i^{\textrm {T}},A_i^{\textrm {T}},B_i^{\textrm {T}}),\end {equation}


$U_i={[u_i(0),u_i(1),\ldots ,u_i(N-1)]}^{\textrm {T}}\in \mathbb {R}^N, A_i={[a_i(1),a_i(2),\dots ,a_i(N)]}^{\textrm {T}} \in \mathbb {R}^N, B_i={[\beta _i(1),\beta _i(2),\dots , \beta _i(N)]}^{\textrm {T}}$


$W^c(\cdot )={[w_{t_1-1}^c(\cdot ),w_{t_2-1}^c(\cdot ), \ldots ,w_{t_n-1}^c(\cdot )]}^{\textrm {T}}$


$y_i(0) = y_0$


$W^c(\cdot )$


$U_i$


$A_i$


$B_i$


\begin {equation*}\left \|W^c(y_1,U_1,A_1,B_1)-W^c(y_2,U_2,A_2,B_2)\right \|\leq L_y|y_1-y_2|+L_U\left \|U_1-U_2\right \|+L_A\left \|A_1-A_2\right \|+L_B\left \|B_1-B_2\right \|\end {equation*}


$L_y, L_U, L_A, L_B>0$


$W^c(\cdot )$


\begin {equation}\label {equ8} \begin {aligned} \Delta Y_i^c &=\frac {\partial W^c}{\partial U_i^{\textrm {T}}} \Delta U_i+\frac {\partial W^c}{\partial A_i^{\textrm {T}}} \Delta A_i+\frac {\partial W^c}{\partial B_i^{\textrm {T}}} \Delta B_i \\ &= \Phi _i \Delta Z_i, \end {aligned}\end {equation}


$\Delta Y_i^c = Y_i^c - Y_{i-1}^c$


$\Delta Z_i = {[\Delta U_i, \Delta A_i,\Delta B_i]}^{\textrm {T}}$


$\Phi _i$


$\Phi _i=[\partial W^c/\partial U_i^{\textrm {T}}, \partial W^c/ \partial A_i^{\textrm {T}}, \partial W^c/\partial B_i^{\textrm {T}}]=[\Phi _i^U,\Phi _i^A,\Phi _i^B]$


$\Phi _i^U,\Phi _i^A$


$\Phi _i^B$


$n \times T$


$s$


$T$


$\phi _i(s)=[\partial w_{t_s-1}^c/\partial u_i(0),\dots , \partial w_{t_s-1}^c/\partial u_i(t_s-1),\partial w_{t_s-1}^c/\partial a_i(1),\dots ,\partial w_{t_s-1}^c/\partial a_i(t_s),\partial w_{t_s-1}^c/ \partial \beta _i(1), \dots ,\partial w_{t_s-1}^c/ \partial \beta _i(t_s)]=[\phi _i^U(s),\phi _i^A(s),\phi _i^B(s)],\Delta Z_i(t_s-1)={[ \Delta u_i(0),\dots ,\Delta u_i(t_s-1), \Delta a_i(1),\dots ,\Delta a_i(t_s),\Delta \beta _i(1), \dots , \Delta \beta _i(t_s)]}^{\textrm {T}} =[\Delta U_i^{\textrm {T}}(t_s-1),\Delta A_i^{\textrm {T}}(t_s-1),\break {}\Delta B_i^{\textrm {T}}(t_s-1)]^{\textrm {T}}$


\begin {equation}\label {9equ} \Delta y_i^c(t_s)=\phi _i(s)\Delta Z_i(t_s-1),\end {equation}


$\Delta y_i^c(t_s)$


$t_s$


$i$


$\Delta Z_i(t_s-1)$


$\phi _i(s)$


$y_i^c(t_s)$


$y_d(t_s)$


$e_i(t_s)=y_d(t_s)-y_i^c(t_s)$


$s$


$[t_{s-1}, t_s - 1]$


$t_0 = 0$


$U_i(t_s-t_{s-1})={[u_i(t_{s-1}),u_i(t_{s-1}+1),\ldots ,u_i(t_s-1)]}^{\textrm {T}}$


\begin {equation}\label {equ10} \begin {aligned} &J(U_i(t_s-t_{s-1}))\\ &= \left |y_d(t_s)-y_i^c(t_s)\right |^2+\lambda \left \|\Delta U_i(t_s-t_{s-1})\right \|^2\\ &= \left |e_{i-1}(t_s)-\phi _i(s) \Delta Z_i(t_s-1)\right |^2+\lambda \left \|\Delta U_i(t_s-t_{s-1})\right \|^2, \end {aligned}\end {equation}


$\lambda >0$


$U_i(t_s-t_{s-1})$


$U_i(t_s-t_{s-1})$


\begin {equation}\label {equ11} U_i(t_s-t_{s-1}) = U_{i-1}(t_s-t_{s-1}) + \frac {\rho \phi _i^{U,{\textrm {T}}}(s) e_{i-1}(t_s)}{\lambda + \left \|\phi _i^U(s)\right \|^2},\end {equation}


$\rho \in (0,1)$


$\phi _i^U(s)$


\begin {equation}\label {ieq1} \begin {aligned} J(\hat \phi _i^U(s))=&\left \|\Delta y_{i-1}^c(t_s)-\hat \phi _i^U(s)\Delta U_{i-1}(t_s-1)\right \|^2 +\mu \left \|\hat \phi _i^U(s)-\hat \phi _{i-1}^U(s)\right \|^2. \end {aligned}\end {equation}


\begin {equation}\label {13equ} \begin {aligned} \hat {\phi }_i^U(s) =& \hat {\phi }_{i-1}^U(s) + \frac {\eta \Delta y_{i-1}^c(t_s) \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2} -\frac {\eta \hat {\phi }_{i-1}^U(s)\Delta U_{i-1}(t_s-1) \ \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2}, \end {aligned}\end {equation}


$\hat {\phi }_i^U$


$i$


$\eta \in (0,1)$


$\mu > 0$


\begin {align}\label {14equ} &\hat {\phi }_i^U(s) =\hat {\phi }_{i-1}^U(s) + \frac {\eta \Delta y_{i-1}^c(t_s) \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2} -\frac {\eta \hat {\phi }_{i-1}^U(s)\Delta U_{i-1}(t_s-1) \ \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2},\\ &\hat \phi _i^U(s)=\hat \phi _0^U(s), \text { if }sign(\hat \varphi _i(\tau ))\neq sign(\hat \varphi _0(\tau )) \text { or }\left \|\hat \phi _i^U(s)\right \| \leq \zeta \text { or }\left \|\Delta U_{i-1}(t_s-1)\right \| \leq \zeta ,\nonumber \\ \label {15equ} &U_i(t_s-t_{s-1}) = U_{i-1}(t_s-t_{s-1}) + \frac {\rho \hat \phi _i^{U,{\textrm {T}}}(s) e_{i-1}(t_s)}{\lambda + \left \|\hat \phi _i^U(s)\right \|^2},\end {align}


\begin {align}\label {14equ} &\hat {\phi }_i^U(s) =\hat {\phi }_{i-1}^U(s) + \frac {\eta \Delta y_{i-1}^c(t_s) \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2} -\frac {\eta \hat {\phi }_{i-1}^U(s)\Delta U_{i-1}(t_s-1) \ \Delta U_{i-1}^{\textrm {T}}(t_s-1)}{\mu + \left \|\Delta U_{i-1}(t_s-1)\right \|^2},\\ &\hat \phi _i^U(s)=\hat \phi _0^U(s), \text { if }sign(\hat \varphi _i(\tau ))\neq sign(\hat \varphi _0(\tau )) \text { or }\left \|\hat \phi _i^U(s)\right \| \leq \zeta \text { or }\left \|\Delta U_{i-1}(t_s-1)\right \| \leq \zeta ,\nonumber \\ \label {15equ} &U_i(t_s-t_{s-1}) = U_{i-1}(t_s-t_{s-1}) + \frac {\rho \hat \phi _i^{U,{\textrm {T}}}(s) e_{i-1}(t_s)}{\lambda + \left \|\hat \phi _i^U(s)\right \|^2},\end {align}


$\varphi _i(\tau )=\partial w_{t_s-1}^c/\partial u_i(\tau )$


$\hat \phi _0^U(s)$


$\hat \phi _i^U(s)$


$\zeta > 0$


$sign(\hat \varphi _i(\tau ))\neq sign(\hat \varphi _0(\tau ))$


$w^c(\cdot )$


$\hat {\varphi }_{0}(\tau )$


$\varphi _{i}(\tau )$


$\hat {\varphi }_{i}(\tau )$


$\hat {\varphi }_{0}(\tau )$


$T^s = \{t_1, t_2, \dots , t_n\}$


$\rho , \lambda , \eta , \mu , \zeta $


$y_i(0), u_0(t), \hat {\varphi }_0(\tau )$


$i_{max}$


$U_{i+1}$


$i\leq i_{max}$


$u_i(t)$


$y_i(t)$


$y_i^*(t)$


$y_i^*(t)$


$y_i^f(t)$


$y_i^c(t) = \mu _\beta ^{-1} y_i^f(t)$


$i>0$


$\hat {\phi }_i^U(s)$


$e_i(t_s) = y_d(t_s) - y_i^c(t_s)$


$U_{i+1}(t_s - t_{s-1})$


$i \leftarrow i + 1$


$i = 0$


$\hat {\phi }_i^U(s)$


$i$


$B_{\phi } > 0$


$E\{||\hat {\phi }_i^U(s)||\} \leq B_{\phi }$


$i$


$t_s \in T^s$


$\tilde \phi _i^U(s)=\hat \phi _i^U(s)-\phi _i^U(s)$


$\phi _i^U(s)$


\begin {equation}\begin {aligned}\label {equ16} E\left \{\tilde \phi _i^U(s)\right \} =& E\left \{\tilde \phi _{i-1}^U(s)\right \} - E\left \{\Delta \phi _i^U(s)\right \} + E\left \{\tilde b_{i-1}\right \} E\left \{\Delta y_{i-1}^c(t_s)-\hat \phi _{i-1}^U(s)\Delta \mathbf {U}_{i-1}(t_s-1)\right \}\\ =&E\left \{(I-b_{i-1})\tilde \phi _{i-1}^U(s)\right \}-E\left \{\Delta \phi _i^U(s)\right \} +E\left \{\tilde b_{i-1}\right \}\\ &\times E\left \{\phi _{i-1}^A(s)\Delta A_{i-1}(t_s-1) +\phi _{i-1}^B(s)\Delta B_{i-1}(t_s-1)\right \}, \end {aligned}\end {equation}


$\Delta \phi _i^U(s)=\phi _i^U(s)-\phi _{i-1}^U(s)$


$b_{i-1}=\eta \Delta U_{i-1}(t_s-1) \Delta U_{i-1}^{\textrm {T}}(t_s-1)/({\mu +\left \|\Delta U_{i-1}(t_s-1)\right \|^2})$


$\tilde b_{i-1}=\eta \Delta U_{i-1} (t_s-1)/({\mu +\left \|\Delta U_{i-1}(t_s-1)\right \|^2})$


$\eta \left \|\Delta U_{i-1}(t_s-1)\right \|^2 <\left \|\Delta U_{i-1}(t_s-1)\right \|^2<\mu +\left \|\Delta U_{i-1}(t_s-1)\right \|^2$


$0<\|b_{i-1}\|<1$


$\eta \zeta ^2/({\mu +\zeta ^2})$


$\|b_{i-1}\|$


\begin {equation}\label {ieq2} 0\leq \left \|I-b_{i-1}\right \|\leq 1-\frac {\eta \zeta ^2}{\mu +\zeta ^2}=c_1<1.\end {equation}


$\Phi _i$


$||\phi _i^U||$


$||\phi _i^A||$


$||\phi _i^B||$


$l_u$


$l_A$


$l_B$


$l_u$


$l_A$


$l_B$


\begin {equation}\label {18equ} \begin {aligned} &E\left \{\left \|\phi _{i-1}^A(s)\Delta A_{i-1}(t_s-1)+\phi _{i-1}^B(s)\Delta B_{i-1}(t_s-1)\right \|\right \}\\ \leq &E\left \{\left \|\phi _{i-1}^A(s)\Delta A_{i-1}(t_s-1)\right \|\right \} +E\left \{\|\phi _{i-1}^B(s) \Delta B_{i-1}(t_s-1)\|\right \}\\ \leq &2\sqrt {T}l_AA_{max}+2\sqrt {T}l_BB_{max}\stackrel {\Delta }{=}D. \end {aligned}\end {equation}


\begin {equation}\begin {aligned}\label {equ18} &E\left \{\left \|\tilde \phi _i^U(s)\right \|\right \}\\ \leq &c_1E\left \{\left \|\tilde \phi _{i-1}^U(s)\right \|\right \}+E\left \{\left \|\Delta \phi _i^U(s)\right \|\right \}+\frac {\eta }{2\sqrt {\mu }}E\left \{\left \|\phi _{i-1}^A(s) \Delta A_{i-1}(t_s-1)+\phi _{i-1}^B(s)\Delta B_{i-1}(t_s-1)\right \|\right \}\\ \leq &c_1E\left \{\left \|\tilde \phi _{i-1}^U(s)\right \|\right \}+c_2, \end {aligned}\end {equation}


$c_2=2l_u+\eta D/({2\sqrt {\mu }})$


$i$


\begin {equation}\label {20equ} \begin {aligned} E\left \{\left \|\tilde \phi _i^U(s) \right \|\right \}&\leq c_1E\left \{\left \|\tilde \phi _{i-1}^U(s)\right \|\right \}+c_2\\ &\leq c_1^2E\left \{\left \|\tilde \phi _{i-2}^U(s)\right \|\right \}+c_1c_2+c_2\\ &\leq \dots \leq c_1^{i-1}E\left \{\left \|\tilde \phi _1^U(s)\right \|\right \}+\frac {c_2(1-c_1^{i-1})}{1-c_1}. \end {aligned}\end {equation}


$c_1 < 1$


$\|\tilde \phi _i^U(s)\|$


$\phi _i^U(s)$


$\hat \phi _i^U(s)$


$y_d(t_s)$


$t_s \in T^s$


$\lambda >\lambda _{min}$


$i^*$


$E\{\left |e_i(t_s)\right |\} \leq \varepsilon $


$i > i^*$


$t_s \in T^s$


$D$


$i$


$(i - 1)$


\begin {equation}\label {21equ} \begin {aligned} e_i(t_s)=&e_{i-1}(t_s)-\phi _i(s)\Delta Z_i(t_s-1)\\ =&e_{i-1}(t_s)-\phi _i^U(s)\Delta U_i(t_s-1) -(\phi _i^A(s)\Delta A_{i-1}(t_s-1)+\phi _i^B(s)\Delta B_{i-1}(t_s-1))\\ =&e_{i-1}(t_s)-\frac {\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)e_{i-1}(t_s)}{\lambda +\|\hat \phi _i^U(s)\|^2} -(\phi _i^A(s)\Delta A_{i-1}(t_s-1)+\phi _i^B(s)\Delta B_{i-1}(t_s-1)). \end {aligned}\end {equation}


\begin {equation}\label {ieq3} \begin {aligned} E\left \{e_i(t_s)\right \}=&\left (1-\frac {\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)}{\lambda + \left \|\hat \phi _i^U(s)\right \|^2}\right )E\left \{e_{i-1}(t_s)\right \} -E\left \{\phi _{i-1}^A(s)\Delta A_{i-1}(t_s-1) +\phi _{i-1}^B(s)\Delta B_{i-1}(t_s-1)\right \}. \end {aligned}\end {equation}


$\phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)\geq 0$


$\lambda _{min}=0.25l_u^2$


$\lambda $


$\lambda >\lambda _{min}$


$N\in (0,1)$


\begin {equation}\label {equ23} 0<N\leq \frac {\phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)}{\lambda +\left \|\hat {\phi }_i^U(s)\right \|^2}\leq \frac {l_u}{2\sqrt {\lambda }}<\frac {l_u}{2\sqrt {\lambda _{min}}}=1.\end {equation}


$\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)/({\lambda +||\hat {\phi }_i^U(s)||^2)}<\rho l_u/( 2\sqrt {\lambda _{min}})\leq 1$


$c_3 \in (0,1)$


\begin {equation}\label {ieq4} \left |1-\frac {\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)}{\lambda +\left \|\hat {\phi }_i^U(s)\right \|^2}\right |\leq c_3<1.\end {equation}


\begin {equation}\label {25equ} \begin {aligned} E\{|e_i(t_s)|\}&\leq E\left \{|1-\frac {\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s)}{\lambda + \left \|\hat \phi _i^U(s)\right \|^2}|\right \}E\{|e_{i-1}(t_s)|\}+D\\ &\leq c_3E\{|e_{i-1}(t_s)|\}+D\\ &\leq \dots \leq c_3^{i-1}E\{|e_1(t_s)|\}+\frac {D(1-c_3^{i-1})}{1-c_3}. \end {aligned}\end {equation}


$E\{|e_i(t_s)|\}\leq \varepsilon $


$c_3^{i-1}E\{|e_1(t_s)|\}+D(1-c_3^{i-1})/(1-c_3)\leq \varepsilon $


\begin {equation}\label {ieq5} i\geq log_{c_3} \left ( \frac {\varepsilon - \frac {D}{1-c_3}}{E\{|e_1(t_s)|\}-\frac {D}{1-c_3}} \right )+1.\end {equation}


$i^*$


\begin {equation}\label {29equ} i^*=\left \lfloor \log _{c_3} \left ( \frac {\varepsilon - \frac {D}{1-c_3}}{E\{|e_1(t_s)|\}-\frac {D}{1-c_3}} \right ) \right \rfloor + 2,\end {equation}


$\lfloor \cdot \rfloor $


$\log _{c_3}(\cdot )$


$i^*$


$i^*$


$i^*$


$\varepsilon $


$\varepsilon $


$i^*$


$i^*$


$i^*$


$i^*$


$i > i^*$


$t_s \in T^s$


$V_i=e_i^2{(t_s)}$


$i$


\begin {equation}\label {26equ} \begin {aligned} e_i(t_s)=(1-K_i)e_{i-1}(t_s)-d_{i-1}, \end {aligned}\end {equation}


$K_i=(\rho \phi _i^U(s)\hat \phi _i^{U,{\textrm {T}}}(s))/(\lambda + ||\hat \phi _i^U(s)||^2)$


$d_{i-1}=\phi _i^A(s)\Delta A_{i-1}(t_s-1)+\phi _i^B(s)\Delta B_{i-1}(t_s-1)$


$E\{d_{i-1}^2\}\leq \bar D$


\begin {equation}\label {27equ} \begin {aligned} e_i^2{(t_s)}={((1-K_i)e_{i-1}(t_s)-d_{i-1})}^2 \leq (1+m){(1-K_i)}^2e_{i-1}^2{(t_s)}+(1+\frac {1}{m})d_{i-1}^2, \end {aligned}\end {equation}


$m$


$V_i=e_i^2{(t_s)}$


\begin {equation}\label {28equ} \begin {aligned} E\{V_i\}\leq &(1+m)c_3^2E\{V_{i-1}\}+(1+\frac {1}{m})\bar {D}. \end {aligned}\end {equation}


$0<c_3<1$


$c_3^2<1$


$m$


$0<M\stackrel {\Delta }{=}(1+m)c_3^2<1$


$C\stackrel {\Delta }{=}(1+\frac {1}{m})\bar {D}$


\begin {equation}\label {ieq6} E\{V_i\}\leq ME\{V_{i-1}\}+C.\end {equation}


$V_i$


\begin {equation}\label {30equ} E\{\Delta V_i\}\leq -(1-M)E\{V_{i-1}\}+C.\end {equation}


$(1-M)E\{V_{i-1}\}>C$


$E\{\Delta V_i\} < 0$


$C$


$i\rightarrow \infty $


$E\{V_i\}$


$\Omega = \{ E\{V_i\} | E\{V_i\} \leq \frac {C}{1-M} \}$


\begin {equation}\label {ieq7} y_i(t+1)=\frac {y_i(t)}{1+y_i{(t)}^2}+u_i{(t)}^3,\end {equation}


$t = \{1$


$2$


$\dots $


$50\}$


$i$


\begin {equation}\label {ieq8} y_d(t+1)=0.6\sin (\pi t/10)+0.5\cos (\pi t/10).\end {equation}


$\rho = 0.5$


$\lambda = 0.8$


$\eta = 0.3$


$\mu = 0.8$


$\zeta =10^{-6}$


$\mu _\beta =0.95$


$\sigma _\beta =0.1$


$\alpha =4$


$t_{ap}=5$


$\mathcal {T}_{ai}=[15,45]$


$y_i(0)=0$


$u_0(t)=0.1$


$\hat \varphi _0(\tau )=0.5$


$t_1=10$


$t_2=20$


$t_3=30$


$t_4=40$


$t_5=50$


$N_y=5$


$N_u=3$


$r=3$


$\alpha =[0.9$


$0.09$


$0.01]$


$[\rho _4$


$\rho _5$


$\rho _6$


$\rho _7]=[0.3$


$0.3$


$0.4$


$0.4]$


$\mu _\beta $


$\sigma _\beta $


$\mu _\beta $


$\sigma _\beta $


$\sigma _{\beta }=0.05$


$\mu _{\beta }=0.95$


\begin {equation}\label {ieq9} \ddot {\theta }=\frac {u-f\dot {\theta }-(m/2 + M)gL\sin (\theta )}{(ML^2+I)/5.5},\end {equation}


$I=1/3mL^2$


$\theta $


$\dot {\theta }$


$\ddot {\theta }$


$u$


$f$


$m$


$M$


$g$


$L$


$x = \theta $


$y = \dot {\theta }$


\begin {equation}\label {ieq10} \begin {cases} x(t+1)=x(t)+hy(t),\\ y(t+1)=y(t)+\frac {h(u-fy(t)-(m/2 + M)gL\sin (x(t))}{(ML^2+I)/5.5}, \end {cases}\end {equation}


$f = 3\ \text {kg$\cdot $m}^2/\text {s}$


$m = 0.1\ \text {kg}$


$M = 4\ \text {kg}$


$g = 9.8\ \text {m/s}^2$


$L = 0.5\ \text {m}$


$y_d$


\begin {equation}\label {ieq11} y_d=0.5\sin (2\pi t)(1 - exp(-5t)),\quad t\in [0,2].\end {equation}


$y_i(0)=0$


$u_0(t)=0$


$\varphi _i(\tau )=0.4$


$\rho =1$


$\lambda =0.5$


$\eta =1.3$


$\mu =0.1$


$t_1=0.4$


$t_2=0.8$


$t_3=1.2$


$t_4=1.6$


$t_5=2$


$r=3$


$\alpha =[0.92$


$0.072$


$0.008]$


$[\rho _4$


$\rho _5$


$\rho _6$


$\rho _7]=[0.8$


$0.8$


$0.6$


$0.6]$


$\sigma = 0.03$


$0.06$


$0.09$


$\alpha $


$\alpha $


$\alpha =[3$


$12]$
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systems, as it progressively improves tracking performance by exploiting data accumulated over successive iterations. Over the past
decades, ILC has achieved significant advancements in both theoretical research [3] and practical applications [4]. For example, the
work in [5] presents an adaptive quantization encoding—-decoding mechanism that addresses several limitations of conventional quan-
tized ILC, including excessive dependence on offline parameters, susceptibility to saturation, and stringent constraints on initial inputs.

While conventional ILC achieves excellent full-domain tracking performance, it inevitably incurs redundant computational over-
head and unnecessary resource consumption in applications where stringent precision is required exclusively at specific time instants.
Typical examples include the precise alignment phase in robotic arm assembly or the critical mission nodes in unmanned aerial vehi-
cle operations. This practical need motivates point-to-point (PTP) tracking control, a more resource-efficient paradigm that optimizes
performance only at designated time instants. Compared with full-time domain tracking [6], PTP tracking control [7] reduces com-
putational demands, conserves control resources, and improves efficiency by focusing accuracy requirements on critical nodes while
relaxing tolerances during non-critical periods. Despite these benefits, most existing ILC schemes are designed for full-domain track-
ing, making them ill-suited to the specific demands of PTP scenarios. This gap motivates the investigation of dedicated PTP-oriented
ILC strategies.

In practical engineering scenarios, PTP tracking is usually implemented via wireless communication networks. However, such
networks are inevitably subject to network-induced uncertainties, thereby resulting in the distortion of system output signals. Among
these uncertainties, channel fading [8] over communication links is a pervasive issue that can severely attenuate transmitted signals,
consequently degrading overall control performance. To address this issue, various approaches have been developed in existing results.
For example, [9] employs a probability distribution model and develops a minimum-variance optimal linear estimator for random
time-delay systems subject to measurement fading. In [10], channel fading is modeled as bounded uncertainty, and a distributed
ensemble filter is designed for wireless sensor networks experiencing both channel fading and denial-of-service (DoS) attacks. The
minimal average transmit power for mean-square stabilization is investigated in [11] for discrete-time linear systems over time-
varying block-fading channels with additive white Gaussian noise. Despite these advances, ILC techniques that explicitly incorporate
channel fading effects remain scarce, representing a promising yet underexplored research direction.

Apart from channel fading, network transmission links are also vulnerable to diverse malicious cyber threats [12], such as DoS
attacks [13], data tampering and privacy leakage [14]. Among various malicious behaviors, false data injection (FDI) attacks [15] are
characterized by high concealment and severe destructive effects. Such attacks implant false data by tampering with measurement
data or control signals, which further lead to abnormal and unstable system operation. Existing literature has thoroughly explored
the adverse effects of separate channel fading [16] or individual FDI attacks [17] on networked systems. However, the majority
of current studies merely concentrate on the effect of FDI on systems, while neglecting the coupled interaction between channel
fading and stealthy FDI deception attacks. Consequently, comprehensive investigations and systematic theoretical analyses on the
simultaneous existence of wireless channel degradation and malicious FDI attacks are still inadequate, leaving significant room for
further research and optimization.

Furthermore, it is worth noting that explicit and accurate system modeling remains challenging in practical scenarios with complex
coupled disturbances [18], such as intelligent manufacturing [19] and industrial production systems [20]. To address this inherent
difficulty, researchers have recently turned their attention to data-driven control methodologies [21], which leverage online input—
output data to obviate the need for precise system dynamics. Specifically, [22] proposed a novel point-to-point finite-iteration learning
control (PTPFILC) algorithm with output saturation for unknown nonlinear discrete-time systems. [23] presented a data-driven high-
order PTPFILC scheme for unknown multi-input multi-output non-affine nonlinear repetitive discrete-time systems. Despite these
notable advances in data-driven ILC design, few studies have considered the synergistic effects of channel fading and physical-layer
FDI attacks within the data-driven ILC framework for unknown nonlinear discrete-time repetitive systems, thereby leaving a critical
research gap.

To concurrently address the aforementioned challenges, this paper proposes a PTPFILC scheme for unknown nonlinear discrete-
time repetitive systems subject to the coexistence of physical-layer FDI attacks and multiplicative channel fading. The primary
contributions distinguishing this work from existing research are threefold.

1) Different from the conventional FDI attack models adopted in most existing studies, such as [24,25], this paper employs a
ramp-type FDI attack model. This model is formulated based on the statistical characteristics (standard deviation) of historical
data from the system physical-layer output and the duration interval of the attack, which characterizes the slowly varying and
stealthy physical-layer data tampering behavior and is more consistent with practical cyber-attack scenarios.

2) While channel fading has been investigated in prior studies [26], the design of an unbiased correction mechanism for multi-
plicative fading remains largely unaddressed in the literature. In contrast to [26], this paper develops an unbiased correction
strategy to achieve mean compensation for faded signals and alleviate signal distortion caused by multiplicative channel fading.

3) By simultaneously considering physical-layer FDI attacks and multiplicative channel fading, this work proposes a novel data-
driven PTPFILC approach. The proposed method achieves high-precision PTP tracking at specified time instants within a finite
number of iterations, while effectively mitigating system disturbances caused by both FDI attacks and channel fading.

To clarify the academic positioning of this work, the proposed framework is situated at the intersection of four advanced research
domains. Specifically, it adopts PTPILC [27] as its overarching control paradigm and employs a model-free data-driven methodology to
bypass the reliance on precise system dynamics. Furthermore, the scheme is categorized as a finite-iteration convergent control strat-
egy in terms of its performance objective at designated critical nodes, while intrinsically serving as a robust anti-interference mecha-
nism to ensure security resilience against the coupled cyber-physical threats of stealthy FDI attacks and multiplicative channel fading.

2



L. Zha, S. Huang, J. Liu et al. Information Sciences 755 (2026) 123802

2. Problem formulation

Consider the following unknown nonlinear discrete-time repetitive system:
yit+ D=1 (50.40), m

where i € Z, denotes the iteration index, r € {0, 1, ..., T} is the sampling time index, y;(r) € R is the physical-layer output, u;(r) € R is
the system control input, and f(-) is an unknown nonlinear continuous function. The system dynamics are not assumed to be known
to the controller and only input-output data collected over iterations are used for controller design.

During data acquisition or transmission, the physical output may be corrupted by a stealthy additive FDI attack. In this paper,
the attack signal is modeled as a statistics-dependent additive perturbation whose magnitude is related to the standard deviation of
recent output data. Therefore, the ramp-type FDI attack model [28] is adopted to describe the attack behavior as follows:

am=4" ' T @
ac (y(t =1y, 2 1)), tET,

where t,, < T is the attack preparation duration, 7, is the attack injection time interval [7,,#,] (0 <, <1, < T), « is the physical-layer
attack intensity coefficient, o(-) is the standard deviation of physical-layer output data and y;(r - 1,, : 1) represents the real output
data of the physical layer during [t - 1,,,?].

Remark 1. The attack model in (2) is derived from the typical stealthy smart FDI attack model proposed in [28], which gradually
tampers with system output data by altering the statistical characteristics of measurement data over time. Distinct from conventional
abrupt FDI attacks, this ramp-type attack exhibits slow and continuous variation, rendering it more consistent with practical stealthy
cyber-attack scenarios that can easily bypass traditional detection schemes. Therefore, we employ it to characterize the highly con-
cealed physical-layer data tampering behavior and enhance the practicality of security control research. For the detailed design of
the ramp-type FDI attack, readers can refer to the smart FDI attack modeling method for measurement data in smart grids [28].

Under the FDI attacks in (2), the output data is expressed as
Vi) = y;(H) + a;(0), 3)

where y’(t) denotes the physical-layer output of the system corrupted by FDI attacks, and g,() represents the malicious attack signal
injected at the time instant 7.

Assumption 1 ([29]). There exists a constant A, > 0 such that |a;(t)| < A,,,, for all i and ¢, which reflects the boundedness of the
actual attack intensity in practical systems.

Considering that signal transmission in practical engineering is often affected by channel fading, and to better align with real
application scenarios, this study incorporates channel fading into the system model. The attacked signal transmitted over fading
channels can be modeled as

vl @ = oy, “

where yl.f (r) represents the output data affected by physical-layer FDI attacks and channel fading. g;(¢) is an independent and identically
distributed random variable, which is independent of both the iteration index i and the time index ¢. The statistical characteristics
satisfy E[f;(1)] = pp, EI(B;(1) - ;4,,)2] = 0'/%, and P(f,(t) > 0) = 1, where y; is a known quantity [30]. The known mean value g,
of the fading coefficient can be obtained through offline channel measurements or online statistical estimation, which provides a
prerequisite for the design of the subsequent unbiased correction mechanism.

Remark 2. In case the communication channel is also affected by the FDI attacks, the overall received signal becomes ylf 1) =
Bi(®) ( yi(®) + a,-(t)) + af (1), where af(7) denotes the communication-layer attack signal. Our data-driven approach, which compensates
for both unknown nonlinearities and adversarial perturbations, can also estimate and mitigate this composite attack. To simplify the
analysis, this work only discusses the effect of FDI attacks g;(¢) in (2).

Remark 3. It is assumed that the channel fading coefficient g,(¢) satisfies the upper bound g;(r) < B,,,., where B,,,, > 0 is a constant.
This bound stems from the physical limitations of channel fading coefficients in practical communication systems, such as channel
gain, path loss, and antenna characteristics, and the existence of this bound precludes non-physical signal distortion caused by
extreme channel fading. In the subsequent convergence analysis, this upper bound is employed to control the interference term
introduced by random channel fading, thereby ensuring the uniform boundedness of both estimation and tracking errors. In practical
implementations, B,,,, may be determined based on the worst-case channel fading margin of the channel or the statistical extremes
of historical observational data.

To eliminate the signal bias caused by channel fading, an unbiased correction mechanism is applied to the faded signal received
by the controller, and the corrected signal is given as [30]:

¥ = w3ty 0, ©)
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where y{ () is the corrected signal. From the expected characteristic E[y{(r)] = E[y;lﬁi(t)yf(t)] = y} (1), it should be emphasized that
this mechanism does not remove the FDI attacks. Instead, it provides a fading-compensated representation of the FDI-corrupted output
for the subsequent learning update.

Remark 4. Although the proposed unbiased correction mechanism can theoretically mitigate the signal distortion caused by mul-
tiplicative channel fading, it has certain practical limitations. In real communication scenarios, channel noise always exists. If the
signal attenuation induced by severe fading is so significant that a received signal power drops to the level comparable to channel
noise, the useful signal and noise will become indistinguishable. In this case, reliable signal recovery cannot be realized even with
the unbiased correction. Therefore, the effectiveness of the proposed method is based on the premise that the faded signal is still
distinguishable from channel noise, which reflects a practical constraint of the data-driven correction strategy.

The relationship between the input and output sequences at the specified time instants in each iteration can be easily derived as:
Y5 () = ug Bty (ty)
= wfs_l(y,-(o), u;(0), u; (D), ..., u; (¢, = 1), a;(1), 4;(2), ..., a;(t), B;(1), Bi(D), ..., Bi(¢)), (6)

where 7, € T® = {t},1,,...,1,}(t, <T), s=1,2,...,n, and T* is a given set of specified moments.
Let Y = [y(11), i (t2), - ,yf(t,,)]T, then (6) can be rewritten in a vector form as:

Y= W0, U AT, B, ™

where U, = [4;(0),u;(1),....u;(N = D]T € RN, 4, = [g;(1),q,2).....q;(N)]" € RN, B, = [4(1),5Q2),.... 5], and We() =

[wfl_1 ), wfz_l )l | ()]T denotes the unknown vector function.
n

Assumption 2 ([22]). The initial physical-layer output of the system in each iteration satisfies y;(0) = y,, ensuring the repeatability
of the iteration process.

Assumption 3 ([22]). The unknown vector function W¢(-) satisfies the generalized Lipschitz condition with respect to the control
input sequence U;, the FDI attack sequence A;, and the channel fading sequence B, that is

(W, U, Ay, By) = W30, Uy, Ay, By)|| < Lylyy = yol + Ly ||Uy = Us|| + Ly ||Ay — Ay|| + Ly || By — By|
where L, Ly, Ly, Ly > 0 are positive Lipschitz constants.

Assumption 4 ([22]). The partial derivatives of the function W¢(-) with respect to each of the components are bounded, non-zero,
and their signs remain constant.

Remark 5. Assumption 2 guarantees consistent initial conditions for the iterative process, satisfying the repeatability requirement of
ILC. In many repetitive operation scenarios, such as robot grasping, press cycles, and trajectory scanning, the system can return to a
fixed initial state through reset, zeroing, and other operations before each task begins. Therefore, this assumption can be implemented
in engineering. Assumption 3 introduces a generalized Lipschitz condition, which is reasonable and standard in engineering prac-
tice and nonlinear control theory. Assumption 3 is widely adopted in model-free adaptive control for nonlinear systems, reflects the
bounded rate of change of system output with respect to control input, FDI attacks, and channel fading, and provides essential math-
ematical guarantees for the boundedness analysis and convergence proof of the proposed data-driven PTP ILC scheme. Assumption 4
constrains the partial derivatives of the system’s unknown dynamics, ensuring the implementability and convergence of the iterative
learning law. All three assumptions, which have also been used in [22,23], are standard engineering assumptions in the control
community and consistent with the characteristics of practical systems.

Based on Assumption 2 and the differential mean value theorem, from (7), one can derive

c c c
AYf = %AU,. + %AA,- + %AB,.
v, 0A! 0B 8)
=d,AZ,
where AYS = Y¢S - YS, AZ = [AU;,AA;,AB,)". The time-varying parameter matrix @, satisfies @, =

[ow</oUL, owe/oAT, oW /oBT] = [®Y,®A ®E]. The dimensions of the submatrices ®Y,®d# and @2 are n x T. If the number
of columns in row s is less than T, pad the row with zeros to compensate for the dimension mismatch.

For convenience, let ¢,(s) = [0w! _, /0u;0). ... ow: _ /ou;(t,=1), 0 _, /0a,(1). ... 0w _, /0a;(t,), 0w _, /OBy(D)..... 0w _, /opy(t,)] =
DY (), oA (s) @B AZi(t, — 1) = [Au(0), ..., Auyty — 1), Aay(), ..., Aa;(t,), AFi(D), ..., ABGOIT = [AUT(@, — 1),AAT(H, — D),
AB[.T(tS — DIT, (8) can be rewritten as a scalar form

Ayi(ty) = d(HAZ,(t;, - 1), ©)]

where Ay{(t,) represents the corrected output increment at the specified tracking time #; of the i-th iteration, which directly
characterizes the output variation at the critical node, and AZ;(t, — 1) denotes the composite increment vector that integrates the
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incremental information of the control input, FDI attack and channel fading, with a linear mapping relationship established between
them through ¢,(s).

Our objective is to design a data-driven PTPFILC scheme for unknown nonlinear discrete-time repetitive systems subject to both
physical-layer FDI attacks and multiplicative channel fading. The control objective is to ensure that the system output y¢(z;) tracks
the desired value y,(¢,) at the specified time instants, and that the tracking error e,(7;) = y,(7;) — y{(t,) converges to a stable region
within a finite number of iterations.

3. Controller design

This section develops a data-driven learning law for PTP tracking. Since the system dynamics and the parameters are unknown,
the proposed controller updates the control input and parameter estimation simultaneously using the corrected input-output data.
The effects of FDI attacks and fading-channel fluctuations are treated as bounded disturbances in the learning process.

3.1. Control input update

For the s-th PTP interval [r,_;,f;, — 1], with f, = 0, the control input segment is defined as U;(t; — t,_;) =
[;(ty_1)s ;g + 1), ..., u;(t, — D], The following cost function is constructed to update the control input:

J(Ui(ts - ts—l))
= ya(t) = ¥ @) + 2| AU -1, D) (10)

= ei1(ty) = ¢i()AZ,(t, — D) + 4| AU, — 1,

where A > 0 is a weighting factor used to limit changes in U;(t; — t,_)).
Set the partial derivative of the cost function (10) with respect to U;(t, — t,_;) to be zero. Consequently, the following control
algorithm can be obtained

pd] " (e, (1)
ool

where p € (0, 1) is the size of the learning step.

Ui(ls - ls—l) = Ui—l(ts - ts—l) + (11)

3.2. Parameter estimation update

In order to implement (11), the value of q&’U(s) is required to be known in advance. Therefore, we design the following performance
index function to estimate its value

NI S NGB RE SIOINURORSY) () ISR S o) (12)
Following the same derivation steps as in (10) and (11), we can derive
nAYS (DAUT (1, = 1) nd! (AU, (t; = 1) AUT (1, - 1)
Wt AU - DIE u+ AU @ - D)

@Y (s) =g (5)+ 13)

where <]3f’ is the parameter estimate at the i-th iteration, # € (0, 1) is the estimation step size, u > 0 is the regularization coefficient.
Combining the control input update law in (11) and the parameter estimate update law with the reset mechanism in (13), the
complete data-driven PTPFILC scheme for nonlinear systems under physical-layer FDI attacks and channel fading is formulated as:

nAy_ (t)AUT ;= 1) nd? (AU (t; = 1) AUT (1, - 1)

() =Y () + - . 14)
u+ AU (= D) u+ || AU (5, = D)
Y (5) = B (9). if sign(@,(x)) # sign(@o() or [} 9)]| < ¢ or AU, - D <.
AUT,
Ui(ts - Is—l) = Ui—l(ts - Is—l) + M (15)

R 2’
A+ [ o]
where ¢,(7) = ow; _, [ou;(o), q@é’ (s) is the initial value of zﬁf’(s), and ¢ > 0 is a sufficiently small constant.

Remark 6. The condition sign(®;(r)) # sign(@(z)) identifies a directional deviation in the parameter estimation. According to
Assumption 4, the partial derivatives of the function w‘(-) with respect to input components are bounded, non-zero, and possess
constant signs. The initial estimation ¢(z) is configured to match the true sign of ¢,(z), based on prior knowledge or preliminary
system analysis. A sign reversal of @;(r) during iteration signals a significant estimation error, such as misjudging the positive/neg-
ative correlation between control input and system output. Without resetting, this directional error can lead to improper control
input adjustments, causing divergent tracking errors. Restoring the initial sign ¢,(z) reestablishes correct directional guidance for the
learning law, thereby preventing cumulative errors arising from misestimation.

5
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Algorithm 1 Data-driven PTPFILC.

Input: Desired tracking instants T* = {t,1,,...,1,}, parameters p, 4,7, u, ¢, initialization y;(0), uy(t), $((7), and maximum number
of iteration i,,,,.
Output: Optimal control input sequence U, fulfilling PTP tracking accuracy.

1: Initialization: Set iteration index i = 0.

2: Whilei <i,,. do

3:  Apply control input ,(¢) to the physical system.

System physical-layer output y,(?) is compromised by a ramp-type FDI attack, yielding y; (7).

Transmit y? (¢) over the fading channel to obtain the received signal yif ).

Reconstruct the corrected output via y{ (1) = ;4;1 yif o).

If i > 0, compute d?f’ (s) dynamically using the update law and reset mechanism formulated in (14).
Calculate the PTP tracking error e;(t;) = y,(t;) — y{(t,).

Synthesize the control input for the next iteration U, (r, — t,_;) utilizing the dual-update strategy in (15).
10:  Update iteration index i « i + 1.

11: end While

O ® N TR

Remark 7. The parameter reset mechanism triggered by sign inconsistency is applicable only to temporary sign reversals induced
by short-term, weak attacks. In such scenarios, the attack does not alter the intrinsic characteristics of the system but merely causes
sign misjudgment through FDI attacks. Moreover, the attack duration is shorter than the iterative convergence cycle. Under these
conditions, resetting to the initial sign consistent with the true system characteristics can promptly restore the correct control direction.
When combined with the dual-update mechanism, this enables the system to quickly reenter its optimization trajectory.

Algorithm 1 outlines the simulation process of the proposed PTPFILC. This structured procedural framework encapsulates the
complete implementation logic of the method, serving to simulate and evaluate the performance of PTPFILC under the influence of
FDI attacks and channel fading.

4. Convergence analysis

In this section, rigorous theoretical analysis is conducted to prove the boundedness of the parameter estimate and the finite-
iteration convergence of the PTP tracking error for the proposed data-driven PTPFILC scheme. All analyses are carried out under
Assumptions 1-4, which ensure the rationality and strictness of the theoretical results.

Theorem 1. Under Assumption 1-4, the parameter estimate d?f’(s) obtained by the update law in (14) is bounded in expectation for all i.
That is, there exists a positive constant By, > 0 such that E{ ||q§f/(s)||} < B, holds foralli and all t; € T".

Proof. Let ¢Y(s) = ¢Y (s) — ¢V (5). Subtracting ¢! (s) from both sides of (14) and taking the mathematical expectation, we can obtain

E{¢] )} =E{d] )} = E{Ad] )} + E{b_1} E{Ay} () = & (AU, (1, = D}

=E{UI - b_N¢Y (5)} — E{A¢" ()} + E {bi_; } (16)
X E{$p? (HAA_ (t;— D+ @2 (HAB,_ (1, — D},
where AgY (s) = p¥ (5)=pU(5), by = nAU,_ (t,=DAUT (t,=1)/(u + |AU,_,(t, = D[P and b,_, = nAU,_, (t,=1)/(u + | AU, (1, = D).

Since 5 ||AU,_(t; — D||* < [|AU,_;(t; = D||* < p+||AU,_ (¢ — D], we have 0 < [|b,_, || < 1. Moreover, n¢%/(u + ¢2) serves as a positive
lower bound for ||,_; || according to the reset algorithm. Then, one has

s

+¢&2

0< T =by] <1~ =¢ <1 a7
U

Recalling Assumption 3, we know that @, is bounded, which implies that ||¢Y ||, [|¢;|| and ||¢?|| are bounded. Therefore, we take
l,, 14 and I as the upper bounds of these, respectively. /,, I, and / are positive constants. For the interference term induced by FDI
attacks and channel fading, applying the triangle inequality and Assumptions 1, we can derive its upper bound as:

E { |t @aae, - D+ P (98B, — 1)”}
<E{|o 84,0, = D[} + E {198, ()AB,_i 0, - DI} as)

A
<Vl Ay + 2V TIgB,, = D.
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Taking the norm of both sides of (16) and applying the triangle inequality of matrix norms, the expected value of the estimation error
norm satisfies:

e{# ]}

e E{]|¢%, @]} + E{|Jaev o } + %E {|et @840, -1+ 62 ©8B,_0,- D]} (19)

s oo v

where ¢, =21, +nD/ (2\/ﬁ) is a positive constant.
By recursively expanding the inequality in (19), the expected value of the estimation error norm at the i-th iteration can be
expressed as:

{arof ) <as {itof) v

<GE{[¢,0]} +erer+ e (20)

o —c™)
+ —_—

1-¢

A

<o septe { i)

Since ¢, < 1, (20) reveals the boundedness of ||d§f/ (s)||. Moreover, the boundedness of d:f/ (s) also guarantees that (f)f/ (s) is bounded.

Based on the boundedness of the parameter estimation error established in Theorem 1, we proceed to analyze the finite-iteration
convergence of the corrected PTP tracking error in the subsequent theorem. Specifically, by exploiting the boundedness of the param-
eter estimate and the proposed dual-update law, the tracking error at all specified time instants converges to a prescribed accuracy
bound within a finite number of iterations, even in the presence of FDI attacks and channel fading. This analysis further corroborates
the robustness and efficacy of the proposed data-driven PTP ILC framework.

Theorem 2. Consider the nonlinear system (1) under the FDI attack and channel fading models in Egs. (2)-(5). Suppose that Assumptions
1-4 hold and that the learning gain satisfies the required contraction condition. For the desired trajectory y,(t,) at specified instants t, € T*,
if A > A, is selected, there exists a finite positive integer i* such that the expected PTP tracking error converges to the prespecified accuracy,
and the error satisfies E{|e;(1,)|} < € for all i > i* and t; € T*, where the upper bound of the error is determined by the coupled interference
bound D of FDI attacks and multiplicative fading.

Proof. Based on the system model in (9), the PTP tracking error at the i-th iteration can be rewritten as a recursive form related to
the error at the (i — 1)-th iteration

e;(ty) =e;_(ty) — p;()AZ;(t, — 1)
=e;_1(t,) — ¢V (HAU (1, — 1) = (@A (HAA,_ (t; — ) + P ()AB,_ (1, — 1))

(21)
pdl ()BT ()e;_y (t,)
=iy (1)) = — e (BASAA (1, — D)+ GESAB,_ ¢, — D).
A+ oY (9112
Taking the mathematical expectation for both sides of (21), one has
pd ()" (5)
E{et)} =|1- ————|E {ei 1t} — E{¢2 (DAA_ (1, — 1)+ 2 (AB,_ (1, — D} (22)
ool

From Assumption 4 and the parameter reset mechanism, one can deduce that q.')?(s)zf)iU’T(s) > 0. Define a variable 4,,, = 0.2515. If
we choose a 4 such that 4 > 4,,;,, then there exists a constant N € (0, 1) that satisfies

U ~U,T
HOETO L W 23)

it VR 2V

O0<N

Further, we have p¢f’(s)q§f/’T(s)/(/1 +11AYDII?) < pl,/ 24/ D) < 1. Therefore, there exists a constant c; € (0, 1) that satisfies

| P96 (s)qéf”(sz) <e <l (24)
el
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Thus, it yields that

! 9 (s)

E{le;t)|} < EqI1 3
ool

I¢ Eflei1 )1} + D

(25)
<c3E{lei ()} + D
D(1 —c;—l)

< <TE{le ()]} + =

The derived error recursion in (25), combined with Theorem 1, guarantees that the tracking error, control input, and parameter
estimation error are all uniformly ultimately bounded in expectation, which serves as a rigorous metric of system stability in iterative
learning. To achieve the PTP tracking objective, it should be satisfied that E{|e;(z,)|} < €, which only requires c;‘l E{le;(t,)|} + D1 —
c;‘l) /(1 — ¢3) < e. By calculation, we can obtain

D
&= 1-c
i > log,, —3D (26)
E{le (t)l} - -
Thus, i* satisfies
D
T,
i = [log,, | ————=— || +2. @7)
E{le (t)l} -

l—c3

where || denotes the floor function. Since log,, (-) is a finite value, i* is a finite positive integer.

From the analytical expression of i* in (27), it can be observed that the finite threshold i* is co-determined by the prescribed
accuracy ¢, the initial tracking error, the robustness coefficient, and the upper bound of the coupled interference induced by FDI attacks
and channel fading. The interaction between attack dynamics and learning convergence plays a dominant role in the entire iterative
process. On one hand, the intensity and variation speed of FDI attacks reflect the real-time attack dynamics, which continuously
affect the intensity of coupled interference and further influence the convergence speed of the ILC algorithm. On the other hand, the
learning convergence behavior in turn suppresses the impact of attack dynamics by adjusting the control input and the parameter
estimation, thereby forming a clear two-way interaction mechanism.

Specifically, a smaller prescribed accuracy e or a stronger coupled interference will result in a larger i*, implying that more
iterations are required to achieve the desired tracking performance. As the attack dynamics intensify, the coupled interference becomes
stronger, which slows down the learning convergence rate and increases the finite threshold i*. Meanwhile, the proposed data-driven
learning scheme can adaptively suppress the fluctuations caused by attack dynamics, which accelerates the convergence process and
ensures that the learning convergence is not disrupted by real-time changes in attack dynamics. Furthermore, since i* is a finite
positive integer, it is theoretically guaranteed that the PTP tracking objective can be achieved within a finite number of iterations,
which further validates the effectiveness of the proposed data-driven learning scheme.

To summarize, there exists a finite number of iterations i* such that when i > i*, the system achieves PTP finite-iteration tracking.

Remark 8. It should be noted that the proposed dual-update strategy is inherently robust against FDI attacks. Specifically, the adap-
tive parameter estimator, which is updated solely using input-output data, acts as an implicit disturbance observer to capture the
combined effects of unknown plant dynamics and FDI attacks. Meanwhile, the iterative update law directly minimizes the tracking
error caused by FDI attacks. As the iteration proceeds, the learning law adaptively generates feedforward compensation terms to
counteract persistent attack signals, thereby suppressing their interference with tracking performance. Therefore, unlike the tradi-
tional attack detection-compensation framework, the proposed scheme does not require the explicit removal of FDI attacks from the
output signals. Instead, it directly mitigates their adverse impact on tracking performance through the dual-update mechanism.

Theorem 3. Under Assumptions 1-4 and the conditions of Theorem 2, the mean-square tracking error of the proposed data-driven PTPFILC
scheme is uniformly ultimately bounded in expectation for all specified tracking instants t; € T*.

Proof. Define the Lyapunov candidate function along the iteration domain as ¥; = e(t,). According to (21), the tracking error

dynamics at the i-th iteration can be abstracted into the following recursive form
e;(ty)=(1—Kpe;_ (1)) —d;_y, (28)

where K; = (p¢? ()6 T()/(4 + |1V (5)I1?) and d,_; = ¢pA(5)AA_, (1, — 1) + $pP(s)AB,_, (1, — 1). From (18), the disturbance term is
bounded, and hence E {dl_z_ S D. Taking the square of both sides of (28) and applying Young’s inequality, we obtain that

erty) = (1 - KDe,_y(t,) —d;_)* < (1 +m)(1 — K)Pe? () + (1 + %)d? (29)

-1
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where m is any positive constant. Substituting (29) into V; = eiz(ts) and taking the mathematical expectation on both sides yields that
EWV) <0+ mSEYL) +(1+ D, (30)

A A _
Since0 < ¢; < 1, c§ < 1. We can always find a sufficiently small positive constant m such that 0 < M = (1 +m)c§ <l.LetC=(1+ i)D,
(30) simplifies to

E{V;} < ME{V,_}+C. (31)
Taking the difference of V; in the iteration domain and taking the expectation, one can get
E{AV;} < —(1 - M)E{V,_ } + C. (32)

According to the above difference inequality (32), if the system error energy is sufficiently large such that (1 - M)E{V,_;} > C,
then it strictly follows that E{AV;} < 0. This implies that as long as the error exceeds the bound determined by the disturbance C,
the system energy will strictly decrease in the next iteration. As the iteration index i — oo, the error energy E{V;} will eventually
converge to and remain within the set Q = { E{V;}| E{V;} < ﬁ }. This completes a rigorous proof that the mean-square tracking error
of the system is uniformly ultimately bounded in expectation. Furthermore, from the perspective of input-to-state stability (ISS), this
inequality dictates that the system dynamics along the iteration domain are ISS with respect to the coupled interference of FDI attacks
and channel fading. That is, bounded cyber-physical disturbances merely lead to a bounded tracking error, fully demonstrating the

exceptional robustness and stability resilience of the proposed control scheme. [ ]

5. Simulation results

To rigorously evaluate the efficacy of the proposed data-driven PTPFILC scheme, numerical simulation experiments are conducted
in this section. The simulations examine the scheme’s ability to suppress the coupled interference of physical-layer FDI attacks and
communication fading, as well as its capacity to achieve high-precision PTP tracking within a limited number of iterations. The
performance assessment primarily relies on the mean square error (MSE) of the tracking error and the system’s convergence speed,
which together provide a comprehensive verification of the proposed scheme’s superiority in complex interference environments.

5.1. Numerical simulation

Consider a single-input single-output nonlinear discrete-time system
yi(®)
it + D) = ——— +u,), (33)
1+ y,(®)
where 7 = {1, 2, ..., 50} denotes the running time and i/ denotes the number of iteration. The dynamic equation of the above system
is unknown and is only used as a data generation tool in simulation testing. The desired trajectory is as follows

ya(t + 1) = 0.6sin(z1/10) + 0.5 cos(xt/10). (34)

We set the parameters in the control scheme (14)-(15) as p = 0.5, A= 0.8, 7 = 0.3, u = 0.8, { = 107°. The mathematical expectation
for the decay coefficient is set to u; = 0.95, with variance o = 0.1. The attack coefficient, attack preparation time, and attack period
aresettoa =4,1,,=5 and T,; = [15,45], respectively.

In addition, the system initial output and input are y;(0) = 0, uy(r) = 0.1, respectively, which represent the value of the control
output at the beginning of each iteration and the value of the control input at any time during the initial iteration. The initial estimate
is @o(r) = 0.5. For the PTP tracking task, we have designated five time intervals for simulation experiments, namely ¢, = 10, 7, = 20,
t; =30, 1, =40 and t5; = 50.

The iterative tracking performance is illustrated in Fig. 1, which depicts the MSE convergence trajectory. It can be observed that
the error index exhibits a decreasing trend as the number of iterations increases, stabilizes near zero in the later stages, and verifies the
convergence of the proposed algorithm. However, fluctuations still exist due to the influence of channel fading. To further illustrate
the trajectory tracking performance of the proposed control strategy, the predictive PTP ILC (PPTPILC) [23] and high-order PTP
ILC (HOPTPILC) [31] algorithms are selected as comparative methods for validation. For the PPTPILC algorithm, the prediction step
sizes are configured as N, = 5 and N, = 3. For the HOPTPILC algorithm, the key parameters are the order r = 3, the weight vector
a = [0.9, 0.09, 0.011, and [p4, ps, P> P71 = [0.3, 0.3, 0.4, 0.4]. All other controller parameters are kept consistent with those of the
proposed PTPFILC to ensure the fairness of the comparative simulation. The corresponding simulation results are presented in Fig. 1.
It is evident that all three algorithms can achieve the convergence of tracking errors, and the proposed control strategy exhibits a
faster convergence speed. The worse performance of the two comparative algorithms stems from their lack of unbiased correction
mechanisms for channel fading mean and dedicated suppression against FDI attacks, which in turn verifies the effectiveness of the
unbiased correction and dual-update strategy introduced in this work. Fig. 2 illustrates that, despite the coupled interference of FDI
attacks and channel fading substantially increasing the system’s control complexity, the algorithm developed herein still enables
error convergence within a finite number of iterations. This result highlights the algorithm’s robustness advantage when operating
in complex interference environments.

To verify the robustness of the proposed scheme against communication fading, we conducted the following simulation experi-
ments. It should be clarified that the severity of communication fading is characterized by both the expected value of the channel
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Fig. 1. MSE convergence curves of the system under FDI attacks and channel fading.
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Fig. 2. MSE convergence curves of the system in different scenarios.
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Fig. 3. System MSE convergence curves under different channel fading expectations with ¢, = 0.05.

fading coefficient y; and the standard deviation o,. A smaller y; indicates more severe average signal attenuation, while a larger
oz means more intense random fluctuations of the faded signal. Fig. 3 depicts the system MSE convergence curves under different
channel fading expectations without signal correction (a) and with signal correction (b), respectively. It can be observed from Fig. 3
that in the absence of correction, the smaller the expected value of channel fading (i.e., the more severe the channel fading), the
slower the convergence speed, which is attributed to a significant reduction in effective gain. With the implementation of correction,
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Fig. 4. System MSE convergence curves under different channel fading standard deviations with u; = 0.95.

the error decay dynamics exhibit consistency across different fading expectations. A comparative analysis reveals that the correction
mechanism counteracts the systematic effects induced by channel fading expectations, thus narrowing the discrepancies in the sys-
tem’s convergence speed under different expected values of the channel fading coefficient. Fig. 4 plots the error curves under different
channel fading variances. The system can converge in all scenarios with varying variances, and the larger the variance, the slower
the convergence speed and the higher the steady-state error.

5.2. Applications of single-link robots

The conventional ramp-type FDI attacks are mostly designed for slowly varying operating conditions of smart grids. However,
the dynamic standard deviation embedded in the proposed attack model facilitates adaptive adjustment of the ramp increment rate,
which renders the attack well applicable to the high-dynamic characteristics of robotic manipulators. Thus, to further corroborate
the efficacy of the proposed control method in a practical nonlinear setting, a single-link robot simulation platform is established.
Numerical experiments are performed to examine trajectory tracking accuracy and dynamic response. The following subsections
describe the system configuration, experimental setup, and analysis of results. The dynamic equation of the system is described as

u— f6 — (m/2 + M)gLsin(8)

6=
(ML2+1)/55

; (35)

where I = 1/3mL?, 0, §, and @ respectively represent the rotational angular displacement, angular velocity, and angular acceleration
of the single-link robot. u, f, m, M, g and L denote the motor torque, damping coefficient, load mass, link mass, gravitational
acceleration, and link length, respectively.

To adapt to digital control scenarios, the continuous dynamic model is discretized by defining the state variables as x = # and
y = 0, and by applying the Euler discretization method. The resulting discrete-time model is given by

x(t + 1) = x(t) + hy(t), (36)
Hi+ 1) = o) 4 ML 2 ML inta),

where h = 0.01s is the sampling time interval, and the system parameters are f = 3 kg-m?/s, m = 0.1 kg, M = 4 kg, g = 9.8 m/s> and
L=05m.
The desired trajectory y, of the system is

yq = 0.5sinQat)(1 — exp(=51)), t€[0,2]. 37)

Before the simulation experiment, we set y;(0) = 0 as the initial output for each iteration uy(t) = 0 as the control input for the
first iteration at any time and ¢;(r) = 0.4 as the initial estimate of the parameter. In addition, we also set the controller parameters
asp=1,4=05n= 13, and u = 0.1 respectively. The five designated moments are 7, = 04, t, = 0.8, 1; = 1.2, 7, = 1.6 and
ts = 2 respectively. Fig. 5 shows the convergence curves of the angular velocity MSE throughout the iterative process for the three
control methods. Specifically, the parameters of the PPTPILC algorithm are configured consistently with those in Example 1. For the
HOPTPILC algorithm, the key parameters are set as r = 3, a = [0.92, 0.072, 0.008] and [p4, ps, pg, p7]1 = [0.8, 0.8, 0.6, 0.6]. The results
demonstrate that the proposed control strategy exhibits a notably faster convergence rate compared to the comparative methods.

To further verify the robustness of the proposed method against general transmission disturbances, zero-mean Gaussian white noise
is added to the channel output. Fig. 6 presents the MSE convergence curves of the angular velocity tracking for the three methods
under Gaussian white noise with different intensities (¢ = 0.03, 0.06, 0.09). As the noise intensity increases, the tracking performance
of all three methods degrades, with increased steady-state errors. However, the proposed PTPFILC consistently outperforms PPTPILC
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Fig. 5. Angular velocity MSE convergence curves of the single-link robot system.
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Fig. 6. Angular velocity MSE convergence curves of a single-link robot system under Gaussian white noise.
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Fig. 7. System output and reference trajectory tracking curves at different iteration numbers.

and HOPTPILC in terms of convergence speed. Fig. 7 shows the tracking curves of the system output and reference trajectory at
different iteration times. The results indicate that the more iterations, the closer the system output is to the reference trajectory,
indicating that the iterative mechanism of the proposed method can continuously optimize the control effect and ultimately achieve
high-precision tracking. Fig. 8 shows the convergence curve of MSE with iteration times when the attack coefficient takes different
values. The results indicate that as « increases, the initial convergence rate slightly slows down, but the overall convergence trend is

consistent. It also demonstrates that the proposed method has good robustness to the parameter a, and can achieve fast and stable
error convergence within the value range of a = [3, 12].
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Fig. 8. MSE convergence curves of a single-link robot system under different FDI attack coefficients.

6. Conclusion

This paper has addressed the challenging data-driven tracking control problem for unknown nonlinear discrete-time repetitive
systems operating under the severe dual threats of physical-layer FDI attacks and multiplicative communication channel fading. The
core contribution lies in the synthesis of a novel, resilient data-driven PTPFILC framework. By organically integrating an unbiased
signal correction mechanism to restore fading-distorted data with a dynamic dual-update strategy, the proposed scheme concurrently
optimizes the control input and parameter estimation without relying on precise system dynamics. Rigorous theoretical analysis and
comprehensive comparative simulations demonstrate that the proposed method consistently achieves high-precision PTP tracking
within a finite iteration threshold. Furthermore, it exhibits exceptional robustness and stable error convergence against complex,
coupled cyber-physical disturbances. Ultimately, these findings provide a highly practical and secure data-driven solution for PTP
tracking of unknown nonlinear repetitive systems. However, it should be acknowledged that a limitation of the current framework is
its reliance on the correct prior knowledge of the system’s input—-output control direction for the parameter reset mechanism. Building
upon these insights, our future research will focus on developing adaptive direction estimation algorithms to solve the limitation, and
extend this robust data-driven control paradigm to complex, large-scale multi-agent systems, with a particular focus on distributed
resilient tracking under aperiodic cyber-attacks and severe communication constraints.
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