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Game-Theoretic and Inverse Reinforcement
Learning-Based Control for Vehicle Formation

Under DoS Attacks

Xiaoping Zhao", Jia Guo*“, Jinliang Liu", Senior Member, IEEE, and Wenbin Huang

Abstract—To address the performance degradation in vehicle
formation control caused by communication disruptions under
denial-of-service (DoS) attacks, this article proposes a secure
control method that integrates a nonzero-sum game and inverse
reinforcement learning (IRL). At the game-theoretic layer, a
dynamic game model accounting for the attacker’s energy cost is
constructed to capture the adversarial interaction and strategy
spaces between DoS attacks and the formation controller, with an
approximate Nash equilibrium solution derived for both attack
and defense strategies. At the reward learning layer, an IRL
approach is introduced to adaptively learn the weight parameters
of multiobjective performance indices from offline demonstration
data, thereby mitigating the sensitivity of system performance
to manual weight tuning. At the control implementation layer,
based on the learned reward weights, a neural network (NN) is
employed to approximate the solution of the Hamilton-Jacobi
(HJ) equation, thereby constructing a computable feedback
control law. Simulation results demonstrate that the proposed
method can effectively suppress formation tracking errors in DoS
attack scenarios and exhibits superior robustness, adaptability,
and energy efficiency compared to traditional methods.

Index Terms—Denial-of-service (DoS) attacks, inverse rein-
forcement learning (IRL), nonzero-sum game, vehicle formation
control.

I. INTRODUCTION

EHICLE formation control enhances traffic efficiency,
energy savings, and safety by achieving multivehi-
cle state consensus [1], [2]. Consensus performance criti-
cally depends on reliable inter-vehicle communication. Early
research, such as model predictive control (MPC) [3] and
adaptive learning strategies [4], focused on control algorithm
design under ideal communication conditions, laying crucial
theoretical foundations. However, in practice, reliance on
vulnerable wireless networks exposes formation systems to
significant security threats [5], [6], [7], [8].
In practical vehicular networks, denial-of-service (DoS)
attacks are prevalent and easily launched [9], [10]. By disrupt-
ing communication links, they dynamically alter the system
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topology, leading to formation instability and safety risks [11],
[12]. Unlike traditional cyber threats, intelligent DoS attackers
adapt their strategies based on defenses to maximize disruption
[13]. Recent studies have addressed secure control under DoS
via robust [14], [15] or H,, control methods [16], [17], often
modeling attacks as bounded disturbances. However, these
approaches largely overlook the strategic, adaptive nature of
attackers, limiting their effectiveness.

Game theory effectively characterizes strategic interac-
tions between intelligent attackers and defenders in coupled
decision-making scenarios [18], [19]. By constructing game
models, optimal strategies under constraints can be system-
atically analyzed. For instance, Li et al. [20] proposed a
two-layer Stackelberg game coordinating spoofing and DoS
attackers; Wu et al. [21] achieved adaptive control for het-
erogeneous nonlinear multiagent systems under DoS attacks
via a multiplayer mixed zero-sum game. Meng et al. [22]
integrated a nonzero-sum game with reinforcement learning
(RL) for spacecraft attitude control. However, existing game-
theoretic approaches for secure vehicle formation control face
two major limitations. First, they rely on strong assumptions,
making them impractical for real environments with concealed
attacks [23], [24]. Second, manually predefined reward func-
tions hinder adaptive multiobjective trade-offs, limiting system
intelligence and generalization [25], [26].

In recent years, inverse RL (IRL) has become a key technol-
ogy in intelligent connected vehicle control, widely applied in
adaptive optimal control for complex nonlinear and multiagent
systems [27], [28], [29]. Unlike conventional RL that requires
manual reward function design, IRL adaptively identifies mul-
tiobjective trade-offs under adversarial conditions by learning
reward signals from attack-defense demonstrations [30], [31].
The maximum entropy IRL framework [32] ensures robustness
by maximizing policy entropy, while its integration with RL
[33] demonstrates superior performance in complex tasks.
Compared to iterative, imitation, and dual learning methods
[34], [35], IRL-learned rewards offer stronger interpretabil-
ity and generalizability for dynamic adversarial scenarios.
However, deeply integrating IRL with nonzero-sum game
models that capture real-world adversarial interactions, while
constructing controllers with robust theoretical guarantees,
remains an open challenge.

Based on the above analysis, this article deeply integrates
the nonzero-sum game framework with IRL methods to
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Fig. 1. Communication framework of vehicle formation under DoS attacks.

systematically address the problems of strategy modeling,
reward design, and stability guarantees in vehicle formation
consensus control under DoS attacks. The main contributions
of this article are as follows.

1) Unlike existing studies that treat DoS attacks as random
disturbances, this article models the interaction between
DoS attacks and vehicle formation as a nonzero-sum
game, explicitly capturing the trade-off between con-
trol performance and attack energy consumption. To
overcome the reliance on manual reward tuning, this
article introduces an IRL mechanism that adaptively
learns multiobjective reward weights from offline attack-
defense demonstration data. This enables the control
system to achieve offline-adapted trade-offs among mul-
tiple objectives under varying attack conditions, without
requiring manual reward engineering.

2) A neural network (NN)-based solution to the
Hamilton—Jacobi (HJ) equation is developed to
implement the learned reward weights in a state-
feedback control law, with rigorous Lyapunov-based
proof of uniformly ultimately bounded (UUB) stability
for the consensus error.

II. MODEL DESCRIPTION AND SYSTEM FORMULATION
A. Graph Theory

The communication topology of the vehicle formation is
abstracted as a directed graph G = (V, £, A), where the node
set V = {vy,Vva,..., vy} consists of N vehicles, divided into the
leader node set V; and the follower node set Vy; the edge set
E CV x V satisfies (v;,v;) € € if vehicle i can communicate
directly with vehicle j; the adjacency matrix A = [a;jls x »
is defined such that a;; = 1 if (v,v;) € &, otherwise
a;j = 0, with a; = 0 typically assumed; the degree matrix
is D = diag{d,, d>,...,d,}, where d; = Z;’ - 1 a;;j denotes the
out-degree of node i; and the Laplacian matrix is given by
L=D-A.

B. System Model and Attack Model

Fig. 1 illustrates the communication status of the formation
system, which consists of N vehicles under DoS attacks, where
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each vehicle exchanges information with its neighbors to form
a closed-loop polygonal structure.

The discrete-time dynamics model of vehicle i is expressed
as follows:

xi(k + 1) = Axi(k) + Bu;(k), i=1,...,N (1)

where x;(k) = [p,,(k), py,(k), 0;(k), v;i(k)]T is the state vector of
vehicle i, p,,(k) and p,,(k) represent the position coordinates
in the global coordinate system, 6;(k) denotes the yaw angle,
and v;(k) indicates the velocity. u;(k) is the control input, and
A, B are the system matrices.

Remark 1: The linear dynamics in (1) are widely adopted
in formation control literature for consensus and formation
problems, capturing the essential coupling between position,
heading, and velocity within small deviations from the desired
formation.

The global system model can be obtained as follows:

x(tk + 1) = (Iy ® A)x(k) + (Iy ® B)u(k) 2)

where ® is the Kronecker product and Iy is the identity matrix.

DoS attacks change the adjacency matrix by blocking the
communication link. Under the attacks, the adjacency matrix
elements are

@k + 1) = af - (1 - y;(k)) 3)

where a?j is the initial adjacency matrix element, a?j =1
and a?,. = 0 indicate a connected and a disconnected link,
respectively. y(k) = [y;;(k)] represents the attack strategy
matrix.

The attack energy is introduced into the state as follows:
Ek+1)=E®) - Y _ ¥k )
bJ
where E(k) is the total attack energy at the current moment.
The Laplacian matrix after the attack is defined as follows:

Lk+1)=D(k+ 1) - A(k + 1). )]

At time k, the consistency error is defined based on the
currently available communication topology as follows:

e(k) = (L(k) ® L,)x(k). (6)
Similarly, at the next moment, there is
e(k+1) = (Lk+ 1) ® Ly)x(k + 1). )
Substituting (2) into (7), we get
e(k+1) = (Lk+ D)@ A)x(k) + (Lk+ 1) @ Bu(k).  (8)

Remark 2: Since the consensus error evolves solely within
the disagreement subspace, and the component of the system
state on the consensus manifold does not affect the error
dynamics, the subsequent analysis focuses exclusively on the
system behavior within the consensus error subspace.

In the consensus error subspace, the consensus error dynam-
ics can be equivalently expressed as follows:

e(k + 1) = A(k)e(k) + B(k)u(k) ©))

where A(k) and B(k) represent the system matrices dependent
on the communication topology.
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Fig. 2. Control strategy based on nonzero-sum game and IRL.

IIT. MAIN RESULT

This article presents an integrated nonzero-sum game and an
IRL control framework. As illustrated in Fig. 2, the proposed
framework achieves adaptability through a clear separation
between offline learning and online feedback control. On one
hand, the IRL mechanism adaptively learns the multiobjective
reward weight parameters exclusively from offline demon-
stration data. On the other hand, the control law employs
attack-intensity-aware gain scheduling that adjusts the control
gains in real time according to the observed attack strength.

A. Framework of Nonzero-Sum Game

The game participants are defined as follows: 1) Defender
(vehicle formation system), which aims to minimize the con-
sensus error and control cost; and 2) Attacker (DoS attack),
which aims to maximize the formation error by disrupting
topology while minimizing its own energy consumption.

Lemma 1 [36]: Since both players aim to optimize their
respective objectives, their Nash equilibrium satisfies

Ty () < Ja (man7) (10)
T () < Ja (7 ma) (11

where 7T, and 7, are the strategy sets of the defending party
and the attacking party, respectively.

Lemma 2 [37]: Assume that the attacker’s value function
V,(-) is L-Lipschitz continuous with respect to the attack vari-
able y;j, i.e., [Va(y1)=Va(y2)l < Llly1 =72l Let ¥ € [0, 1]" < *
be the optimal solution to the continuous relaxation problem,
and y* = Projy ,(¥*) be the binary solution obtained via
projection with threshold ¢. Then there exists a constant C
such that

g €T
7. €7,

Va(y*) = Va(7*)—C : Ama)c

where A, depends on the number of relaxed variables lying
in the interval (0, 1).

Assumption 1: To circumvent the exponential complexity
of binary combinatorial optimization, this article relaxes the
attack decision vy;; € {0, 1} to a continuous variable y;; € [0, 1],
which can be interpreted as the probability of cutting the link
(i, j), thereby enabling gradient information to guide the policy
search.
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Theorem 1: Given the attack strategy vy, the approximately
optimal defense strategy is

') = 3 BRB OFVjtetk + 1) (12)

where VV*(e(k + 1)) = (OV*(e(k + 1)))/(De(k + 1))

Let AJ;; = BYVE(e(k + 1))((Fe(k + 1))/0yij) < e. Given
the defense strategy u, the heuristic attack strategy based on
marginal value evaluation is

1, if AJijZO

) (13)
0, otherwise.

ij(k) = {

Proof: For subsequent calculations, write e = e(k), et =
e(k+ 1), and u = u(k).

The defender performance indicator is defined as follows:

Ji(e) =E |:Zﬁ’_k (eTQe + uTRu):|
i=k

where the weight matrices Q and R are positive definite, and
the discount factor g € (0, 1).

According to the principle of dynamic programming, the
defensive value function satisfies

(14)

Va(e) = min Hy(e, u) 15)

where Hy(e,u) = e’ Qe + ul Ru + BV (e ™).
Taking the partial derivative with respect to u and setting it
to 0, we get

H, _

% = 2Ru + BB(k)VVy(et) = 0. (16)
Rearranging (16), we get

(k) = —%ﬁR‘IET(k)VVC}‘(e*). (17)

The value function of the attacker is defined as follows:

V,(e) = max k| Qe! Qe — ii 18
(e) = mz TZ:kjﬂ 0 iij, (18)
where A > 0 is the attacker’s attention to the error.
Define the attacker’s objective function as follows:
(19)

J@)=E| Y B A" Qe - v
=k iJ
Then, the Bellman equation can be expressed as follows:

Va(e) = max | de” Qe — > "y + BVa(e™) (20)
Y —
i
Consider a unilateral variation in a single attack variable ;;,
the resulting change in the value function can be expressed as

follows:

AVED = AN Qe) - Ayij + BAV,(eh). (21

Based on Assumption 1, ignoring the immediate error
change term AA(e” Qe) and applying a first-order Taylor expan-
sion, we have
de™
—Ayij

AVED ~ —Ay;; + BVVT (eh) 2
a?’ij
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O +
~BVVI(eh) T~ 1
3%]‘

<AJj<e (22)

Consequently, at time k, the attacker’s decision on link (i, j)
can be expressed as follows:

1, ifAJ;; >0
)y =1" V= 23
7 (k) 0, otherwise. 23)
B. IRL-Based Consensus Control Strategy
The defensive reward function is defined as follows:
Ry(e,u;604) = aaRi(e) + BaRo(u) 24)
where Ri(e) = —e’Qe and Ry(u) = —u’Ru, respectively,

correspond to the consistency error cost and the control energy
cost. 8; = (ay,Bq) is the defensive reward weight parameter,
satisfying ay + B4 = 1, ay4,B4 = 0.

The attacker’s reward function is defined as follows:

Ra(e,y;04) = £aR3(e) + LuRa(y)

where Ri(e) = e’ Qe and R4(y) = —Zy,-j correspond to
the attacker’s reward and the energy cost, respectively. The
weight parameters of the attacker’s reward are denoted by
0, = (&4, ¢a), which satisty &, + ¢, =1, &,,4, = 0.

Let the defender’s strategy m,(ule) denote the probability
distribution of selecting control input u, and the attacker’s
strategy m,(yle) denote the probability distribution of selecting
attack decisions. Then, we get ) m4(ule) = 1, Zy ma(yle) = 1.

Under the joint policy 7 = (74, 7,), the Q-functions for the
defender and the attacker are, respectively, defined as follows:

O%(e,u;04) = Rale, u; 0,) + pEyr, [V (€)le, u] (26)
O7(e,:04) = Ra(e, y:6,) + pEq, [V (e, y] . (27)

To enhance the smoothness and differentiability, the max-
imum entropy Nash equilibrium strategies are defined as
follows:

(25)

exp (QF (e, u;04))

my(ule; 64) = Z.e.00) (28)
" (e, 7; 04
m(Yle;6,) = = (ZQ u(e(~e¢97) ! 29

where the defender’s partition function is Zs(e;0s) =
> exp(QZd’”“(e,u;Gd)), and the attacker’s partition function
is Z,(e;6,) = Zy eXP(Q"‘*”ﬂZ (e,7;64)).

Remark 3: In general nonzero-sum games, the maximum
entropy Nash equilibrium is not guaranteed to be globally
unique. Under compact strategy sets and a continuous state
space, the value function is strictly concave, which ensures
the existence of a local Nash equilibrium. In this article, the
strategy iterative algorithm is used to solve the problem, and
the stability of the strategy can be verified through multiple
random initializations many times in practical applications.

According to the IRL theory, the maximum entropy optimal
value function satisfies

V7 (€304) = log Za(e; 6,)
VT (e;0,) = log Zu(e; 6,).

(30)
€29
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Assume that the interaction process between the defender
and the attacker over the discrete time interval r =0,1,...,T
forms a trajectory, expressed as follows:

7 = {eg, Uo, Yo; €1, U1, V15 ... €T, Ur, ¥} (32)

where e; represents the consensus error state at time f, u;
denotes the control input applied by the defender, and vy,
indicates the attack decision.

Performing multiple independent experimental runs yields
a reference trajectory set D = {7V, 7@ ... ™)} based on
the game interaction process. This set reflects the typical
behavioral patterns of both the attacker and defender during
their adversarial interactions.

The probability of a demonstration trajectory 7 given the
current reward weight parameters ,,6, can be expressed as

follows:
T-1

P(tin*) = Pleo) - | | wituiles; 6a)
t=0

”Z(7t|et)P(et+1 les, s, Ye) (33)

where 7, and 7, denote the maximum entropy Nash equilib-
rium strategies corresponding to the given reward weights.

The log-likelihood objective functions for the defender’s
and attacker’s weight parameters are, respectively, defined as
follows:

| T
LaOa) = DY [logmyuler; 6a)]

(34)
teD =0
1 T-1

LaB) = 5 3 ) [logmiriler: 6] (39)
TeD =0

By substituting (26), (28), and (30) into (34), the objective
function can be further simplified as follows:
T-1

1 . .
L4(0y) = N Z Z [OF (er,u300) = V7 (e1364)]
7eD =0
| T-1
=N Z |:Z Ry(ersus; 0a) + pVyler) — V;(e())i| .
teD L t=0

(36)

When T approaches oo, V(er) becomes negligible, and the
objective function can be approximated as follows:

T-1
Lt~ Y [Z Rulen i 00) — Vi <eo;ed>} RNETS
teD L =0

Remark 4: We employ the approximation gVj(er) = 0
to simplify the calculation. The validity of this approxima-
tion is based on three considerations: 1) discounting; 2) the
steady-state characteristics of the demonstration trajectories
(the terminal error er is small); and 3) training stability. This
simplification has been verified by subsequent simulations to
have a negligible impact on the learning of the reward function
weights.

Taking the partial derivative with respect to ,, the gradient
of the objective function is obtained as follows:

T-1
1
Vo,La= D> VoRaler ur:60)

1eD =0
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1 .
5 2 Vo Vi (eo: ). (38)

TeD

The value function for the defender represents the expected
long-term cumulative reward starting from the initial state eq
under the optimal policy. Its gradient can be expressed as
follows:

Ve, V3 (e0;64)

= Er [Z p'Vo,Raler, ur: 6g)leo = e] :

t=0

(39)
Substituting (39) into (38), the final gradient of the
defender’s objective function is

Vo, La

T-1 0o
= E,ep [Z V@,Rd] —E, [Z ptVQde:| ) (40)
t=0

t=0

Similarly, the gradient of the attacker’s objective function
can be formulated as follows:

Vé?u ﬁa

T-1 oo
= Erep [Z v@,Ra} ~ By [Zp’vg“Ra] SR
t=0 =0

Algorithm 1 IRL-Based Reward Parameters Learning
1: Initialization: defense weight 6, and attack weight 6,,
value functions V;(e), Vao(e);
2: for k=1 to K do
3: Compute value functions V,x(e), V,x(e);

4: Generate maximum entropy policies mgx(ule),
ﬂa,k(y|€);

5: Compute demonstration gradients ngm", ngmo;

6: Generate sample trajectories and estimate nghcy,

policy ,

Vo, s .

7: Update reward weights 6,41, 6,x+1;

8: if |644+1 — 0axll < € and [0, 141 — Oaxll < € then

9: break

10: end if

11: end for

12: Output: 8}, 67;

Algorithm 1 adaptively learns the weight parameters of
multiobjective performance indices from offline demonstration
data, eliminating reliance on manual weight tuning.

C. Design of the NN Approximator

The optimal value functions V; and V;, along with
their gradients, are difficult to solve analytically. Leveraging
the universal approximation capability of single-hidden-layer
feedforward neural networks (SLFNs), the following value
function approximators are designed as:

Vie) = W g(e) + e(e) (42)

IEEE INTERNET OF THINGS JOURNAL, VOL. 13, NO. 17, 1 SEPTEMBER 2026

where W € RM is the output weight vector; ¢(e) =
[¢1(e), pale), ..., ¢y, ()] is the vector of hidden layer acti-
vation functions; and e(e) is the NN approximation error,
satistying [|e@)l| < €max-

Taking the gradient of V(e), we get

VV(e) = V! (e)W (43)

where V@(e) is the Jacobian matrix of the activation function
vector with respect to the error state e.

Aiming to minimize the residual of the HJ equation, the HJ
residuals for the defender and the attacker are, respectively,
constructed as follows:

EaWy) = ||Vale) - Vo) | (44)
EW,) = |[Vule) - Vi) . (45)

Construct the defender’s feature matrix ®, and target vector
Y, as follows:

@, = [ple)) - p(e)). ..., dlen) — pdler)]
Y, = [e] Qe +uj'Rui,... enQey + u,*VTRu}‘V]T .

When <1>§<1>d is full rank, i.e., when the persistent excitation
(PE) condition is satisfied, the optimal weight for the defender
is

W= (®)®,)” @)Y, (46)

Similarly, the attacker’s feature matrix ®, and target vector
Y, are constructed, respectively, as follows:

@, = [¢(e1,y) —pp (el 71) - b (en, yv)
- ()]’
Y, = [/191TQ€1 - Z)’lzj, el Qe — Z?’N:’j]T~
The optimal weight for the attacker is

W= (@'®,)” @'Y, (47)

Algorithm 2 NN for Approximating Value Functions

1: Initialization: weight vectors W, o, W,; initial policies
up = 0, yo = 0; convergence thresholds €, &;

2: for k=1to K do

3 Compute gradients VV,;;, VV,;

4 Update policies u; 1, vy 3

5: Generate trajectory data using new policies;

6 Solve W st1, Waiy1 using batch least squares;

7 if [Warer — Warll < e, [[Wart1 — Waxll < & then

8

: break
9: end if
10: end for

11: Output: W3, W;

Algorithm 2 approximates the optimal value functions in
the differential game, alternately updating the strategy and
network weights until convergence to output the optimal
weights.

Remark 5: The PE condition required for ®7® to be full
rank can be ensured in practice by introducing exploration
noise into the control input during data collection, or by using
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sufficiently rich excitation trajectories. This guarantees suffi-
cient state-space coverage for reliable parameter estimation.

D. Stability Analysis

Theorem 2: If the attack energy ", the defender strategy
u*, and the NN approximation error €(e) are bounded, the
consensus error dynamics system in (9) is globally UUB stable
in the closed loop. That is, there exists a constant M > 0 such

that
lim suplle(b)| < [~ = M.
k—o0 pkl

Proof: Select the defender’s approximately optimal value
function as the Lyapunov function

V(e(k) = Vi(e(k)) = Wyd(e(k)

where V)(e) is the NN’s approximation of the defender’s
optimal value function V(e), satisfying

Va(e) = Vi(e) + e(e),

(48)

(49)

le(e) < el. (50)

Since the instantaneous cost function is positive definite and
quadratic, and the value function represents the cumulative
discounted cost, there exist positive constants ¢; and ¢, such
that

cillel® < Vi(e) < callell*. (51)

Under the condition of bounded approximation error, (51)
still holds for V) (e).
Combining (15), (17), and (50), we have

Vi(e(k)) = e(k)" Qe(k) + u" (k)" Ru’ (k)

+ pVi(etk + 1)) + e(e). (52)
Rearranging (52), we obtain
pViletk+ 1)) = Vi(e(h)) < =Amin(Qlle®I’ + €. (53)

Define AV = V/(e(k + 1)) — V/(e(k)), we have
PAV = p(Vietk + 1)) = Vi(e() + (1 — p)Vi(e(k)

< ~Anin(Dlle®)* + & + (1 = p)callek)|. (54)
Then, we get
AV < _/lmin(Q) - (1 _p)c2”e(k)”2 + 2 (55)
P 1Y

Assume A,,;,(Q) > (1 — p)ca, and define a positive constant
/lmin(Q) - (1 —P)Cz >

by = 0. (56)
0

Then, the Lyapunov difference becomes

AV < —kille®)IF + %. (57)
When £ tends to infinity, we have

. €

lim suplle(k)|| < ,/—. (58)

k—o0 pk1

Remark 6: The derived upper bound indicates that the
consensus error remains within a compact set determined
by the attack intensity and approximation error. In practical
vehicle formation scenarios, this bound can be used to ensure
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that inter-vehicle distances remain within safety margins by
appropriately tuning the weighting matrices Q and R.

Theorem 3: Under the maximum entropy policies (28) and
(29), the log-likelihood L(6) satisfies.

1) Concavity: Vgﬁ(e) = —E[Var,-(Vy0™)] < 0.

2) Unbiasedness: E[@gﬁ] =VyL.

3) Decoupling: Vq¢,L, depends only on 64, Vg, L, only on

0,.

Hence, 0 . | = O + 1 Vo L£(6;) with > = o, Zni < o0
converges a.s. to a local maximum.

Proof: From (24), the reward function is linear in 6,

Ra(e, u;6q) = 6 ra(e, u) (59)

where r4(e, u) = [R(e), R2(u)]". Consequently, the Q-function
satisfies Q%(e,u;04) = 01y(e,u) with yle,u) = ryle,u) +
PE[V](e)le, u].

The log-likelihood objective is

L4(04) = Bewp [log my(ule; 6,)] (60)

where m(ule;6;) = exp(Qj(e,u;6;) — logZy(e;6;)) and
Za(e;0q) = ), exp(Q(e, u; 0a)).

The Hessian of L, is

Vi, La = —Eiewy-n [Vare qea, Wle,u)] <0 (61)

where Var,-(-) denotes the covariance matrix under 7*, which
is positive semidefinite. Thus, £, is concave. The same argu-
ment applies to £,(6,) by symmetry.

The gradient estimate in (40) consists of two independent
parts

BI¥0,Lal = Beon [ D VoRa| - Br [ D #/V0RA]

=Vy,La. (62)

Hence, the gradient estimate is unbiased.

In the nonzero-sum game formulation, the defender and
attacker have independent reward structures defined in (24)
and (25), respectively. Specifically, 6, = (a4, 84) appears only
in Ry, and 6, = (&,,¢,) appears only in R,. Consequently,
Vo, La depends solely on 6;, and V4 L, depends solely on
6,. The gradient updates for the two players are completely
decoupled.

In conclusion, the stochastic gradient ascent update satisfies
the standard Robbins-Monro conditions, ensuring almost sure
convergence to a local maximum.

IV. SIMULATION EXAMPLE

A. Parameter Setting

The simulation adopts a three-vehicle triangular formation,
a representative case that can be readily extended to the same
ring-type communication topology and control architecture
when more vehicles are added.

The simulation experiments are implemented in MATLAB
R2022a. The system consists of a triangular formation with
one leader and two followers. The vehicle dynamics follow
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the discrete-time linear model in (1), with its system matrices
configured as follows:

1 0 0 o0l 0 0
01 0 0 0 0
A=lo 0o 1 ol B=loa o
0 0 0 08 0 01

In the formation system, the leader vehicle is located at the
origin (0, 0), the left-wing vehicle is at (—15, 12), and the right-
wing vehicle is at (—15,—12). The communication topology
adopts a directed chain structure, with its adjacency matrix
defined as [0,1,0;1,0,1;1,1,0].

In the value function and reward function, the weighting
matrices are set as Q = diag(1,1,0.1,0.5), R = diag(0.1,0.05).
The discount factor p = 0.95 and attacker’s error concern
factor 4 = 1.5 are selected from [37]. Unlike the zero-
sum IRL setting in [37], our nonzero-sum formulation allows
both players to have independent reward structures, which is
essential for modeling DoS attacks where the attacker cares
about both disruption and energy consumption. Furthermore,
while [37] assumes known rewards, we learn the reward
weights adaptively from attack-defense demonstration trajec-
tories using maximum-entropy IRL.

To satisfy the PE condition, zero-mean Gaussian noise with
variance o> = 0.05 is added to the control input during the
data collection phase.

To comprehensively evaluate performance in a network
environment subject to DoS attacks, this article considers a
DoS attack model with energy caps En.x set to 30, 60, and
100, respectively. The proposed method (G-IRL) is compared
against the method based on MPC, game + RL (G-RL), H
control, and robust control (RC).

The demonstration trajectory set for both the attacker and
defender contains 100 trajectories, where py, py, € [-2,2] m,
6 € [-0.5,0.5] rad, and v € [0, 2] m/s. The specific numerical
characteristics of the reference trajectory set are as follows:
the mean initial formation error is 0.85 m with a standard
deviation of 0.42 m; the amplitude range of the defender’s
control input is [—0.35,0.35]. Through quality filtering, only
high-quality trajectories with an average consensus error below
1.0 m are retained as the reference trajectories.

B. Result Discussion

Fig. 3 illustrates the dynamic coupling between DoS attack
intensity and defense control input: the defender’s input (red
dashed) adjusts synchronously with the number of attacked
links (blue solid), demonstrating that the approximate Nash
equilibrium strategy adaptively modulates control effort based
on attack behavior, validating the game-theoretic modeling.

Fig. 4 shows that under weak to strong DoS attacks, the
proposed method (red solid) consistently outperforms other
methods in both convergence speed and steady-state error,
demonstrating its enhanced robustness. This result validates
that our method effectively enhances formation consensus
performance and robustness against DoS attacks.

Fig. 5 shows that G-IRL maintains the lowest and most
stable defense energy consumption across all attack intensities,
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confirming that it effectively balances defense performance
and energy consumption while mitigating DoS attack impacts.

Fig. 6 demonstrates that the leader and followers maintain
a stable triangular formation along an S-shaped path with
smooth trajectories and no oscillations. This demonstrates
that the proposed method retains good tracking performance
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SENSITIVITY ANALYSIS OF REWARD WEIGHTS ABOUT T AND p

TABLE I

30

T p agq(mean £+ std) &4 (mean £ std)
50 090  0.6492 4+ 0.0038  0.5675 + 0.0076
50 095 0.6622£0.0049 0.5860 £ 0.0061
50 099 0.6673+£0.0043 0.6021 £ 0.0099
100 090 0.6443 +£0.0086  0.5695 + 0.0076
100 095 0.6676 £0.0135  0.5920 + 0.0130
100 099 0.6673 £0.0085  0.6021 +£0.0116
200 090 0.6453 £0.0150 0.5674 %+ 0.0053
200 095 0.6757£0.0105  0.5984 % 0.0089
200 099 0.6824 £0.0103  0.5969 +0.0117
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Fig. 7. Iterative convergence characteristics of reward weights of defender
and attacker in IRL. (a) Defender weight value. (b) Attacker weight value.

and formation-keeping capability even under complex path
conditions.

As shown in Table I, the learned reward weights exhibit
only minor variations when T varies from 50 to 200 and p
from 0.90 to 0.99, confirming that the terminal approximation
in (37) introduces no significant bias.

Fig. 7 shows that a higher weight on error prioritizes
formation precision, while a higher weight on control cost
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favors energy saving. This adjustment enables the system to
balance safety and efficiency under varying attack conditions.

Fig. 8 demonstrates that the NN approximation errors for the
value function and its gradient decrease rapidly and stabilize
at low levels, ensuring a reliable HJ equation solution.

In Fig. 9, the condition numbers of both the defender and
attacker feature matrices converge to below 10° (approxi-
mately 190 and 170, respectively). In numerical linear algebra,
this indicates that the feature matrices are well-conditioned and
the least-squares solutions are numerically stable [38].

Fig. 10 shows that under actuator saturation (E,,, = 60),
the proposed G-IRL method (red solid) achieves a steady-
state error of 0.36 m after 60 s, significantly lower than
other saturated controllers, while the unsaturated G-IRL (gray
dashed) attains 0.25 m as a benchmark, demonstrating that
IRL-learned weights enable superior long-term convergence
despite initial saturation-induced degradation.

V. CONCLUSION

This article proposes a G-IRL control framework that
demonstrates superior convergence and robustness against
DoS attacks by modeling attacker-defender interactions
and adaptively learning multiobjective weights from offline
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Fig. 10. Consensus error under actuator saturation.

demonstrations. However, limitations of the current study
include the adoption of a linearized system model and static
hyperparameters. Among various nonlinear effects, actuator
saturation is the most critical for vehicle formation con-
trol, which would lead to moderate performance degradation.
Therefore, future work will aim to accommodate nonlinear
vehicle dynamics by incorporating NN-based dynamics mod-
els to improve the framework’s resilience and autonomy in
dynamic scenarios.
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