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Abstract:
Objective

Cyber-Physical Systems (CPS) constitute the backbone of critical infrastructures and industrial
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applications, but the tight coupling of cyber and physical components renders them highly susceptible to
cyberattacks. False data injection attacks are particularly dangerous because they compromise sensor integrity,
mislead controllers, and can trigger severe system failures. Existing control strategies often assume reliable
sensor data and lack resilience under adversarial conditions. Furthermore, most conventional approaches
decouple attack detection from control adaptation, leading to delayed or ineffective responses to dynamic
threats. To overcome these limitations, this study develops a unified secure learning control framework that
integrates real-time attack detection with adaptive control policy learning. By enabling the dynamic
identification and mitigation of false data injection attacks, the proposed method enhances both stability and
performance of CPS under uncertain and adversarial environments.

Methods To address false data injection attacks in CPS, this study proposes an integrated secure control
framework that combines attack detection, state estimation, and adaptive control strategy learning. A sensor
grouping-based security assessment index is first developed to detect anomalous sensor data in real time
without requiring prior knowledge of attacks. Next, a multi-source sensor fusion estimation method is
introduced to reconstruct the system’s true state, thereby improving accuracy and robustness under adversarial
disturbances. Finally, an adaptive learning control algorithm is designed, in which dynamic weight updating via
gradient descent approximates the optimal control policy online. This unified framework enhances both steady-
state performance and resilience of CPS against sophisticated attack scenarios. Its effectiveness and security
performance are validated through simulation studies under diverse false data injection attack settings.

Results and Discussions Simulation results confirm the effectiveness of the proposed secure adaptive learning
control framework under multiple false data injection attacks in CPS. As shown in Fig. 1, system states rapidly
converge to steady values and maintain stability despite sensor attacks. Fig. 2 demonstrates that the fused
state estimator tracks the true system state with greater accuracy than individual local estimators. In Fig. 3,
the compensated observation outputs align closely with the original, uncorrupted measurements, indicating
precise attack estimation. Fig. 4 shows that detection indicators for sensor groups 2-5 increase sharply during
attack intervals, while unaffected sensors remain near zero, verifying timely and accurate detection. Fig. 5
further confirms that the estimated attack signals closely match the true injected values. Finally, Fig. 6
compares different control strategies, showing that the proposed method achieves faster stabilization and
smaller state deviations. Together, these results demonstrate robust control, accurate state estimation, and real-
time detection under unknown attack conditions.

Conclusions This study addresses secure perception and control in CPS under false data injection attacks by
developing an integrated adaptive learning control framework that unifies detection, estimation, and control. A
sensor-level anomaly detection mechanism is introduced to identify and localize malicious data, substantially
enhancing attack detection capability. The fusion-based state estimation method further improves
reconstruction accuracy of true system states, even when observations are compromised. At the control level, an
adaptive learning controller with online weight adjustment enables real-time approximation of the optimal
control policy without requiring prior knowledge of the attack model. Future research will extend the proposed
framework to broader application scenarios and evaluate its resilience under diverse attack environments.

Key words: Cyber-Physical Systems (CPS); False data detection; Secure control; Network attacks
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