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Abstract—This article investigates the distributed formation
control of uncrewed surface vehicles (USVs) under aperiodic
denial-of-service (DoS) attacks within a Stackelberg—Nash game
(SNG) framework. An actor—critic (AC) reinforcement learn-
ing (RL) algorithm is developed to approximate these policies
online, ensuring convergence to the Stackelberg-Nash equi-
librium (SNE). To enhance resilience against communication
interruptions, a consensus-based estimator is designed to recon-
struct missing neighbor data using local information. Rigorous
Lyapunov-based analysis guarantees the input-to-state stability
(ISS) of the estimator and the semi-globally uniformly ultimately
bounded (SGUUB) stability of the closed-loop system. Simulation
results verify the framework’s effectiveness in achieving accurate
trajectory tracking and robustness against frequent DoS attacks.

Index Terms—Actor—critic (AC) learning, denial-of-service
(DoS) attacks, formation control, Stackelberg-Nash game (SNG),
uncrewed surface vehicles (USVs).

I. INTRODUCTION

NCREWED surface vehicles (USVs) have gained
increasing attention due to their wide range of appli-
cations in maritime operations in recent years [1]. Their
autonomous capabilities make them highly suitable for
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missions that are dangerous, repetitive, or long-endurance
missions [2], [3]. In particular, USV formations have shown
great potential to outperform single-agent systems by enhanc-
ing robustness, scalability, and efficiency [4], [5]. Despite
these advantages, the implementation of multi-USV formation
control systems remains challenging [6], [7].

Game-theoretic approaches have been widely studied for
their capability to model competitive and cooperative inter-
actions among multiple agents [8], [9]. Most existing studies
assume that agents play symmetric roles, where each agent
independently and simultaneously makes decisions to optimize
its own objective [10]. However, in many practical scenarios,
certain agents may possess distinct advantages that allow them
to act first or strategically influence others, while the remaining
agents simultaneously seek their own optimal responses [11],
[12]. Originating from an economic model involving two
participants: a leader and a follower, the Stackelberg frame-
work assumes that the leader selects an optimal action while
anticipating the follower’s potential response to maximize its
own utility. When multiple followers simultaneously make
their decisions in response to the leader’s action, the resulting
framework constitutes a Stackelberg—Nash game (SNG) [13],
[14]. In [15], an event-triggered robust adaptive dynamic
programming (ADP) algorithm is developed to solve a class
of multiplayer SNGs for uncertain nonlinear continuous-time
systems. Zhang et al. [16] proposed an ADP-based hierarchical
Stackelberg—Nash optimal game control method. Recent stud-
ies have further extended SNG to stochastic systems [15] and
finite-time control [17], [18]. However, these works primarily
rely on ideal communication channels, leaving the system
vulnerable to cyber threats. A game-based backstepping design
using reinforcement learning (RL) was developed in [19],
while a finite-time adaptive fuzzy strategy was proposed in
[20] to handle stochastic disturbances. However, the potential
of the SNG framework in enhancing system resilience against
cyber threats compared to traditional methods remains to
be fully explored. While distributed consensus (DC) proto-
cols are effective in ideal environments, they rely heavily
on symmetric information exchange, which is vulnerable to
denial-of-service (DoS) attacks. To address the hierarchical
nature of leader—follower formations and the information
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asymmetry caused by attacks, we adopt the SNG framework.
As demonstrated in recent studies [13], [14], SNG allows the
leader to optimize the global formation objective based on
the hierarchical structure. This hierarchical guidance provides
superior resilience compared to reactive consensus methods,
which lack a global coordinator when interfollower links are
severed.

The desired Stackelberg—Nash equilibrium (SNE) is deter-
mined by the solution of the coupled Hamilton—Jacobi
equations of the nonlinear system. RL lies at the core
of optimal control theory [21], offering the advantages of
real-time learning and optimization [6]. It focuses on how
an agent interacts with its environment to maximize the
cumulative reward and obtains a near-optimal solution by
iteratively solving the Hamilton—Jacobi-Bellman (HIB) equa-
tion online [22], [23]. Distributed secure surrounding control
based on the Stackelberg game framework was investigated in
[24]. The actor—critic (AC) structure enables agents to learn
optimal behaviors through interaction with the environment
[25], [26]. In marine environments, wireless communica-
tion among USVs is subject to latency, packet loss [27],
[28], and, more critically, cyber threats such as deception
attacks [29], false data injection (FDI) attacks [30], and
DoS attacks [31], [32]. DoS attacks are deliberate disrup-
tions of communication channels, resulting in information
loss and degraded coordination [33], [34]. Conventional for-
mation control methods often employ passive zero-order
hold (ZOH) mechanisms during data loss. However, under
aperiodic DoS attacks, this passive approach forces follow-
ers to effectively operate open-loop, leading to significant
error accumulation and potential instability. To address this,
the proposed consensus-based estimator shifts from passive
waiting to active reconstruction [9]. By exploiting network
redundancy to reconstruct missing neighbor data locally, it
ensures formation stability even when direct communication
channels are temporarily severed. To mitigate the adverse
effects of communication disruptions, researchers have pro-
posed resilient estimation [35], [36] and control mechanisms
[37] that enable agents to maintain performance under limited
or corrupted information. Significant advancements have been
made in enhancing temporal performance and communication
efficiency through fixed-time convergent RL [38], [39] and
event-triggered mechanisms [40], [41]. Distinct from these
studies that primarily focus on convergence speed or band-
width optimization, our proposed SNG framework is designed
to address the hierarchical decision-making challenges within
multiagent systems. Furthermore, to complement existing
efficiency-oriented designs, we incorporate a consensus-based
estimator to ensure active resilience against aperiodic DoS
attacks.

To address the aforementioned limitations, we propose a
hierarchical control framework. The main contributions are
summarized as follows.

1) Hierarchical SNG Framework: Unlike symmetric con-
trol approaches [10], we establish an SNG framework.
This explicitly models the leader—follower hierarchy,
enabling the leader to optimize global performance by
anticipating followers’ responses.
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Fig. 1. Illustration of the aperiodic DoS attack intervals.

2) Model-Free Online Learning: We propose a novel inte-
gration of the AC algorithm within the Stackelberg—Nash
framework. Specifically, the leader’s actor network is
designed to learn a policy that anticipates the followers’
Nash equilibrium responses, enabling the online solu-
tion of the coupled hierarchical HIB equations without
requiring prior knowledge of the nonlinear system
dynamics.

3) Active DoS Resilience: Distinct from passive ZOH
strategies [31], [33], we design a consensus-based active
estimator. This mechanism exploits topology redundancy
to reconstruct missing data during aperiodic DoS attacks.

II. PRELIMINARIES AND PROBLEM FORMULATION
A. Motion Model of USVs

Consider a formation of N + 1 networked USVs, and the
kinematics and kinetics of the USV;(i=0,1,2,...,N) are

i = RW)v;

. (D
My = fi (vi) + 7 + w;

where ni = [)Cl‘,yi,l//l‘]T S R3 and Vi = [u,-,vi,r,-]T (S
R3 are the position and velocity vectors, respectively, and
R(;) = [cosy;, —siny;, 0; siny;, cosy;, 0;0,0, 1] is the rota-
tion matrix. M; € R3>*3 is the inertial matrix; fi(v;) € R
denotes the combined unknown effect of Coriolis and cen-
tripetal forces, hydrodynamic drag, and potentially unknown
damping and unmodeled dynamics; 7; € R® is the control
input; and w; € R3 is the bounded environmental disturbance.
The model follows the standard 3-DOF USV dynamics [9].

B. Aperiodic DoS Attacks

As shown in Fig. 1, it is assumed that the communication
channels between the USVs are subject to aperiodic DoS
attacks. Define T, = [tos,ton+1),(m € N, 15 = 0) as the
(n + Dth secure communication interval during which the
DoS attack is inactive, allowing information exchange between
USVs. Let D, = [ton+1,tm42) denote the time period of
the (n + 1)th DoS attack occurring. During this interval, the
network communication between some USVs is disrupted due
to the jamming signals, preventing them from sending and
receiving information from neighboring USVs. An example of
the aperiodic DoS attacks is illustrated in Fig. 1, where #5,4
denotes the nth DoS attack start instant and u, = t2,42 — ton+1
is the attack duration. Additionally, considering the energy
constraints of DoS attacks in practical scenarios, the following
assumptions are proposed to further characterize the nature of
DoS attacks.

Assumption 1 (DoS Frequency [9]): Let n(0, t) denote the
number of DoS attacks occurring over the interval [0, 7]. There
exist scalars Ay, 7, > 0 such that n(0,7) < Ay + (t/y).
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Assumption 2 (DoS Duration [9]): The total interval of
DoS attacks occurring over [0, 1] is represented by ®(0,¢) =
UneN D, N [0,t]. There exist scalars A; > 0 and 7; > 1 such
that |©(0, 1)| < Ay + (t/1y).

Remark 1 (Engineering Rationale): Assumptions 1 and 2
characterize the physical constraints of DoS attacks. Specif-
ically, they ensure average reachability of the leader’s
commands and reflect practical limitations on attacker energy
and stealth, which prevent continuous jamming.

Assumption 3: DoS attacks are assumed to exclusively dis-
rupt interfollower communications. Leaders typically possess
high-grade anti-jamming equipment, whereas interfollower
links are comparatively more vulnerable.

C. Action Estimators Based on the Consensus Protocol

The communication topology among followers O =
{1,...,N} is time-varying due to link-specific aperiodic DoS
attacks. This framework considers partial link interruptions.
The adjacency weights are defined as

b (1)
0, te€ D, and the channel (i, j) is under attack
= (2
a;j, otherwise
where i,j = 1,2,...,N. A DC-based estimator [42] is

designed to reconstruct the unknown actions 7; via

fij = —i Z bis (ij = fikj) + bij (Rij — 1)) 3)
keN;

where i = 1,2,...,N, y;; € R3*3 is a symmetric positive-
definite gain matrix, f);; € R? represents the action estimate
for the ith player, \V; denotes its neighbor set, and b;; and b; ;
are adjacency weights.

Define the stacked vectors as #; = [f}, - ,ﬁZN]T €
RN, = [nf. - ,n%]T € R3N. Then, the compact form of
estimator dynamics becomes

fi = =i | Y biac () (i = i) + (A @ I3) (B = 1) 4)

keN;
where p; = diag{u;y,...,min}) € RNV and A; =
diag{b;1,...,bin} € RV*N. Define the global error vectors

n=f-1y®n, with ff = [fﬁ, ,ﬁL]T c R3VN.
Then, the dynamics of 7j are given by

H=-uHOL)j-1ye®n (5)
where p = diag(uy,...,uy) € RIVNX3NN e
diag(ky,...,ky) € RVVX¥N and H = L ® Iy + A with
A = diag(Aq,...,Ay) € RVNXNN,

Remark 2: The leader is assumed to have exclusive access
to the predefined reference trajectory n,(f). This informational
asymmetry necessitates a hierarchical SNG framework, with
the leader as the primary tracking target.
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D. Problem Formulation

Consider a formation of N + 1 USVs consisting of a leader
(USVp) and N followers, forming a hierarchical decision-
making paradigm. Let e¢;(-) denote the formation error of
USV;, which is driven to zero by the control input 7; to
achieve formation control. Accordingly, a cost function is
constructed for each agent based on its role. For notation,
define [le]l, = e" Qe for any vector e and matrix Q.

Regarding the leader, it is assumed to anticipate the strate-
gies adopted by all followers, and its cost function is defined
as follows:

Jo (eo(to),To,T—0)=/ ro (€o, T, T—o) dt (6)
fo
N
ro (e0. 70, 7-0) = lleoll, + It + Y _ ek, (D)
k=1

where 7_o = {7; : j € O} represents the policy collection for all
USVs excluding 79. Qg and Py are symmetric positive-definite
matrices. ¢, > 0 quantifies follower k’s influence magnitude
on the leader’s dynamics.

For the followers, the associated cost function is

memmmx4=f r(entotar)di (®)

to

2 2
ri(ei, 7o, Tis 7-i) = lleill, + llTi + biollp, 9

in which 7_; = {r; : j € N;} represents the policy collection
associated with the neighbors of USV i. Q; > 0 and P; > 0
denote two matrices that are positive-definite and symmetric.
b; > 0 reflects the influence intensity of leader on follower i.
The value function corresponding to the cost function at
time is given by the following formula:
Vi@ = [ nGneodn iev. (o)
t
The optimal strategies and associated value functions are
characterized by the following formula:

77 =argmin V; (¢; (1)), i€V (11)
min,, / ro (€0, 70, T50) dT,  i=0
Viei () = oo (12)

ming, / r; (e[,TE‘),Ti,Tfi) dr, i€O.
o

Definition 1 (Admissible Policy [13]): The control policy
7,(¢) is considered admissible, if it meets the following criteria:
7,(t), for each i € ), maintains continuity, the collection
{To(t), T1(2), ..., Tn(2)} ensures the stability of system, and the
associated value function V;(e;(f)) < oo.

Definition 2 (SNE [13]): A mapping 7; : 79 — T; exists for
each i, ensuring that, given any fixed 7y and for all 7;, it has

Jo (e0 (t0) , %o, T-o (F0)) < Jo (e (t0) , To, T=0 (70))
Ji (ei (t0) , 70, Ti (10) . T-i (10)) < J; (ei (t0) s 70, 71 T-i (10))
(13)

then the policy {7o, 71, ...
forming the SNE.

, Ty} with 7; = Ti(%) is regarded as
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Remark 3: In the Stackelberg framework, the leader antic-
ipates state-dependent best responses (24). To compute the
equilibrium, the leader requires real-time states of all follow-
ers. Thus, the communication topology assumes that the leader
has direct access to all followers as in-degree neighbors to
ensure game solvability.

IIT. HIERARCHICAL AC CONTROL DESIGN UNDER
STACKELBERG—NASH FRAMEWORK

Based on the clarified Stackelberg—Nash interaction mech-
anism, the AC network is utilized to approximate the value
and policy functions and derive optimal control laws for both
the leader and followers. Although the control design operates
on the nominal structure of (1), it remains independent of
precise hydrodynamic parameters. Instead, the AC algorithm
adaptively approximates the optimal policy online, compensat-
ing for parametric uncertainties without high-precision system
identification. To address USV nonlinearities, a hybrid archi-
tecture is adopted. Backstepping ensures structural stability
by decomposing dynamics, while the integrated AC algorithm
minimizes the local cost (8) within the dynamic loop to learn
optimal policies online. This synergy guarantees both stability
and optimality, effectively overcoming the optimality limits of
standard backstepping and the convergence challenges of RL.

A. Optimized Control Design of Follower USVs

After observing the leader’s action, the followers maintain
a formation with the leader and make optimal decisions to
preserve a certain pattern relative to neighboring USVs.

The error variables are defined as

e ) =n;(t)—no @) —dip + Z (m@®-n;®-dj;) (14
jeO;_

e () =vi (1)=&,

where i € O and O;_ represent the collection of followers
excluding i, d;;j € R? is the desired displacement between
the ith follower and jth neighbor, d;y € R3? is the desired
displacement of USV; relative to the leader, and &, € R3 is
the virtual control input.
The corresponding error dynamics are given by
e ()= =@+ Y (00 =1, (1)

JjeO;-

15)

(16)

e =vi(H-&,.
The optimized USV control is designed using a two-step
backstepping method.
Step 1: Utilizing e;(t) = vi(t) — &,,, (16) can be rewritten as
e, (O =RW)&;, +RW)e () — o

+ ) (RWDE, +RW e () - (1)

JjeO;-

a7

(18)

To mitigate the impact of intermittent DoS attacks, esti-
mated signals are employed to compensate for potential data
loss. According to (3), (18) can be rewritten as

ey, () = R(Yi) &y, + RWi) e; (1) — 170 ()
+ > (RWDE, +RW) e (1) —hij ().

JjeO;_

19)
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The virtual control &, is designed as

& = R | AT | —kiey, () + 00 (1) + Y #i (1)
j€Oi-
(20)

where A; = 1+ |0;_| and k; > 1/2 is the design parameter.

Step 2: The optimal control is obtained via the RL strategy.
To commence, formulate the Hamiltonian function for USV
i € O in the following manner:

Hi(e;, Vi, ti, 7)) = 1i (ej, T3, T-p)

+ Vi T[MTI (fi ) + 7i — w) = &y (21)
6(6,‘) i i\Vi i i mi|-

For ease of subsequent analysis, let VV; = dV;/d(e;). Given

an arbitrary policy 7y, the corresponding optimal response for

each follower i € O can be formulated as

7} (10) = argmin H; (e;, VV;, 71, 7;) (22)

where V; is the corresponding value function of USV i
based on the policy sequence {7o,7](70),...,Ty(70)}. Since
Hi(e;,VV;,1;,7_;) is strongly convex in 7;, let (0H;/0t;) = 0,
one can gain the following expression:

7i (t9) = —biTo — %Pi_lM[TVVi, ieQ. (23)
Due to 0°H;/d7? = 2P; > 0, 7;(19) in (23) can achieve the
minimum of the H;(e;, VV;, 7;,7_;). When the leader takes the
policy 7, each follower’s best reaction can be expressed as
follows:

7 (15) = —bitg - %P;'M{TVVI.*, icO (24)
where V! denotes the follower’s optimal game value. To
streamline the notation, we denote 7;(7y) simply by 7}, with
no risk of ambiguity in the subsequent discussion.

The derivation of the optimal control law 7} utilizes the
stationarity condition (0H;/d7;) = 0, treating neighbors’ strate-
gies 7_; as fixed parameters. This follows the standard Nash
equilibrium formulation [13]. Crucially, the coupling effects
among followers are strictly captured in the subsequent cou-
pled HJB equation (25), where the value function V; evolves
based on the joint actions of the entire neighborhood.

Then, inserting (24) into (21) yields

Hi (e, VV;, 15, 7%))
=r; (ei,T,’-‘,T’ji)
+(8V7)T[M.-‘(f(v-)+r*f—w~)—§'-]=0 (25)
a (e:) S

for i € O. In summary, the HIB equation (25) for each
USV is formed by strengthening the smoothness condition of
the Hamiltonian quantity with respect to the control inputs.
Decompose the gradient term (VV}) into two components as

VV; = 2ze (1) + JY (e) (26)

where z; € R is the positive design parameter.
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Substituting into the expression of 7} yields

T = bty — 2P M e (1) — %P;'M;'J;’ (e)). (27)

Assumption 4: There exist ideal weights W and W}, such
that the optimal value function V; and control policy 7} can
be approximated on a compact set €; with bounded errors.
Moreover, V; is the unique positive-definite solution among
stabilizing admissible control policies [43].

Remark 4: Although nonlinear HIB equations may yield
multiple solutions generally, restricting the scope to admissible
controls ensures the uniqueness of V; [43]. The proposed
update laws minimize the Bellman error to target this specific
solution. As proved in Theorem 2, this mechanism guarantees
weight convergence to the neighborhood of W*, ensuring
closed-loop stability.

The term J{(e;) is continuous but uncertain so that an NN

can approximate it on the compact set Q,

J? (er) = WIS, (e) + &i () (28)

where W} € R7*3 is the ideal weight matrix with the neural
neuron number p;, S;(e;) € R is the basis function vector,
and &;(e;) € R® denotes the approximation error.

Thus, the optimal control and its gradient become

YV} = 226, (1) + WS (e) + & (e) @
T} = —bto — %P7 M e; (1)
1 1
— 5P MW (e) - SPIM e (30)

Since the ideal weight matrix W; € RP1*3 is an unknown

constant matrix, the optimal control cannot be implemented.
RL is performed by constructing the following critic and actor
networks. The critic for evaluating the control performance is
VU = 2z (1) + WE () S (e) (31)
where VVi* is the estimation of VVI.*,WC,-(I) e RP*3 denotes
the critic NN weight and is adjusted by the following law:

Wei (1) = —kiS (e1) ST (er) Wi (8) (32)

where k.; € R is the positive critic gain parameter.
The actor for generating the control action is defined as

1
= —bito — 2P 'M; e (1) - EP;IM;IW;Si (e)  (33)
where W,;(r) € R?*3 is the actor NN weight, updated by

Wi () = =S, (en) ST (e)

X (kai (Wai (1) = Wei (1)) + ki Wei (1)) (34)

where «,; € R is the positive actor gain parameter.
These design parameters z;, K.;, and k,; are selected to satisfy
the following conditions:

/lln‘ax ﬂmax 2
zi > M, Kai > ——+—,
2ag) (i)

(35)

1
Kai > Kei > 5Kai

IEEE TRANSACTIONS ON CYBERNETICS, VOL. 56, NO. 9, SEPTEMBER 2026

where ¢ = 9 + 2A%; Ap™ and Ay are the largest eigenvalue
of P;, M;, and /l%l_i“; and /l%“ is the smallest eigenvalue of P;
and M;.

By plugging (31) and (33) into the HIB equation, we obtain

H; (ei, Vv, T, T—i) = eiT (®) Qie; (1)
1 A T
+ (—ziPilMi‘ei 0= 3P M Wa (S (e»)
—1as—1 1 —1 2 —115/T

X P; (—ZiPi M; e ® - EPi M; "Wy (I)Si(ei))
+ 2ze () + WED) S ()" M
x (fi V) = bito — 2Py 'M; " e; (1)

1 B RN .
5P "MIWE DS (en) + wi - &, (r)) . (36)

Provided that H; = 0 admits a unique solution [44], this
condition is tantamount to
OH;

—_— = . . T . A7 . _ A . _

i = S8 E) War ) = War ) = 0pps. - B37)
It is evident that P(¢) = 0 is equal to (37)

P(t) =Tr {(Wai (t) - Wci (Z))T (Wm (l) — Wci ([))} (38)

where Tr{-} denotes the trace operator. The time derivative of
P(?) is given by
dP (1) oP oP
= = Wi () + ——W, () <0. 39
dt 6W£ @) @ 6WaT[. 0) ( )} 39)

Inequality (39) guarantees that the RL laws (32) and (34)
can ensure asymptotic convergence of P(f) to zero, thereby
making sure the satisfaction of condition (37).

Tr

B. Optimized Control Design of the Leader

For the leader, after predicting the optimal strategies 7* (7o)
of the followers, the task involves tracking the reference
trajectory 77, and maintaining the formation with the followers.
The following gives the two-step backstepping AC design.

Step 1: The leader formation error is defined by

ey (0) = 10 (1) =1, (1) + ) (10 () = 1, () = o),

jeoO

(40)

eo (1) = vo (1) = &, (1) (41)

where dy; € R? is the desired displacement of the leader
relative to USV; and &, € R3 is a virtual velocity to be
designed. The virtual control &, is designed as

& = RWo)™! (A5 (=koey, + - +117))
where Ag = 1 4 |O| and ko > 1/2 is a design parameter.
Step 2: Given the leader’s ability to foresee how each fol-

lower would optimally react, it makes the decision according
to the following expression:

(42)

Ty = argmin Hy (eo, VV3,70, T2 (To)) (43)

70
with V; denoting the leader’s optimal game value. According
to (0Hp/d71y) = 0, we can gain
N
=K Y Py MYV - K\ Py MG 'V
k=1

where K; = 1/2 (l - ZkN:] ckbk).

(44)
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Remark 5 (Solvability Condition): To ensure the existence
of the leader’s optimal control, Hy must be strictly convex,
necessitating the constraint Zszl crbr < 1. This is practically
satisfied by selecting appropriate weighting matrices in the
cost function to bound the aggregate feedback from followers.

Decompose the gradient term (VV(}) into two parts as

VVi = 2z0ep (t) + J§ (eo) (45)

where zp € R is a design parameter and Jg(ep) = —2z0e0(?) +
(dJ;/deg) € R3.
Substituting into the expression of 7 yields
N
5= K1 Y Py M 'YV — 20K Py My eo (1)
k=1

1
- EKI Py My T (eo) . (46)

The term J§(eo) is continuous but uncertain, so that an NN

can approximate it on the compact set Q.
J§ (e0) = Wy So (e0) + £ (e0) (47

where W € RP*3 is the ideal weight matrix with the neural
neuron number pg, So(eg) € R is the basis function vector,
and g9(ep) € R? denotes the approximation error. The critic
for evaluating the control performance is designed as

Vg = 2z0e0 (1) + W (1) S (eo) (48)

where VV(’; is the estimation of VV{ and Weo(t) € Rrox3
denotes the critic NN weight and is adjusted by

Weo (1) = —ke0S 0 (e0) ST (e0) Weo (1)

where k.o € R denotes the positive critic gain parameter.
The actor for generating the control action is defined as

(49)

N
=K1 Y aPy MYV - 20K Py My e (1)
k=1
_ 1 —1 4 -11%/T
S KIPy My W (1) S (eo) (50)

where W,o(r) € R is the actor NN weight, updated by

Wa0 (1) = =S¢ (e0) ST (eo)
X (ka0 (Wao (1) = Weo (1)) + ko Weo (1))

where «,0 € R is the positive actor gain parameter. To imple-
ment the Stackelberg prediction, the leader’s Actor network
incorporates followers’ gradient feedback VVy. This coupling
enables the leader to learn an optimal policy 7j; (44) that inher-
ently anticipates the followers’ Nash equilibrium responses,
ensuring hierarchical coordination without requiring high-
precision system identification.

(51

IV. MAIN RESULT

Theorem 1: Consider smooth positive-definite solutions
Vi(e;), i € V of the coupled HIB equations, satisfying V;(0) =
0. The optimal control 7} is derived from (24) and (44).
Consequently, the following results are valid.

1) The dynamics of local formation errors exhibit asymp-

totic stability.
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2) The set {rj,7},...,7y} forms the SNE policy, and the
corresponding optimal outcomes areV;(e;(0)), i € V.
Proof: First, consider V;(e;) as a Lyapunov function

Vile) = (VVile)" [M7' (i) +1i+w) &) (52)
With the optimal controls (24) and (44), we have
N
2 * #1112 : _
V(e = | Neolly =I5 + ;ckrk By, =0, oy
~lleill, = II7f + birg! I3, i€O.
The cost function of USV i€ V is
Jo (e (o), 75, 750) = Vo (eo (1)), i=0 (54)
Ji (e (t0) .7}, 75;) = Vi(ei (10)), i€O. (55)
Following [45], it holds that:
(e,,VV 5T i)
= H; (thVI;Tz, Y) 4 ri(entin ) = ri(en i)
+ VVT (T, -T; ) (56)

For the leader, according to (43), for any control policy 7,
Hy(eo, VVo, 75, %) < Holeo, VVo, o, 7). This implies
Jo (eo (o) , 70, T50) = Jo (eo (o) . 75, T2 - (57)

For each follower i € O, the following holds:

Ji (ei t0) i) = / [I1es + byl — I+ iy,

)

+VVI M (= 75) ] dt + Vi (e (19)) .
(58)
In view of (58), it holds that
VVI M (ri - 1f) = =277 P - 27] P, (59)
which further leads to
lli + bitollp, — It} + bitgllp, + VVI M (7i - 7))
= |l = 7illp,- (60)
From (55) and (60), we can obtain the expression
J; (ei (to) , 70, T,-,T’ii) > J; (ei (to) , 70, 77, T:-) . (61)

Incorporating (57) and (61), the SNE properties are met
with 79 = 75 and Ti(fo) = 77, i € O. Additionally, the
corresponding optimal outcomes are V;(e;(tp)) for all USVs.

Theorem 2: All error signals of the overall USV system
remain semi-globally uniformly ultimately bounded (SGUUB)
and the USV tracks the prescribed reference trajectory to
the required accuracy if the design parameters satisfy the
conditions (32), (34), and (35).

Proof: The Lyapunov candidate is selected as

1
er], (t) €n;i ®.

Li(n) = (62)
Taking the time derivative along (17) is
Ly (1) = —kiey (D ey, (1) + Aiey ORW)ei (). (63)
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Applying Cauchy—Schwarz and Young’s inequalities yields

i L\ ¢ A} ¢
Li@<— (k- 5 ) en (1) ey, (1) + € (Nei@. (64
Define the composite Lyapunov function candidate
1
Ly () =Ly () + Ee,-T () e; (1)
1 oo 1 .
+5Tr [WaWai] + 5T [WiWe] (65)

where W,;(f) = W,(t) — W; and W,(t) = W.i(t) — W;. Along

l
with system dynamics and adaptive laws, its derivative yields

Ly =Li0+e (M7 (i) +1i+w)-&)
— ko Tr[W3S i (en) ST (e) Wei]
—Tr[W,.Si(e) S} (€) (kKai (Wai = Wei) +xiWei)] . (66)

Implementing (33)—(66) and utilizing the Cauchy-Schwarz
and Young’s inequalities, the following results are obtained:

4 9) ¢ (Bei (1)

()’ 4
Kei

5 T {We (08 (e S (e) Wei (0]

Loy<L - (
- ST (W (081 (e) ST (e) Wai ()
~ (ki = S TAWE 0S5 (@) ST (e) Wes (0}
(e L (WIS ) ST () W)
2 a(ny’ ()’ ! l
n @Tr{wﬂs,- () ST (e W} + % M|
1 _ 2 1 w2 12
N R I e P
(67)
According to condition (35) and (66), (67) becomes
L) <=k - 1)L (1)

B ( % 94247
(a4

B % AT (W (1) Wi (1)

- LT (W () Was (0 + €1 ()

) el e (t)

(68)

where /lgig is the smallest eigenvalue of §;(e;)S iT(ei)
and Ci1(1) = [(ka + ka)/2UW;TS ()l + (A/DNE, P +
(I/2IM; Wl 4+ A/2)IM; fl? + (1/2)M]  biTgl>. Since
every term in C;(¢) is bounded, there is a constant g; that
makes |C;(?)| < q.

Let o = (4z; —(iﬁﬁax(ﬂzfx)Z) /4/@[@”‘(/1%"‘)2 and ¢; = 9+2A,.2.
Define a; = min{2k; — 1,20, k;A§™}, and then,

Ly (1) < —aiLy (1) + g1 (69)
Then, it yields the following inequality:
Ly(t) < e 'Ly (0)+ L (1= o). (70)
a;

Intuitively, inequality (69) elucidates the interplay between
the stabilizing control forces (the decay term —a;L;) and
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the bounded disturbances (the source term g;). The system
dynamics are dominated by the control input when errors are
large, forcing the states into a compact set determined by the
ratio g, /a;, thus guaranteeing uniform ultimate boundedness
(UUB). The control laws for the leader can be designed
similarly; the proof is omitted here for brevity.

Theorem 3: Considering the estimator dynamics in (3), and
under Assumptions 1 and 2, the estimation error system is
input-to-state stability (ISS) with respect to 7.

Proof: Consider the following Lyapunov candidate function:

1
V, = Eff (H® L) (71)

Taking the time derivative of V, along (3) yields
Vo=-i"HeL)uMH @O eh)i-i (He k) (yeip).
(72)

1) During Secure Intervals T,: When t € T, the Laplacian
matrix L(f) remains positive-definite with A,(L(#)) > 0
and H(r) satisfies Apin(H()) > A, > 0. Using the
properties of symmetric positive-definite matrices, one
obtains

Vi < =Amin () Amin (PO + Amax H) VNI

Applying Young’s inequality gives
2 2
: B2 94 .2 q3 4 »
Vo < =Zll" + s=1ll* < ==V + s—dp (73)
2T g 9 23 ™

where q> = /]-max(H), q3 = /lmin(/l)/b/lmin(}t), q4 =
Amax(H)(N)'2, and dipax = sup, |[7(#)|| denotes the maxi-
mum variation rate of the estimated signal.

2) During DoS Intervals D,: The convergence term in (72)
weakens but remains bounded. Hence,

Va < qaliiilllill < ¢ v/ Ve (74)
where ¢ = q4dmax(2/,)"? and A, = Apin(H).
The Lyapunov function increment is bounded by
. c
Vi<ho Br=c(VVa@)+3w). (5
For a unified analysis, the worst case upper bound is
2 A,q2d2 q2d>,
(1) 094%max 4%max
= q4dmax -0 Va (tO) + + UD max-
2 \/ Ao \/ 243 A
(76)

Let Ty,,(t) and Dy,,,(t) denote the total durations of secure
and DoS intervals up to time . The ratio between the two

intervals satisfies Ty, (8)/(Tsum(®) + Dgy(®)) = p, 0 <p < 1.
Combining (73) and (75) yields
Vo (1) <317V, (19) + 73 (77

where the positive constants y;,y2,y3 > 0 depend on the
secure/attack time ratio and are defined as y; = l,y, =
pq3/492.v3 = (B3q2(1 = p))/(Pg3) + q2q3d,/(2G3). m

The detailed algorithm is summarized in Algorithm 1. The
execution flow is iterative. First, the leader computes its policy
by anticipating follower responses. Subsequently, followers
utilize a consensus-based estimator to reconstruct missing
data during DoS attacks. Finally, all agents update their AC
networks to minimize Hamiltonians, ensuring convergence to
the SNE.
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Algorithm 1 Hierarchical Stackelberg—Nash AC Control
Under Aperiodic DoS Attacks

1: Input: Initial states 79,;(0), vo;(0); d;;.

2: Output: Optimal policies 75(¢) and 7 (7).

3: Initialize: Weights W0, Woo, Wi, W, and 7:(0).

4: for t =0,At,...,T do

5: Step 1: Leader Update (Anticipatory Planning)

6: Compute ep(f) and optimal anticipatory control ()
via (41)—(50);

7: Update W, and W, via (49) and (51);

8: Step 2: Follower Update (Active Reconstruction)

9: for each follower i € {1,...,N} do

10: Update #;(r) via (3) to compensate for DoS attacks;

11: Compute tracking error e;(r) via (15) and control
7;(t) via (31)—(33);

12: Update weights W,; and W,; via (32) and (34);

13: end for

14: end for

15: Return Optimal control trajectories () and 7; ().

Follower team
reference signal ey
l s ¥
~
~
~
vel'&le 1 A
s <> - i
1
1
vehicle 0 \ 4 - Vezcle 2
leader e
—
vehicle 3

Fig. 2. Communication graph.

V. SIMULATION
A. Simulation Setup

USV model parameters are adopted from [9]: inertial matrix
elements are my; = 25.8,my = 33.8,m33 = 2.76, and
my; = mzy = 1.0948 (others zero). Hydrodynamic damp-
ing terms D, are: Dy = 0.7225 + 1.3274Ju;| + 5.8664u?,
Dy = 0.8612 4 36.2823|v;| + 0.805|r;i|, D33 = 19 —
0.08|v;| + 0.75|ril, D3 = —0.1079 + 0.845|v;| + 3.45|r;], and
D3, = —0.1052 — 5.0437|v;| — 0.13|r;|. Disturbances are set
as wi(f) = [0.17sin(0.03¢),0.15 sin(0.127), 0.06 cos(0.42:)]7.
Simulation parameters are set as follows. Four USVs fol-
low a reference trajectory 7,(f) = [6 + 15sin(0.0005¢),
6+ 15 cos(0.0005¢), 0] with the graph in Fig. 2. Cost param-
eters are ¢; = b; = 0.1 and Q; = P; = I3,i € V. For
the simulation, we consider a total of n(0,f) = 15 DoS
attacks occurring over the time interval [0, 7], with each attack
having a maximum duration of u, = 5 s. Desired offsets
are d()l = [—S,S,O]T,doz = [0, IO,O]T,d03 = [5,5,0]T,d12 =
[5,5,017,d;3 = [10,0,0]7, and d»; = [5,-5,0]7. Initial
states are 179(0) = [6,21,0]17,7:(0) = [11,16,0]7,7,(0) =
[6,11,017,73(0) = [1,16,0]7 with v;(0) = [0,0,0]”. Opti-
mized RL networks employ 16 nodes with centers ¢; evenly
distributed in [-8, 8], using radial basis function (RBF) as the
activation basis function. For the leader, design parameters
are set as kg = 13, z0 = 8, k0 = 10, and «, = 8, with
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Fig. 3. Actual trajectories of four USVs under aperiodic DoS attacks.
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Fig. 4. Distances between the USVs.

initial weights W,(0) = [0.58]16x3 and W,o(0) = [0.38]16x3.
For followers (i € ), parameters are k;, = 8, z; = 4,
kg = 15, and «k,; = 12. Initial critic weights WC[(O) for
i=1,2,3 are [0.45,0.47,0.49]6x3, and actor weights Wa,-(O)
are [0.65,0.67,0.69]16x3.

Remark 6: The gain matrix u balances convergence speed
against noise sensitivity. We prioritize rapid reconstruction
during secure intervals (7)) to mitigate DoS impacts. While
high gains risk noise amplification, robustness is theoretically
guaranteed by the ISS property in Theorem 3.

Remark 7 (Parameter Sensitivity): While satisfying (35)
ensures stability, higher gains (k;,z;) accelerate convergence
but are practically constrained by actuator saturation. Simula-
tion results indicate that selecting k; € [5,20] and z; € [4, 15]
offers a reliable tradeoff between tracking precision and fea-
sible control effort.

B. Simulation Results

By utilizing Algorithm 1, we obtained the simulation results
presented in Figs. 3-5. As illustrated in Fig. 3, all USVs
successfully achieve the desired circular formation under ape-
riodic DoS attacks. As illustrated in Fig. 4, the intervehicle
distances exhibit distinct transient behaviors driven by initial
conditions. The trajectory of d,3 (between Followers 2 and 3)
is notably smooth because their initial positions perfectly
satisfy the formation geometry (||[72(0) — n73(0)|| = ||d2ll =
7.07 m), resulting in zero initial error. Ultimately, the steady
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Fig. 5. Time evolution of control inputs (7, and 7,) for the USV formation.

TABLE I
QUANTITATIVE PERFORMANCE METRICS OF FORMATION CONTROL

Agent Steady-State MSE (m2) Max Transient Error (m)
Leader (USVO0) 0.0014 1.32
USVv1 0.0066 1.41
USv2 0.0066 1.45
USVv3 0.0066 1.45
s ——— Proposed SI‘\IG Method - 7‘ - Standard Cm‘]sensus (Baselin‘e)

F 8 ]

8 Div |

= 6 S

g o '\’: “‘,' \‘ ,' ‘I‘I/ ‘.\ :I 7

£ { . v |

S 0

Ty 100 120 140 160 B

300 400 500 600
Time (s)

Fig. 6. Comparison of formation error norms |le||r under DoS attacks.

convergence of all distances validates the achievement of the
SNE. Controller feasibility and smoothness are confirmed in
Fig. 5. The convergence of both the leader’s and followers’
policies demonstrates that the system reaches the SNE derived
in Theorem 1. To quantitatively validate the method, Table I
summarizes key performance metrics. The extremely low
steady-state MSE (0.0014-0.0066 m?) confirms high tracking
precision, while the constrained maximum transient errors
(1.32-1.45 m) verify system safety and bounded overshoot.

C. Comparative Analysis

To validate the proposed method’s superiority, we compare
it with a standard DC baseline under identical DoS attacks. As
demonstrated in Fig. 6, the DC baseline diverges (error ~ 8 m)
as its reactive logic fails without neighbor data. In contrast, the
proposed method maintains stability (error <1.5 m), attributed
to the synergy of SNG-based hierarchical guidance and the
consensus-based estimator, which actively reconstructs miss-
ing information to compensate for communication blackouts.

D. Robustness and Stability Boundary Analysis

To verify the system’s operational limits, we first conducted
stress tests on initial conditions and dynamic tasks. As detailed

IEEE TRANSACTIONS ON CYBERNETICS, VOL. 56, NO. 9, SEPTEMBER 2026

TABLE I

QUANTITATIVE ROBUSTNESS METRICS: ERROR SUPPRESSION AND CON-
TROL EFFICIENCY

Scenario Detailed Condition Max Transient  Steady-State  Avg.Control
Parameter Setting Error [m]  Error (SSE) [m] Input
Initial Pos. £10m, Yaw +90° 15.10 0.060 1.55
Deviation Pos. £30m, Yaw +90° 43.00 0.060 2.79
Pos. £50 m, Yaw +90° 71.30 0.060 4.76
Dynamic Expansion (7m — 8m) 0.22 0.163 0.45
Spacing Contraction (8m — 7m) 0.19 0.033 0.32
TABLE IIT
STABILITY BOUNDARY ANALYSIS: DOS STRESS TEST
Test Type Parameter Setting Mean RMSE [m] Peak Error [m]
Short (u, = 2 s) 0.030 0.079
g::f:gon Critical (u, = 35 s) 0317 0.955
Extreme (u,, = 80 s) 0.594 1.702
Low (n = 5) 0.156 0.691
atack - Medim (n = 15) 0.292 0.860
uUencY  High (n = 30) 0.424 1.462

in Table II, the system exhibits global asymptotic stability,
converging to a minimal steady-state error (~0.06 m) even
under large initial deviations (50 m). Moreover, transient
errors during dynamic reconfiguration are strictly suppressed
(<0.3 m), ensuring safe maneuvering. Table III validates the
constraints of Theorem 3. The system remains stable near the
duration bound (u,, = 35 s) but diverges when violating dwell-
time conditions (i, = 80s). Additionally, excessive frequency
(n = 30) marks the operational limit where performance
degrades.

VI. CONCLUSION

This article proposes a hierarchical Stackelberg—Nash RL
framework for the distributed formation control of USVs
subject to aperiodic DoS attacks. Rigorous Lyapunov stability
analysis is conducted to verify the SGUUB stability of the
closed-loop system and the ISS of the resilient state estima-
tor, which guarantees the system’s convergence to the SNE.
Simulation results validate the proposed framework’s effec-
tiveness in achieving accurate formation tracking, bounded
state estimation errors, and strong resilience against aperiodic
DoS attacks. However, the continuous online learning of the
AC neural networks imposes a higher computational burden.
Future work will focus on optimizing computational efficiency,
extending the framework to multileader USV systems, and
investigating resilience against deception attacks by integrating
advanced detection mechanisms.
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