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Abstract—This article proposes a secure time-varying forma-
tion (TVF) control framework for heterogeneous multi-agent
systems (HMASs) operating under the threats of communication
eavesdropping, non-cooperative dynamic obstacles, and input
saturation. The framework integrates cyber-layer and physical-
layer components that collaboratively address these challenging
conditions. In the cyber-layer, an intermittent privacy-preserving
observer is designed, which fuses periodic activation with a
threat-based dynamic triggering strategy. This design effectively
mitigates eavesdropping risks while resolving the irreversibility
dilemma inherent in static masking techniques. At the physical-
layer, the controller is formulated as a quadratic programming
problem integrating Lyapunov functions and control barrier
functions. It ensures the operational safety of high-order het-
erogeneous agents in environments with obstacles and input
saturation. The effectiveness and advantages of the proposed
framework are demonstrated through simulations on a heteroge-
neous system consisting of uncrewed aerial vehicles (UAVs) and
uncrewed ground vehicles (UGVs).

Index Terms—Heterogeneous multi-agent systems (HMASs),
security control, intelligent intermittent privacy-preserving
mechanism.

I. INTRODUCTION

OOPERATIVE control of multi-agent systems has been

widely applied in UAV and UGV scenarios, where for-
mation control enables structured collaboration. Early research
mainly focused on time-varying formation (TVF) control
of homogeneous systems [1], [2], [3]; however, their lim-
ited adaptability in complex and high-threat environments
has motivated the development of heterogeneous multi-agent
systems (HMASs) that exploit agents’ complementary capa-
bilities [4], [5], [6]. With enhanced flexibility, robustness, and
fault tolerance, HMASs play a crucial role in patrol, search,
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and rescue tasks [7], [8]. Based on consensus theory [9],
HMAS formation control enables agents to maintain geometric
configurations while leveraging heterogeneous dynamics to
accomplish complex cooperative missions [10], [11], [12].
Despite recent advances [13], [14], [15], effective formation
control remains challenging due to mismatched dynamics and
state orders. To improve adaptability, TVF control approaches,
including multi-layer strategies [16], [17] and output regula-
tion frameworks via internal models [18] have been proposed,
enabling HMASSs to simultaneously track virtual leaders and
reference TVF systems [19].

Ensuring the safety and security of HMASs in complex
environments remains a critical challenge, involving com-
munication integrity, cyber resilience, and data privacy [20],
[21], [22]. Existing privacy-preserving approaches based on
masking functions suffer from inherent trade-offs: vanishing
masks degrade control accuracy [23], [24], [25], permanent
masks introduce irreversible leakage [26], and intermittent
schemes lack real-time threat responsiveness [27]. To over-
come these limitations, this article proposes an intelligent
privacy-preserving mechanism that combines periodic acti-
vation with threat-triggered masking, tightly couples cyber
privacy with physical safety indicators to enable adaptive and
proactive defense.

Physical safety of multi-agent systems (MASs) during for-
mation is a fundamental prerequisite for complex task success
[28], [29]. Key safety concerns include avoiding noncooper-
ative obstacles in uncertain environments. Extensive studies
focus on collision-free formation control, with artificial poten-
tial field-based methods widely explored [30], [31]. However,
prevailing collision avoidance algorithms often insufficiently
address input constraint impacts. To ensure MAS safety
under dynamic obstacles and input saturation, control policies
integrating control Lyapunov functions (CLFs), exponential
control barrier functions (ECBFs), and quadratic program-
ming (QP) have been developed [32], [33]. Nonetheless, most
contemporary safety control techniques target homogeneous
MASs and simplify high-order systems to lower-order models
[34], making them inadequate for safe formation control of
high-order HMASs [35], [36]. To facilitate efficient HMAS
collaboration under multiple constraints, this article presents a
novel control framework. The key contributions are threefold:

1) An intelligent intermittent privacy-preserving (IPP)

mechanism with periodic and threat-driven activation to
balance security and control accuracy;
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2) A secure controller with internal-model-based augmen-
tation for safe TVF tracking of high-order HMASs under
input saturation and obstacle constraints.

3) A dual-layer architecture that explicitly couples cyber-
layer privacy with physical-layer safety by using h(x)
to trigger privacy protection, simultaneously addressing
privacy threats and safety requirements without compro-
mising system physical safety.

Notation: R" denotes the n-dimensional real Euclidean space.
For agent i, x; € R", u; € R™, and y; € R” represent its state,
control input, and output, respectively, where the dimensions
depend on the agent dynamics. M denotes the set of all agents,
and O; is the set of obstacles within the detection range of
agent i. n represents the state of the virtual leader, and f;
denotes the state of the ith TVF. L}bh denotes the ’-th order
Lie derivative of function i along vector field f. 6;(t) and
pj denote the intermittent masking signal and its amplitude
vector generated by agent j, respectively. z; is the internal
compensation state of agent i, and ®; represents the p-copy
internal model associated with Af

II. PRELIMINARIES AND PROBLEM FORMULATION
A. System Modeling

Consider a unified HMAS consisting of n agents and a
shared virtual leader. The model of the ith agent can be
modeled as

Xi(1) = Aixi(t) + Biui(),

yi(t) = Cixi(1),

where x; € R", u; € R™, and y; € R? represent the i-th agent’s
state, input, and output variables, respectively. A;, B;, and C;
represent the system state, input, and output matrices. The
input saturation is constrained by ||| < #;, where the bound
u; is assumed to be known.

The dynamical model of the virtual leader is formulated as
follows:

6]

Do 2
yi(@) = C'n(1),

where 17 € R™ is the state vector of the virtual leader, y7 € R”

is its output representing the motion trajectory, and A7 and

C" are its state and output matrices, respectively. Similarly,

the TVF for each agent, which specifies its desired relative

displacement from the leader, is modeled by its own dynamics:

o = Al fi(o),
vl = ¢! £,
where f; € R is the state of the i-th TVF, and y[f e RPi is its

output. The matrices Alf and le are the corresponding state
and output matrices for each agent i € M.

{ﬁ(t) = An(0),

3)

B. Theoretical Foundations

To ensure the proposed control framework is well-posed,
foundational conditions are required. Additionally, formally
guaranteeing collision-free physical safety demands a rigorous
mathematical tool. The following assumptions and definitions
lay these prerequisites.
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Fig. 1. Dual-layer control architecture for privacy-preserving state estimation
and secure control.

Assumption 1: The system matrices, A7 and A*if for all
i € M, have no eigenvalues with positive real parts. The pair
(A;, B;)) is controllable.

Assumption 2 ([18]): For every A € o(A%),

rank |:Ai _C,%I’lf %:| =m+p, i=12,...,n
U
where Af = 0 A f), and O'(Af) denotes the spectrum of Af.

Assumption 3 ([16]): The communication graph of the
HMAS contains a spanning tree rooted at the virtual leader,
and the subgraph formed by the remaining agents is connected.

Assumption 4: The static and dynamic obstacles in the
workspace are assumed to be sufficiently sparse such that, for
each agent, there exists at least one admissible control input
satisfying all ECBF constraints and the input saturation limits.

Definition 1 ([37]): Let h: D — R be a r’-times contin-
uously differentiable function defined on a domain D c R".
Define the superlevel set

C:={xeD|hx)>0}, Int(C):={xeD]|h(x)>0}.

The function A(x) is said to be the safety constraint function
of relative degree r* € N if there exists a row vector K¢ € R”
such that for all x € Int(C),
sup A7) (x, u) = —K{Vi(x), (4)
uelU
and if the initial condition satisfies h(xy) > 0, then the
following inequality holds for all ¢ > 0:

h(x(1)) = CeF KD (x0) = 0 (5)

where 1 (x, u) denotes the r’-th time derivative of h(x) along
the system trajectory, v(x) collects the Lie derivatives of /(x)
up to order =1, and F,G, and C are the linear system state,
input, and output matrices of the system.

This article focuses on addressing the following problem.
The safe TVF control problem aims to design a resilient
observer and a controller for the system as described in (2)
under input saturation, ensuring that as follows:

1) Ensure the TVF error lim,_,, ||e;(¢)|| is bounded for i €

M., where e;(1) = yi(t) - y'(t) - ¥/ (0).
2) For any i € M and o € O,, |lyi(t) — y,ll — D;, > 0.

III. SECURE FORMATION CONTROL STRATEGY

A unified two-layer framework for secure TVF control is
proposed in Fig. 1.
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A. Intelligent Intermittent Privacy-Preserving Observer

e
Iuje T =0Ty 11 s

re (TZm’ T2m+1) (6)

6;(n) = .
, otherwise

where p; € R™ is the masking amplitude vector (or u; > 0
can be a scalar if applied uniformly and r; > O controls the
sharpness of the perturbation profile. This function ensures that
the mask will appear and vanish smoothly at the boundaries
of each activation interval:

ZEIT}” 0;(H=0, t_}}z_2+l 0j(=0.
Furthermore, the mask ¢,() is bounded, i.e., [|6;(1)]| < ||yl for
t € (Tom, Tomy1), and 6;(¢) = 0 outside these intervals.

In light of the fact that not all agents can directly access
the virtual leader, a distributed linear observer is designed to
allow each agent to estimate the leader’s state based solely on
local information exchange. The observer for agent i € M is
given by

7i(1) = Afi(1)—k& (1) (7)
E(0) =Y ai(@(t) — 7)) ®)
Jj=0

where #; is the estimated state of the virtual leader by agent
i, n is the true state of the virtual leader with 7jp = n, kK > 0
is the observer gain, and a;; are elements representing the
communication link from agent j to agent i. The estimation
error is defined as 7; = n — ;.

Each follower agent j € M masks its state estimate 7);(f)
before transmission, while the virtual leader, designated as
agent 0, masks its true state n(f). The signal transmitted by
agent j is given by

7j() = 7;(0) + 6;(0) ©)

where 6;(f) € R™ is the intermittent masking signal as
defined in (6). To mitigate the interference of masking on
state estimation without relying on additional communication
overhead, an explicit decryption layer is introduced at the
receiver, with the decryption operation relying on a locally
constructed signal ¢;(f). The core design of §;(¢) lies in its
consistent masking mechanism with the sender’s ¢ ;(¢). During
periodic IPP intervals, 6;(¢) is set as the masking signal locally
generated by receiver i 6;(f) = 6;(¢)), enabling the receiver to
attenuate the sender’s masking effect through the operation
7;(t) — 0i(t). This attenuation reduces the masking-induced
distortion to a bounded range that the observer can tolerate,
balancing privacy protection and estimation performance. Out-
side periodic IPP intervals, no decryption operation is required,
0/(t)is set to a zero vector. The dynamics of the observer in
(9) are designed as follows:

Ai(t) = A"t~k Y aij(i(t) = i j ().

j=0

where 7); j(f) = 7;(t) — 6().

(10)
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Remark 1: (6) employs a smooth bump function to satisfy
the differentiability requirements imposed by the UAVs’ rel-
ative degree of 4, which prevents control input spikes and
actuator saturation.

B. Secure Controller For Safe Time-Varying Formation

For safe TVF control, the multi-target tracking problem is
simplified by augmenting the reference dynamics into a single
system, combining the virtual leader and n TVF trajectories.
A physical-layer secure controller is constructed, by which
cooperative tracking of the augmented reference is guaranteed
while all physical constraints are respected. The dynamics of
this augmented system can be written as

L) = AL
¥o(1) = CEfi(D)

(1)
12)

AT 0
where AS = ( 0 Af) is the augmented state matrix formed by

the blopk diagonal of the leader and TVF state matrices, Cf =
[C”,C‘if ] is the augmented output matrix, and {; = col(z, f;)
represents the i-th reference system’s augmented state vector,
with its dimension given by n; = n, + ny. The TVF error is
defined as /() = yi(t) — y'(t) - v/ (1) = yit) = C (o),
0,1,...,n. Under the observer (10), the estimated reference
state is Zi(r) = col(7;(¢), fi()) and the estimation error i(¢) =
Li(t) — &i(1) is also bounded.

According to the internal model principle [38], the aug-
mented MAS can be constructed as

i =

xi(l) = Aixi(t) + B,-ui(t), ieM (13)
Zi(1) = @y zi(1) + Dpéi(1) (14)
éi(t) = yi — C &) (15)

where z; is the internal compensation state and (®;, D) is
the p-copy internal model pair of Af

Define the augmented state y; = col(x;, z;), then the overall
dynamics become:

Xi(0) = A xi(0) + B ui(r) + B Zi(), (16)

&i(t) = CY xi(t) = C5 (o), (17)

with the matrices defined as AY = Ai 0 BY =
P0G Oy |0

B; { _ 0 X _
b= ] -
A state error associated with the output error is defned as

Xi =Xi_H§Zi (18)

where TIY = col(IT", TI?) and U¢ are a pair of solutions [39]
that satisfy the following output regulation equations:

IAS = AIT 4 BUS (19)
[EAS = O4TE 4 Op(CIT - CF) (20)
G, - C¢ = 0. 2D

To ensure safety against obstacles while respecting input
saturation, the distinct dynamics of the heterogeneous agents
must be modeled. The HMAS consists of UAVs (set M) and
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UGVs (set M), where M| U M, = M. Each agent i € M
has position p; = col(p7, pl) velocity v; = col(vy, v? ).

For i € M, the state vector is x; = col(p;,v;,6;,q;) € RS,
The system matrices are:

0 I 0 0 0
0 0 G 0 0
A=lo 0 o 1] B=]o|
0 0 0 O F
c;=[1 0 0 0] (22)

where the attitude is represented by pitch and roll angles 6; =
col(#,¢)) and corresponding angular rates g; = col(g},q)).
The UAV acceleration model includes gravity G = diag(g, —g),
and a torque input mapping F = diag(k!"L;/I,k"L;/ L), where
g is gravitational acceleration, k}" is the force coefficient, L;
is the arm length, I7, 11.y are the moments of inertia in the
x and y directions. The UAVs are assumed to fly within a
fixed horizontal plane. This plane is safely above the UGVs,
so we focus on their 2D motion and only consider potential
collisions: among UAVs, among UGVs and with obstacles in
the same horizontal plane.

For i € M/, we define the colliding set within its detection
range as (;, which includes both static and dynamic obstacles.
For each j € O; N M, the safety constraint is given as

hij = (pi — p))"(pi = pj) = DDy 23)
where D;; is the safe distance between agents i and j. It defines

a safe set §;; = {h;; > 0}. The safety constraint is

K > —Ky Hy; (24)
T .
where H;; = [h,TJ,h,TJ,th],(hﬁf)T]  with ;= 2(pi — p)T(v; —
v Bij = 200 = v i = v)) + 2(pi = p)'G(O; - 6)), h} =
6(vi —v)TG(G;—0)+2(p;i— p))'G(q;i —q)), and h) = - 6(G(6, -
ONTG(6; - 0;)+ 8(vi —v)TG(qi — q;) + 2(pi — pj) ' GF (u; — u;).
Then, safety constraint (24) can be rewritten as

—Alui—uy) < b, Vje Oin M, (25)

where A”. =2(p;—p;)"GF and b". =6(G(0;-0)"G(6:;—0,)+
8(vi — V]) G(gi - 611) + K Hz]

Inspired by the decouphng method in [40], decoupling
parameters d;; based on agent input saturation are introduced
to partition the condition of (25) into the following two
conditions:

—Alu; < dyjbj; (26)
_Ajiuj < djibji (27)

where d;; = “T and d;j + dj; = 1. Assuming A”; = —A" and
K“ = K" it follows that bh. = b”
For obstacles ke O;\ /\/11, the safety constraint is
hit = (pi = o) (pi = pi) — digdi (28)
with safety constraint:
~Alu; < bl Vke O\ M, (29)
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where the coefficient matrix is defined as Alk =2(p;— pr)'GF,
and the bound b/, is computed as b, = 6(G6,)TG6;+8 v Gg;+
K Hy.

ik
. T
Here, H;, = [hik,hik, hik,hgi)] contains the derivatives of

the safety constraint, where hy = 2(pi — p)™i, h ik = 2 v Vi +
2(pi = po)"GO;, and ) = 6 vIGO; + 2(p; — p)' Ga.

For i € M,, the UGV dynamics is a second-order system
with state x; = col(p;,v;) € R* and system matrices given as
follows:

0 I 0
A[ = |:0 O:| s Bi = |:Ii| > Ci = [I 0] ’ (30)

Following the same ECBF construction procedure as that
for UAVs, the pairwise safety function between agents i and
Jj is defined as
D!'D;;. 31

hij = (pi = p)"(pi— pj) -

Since the UGV model has relative degree two with respect
to h;;, the safety condition is enforced by a second-order ECBF
Y > K Hij, (32)

where Hlj = [ ijs l]]
After straightforward differentiation, the constraint can be
written in an affine form with respect to the control inputs as

—Al (i —uj) <, Vje Oin My, (33)
where Afj = 2(p;
dependent terms.

To enable distributed implementation under input saturation,
the above coupled constraint is decoupled using the same

strategy as in the UAV case, yielding

-p j)T and bfj collects the remaining state-

—Ajju; < dijb] j < djib’,,

lj’ jl

(34)

with d,'j =u;/(a; + ﬁj) and d,‘j + dji =1.
For static obstacles k € O;\ M, the safety constraint admits
the same affine form

~Abu; < by, (35)

where Afk =2(p; — pi)T and bfk is defined accordingly.

IV. MAIN RESULTS

This section establishes the stability properties of the pro-
posed framework. Specifically, Theorem 1 proves the uniform
ultimate boundedness of the observer estimation error, while
Theorem 2 guarantees that the secure controller achieves
ultimately bounded formation tracking under all safety and
input constraints.

To this end, define the stacked observer error 7 =
col(#y, . ..,7,) for all n followers. The communication topol-
ogy of the leader—follower network is characterized by the

Laplacian matrix
_ 0 O1><n
Ly = |:L0 L |

where L; € R"*" describes the inter-follower connectivity and
Lo € R"™! represents the leader—follower coupling.

(36)
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Considering the decoding mismatch caused by asyn-
chronous triggering or communication jitter, we model the
received state as:

7:,j(0) = 7;(t) + Ad;(2) 37

where A6;;(t) = 6;(t) - 6}(t) is defined as the residual mask
error, ||Ad;jl|| £ dax. Using (2), (3) and (9), we have

i = A"+ kY ay(J; — 71+ ASy(0)
j=0
= AT+ kY aiji = 71;) + wilt) (38)
J=0
where 7o(t) = 0, wi(t) = kZ;f:O a;jA6;j(7). Therefore, the
global error dynamics equation can be written as

i1 = (I, ® AT=k(Ly ® I, ))ij + w(?)

where w() is the stacked vector of all node disturbance terms.

Then, the following theorem demonstrates the uniform
ultimate boundedness of the observation error.

Theorem 1: Given that Assumptions 1 to 3 hold and
the intelligent intermittent privacy-preserving mechanism is
adopted, for the HMAS (2), (3), the estimation error of the
designed observer (10) is uniformly ultimately bounded.

Proof: Since the observation vector 7; cannot be measured
directly, we construct an auxiliary variable:

&=Ly,
where L; ® I,

iy = In @ AT=k(L; ® I,,).
Differentiating with respect to &, we obtain the dynamic
equation with a disturbance term:

&= HE+Pw()

where H = (I, ® A" = k(L1 ®1,,)), ¥ = Ly ® I,,.

Since H is Hurwitz, for any symmetric positive definite
matrix Q > 0, there exists a unique symmetric positive definite
matrix P > 0 that satisfies the Lyapunov equation:

(39)

(40)

H'P + PH = -Q. 41)

A Lyapunov function is formulated as
V(i) = ¢'P¢
where P = PT > 0. Then we have
(b1V = &' P¢ + £7Pe
= (Hé +¥w) PE 4 ETP(HE + Pw)
= —£T Q& + 26" PYw(n).
Given that the exponential masking function (6) proposed is
smooth and satisfies the Lipschitz condition, the disturbance
term caused by a bounded time synchronization error T is

also bounded, it satisfies ||[w(?)|| £ Wmax. Using the standard
inequality scaling technique, we have

V < = Anin( QI + 2P lIWmax 1]

Thus, as long as the estimation error satisfies [|£]| >

MZLJZ’)‘““ z A,, which can be guaranteed that V < 0.

(42)

(43)
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Therefore, it can be concluded that the error variable &(r) is
uniformly ultimately bounded and exponentially converges to
the compact set D = {£ : [|€]| < A,}.

Theorem 2: For the HMAS defined in (22) and (30), the
safety constraint functions in (23) and (28) are designed to
mitigate collision risks among agents and with environmental
obstacles. The system’s safe TVF control problem can thus
be solved via the observer (10) and the following secure
controller:

u; = argmin wy lleaill> + wzé)z( 44)
2; PiB{u; < =%} (PiAY + (AD'Pi + B Pi) Xi

- 20:PBL +6,, B,>0 (44a)
if i e M, _A?jui < dijb,hj’ —Alu; < bl (44b)
if i€ My, —Abu; < dijbl;, ~Abu; < by (44c)
lluilloo < u; (44d)

where 0, is a slack, and d;; = (;/ [u; +u;]) is the decoupling
parameter. The weight parameters w; and w; are all positive.
If (44) have feasible solutions when 6, = 0 and & — 0, then
the formation error converges to 0 as time ¢ — oo.

Proof: Let V! = %! P;i: be the Lyapunov function, we have

V= gN(PAY + (AP + 28T PiBYw; + 27T PiBCE.  (45)

If the inequality (44a) is satisfied, then we have the follow-
ing condition met:

VE+ BV <6, (46)

where 6, is a non-negative slack variable. We have the state
error j; is bounded by

O (47)

lim sup ||il* < ————.
Bx/lmin(Pi)

1—o0

Based on the output regulation (24), (25) and (26), we have

& = Cixi = Cldi = Clti + (C/TI; = CE; = Ci
e =¢ + C,-{Zi-

(48)
(49)

Since the observer error &(f) is uniformly ultimately
bounded under the proposed intermittent privacy-preserving
mechanism, it follows that #;(f) and Z;(t) are uniformly ulti-
mately bounded for all i € M. Moreover, we have

1

- 2
/lmin(LlTLl)Ilf(t)Il .

IZ:IF = iz @)I* < (50)

Substituting this result into the output tracking error (47),
the formation error ¢;(¢) satisfies

X 1 2)
A s
(ﬁxﬂmin(Pi) T L) (

lim sup [le;(7)|> < [IC5|P?

t—oo

51)
Therefore, under the proposed controller, the formation track-
ing error e¢;(¢) is uniformly ultimately bounded.
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0 UAV3
UGVl uGv2 uGv3

Fig. 2. Communication topology of HMAS.

L /\ AM(,\&,H”

Fig. 3. Observation and formation tracking errors.

V. SIMULATION EXAMPLE

To evaluate the proposed framework in heterogeneous
systems, representative simulation missions are designed to
test formation tracking with respect to a virtual leader and
collision-free motion. The desired trajectory is generated by
a virtual leader executing a circular motion with angular
velocity w”, whose state is v = col(x,, Y., X¢, y.) and output
(x¢,y¢). The circular path is defined by x, = b7 sin(w"f) and
ye = b cos(w"t), with system matrices

0 1 1 0 0 0
A”:(_wv 0)@12, C”=(O Lo 0). (52)

The parameters are set as b” = 10, "’ = 0.07, and the initial
state is [0, 10, 0.7, 0]T.

Both UAVs and UGVs track the virtual leader while orbiting
it in different operational layers. The desired relative motion is
generated by a time-varying vector field f* = b{ sin(wlf t+ Glf )
and fl.y = blf cos(a){ t+ Hlf) where UAV altitude is fixed at H,
and only planar formation is considered. The corresponding
TVF system matrices are

0 S
Al = [_wf “(’)} c/ =1 (53)

The parameters are set as b7 = 3.5, " = 0.07, 96,2) =
0, 9{3,4) = 2?” 9{5’6) = 47”, and H. = 20.The communication
topology shown in Fig. 2.

The observer and secure controller parameters in (10) and
(44) are set as follows: the observer gain is k = 1.5, the input
saturation limit is #; = 15, and the QP weights are chosen
as w; = 1 and wy = 10° to prioritize CLF-based perfor-
mance. The initial states of the observers and the HMAS are
set accordingly. An intelligent intermittent privacy-preserving
mechanism is employed, combining a periodic mode and an
event-triggered mode activated when hy = 15, which balances
safety warning and control efficiency.
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Fig. 4. 3-D trajectories of the Heterogeneous system.
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Fig. 6. 3-D trajectories of agents.

TABLE I

QUANTITATIVE INDICATORS OF PRIVACY PROTECTION
PERFORMANCE (AGENT 4)

Metric Value
Observation window Step 2500 — Step 7501
Attacker RMSE (m) 1.2177
Legitimate Neighbor RMSE (m) 0.3463
Maximum Attacker Error (m) 1.3559
Privacy Gain (RMSE Ratio) 3.52x

TABLE 11

OBSERVATION AND FORMATION RMSE PERFORMANCE UNDER
DIFFERENT PACKET LOSS SCENARIOS

Different Scenarios Observation RMSE (m) Formation RMSE (m)

Ideal No Loss 0.1788 0.2909
Regular Low Loss 0.1796 0.2925
Moderate Loss 0.1863 0.2951
Extreme High Loss 0.1882 0.2971

Notes: Packet Toss rates (Leader-to-Follower, Follower-to-Follower)
Ideal: (0%, 0%); Low: (1%, 5%); Moderate: (3%, 10%); Extreme: (5%, 15%).

As shown in Fig. 36, the observer estimation errors and for-
mation tracking errors converge as guaranteed by Theorems 1
and 2, while all control inputs remain within saturation limits.
To evaluate the robustness of the proposed observer and
controller under realistic communication conditions, random
packet loss is incorporated into the simulation. A Bernoulli
packet loss model is adopted to emulate wireless network
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TABLE III

QUANTITATIVE TEST RESULTS OF DYNAMIC OBSTACLE
AVOIDANCE SCENARIOS

Interaction Scenario Min. Dist.(m)  Avg. Form. Error(m)

Low-Speed Crossing 4.56 0.5479
Medium-Speed Cut-in 4.26 0.5144
High-Speed Head-on 4.82 0.6198

Notes:Experimental Settings(Obstacle Speed, Obstacle Direction)

Low-Speed: (v & 0.8 m/s, 90° vertical crossing); Medium-Speed: (v ~ 1.5 m/s,
acute angle trajectory); High-Speed: (v &~ 5.0 m/s, 180° head-on).

Min. Dist.: The absolute minimum Euclidean distance recorded between any agent and
the obstacle.

imperfections. As shown in Table II, the proposed observer and
controller exhibit favorable robustness across all the consid-
ered packet loss scenarios. This indicates that packet loss has
a negligible impact on the system performance, which fully
verifies the good anti-packet-loss capability of the designed
algorithm. Table III validates the controller’s adaptability
to dynamic threats with varying speeds and directions. The
results confirm that the global minimum distance remains
strictly safe across all scenarios.

VI. CONCLUSION

This article addresses the critical challenge of integrating
information security and physical safety. We propose a unified
control framework for reliable operation in complex threats,
centered on a cyber-physical architecture: cyber layer uses
an IPP observer for confidentiality, physical layer adopts
a quadratic programming controller for collision avoidance.
Future research will investigate role-aware and risk-aware pri-
vacy policies for heterogeneous multi-agent systems. Agents
with different operational roles may be assigned differentiated
communication schedules. Future work will consider more
sophisticated adversarial models, such as attackers with partial
prior information or coordinated signal analysis capabilities,
and investigate enhanced privacy-preserving mechanisms to
further strengthen resilience against advanced eavesdropping
attacks.
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