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Differential Privacy-Based Resilient Bipartite
Consensus for Multi-Agent Systems

Under Adversarial Nodes
Lijuan Zha , Jianan Wang , and Jinde Cao , Fellow, IEEE

Abstract—This article investigates the bipartite consensus
problem in multi-agent systems (MASs) characterized by both
cooperative and competitive interactions. To address this prob-
lem, a unified strategy is developed that integrates differential
privacy mechanisms with malicious attack mitigation techniques.
First, we optimize the noise injection mechanism by separately
injecting Laplacian noise with different distributions into coop-
erative and competitive nodes. This approach not only enables
more flexible adjustment of differential privacy levels but also
effectively accelerates the convergence process of agents achieving
bipartite consensus. Then, by introducing a random label verifi-
cation mechanism and combining it with r-robust graph theory,
a new resilient bipartite consensus algorithm is proposed, which
can effectively resist Sybil attacks and Byzantine attacks, and
broaden the scope of its application. Finally, simulation results
confirm the effectiveness of the proposed method.

Index Terms—Differential privacy, multi-agent system, bipar-
tite consensus, Sybil attack, byzantine attack.

I. INTRODUCTION

IN RECENT decades, the cooperative control of multi-
agent systems (MASs) has attracted widespread attention,

owing to their broad applications in areas such as robot
collaboration, intelligent transport systems, and satellite for-
mation. Significant achievements have been made in this field
[1], [2], [3]. The work by Jiao et al. [4] contributed to
the optimal consensus control of continuous-time nonlinear
MASs by introducing a parallel control method leveraging
adaptive dynamic programming. In [5], Song et al. designed
a fully distributed event-triggered secure control scheme for
nonlinear multi-agent systems, enabling the achievement of
leader-follower asymptotic consensus.

However, the aforementioned studies are predicated on
the assumption of exclusively cooperative interactions.
In practical scenarios, cooperative and competitive rela-
tionships often coexist, driving collaborative agents toward
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agreement and competitive ones toward opposition. Conse-
quently, the bipartite consensus problem has received signifi-
cant attention, leading to various methodologies designed for
complex conditions, such as actuator faults [6] and switching
topologies [7].

In practical deployments, MASs face significant threats
from adversarial attacks that aim to compromise consensus.
Primary threats include Denial-of-Service (DoS) and decep-
tion attacks, which exploit operational vulnerabilities [8], [9].
Defensive strategies against these attacks typically operate
under a critical assumption that the number of malicious agents
remains below a specific threshold. The very nature of a
Sybil attack fundamentally violates this premise. By allowing
adversaries to create numerous fake identities, Sybil attacks
artificially inflate the number of malicious entities, causing
severe performance degradation in conventional control algo-
rithms. While recent research has developed Sybil attack
detection mechanisms [10], [11], including the establishment
of Doppler shift-based frameworks [10] and the analysis of
degree changes in undirected graphs [11], their applicability
diminishes significantly in environments with excessively high
Sybil node density. Moreover, Sybil attacks are often com-
bined with Byzantine attacks [12], which manipulate nodes
to disseminate false information to legitimate ones [13]. This
combination makes defense exceptionally challenging and
significantly increases potential damage.

In addition, MASs are also prone to eavesdropping during
operation [14], [15], [16], which can compromise sensi-
tive system information and create significant security risks.
Consequently, privacy preservation in MASs has become an
increasingly vital research domain. As an effective method for
preventing data leakage, differential privacy is widely adopted,
the core mechanism of which involves injecting unrelated
noise into datasets or query responses. Due to its proven effec-
tiveness in preventing data leakage, the differential privacy
scheme has become a mainstream approach for protecting
the privacy of MASs [17], [18]. Gao et al. [17] introduced
a unified quantization communication strategy based on the
existing differential privacy consensus algorithm and added
an additional exponentially decaying dynamic factor to mit-
igate the impact of quantization error on average consensus.
A framework combining bipartite consensus with differential
privacy protection was developed by Zuo et al. [18] for MASs
operating over digraphs.
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Inspired by existing research, this paper presents a solution
for bipartite consensus in MASs operating in a security-critical
and privacy-sensitive environment threatened by Sybil and
Byzantine attacks. Our approach integrates differential privacy
to safeguard sensitive information throughout the process. The
principal contributions are outlined below:

1) The problem of bipartite consensus in MASs with
cooperative-competitive interactions is investigated, in which
agents operate under a more complex and potent adversarial
environment that involves both Sybil and Byzantine attacks.
This new form of hybrid attack renders existing resilient bipar-
tite consensus algorithms ineffective. This limitation motivates
the development of novel attack resilient scheme and control
algorithm specifically designed for such adversarial network
environment.

2) To mitigate the impact of the aforementioned hybrid
attacks on bipartite consensus, a resilient bipartite consensus
algorithm based on random label is designed. Compared with
prior research such as [11] that requires Sybil nodes to
be a strict minority, the proposed algorithm overcomes this
restriction, maintaining resilience even in adversarial majority
scenarios with unlimited Sybil child nodes.

3) A new differential privacy noise injection scheme is
proposed. Unlike conventional uniform noise injection meth-
ods [17], [18], our approach introduces group-specific noise
allocation, where agents in different groups receive tailored
perturbation levels. By strategically distributing noise, our
method minimizes unnecessary interference while maintaining
rigorous privacy guarantees, leading to faster convergence in
bipartite consensus compared to existing techniques.

II. PRELIMINARY AND PROBLEM DESCRIPTION

A. Notations

Let R and N denote the set of real numbers and non-negative
integers, respectively. The symbols Rn and Rm×n represent the
n-dimensional real vector space and the set of m × n real
matrices, respectively. For a matrix X belonging to Rm×n, XT

denotes its transpose. Let 1N be a column vector in which
every element is equal to 1. For two sets Y1 and Y2, the notation
Y1 \Y2 denotes their set difference, i.e., elements in Y1 but not
in Y2. The cardinality of a set Y , representing the number
of its elements, is denoted by |Y |. The symbol ∅ represents
the empty set. For a random variable, P[·], E[·], V[·] denote
its probability, expected value and variance. The p-norm of a
vector is represented by ‖ · ‖p. The diag(·) operation is used
to create a diagonal matrix based on the given elements, and
sign(·) is the sign function which returns the sign of a number.

B. Graph Theory

This paper considers the MASs composed of N agents. Its
communication topology is modeled by a signed digraph G =

{V , E ,A}, where V = {1, 2, . . .,N} is the node set, E ⊆ V × V
is the edge set, and A = [ai j] ∈ RN×N is the adjacency matrix.
The entries of A satisfy: ai j , 0 if and only if (i, j) ∈ E , and
ai j = 0 otherwise. A cooperative relationship between agents i
and j is indicated by ai j > 0, while a competitive one is

indicated by ai j < 0. The graph has no self-loops, i.e., aii = 0
for all i ∈ {1, 2, . . .,N}.

The in-neighbor set and out-neighbor set of agent i are
defined as N+

i = { j ∈ V | (i, j) ∈ E} and N −i = { j ∈
V | ( j, i) ∈ E}, respectively. The digraph is said to contain
a directed spanning tree if there exists at least one root agent
that has a directed path to every other agent. The Laplacian
matrix L = [li j] ∈ RN×N is defined by lii =

P
j,i |ai j| and

li j = −ai j for i , j.
Definition 1: [19]: A signed digraph G is structurally

balanced if and only if there exists a bipartition V1,V2 of V
such that ai j ≥ 0 for i, j ∈ Vp(p = 1, 2) and ai j ≤ 0 otherwise.
This is equivalent to the existence of a diagonal matrix
S = diag{s1, . . ., sN}, si ∈ {±1}, for which the transformed
Laplacian LS = SLS is positive semidefinite.

Definition 2: (r-Reachable Set and r-Robust Graph [20]):
In a graph G with N ≥ 2 nodes, a nonempty set V̄ ⊂ V is
r-reachable (r ∈ N) if ∃i ∈ V̄ such that |N+

i \ V̄ | ≥ r. The
graph G itself is r-robust if for any pair of nonempty, disjoint
sets V1,V2 ⊂ V , at least one is r-reachable.

C. Attack Model

In this study, inter-agent data transmission occurs through
a shared communication network vulnerable to three primary
security threats: eavesdropping, Sybil attacks, and Byzantine
attacks. The formal characterization of these attack models is
presented below.

An eavesdropper aims to covertly extract sensitive system
data without interfering with control algorithms. Typically,
the eavesdropper can obtain the complete network topology,
monitor all inter-node communication signals, and infer target
states through signal analysis.

In the Byzantine attack model [21], a subset of agents,
referred to as Byzantine nodes, may be either compromised
by an adversary or exhibit inherent malicious behavior. These
nodes deviate from predefined protocols and may transmit
arbitrary forged or false messages to other agents, with the
goal of disrupting collective coordination and preventing the
system from reaching correct consensus.

Sybil attacks involve adversaries manipulating compromised
agents to fabricate numerous fake identities. Even highly
secure agents can be manipulated to propagate forged iden-
tities. The primary objective of Sybil attacks is to maximize
adversarial influence within the targeted system, ultimately
undermining system control. For clarity, we refer to the
original compromised node as the Sybil parent node, and
the counterfeit identities cloned from it as Sybil child nodes.
The formal definition of Sybil nodes can be found in
reference [11].

Given the existence of malicious nodes in the network,
the nodes in the graph G can be partitioned into two parts.
We denote the set of malicious nodes as VM and the set of
normal nodes as VN .

Definition 3 ( f -local attack model): The MASs denoted
by the triple G = {V , E ,A} is subjected to the f -local attack
precisely when, at every instant, the number of Byzantine
nodes and Sybil parent nodes adjacent to any node within
the graph does not exceed f .
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Assumption 1: Suppose the graph G is directed, structurally
balanced and has a spanning tree.

Assumption 2: Suppose that all the attacks in this paper
follow the f -local attack model.

D. Differential Privacy

In MASs, agents exchange information to achieve bipartite
consensus. However, directly transmitting raw data can lead
to significant privacy leakage risks. Differential privacy offers
a rigorous framework to mitigate such risks by introducing
carefully calibrated noise (typically drawn from Laplace or
Gaussian distributions) into the information shared among
agents, which ensures that individual data remain indistin-
guishable, thereby preserving privacy without compromising
the overall consensus process. The formal definition of the
differential privacy mechanism is presented below.

Define a randomized mechanism H(·) : D → O, where
D is the space of the initial dataset and O is the space of all
the possible observations.

Definition 4 (σ-adjacent): Given σ > 0, the initial state sets
D = {xi(0), i ∈ VN} and D′ = {x′i (0), i ∈ VN} are σ-adjacent if
there exists i0 ∈ VN , such that

|xi(0) − x′i (0)| ≤

(
σ, i = i0
0, i , i0

(1)

Definition 5 (Differential privacy): Given ε > 0, a random-
ized mechanism H(·) is ε-differential private if for any two
σ-adjacent initial states xi(0), x′i (0) and O ⊆ (RN)N

P{H(D) ∈ O} ≤ eεP{H(D′) ∈ O} (2)

where ε is the privacy level.
Remark 1: The differential privacy mechanism ensures

that the presence or absence of any single agent has a
negligible impact on the query result, effectively preventing
eavesdroppers from inferring sensitive individual or network
information. Notably, a smaller value of the privacy level ε
corresponds to a higher level of privacy protection.

E. Problem Formulation and Algorithm Design

Consider the following linear discrete-time MASs consisting
of N agents:

xi(k + 1) = xi(k) + ui(k) (3)

where xi(k) ∈ R is the state of the agent i, ui(k) ∈ R is the
control input to be designed.

This paper aims to develop a control scheme ui(k) that
ensures mean-square bipartite consensus among normal nodes,
while maintaining εi-differential privacy across the entire
system.

To enhance system resilience against Sybil attacks, we
develop a randomized label verification mechanism. At time
k, the label Li(k) generated by agent i will be sent to its
neighboring agents along with the transmitted state value. The
label generation model operates through a random sampling
process based on a truncated normal distribution. The total
length of all randomly sampled labels from the N agents sums
to 1, with each node having an identical sampling range of

rLi = 1
N ,∀i ∈ N where N denotes the number of normal nodes

in the initial network. Meanwhile, the maximum and minimum
values of the label of node i are specified as Li,max = i

N
and Li,min = i−1

N respectively. That is to say, the label value
Li(k) generated by node i satisfies Li(k) ∈

� i
N ,

i−1
N

�
. To avoid

different nodes generating the same label value, the truncated
normal distribution function for node label sampling is given
by:

Li(k) ∼ ψ
�
µi, σ

2
i , Li,min, Li,max

�
(4)

where µi = 2i−1
2N denotes the mean of the distribution, indicating

the expected value or central location of the label Li(k), σ2
i =� 1

2N

�2 represents the variance of the distribution, quantifying
the dispersion of the label values Li(k) around the mean µi.

Remark 2: By employing truncated normal distributions
with strictly non-overlapping sampling intervals, we guaran-
tee that the probability of label collisions among legitimate
agents is mathematically zero. Since Sybil nodes lack physical
identities and merely duplicate parent labels, the detection of
identical local labels provides a reliable mechanism to identify
and exclude such malicious actors.

Remark 3: Under the f -local attack model, our approach
restricts only the number of Sybil parent nodes, imposing no
limit on Sybil child nodes. Unlike [11], which strictly limits
total Sybil nodes to a minority, our model handles adversarial
majority scenarios. Since child nodes lack authentic identities
and merely replicate parent labels, our random label verifi-
cation mechanism can simultaneously filter unlimited clones,
offering enhanced resilience against environments dominated
by Sybil identities.

Define VN as the set of all normal nodes. The noisy state
x̂ j(k) for any j ∈ VN at time k is generated according to:

x̂ j(k) = x j(k) +
1 − sign(ai j(k))

2
η j(k)

+
1 + sign(ai j(k))

2
θ j(k) (5)

where η j(k) ∼ Lap(b j(k)), θ j(k) ∼ Lap(b̄ j(k)), b j(k) = c jqk
j,

b̄ j(k) = c̄ jqk
j, 0 < c̄ j < c j, q j ∈ (0, 1). It follows from the

properties of the Laplace distribution that E(η(k)) = E(θ(k)) =

0, V(η(k)) = 2b j(k)2, V(θ(k)) = 2b̄ j(k)2.
After generating the label value L j(k), the node j transmits

its state x̃ j(k) = (x̂ j(k), L j(k)) along with the label to its out-
neighbors.

To mitigate the impact of outliers in the state values received
by agent i, we implement a filtering mechanism to eliminate
potentially corrupted state values transmitted by malicious
nodes, as formally specified in Algorithm 1.

Based on the type of attacker and the attack mode (single
or hybrid attack), we first exclude all state values that may
be sent by Sybil nodes according to the label values (if the
attack involves only a Sybil attack, all malicious nodes will be
eliminated at this step). Then, the maximum number of local
Byzantine nodes f̂ is calculated based on the f -local attack
model, followed by a further outlier removal process.

Remark 4: The proposed algorithm efficiently mitigates
hybrid and single-type attacks with minimal computational
burden. By relying solely on scalar sampling for label gener-
ation and straightforward local sorting for filtering, it ensures
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Algorithm 1 Neighbor State Filtering
Input: Neighbor state x̃ j(k), normal agent state xi(k), param-

eter f .
1: group nodes that share identical labeled state values

together; identify Sybil node set Ns(k)
2: record the total number of such groups as f̄ .
3: set f̂ = max{0, f − f̄ }. If f̂ = 0, output Qi(k) = N+

i \Ns(k).
4: Let Ri(k) = N+

i \ Ns(k). Define upper/lower sets:

Ri(k) = {x̂ j(k) ∈ Ri(k) | x̂ j(k) > xi(k)}
Ri(k) = {x̂ j(k) ∈ Ri(k) | x̂ j(k) < xi(k)}

5: remove min{ f̂ , |Ri(k)|} nodes with largest values from
Ri(k)

6: remove min{ f̂ , |Ri(k)|} nodes with smallest values from
Ri(k)

Output: Filtered neighbor set Qi(k), filtered states x̂ j(k)

high scalability. Furthermore, label verification operates inde-
pendently of the f -local bound, completely filtering cloned
Sybil nodes even if adversaries exceed f and compromise
overall consensus.

The control input ui(k) can be computed based on the
filtered state values:

ui(k) = µ
X

j∈Qi(k)

ai j(k)(x̂ j(k) − sign(ai j(k))xi(k)) (6)

where µ > 0 is a constant.
From (3) and (6), we get

xi(k + 1) = xi(k) − µ
X

j∈Qi(k)

ai j(k)sign(ai j(k))xi(k)

+ µ
X

j∈Qi(k)

ai j(k)x̂ j(k) (7)

Remark 5: Conventionally, differential privacy noise injec-
tion entails the injection of noise following identical distri-
butions into all information-transmitting nodes, regardless of
whether nodes are cooperative or competitive [18]. Although
this approach effectively safeguards the privacy of system
information, it imposes deleterious impacts on the bipartite
consensus dynamics, notably impairing the convergence rate.
In this paper, we propose injecting noise with distinct distribu-
tions into competitive and cooperative nodes, respectively. This
strategy accelerates convergence because allocating distinct
noise levels reduces the overall perturbation variance within
the network, allowing agents to track true state values more
smoothly and precisely while preserving privacy.

III. MAIN RESULTS

A. Resilient Bipartite Consensus

As established in the preceding analysis, the process of valid
neighbor value selection in Algorithm 1 involves retaining only
a subset of neighbor values for state updates. Specifically,
at each time instant k, the algorithm prunes certain edges
from the initial communication graph G. Let the resulting
communication graph after edge pruning be denoted as G′.

The following lemma establishes that G′ maintains structural
balance.

Lemma 1 [22]: The reduced signed digraph G′ remains
structurally balanced provided that the original digraph G is
structurally balanced.

Notably, while the aforementioned algorithm filters out state
values of multiple malicious nodes based on the magnitude
of received state values, there remains a possibility that
malicious nodes could be admitted into the effective neighbor
set Qi(k). This arises because neighbor values might lie
within the interval defined by the maximum and minimum
initial state values of normal agents. To further mitigate the
impact of malicious nodes, we put forward the following
lemma.

Lemma 2 [23]: If a graph G is r-robust, then the graph G′
obtained by removing at most r−1 incoming edges from each
node in G still contains a spanning tree.

In Algorithm 1, outlier filtering is performed by eliminating
the extreme maximum and minimum values. Since Byzantine
nodes disrupt consensus by transmitting arbitrary state values
that violate the control protocol, the filtered set Qi(k) may still
contain residual malicious nodes.

As known from [23], when the graph satisfies
(2 f + 1)-robust, the value of any malicious node in the
set Qi(k) can be expressed as a convex combination of the
state values of normal agents in N+

i ∩ VN . Thus, we present
the following lemma:

Lemma 3 [23]: Consider the MASs operating under the
f -local attack model. Provided that the communication topol-
ogy G is (2 f + 1)-robust, the state update law for any normal
agent i ∈ VN can be equivalently expressed as:

xi(k + 1)

= xi(k) − µ
X

j∈N+
i ∩VN

āi j(k)(sign(āi j(k))xi(k) − x j(k))

+
µ

2

X
j∈N+

i ∩VN

āi j(k)(1 − sign(āi j(k)))η j(k)

+
µ

2

X
j∈N+

i ∩VN

āi j(k)(1 + sign(āi j(k)))θ j(k) (8)

where the non-negative weight āi j(k) corresponds to the
adjusted weighting factor assigned to the state values of the
remaining normal nodes, āii(k) represents the adjusted weight
assigned by agent i to its own state value, satisfying:

āii(k) + µ
X

j∈N+
i ∩VN

āi j(k) = 1, ∀k ∈ N

Subsequently, we proceed to prove the resilient bipartite
consensus property of the algorithm. To formalize the proof
framework, the following definitions and lemmas are herein
presented.

Definition 6 (Mean-Square Bipartite Consensus): For
MASs (3) affected by Sybil nodes, normal nodes are consid-
ered capable of achieving mean-square bipartite consensus if,
for any initial values, the following conditions are met.

lim
k→∞
E[|xi(k) − six∗|]2 = 0, si ∈ {±1},∀i ∈ VN
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Lemma 4 [24]: The matrix U ∈ Zn is a non-singular
M-matrix if and only if one can find a positive diagonal
matrix Φ = diag{φ1, · · · , φn} for which the symmetric matrix
Ω = ΦU + UTΦ > 0 is positive definite.

Theorem 1: If the topological structure is (2 f + 1)- robust
and structurally balanced, the normal agents (3) can achieve

bipartite consensus when 0 < µ <
δ

rmax‖L′S ‖2
, where rmax =

max{r1, r2, . . ., rN−NA }, L′S = SL′S , δ > 0.
Proof: Suppose the set of the normal agents is

{1, 2, . . .,N − NA}, define X(k) = [xT
1 (k), xT

2 (k), . . ., xT
N−NA

(k)]T ,
η(k) = [ηT

1 (k), η2(k), . . ., ηT
N−NA

(k)]T , θ(k) =

[θT
1 (k), θT

2 (k), . . ., θT
N−NA

(k)]T , γ = 1 −
δ

rmax
µ + µ2‖L′S ‖2,

λ1 =
µ2

4
rmax‖Ā‖2, λ2 =

µ2

4
rmax‖ eA‖2. Then the system (8) can

be written in matrix form as follows

X(k + 1) = X(k) − µL′X(k) +
µ

2
(A′ − |A′|)η(k)

+
µ

2
(A′ + |A′|)θ(k) (9)

where A′ and L′ denote the adjacency matrix and Laplacian
matrix of the reduced signed digraph G′, and |A′| represents
the matrix obtained by taking the absolute value of all elements
in A′.

Let Z(k) = S X(k) and L′S = SL′S , note that S S −1 = IN−NA ,
then (9) can be rewritten as follows.

Z(k + 1)

= (IN−NA − µL′S )Z(k) +
µ

2
S (A′ − |A′|)η(k)

+
µ

2
S (A′ + |A′|)θ(k) (10)

According to Lemma 1 in [18], there exists a vector
r = [r1, . . . , rn]T such that rT 1N = 1, rTL′S = 0T

N and (IN −

1N rT )L′S = L′S (IN − 1N rT ) = L′S . Let J =
�

1
N−NA

�
1N−NA rT

N−NA
,

ζ(k) = (IN−NA − J)Z(k), V(k) = ζ(k)T Rζ(k), where rN−NA =

[r1, . . . , rN−NA ]T , R = diag{r1, r2, . . ., rN−NA },
PN−NA

i=1 ri = 1, i =

1, 2, . . .,N − NA, ri ≥ 0. Then we can get

ζ(k + 1) = (IN−NA − J)Z(k + 1)

= (IN−NA − µL′S )ζ(k) +
µ

2
(IN−NA − J)S (A′ − |A′|)η(k)

+
µ

2
(IN−NA − J)S (A′ + |A′|)θ(k) (11)

For the convenience of description, denote (IN−NA−J)S (A′−
|A′|) and (IN−NA − J)S (A′ + |A′|) as Ā and eA, respectively.

Since ζ(k), η(k) and θ(k) are mutually independent,
from (11), it follows that

E[V(k + 1)] = E[ζT (k + 1)Rζ(k + 1)]

= E[ζ(k)T Rζ(k)] − µE[ζT (k)(RL′S + L′TS R)ζ(k)]

+ µ2E[ζT (k)L′TS RL′S ζ(k)] +
µ2

4
E[ηT (k)ĀT RĀη(k)]

+
µ2

4
E[θT (k) eAT R eAθ(k)] (12)

Since the topological structure is (2 f +1)-robust, according
to Lemma 4, there exists a constant δ > 0 such that RL′S +
L′TS R ≥ δIN−NA . Then we can get

ζT (k)(RL′S + L′TS R)ζ(k) ≥ δζT (k)ζ(k) ≥
δ

rmax
V(k) (13)

According to (12) and (13), we can derive

E[V(k + 1)] (14)

≤ γE[V(k)] + λ1E[η(k)Tη(k)] + λ2E[θ(k)T θ(k)]

According to the conditions of Theorem 1, 0 < µ <
δ

rmax‖L′S ‖2
, then we can derive that 0 < γ < 1. Then we

obtain that the first term of equation (14) converges to 0 as
k → ∞. What is more, E[η(k)Tη(k)] = E

hPN−NA
i=1 ηT

i (k)ηi(k)
i

=

V
hPN−NA

i=1 ηT
i (k)ηi(k)

i
= 2

PN−NA
i=1 c2

i q2k
i → 0, k → ∞. Sim-

ilarly, we can obtain that E[θ(k)T θ(k)] → 0, k → ∞. In
conclusion, E[V(k)]→ 0, as k → ∞.

Since rT
N−NA
L′S = 0T

N−NA
, and there is

rT
N−NA

Z(k + 1)

= rT
N−NA

Z(k) +
µ

2
rT

N−NA
S (A′ − |A′|)η(k) (15)

+
µ

2
rT

N−NA
S (A′ + |A′|)θ(k)

Let Z(k) = [zT
1 (k), z2(k)T , . . ., zT

N−NA
(k)]T . Continuously expand-

ing and iterating the above-mentioned equation leads to

rT
N−NA

Z(k)

=

N−NAX
i=1

rizi(0) +
µ

2

k−1X
l=0

N−NAX
i, j=1

r js jãi j(l)η j(l)

+
µ

2

k−1X
l=0

N−NAX
i, j=1

r js jãi j(l)θ j(l) (16)

where ãi j(l) = ai j(l) − |ai j(l)|.
Furthermore, when k → ∞, we can obtain

lim
k→∞

rT Z(k) =

N−NAX
i=1

rizi(0) +
µ

2

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)η j(l)

+
µ

2

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)θ j(l) (17)

Since E[V(k)]→ 0, k → ∞, we derive

lim
k→∞
E[sixi(k) − x∗]2

≤ lim
k→∞
E

�
sixi(k) −

1
N − NA

rT Z(k)
�2

+ lim
k→∞
E

�
1

N − NA
rT Z(k) − x∗

�2

= 0 (18)

where

x∗ =
1

N − NA

N−NAX
i=1

rizi(0)

+
µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)
�
η j(l) + θ j(l)

�
(19)
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Moreover, since ηi(k) and θi(k), i ∈ VN are independent and
identically distributed (i.i.d.), it follows that

E(x∗) =
1

N − NA

N−NAX
i=1

risixi(0) (20)

The proof is completed.

B. Privacy Analysis

In this subsection, we analyze the privacy level of the
proposed algorithm. First, the definition of sensitivity will be
given as follow.

Definition 7 (Sensitivity): The sensitivity of a randomized
mechanism H(·) at time k ∈ N is defined for any adjacent
datasets D and D′ by the following equation:

∆(k) =
X

D,D′∈D

‖xi(k) − x′i (k)‖1 (21)

Following [25], the following lemma is given.
Lemma 5: For the given adjacency relation (7), the sensitiv-

ity of the designed randomized mechanism H(·) at time instant
k ∈ N satisfies

∆(k) = σ(1 − µφmin)k (22)

where φi =
P
N+

i ∩VN
|ai j(k)|.

Proof: Based on (8), we can derive

xi(k + 1) = (1 − µφi)xi(k) + µ
X
N+

i ∩VN

āi j(k)x̂ j(k) (23)

Similarly, for dataset D′, we can obtain

x′i (k + 1) = (1 − µφi)x′i (k) + µ
X
N+

i ∩VN

āi j(k)x̂ j(k) (24)

Given adjacent datasets D = {xi(0), i ∈ VN} and D′ =

{x′i (0), i ∈ VN}, we respectively define H(D) = {x̂i(k), i ∈ VN}

and H(D′) = {x̂′i (k), i ∈ VN} to represent the mappings
from private information to observation sequences. Since the
observation sequences of D and D′ are the same, according
to (23) and (24), we can obtain

x′i (k) − xi(k) = (1 − µφi)k(x′i (0) − xi(0)) (25)

Then we have that for k ≥ 1

‖xi(k) − x′i (k)‖1 =
X
i∈VN

(1 − µφi)k |x′i (0) − xi(0)|

≤ σ(1 − µφmin)k (26)

The proof is completed.
Theorem 2: For system (3), when the system state satisfies

the σ-adjacency relation, the proposed algorithm can achieve
εi-differential privacy, and the privacy protection level is

εi = ε
η
i + εθi (27)

where εηi =
σ(1 − µφmin)

ci0 (qi0 − 1 + µφmin)
, εθi =

σ(1 − µφmin)
c̄i0 (qi0 − 1 + µφmin)

.

Proof: Given adjacent datasets D and D′, define P =

{ρ(D,H(D))} and P ′ = {ρ(D′,H(D′))} as the sets of possible
state evolution sequences, which have corresponding probabil-
ity density functions f (D, ρ(D,H(D)) and f (D′, ρ(D′,H(D′))

in the observation set O, respectively. From this, the proba-
bility density function of H(D) can be derived as follows:

f (D, ρ(D,H(D)))
= f (x̂i(0), x̂i(1), . . .)

=
Y
k∈N

f (x̂i(k)|x̂i(0), x̂i(1), . . ., x̂i(k − 1))

=
Y
k∈N

24Y
i∈Vη

fη(x̂i(k) − xi(k))
Y
i∈Vθ

fθ(x̂i(k) − xi(k))

35 (28)

where Vη = {i ∈ VN |(i, j) ∈ Eη} and Vθ = {i ∈ VN |(i, j) ∈ Eθ}
represent the competitive edges and cooperative edges of
agent i respectively. And fη and fθ respectively correspond
to the Laplacian noise probability density functions of com-
petitive edges and cooperative edges.

Since the observations at time T are the same, there exists
a bijective function u(·): P → P ′, such that for any pair
ρ(D,H(D)) ∈ P and ρ(D′,H(D′)) ∈ P ′, u(ρ(D,H(D))) =

ρ(D′,H(D′)). Thus, we can derive

P[H(D) ∈ O]
P[H(D′) ∈ O]

= lim
k→∞

R
ρ(D,H(D))∈P f (ρ(D,H(D)))dτR

ρ(D′,H(D′))∈P ′ f (ρ(D′,H(D′)))dτ

= lim
k→∞

R
ρ(D,H(D))∈P f (ρ(D,H(D)))dτR

ρ(D,H(D))∈P f (u(ρ(D,H(D))))dτ
(29)

As can be seen from (23) and (24), the observation sequence
depends on D, D′ and the noise sequence. Then, according to
(29) and the properties of Laplacian noise, we can obtain the
following equation.

f (D, ρ(D,H(D)))
f (D′, ρ(D′,H(D′)))

=

Q
k∈N

hQ
i∈Vη fη(x̂i(k) − xi(k))

Q
i∈Vθ fθ(x̂i(k) − xi(k))

i
Q

k∈N

hQ
i∈Vη fη(x̂i(k) − x′i (k))

Q
i∈Vθ fθ(x̂i(k) − x′i (k))

i
≤
Y
k∈N

Y
i∈Vη

exp
�
|xi(k) − x′i (k)|

bi(k)

�Y
i∈Vθ

exp
�
|xi(k) − x′i (k)|

b̄i(k)

�

≤ exp

 
kX

l=0

σ(1 − µφmin)l

ci0 ql
i0

+

kX
l=0

σ(1 − µφmin)l

c̄i0 ql
i0

!
(30)

Integrate both sides with respect to the probability density
function, and let k → ∞, then we can obtain

P[H(D) ∈ O] ≤ e
�
ε
η
i0
+εθi0

�
P[H(D′) ∈ O] (31)

where i0 can be any normal agent in the entire system.
The proof is completed.

C. Accuracy Analysis

In this subsection, the calculation of the (p, r)-accuracy of
the algorithm proposed in this paper will be introduced.

Definition 8: Given p ∈ [0, 1], r ∈ R≥0, and any initial
state vector x ∈ RN that satisfies the σ - adjacency relation.
When k → ∞, if the system state x(k) converges to a random
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variable x∗ such that E[x∗] < ∞ and P{|x∗ − E[x∗]| ≤ r} ≥
1 − p hold, then the random algorithm M is said to satisfy
(p, r)-accuracy.

Theorem 3: The algorithm proposed in this paper can
achieve (p, r)-accuracy, where

r =

vuut µ2Φ2r2
max

2(N − NA)2

N−NAX
j=1

c2
j + c̄2

j

1 − q2
j
/
√

p,

Φ = ãmaxφmax and ãmax = maxi, j{ãi j(k)}.
Proof: According to the expression of x∗ in (19), we have

V
�
x∗
�

= V

24 µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)η j(l)

35
+ V

24 µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)θ j(l)

35 (32)

Utilize the relationship between variance and expectation,
it follows that

V

24 µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)η j(l)

35
= E

240@ µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)η j(l)

1A235
=

µ2

4(N − NA)2E

24 ∞X
l=0

N−NAX
j=1

r2
j s2

j ã j j(l)2η j(l)2

35
≤

µ2Φ2r2
max

2(N − NA)2

N−NAX
j=1

c2
j

1 − q2
j

(33)

Similarly, we have

V

24 µ

2(N − NA)

∞X
l=0

N−NAX
i, j=1

r js jãi j(l)θ j(l)

35
≤

µ2Φ2r2
max

2(N − NA)2

N−NAX
j=1

c̄2
j

1 − q2
j

(34)

According to Chebyshev’s inequality, we can obtain

P{|x∗ − E[x∗]| ≤ r} ≥ 1 −
V[x∗]

r2 (35)

Furthermore, let r =

s
µ2Φ2r2

max

2(N − NA)2

PN−NA
j=1

c2
j + c̄2

j

1 − q2
j
/
√

p, then

we have P{|x∗−E[x∗]| ≤ r} ≥ 1−p. That is to say, the algorithm
proposed in this paper can satisfy the (p, r)-accuracy.

IV. SIMULATION

In this section, we verify the effectiveness of the proposed
algorithm through numerical simulations.

The communication topology graph is shown in Fig. 1. The
blue solid lines represent the cooperative interactions within
the group, and the red dashed lines represent the competitive
interactions between groups. The graph G is structurally bal-
anced and thus admits a bipartition into two disjoint node

Fig. 1. Structurally balanced signed graph G containing a spanning tree.

subsets, where V1 = {1, 3, 5, 7, 9} and V2 = {2, 4, 6, 8, 10}.
The graph is 3-robust and under 1-local attack. Let node 11
be the Sybil child node of agent 9, and agent 10 be the
Byzantine agent respectively. Neither of them follows the
normal state update law, and agent 10 sends the message
x̂10(k) = −2 + 6 cos(0.25k) + η̂10(k), and the node 11 sends
the message x̂11(k) = 6 with the same label L9(k), where
η̂ j(k) ∼ Lap(0, ĉ jq̂k

j), ĉ j = 0.9, q̂ j = 0.95. The initial states
x(0) = [−4,−1.5, 2.58,−3.89, 3,−4.67, 2.78,−3.66, 5,−2]T .
According to the convergence condition of Theorem 1, we set
the control parameters µ = 0.3, ci = 0.95, c̄i = 0.1, qi = 0.85.

As evident from the outlier filtering step in Algorithm 1,
only the state values of neighbors retained in the set Qi(k) are
utilized for updating the state of normal agent i. Consequently,
each element ai j(k) in the adjacency matrix A takes a value of
0 or 1, determined solely by whether neighbor j is included in
agent i’s filtered neighbor set Qi(k). From Fig. 1, the adjacency
matrix A is constructed based on the topology in Fig. 1 with
edge weights ±1.

As demonstrated in Fig. 2 and Fig. 3, the proposed method
in Theorem 1 mitigates the impact of Sybil attacks and Byzan-
tine attacks, ensuring that the agent states achieve mean-square
bipartite consensus. Moreover, Fig. 2 reveals that, in contrast to
the uniform noise injection approach in [18], injecting another
kind of noise with a lower intensity on the basis of the original
noise can effectively accelerate the convergence speed of the
state values.

To demonstrate the characteristics of differential privacy,
we select the σ-adjacent initial conditions x(0) =

[−4,−1.5, 2.58,−3.89, 3,−4.67, 2.78,−3.66, 5,−2]T and
x′(0) = [−4,−1.5, 2.58,−3.89, 3,−4.67, 2.78,−3.66, 5,−2]T .
This implies that only the internal state of the first agent
differs between x(0) and x′(0). That is to say, σ = 1. Based on
the σ-adjacent initial conditions x(0) and x′(0), the resulting
observation sequences among the agents are shown in Fig. 4,
which demonstrates that individual privacy is effectively
protected, as a significant deviation exists between any
original data point and its corresponding protected data point.
Injecting tailored Laplace noise prevents adversaries from
accurately inferring the true values of the original sensitive
state xi(k) from the transmitted state x̂i(k), thereby achieving
the desired privacy preservation.

To rigorously assess the resilience of our proposed algo-
rithm against Sybil attacks, we construct a challenging
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Fig. 2. State trajectories xi(k).

Fig. 3. Histogram of the convergence points.

adversarial scenario within the baseline network topology
shown in Fig. 1. Nodes 9 and 10 are assumed to be fully
compromised by the adversary. Node 10 is elevated from a
standard Byzantine node to a Sybil parent node. Node 9 gen-
erates replicas 9a, 9b, 9c. Node 10 generates replicas 10a, 10b,
10c. With all other parameters remaining unchanged, the initial

Fig. 4. Observation sequences xi(k), x′i (k) corresponding to the σ-adjacent
xi(0), x′i (0).

Fig. 5. State trajectories of normal agents xi(k) with a high proportion of
Sybil nodes.

state vector is set to x(0) = [4,-1.5, 2.58,-3.89, 3,-4.67, 2.78,-
3.66, 5,-2]T . All Sybil child nodes are configured to transmit
constant extreme values to their neighbors: x9a(k) ≡ 1, x9b(k) ≡
6, x9c(k) ≡ 8, x10a(k) ≡ −1, x10b(k) ≡ −6, x10c(k) ≡ −8.
As shown in Fig. 5, the MASs successfully achieve bipartite
consensus even under intense Sybil attacks, validating the
effectiveness of the bipartite consensus algorithm proposed in
this paper.

V. CONCLUSION

This paper addresses the problem of bipartite consensus in
MASs under Sybil attacks and Byzantine attacks, introducing
an innovative analytical framework. When the directed com-
munication topology satisfies the (2 f + 1)-robust and f -local
attack conditions, the proposed resilient bipartite consensus
algorithm effectively mitigates the impact of Sybil nodes and
Byzantine nodes on system consensus. Notably, injecting dis-
tinct differential privacy noise between different agent groups
offers greater flexibility in adjusting the privacy level accord-
ing to the context, while simultaneously preserving system
privacy, compared to traditional noise injection methods. By
reducing the noise intensity for specific groups, the system
achieves accelerated bipartite consensus. Future research will
focus on extending the proposed resilient bipartite consensus
framework to nonlinear MASs, investigating dynamic and
time-varying privacy budget allocation strategies to further
optimize the trade-off between security, privacy, and system
performance.
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