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Abstract—This article explores the sliding mode control
(SMC) issue for Takagi-Sugeno (T-S) fuzzy model-based sin-
gularly perturbed systems (SPSs) with bandwidth-limited and
cyberattack-threatened communication. First, to ease the com-
munication constraints on system performance, a novel dynamic
event-triggering mechanism (DETM) is designed to reduce the
transmission of redundant data adaptively; moreover, considering
that the network bandwidth is now generally divided into
multiple channels, a multichannel-oriented weighted try-once-
discard (MWTOD) protocol is proposed to realize collision-free
data transmission over multiple communication channels at
event-triggering instants. Then, focusing on false data injection
(FDI) attacks, which are a type of commonly encountered
security threat, a secure observer-assisted sliding mode controller
with undetermined gain matrices is presented. Subsequently, by
constructing an augmented T-S fuzzy SPS model, the sufficient
conditions for the stability with guaranteed H, performance
of the system and the reachability of the sliding surface are
analyzed, which is accompanied by the derivation of the observer
and controller gains. To improve the control performance, a
dynamic learning-based adaptive particle swarm optimization
(APSO) algorithm is further devised with the aim to minimize
the sliding domain. Simulations are finally conducted to verify
the effectiveness of the proposed SMC strategy.

Index Terms—Dynamic event-triggering mechanism (DETM),
false data injection (FDI) attacks, fuzzy singularly perturbed
systems (SPSs), multichannel-oriented weighted try-once-discard
(MWTOD) protocol, sliding mode control (SMC).

I. INTRODUCTION

OWADAYS, with the continuous investigation
on networked control systems (NCSs) [1], it is
acknowledged that traditional models driven by one timescale
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are no longer adequate to depict some dynamic systems
presented multitimescale feature, such as hypersonic vehicle
systems [2], electronic circuit systems [3], and robot control
systems [4]. In view of this, a singular perturbation parameter
(SPP) ¢ is generally introduced to differentiate different
timescales, and the systems are accordingly named as
singularly perturbed systems (SPSs). Some explorations on
the dynamic analysis of SPSs have been conducted in recent
years. For instance, Wang et al. [5] focused on singularly
perturbed switched systems with dwell-time switching laws,
and designed a slow feedback control approach to analyze
the extended dissipativity properties of the systems; the fault
detection problem over SPSs with hidden Markov models
and bandwidth-limited communication was studied in [6].
In addition to the discussed works concerned with linear
SPSs, extensive research attentions have been attracted to the
nonlinearities observed from SPSs.

Nonlinearities inevitably lead to difficulties in the design and
analysis of control strategies for SPSs. An effective method to
cope with the challenge is to utilize a Takagi—Sugeno (T-S)
fuzzy model to relax the nonlinear constraint. By recurring
to the T-S fuzzy model, the dynamics of nonlinear systems
can be described by a set of linear subsystems grouped by
membership functions. Given the powerful nonlinear approx-
imation and uncertainty handling capabilities exhibited by
the T-S fuzzy model, the research issues related to T-S
fuzzy SPSs have been widely discussed. As an illustration,
Cheng et al. [7] investigated static output feedback control of
fuzzy Markovian switched SPSs with asynchronous quantized
measurement outputs; for nonlinear SPSs under a nonperi-
odic multirate sampling scenario, a fuzzy parallel distributed
compensation scheme was explored to handle control issues
in [8].

Comparing with the aforementioned control methods, slid-
ing mode control (SMC) presents more effectiveness in
nonlinear control due to its fast response, excellent disturbance
rejection, and strong robustness. As a variable structure control
scheme, SMC can resist external disturbances and parameter
uncertainties by constructing a sliding surface and adjusting
corresponding parameters [9]. In the existing works, significant
progress has been obtained in devising SMC schemes for
fuzzy SPSs [10]. Additionally, given that system states are
often unmeasurable in practice, it is more desirable to develop
observer-based SMC strategies [11]. With regard to this, this
article will focus on designing an SMC approach for T-S fuzzy
SPSs based on constructing an appropriate observer.
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Considering that the network bandwidth is becoming
limited with the increase of data volume in NCSs, the
devise of the SMC approach will be seriously hindered.
The available methods to deal with the communication
constraints can be mainly categorized into two types, i.e.,
communication scheduling protocols and event-triggering
mechanisms (ETMs). For the former, the data will be sent by
their generators regardless of the bandwidth limitation of the
network, and then, the information will be scheduled to be
released into the network based on the predefined policy so
as to avoid the data collision caused by the communication
constraints. The typical scheduling protocols involve the round
robin (RR) protocol, stochastic communication (SC) protocol,
and weighted try-once-discard (WTOD) protocol. Differing
from the first two classes of protocols, which did not consider
the importance of the data to be scheduled, the WTOD
protocol offers superiority to the most important data, and
then better transmission performance can be expected [12].
Several studies on control problems over fuzzy SPSs under the
WTOD protocol have been reported [13], [14]. However, the
WTOD protocol adopted in these related works is based on
single-channel communication, and thus cannot be applied to
multichannel communication, where multiple candidates can
be simultaneously scheduled via assigning a dedicated com-
munication channel for each of them. Given that multichannel
communication is now maturely enabled in both wired
and wireless networks [15], [16], the multichannel-oriented
WTOD (MWTOQOD) protocol will be explored in this article to
avoid data conflict as well as improve bandwidth utilization.

As another method for handling the limitation of commu-
nication bandwidth, ETMs will actively reduce the volume of
data sent to the network by designing suitable event-triggering
conditions. Following ETMs, only the signals with the fluctua-
tions that exceed the preset thresholds will be delivered to the
network, and thus, the communication constraints can be effec-
tively alleviated [17]. Compared to the traditional static ETMs
(SETMs) with fixed thresholds, dynamic ETMs (DETMs),
where the thresholds will be adaptively regulated based on
real-time system states, have gained increasing attention [18].
In the existing studies, some research endeavors have been
invested in DETM-based control issue of fuzzy SPSs [19],
[20]. It is also worth noting that the investigation on integrating
the communication protocol with ETM has been conducted
to address bandwidth limitation more efficiently [21], [22].
Motivated by this, a novel DETM will be presented and then
combined with the MWTOD protocol to assist the studied
SMC approach in responding to the communication constraints
in this article.

Besides the communication constraints, the security issue
incurred by stochastic cyberattacks also profoundly affects the
study of the SMC approach. In practice, there are various
types of attacks posing threats to the security of NCSs, and
the typical among them include deception attacks, denial-of-
service (DoS) attacks, and false data injection (FDI) attacks.
By injecting falsified data into systems, FDI attacks can
deceive the control decisions and then disrupt the normal
operation of the systems [23]. Given the unique challenge
presented by FDI attacks, the corresponding secure SMC
methods have been proposed in the literature. For example,
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Li and Chen [24] solved the interregional oscillation problem
via constructing a robust sliding mode controller for wide-area
power systems with FDI attacks; in [25], a terminal integral
adaptive SMC method was offered to tackle the tracking
control problem of NCSs subject to FDI attacks. Although
these valuable results have been presented, but to the best
of authors’ knowledge, the observer-based SMC problem for
fuzzy SPSs with FDI attacks has not been considered, which
is another motivation of this work.

Last but not least, another important aspect that needs to
be considered in studying SMC is to optimize the parameters
of SMC methods to achieve the best control performance.
Toward this end, some intelligent optimization algorithms
have been successfully applied [26], [27]. In particular, the
adaptive particle swarm optimization (APSO) algorithm is
widely recognized given its ease of implementation, adaptabil-
ity, and efficiency [28]. It is further found that by incorporating
dynamic learning methods, such as adaptive parameter tuning
law and dynamic search strategy, into the APSO algorithm,
the reduced parameter dependence and improved convergence
speed can be obtained in optimizing SMC [29], [30]. Thus, this
article will construct a proper sliding surface and then optimize
the sliding domain based on a dynamic learning-based APSO
algorithm. Meanwhile, given that the SPP is a critical factor
that influences the effectiveness of the SMC strategy [31],
the envisioned optimization process also takes the SPP into
consideration, which is untouched in the existing works.

Summing up the above discussions, we will dedicate to
study dynamic learning-based SMC problem over observer-
assisted fuzzy SPSs subject to FDI attacks and limited
communication bandwidth in this article. The major contri-
butions of this work can be listed as follows.

1) To comprehensively mitigate the communication con-
straints, a novel DETM is proposed to actively reduce
the transmission of redundant data; furthermore, an
MWTOD protocol is presented to achieve collision-
free scheduling of the event-triggered signals under a
multichannel communication environment.

2) By further considering the influence of the SPP and
stochastic FDI attacks, an observer-based sliding surface
is constructed, which is followed by the design of a
fuzzy SMC strategy.

3) The e-independent sufficient conditions of achieving the
asymptotic stability with guaranteed H, performance
and reachability of the sliding surface for the considered
fuzzy SPS are analyzed; accordingly, a method for deriv-
ing the gains of the established observer and controller
is then presented.

4) A dynamic learning-based APSO algorithm is devised
to search appropriate values of the SPP and sliding
parameters for obtaining optimal control efficiency.

The rest of this article is organized as follows. In Section II,
the system model is first introduced, which is followed by
the formulation of the studied SMC problem. In Section III,
the secure observer-based SMC strategy is presented with
the stability and reachability analysis. The proposed dynamic
learning-based APSO algorithm that aims to minimize the
sliding domain is introduced in Section IV. The simulation
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results are demonstrated in Section V. The conclusion of this
article and some future works are given in Section VI.

II. SYSTEM DESCRIPTION AND PROBLEM FORMULATION

In this section, we first introduce the T-S fuzzy model for a
nonlinear SPS. Then, the DETM and MWTOD used for eas-
ing the communication constraints are described successively.
Finally, the considered SMC problem is formulated based on
constructing an observer-assisted SMC principle.

A. T-S Fuzzy SPS Model

We consider a nonlinear SPS described by a T-S fuzzy
model with 7 rules, and the ith (i = 1,2,...,r) rule is depicted
as follows.

Plant Rule i: TF hy(k) is ;1 and hy(k) is Kp - - -
is Kj;, THEN

x(k + 1) = A;E.x(k) + Biu(k) + D;w(k)
y(k) = CiEgx(k) + Fiw(k)
2(k) = HiE x(k) (D

where hy(k)(d = 1,2,...

T
and K;y denote the fuzzy sets; x(k) = (fo(k) xp(ky| €R™ is
the system state vector; x,(k) € R™ and x¢(k) € R (n, +n, =
n,) are the system slow and fast state vectors, respectively;
u(k) € R™ is the control input; y(k) € R™ is the measured
output; z(k) € R™ represents the controlled output; w(k) € R"
indicates the disturbance input that belongs to L,[0, c0); E, =
diag{l,,,, €l,,} with & € (0,], and & is the upper-bound of the
SPP; and A;,B;,C;,D;, F;, and H; are the constant matrices
with appropriate dimensions.

Denoting h(k) = [h(k), ha(k), . .. ,hq(k)]T and applying the
weighted defuzzification process, the overall fuzzy SPS is then
presented as

and h,(k)

,q) are the premise variable vectors

x(k+1)= Z Vi(h(k)) [AiEcx(k) 4 Bju(k) + Diw(k)]
i=1

k) = Vih(k)ICiEx(k) + Fiw(k)]
i=1

2(k) = Z Vi(h(k))H; E o x(k) 2
i=1
where V;(h(k)) refers to the standard membership function
given by
[Tz Wiatha(k))

Yot Tl Waa(ha(k)
with W;;(h,(k)) that denotes the grade of membership of /,(k)
in C;y. For all k, there exist V;(h(k)) > 0, and it is clear that
Yoy Vith(k)) = 1.

Vi(h(k)) =

B. Demonstration of the DETM and MWTOD Protocol

As shown in Fig. 1, the measured output y(k), which
is supposed to be sensed by n, sensors, ie., y(k) =
[yi1(k), y2(k), ..., yn‘,(k)]T and y;(k) represents the I/th dimen-
sion of y(k)(l = 1,2,...,ny), is transmitted through the
multichannel-enabled communication network with limited
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Fig. 1. Envisioned SMC framework.

bandwidth. Hence, an event detector with the designed DETM
is employed to reduce the transmission of redundant data so
as to save the communication bandwidth. According to the
DETM, only the measurement signals satisfying the following
condition can be released:

q" (k)q(k) — w(k)y" (k)y(k) > 0 3)

where ¢q(k) = y(k)—y(t,,) represents the gap between the current
measured signal y(k) and the latest triggered signal y(z,,), and
(k) is defined as

(k) = Yy + v e PIE=y)ll 4)

in which ¥, ¥,, and p are the given positive parameters.
Obviously, ¥ < y(k) < ¥ + ¥y = 3. If the event-triggering
sequence is represented as 0 =) < t; <) < -+ <y < ---
and 1, indicates the latest event-triggering instant, then the
next event-triggering instant #,,; can be expressed as

tntl = lznul {klk > t,, && (3) is satisfied at time instant k}.
€N’
%)

Remark 1: If the event-triggering condition (3) is met during
data transmission, the current measurable signal y(k) will be
released; otherwise, the signal will be regarded as redundant
data and discarded promptly. Furthermore, the larger the gap
between y(k) and y(¢,,), the smaller the value of ¥(k), which
indicates that y(k) is more likely to be delivered with the
satisfaction of the condition (3).

At each event-triggering instant ¢, (m = 1,2,...,), how-
ever, not every dimension of y(#,) can be successfully
transmitted over the multichannel-enabled bandwidth-limited
communication network. Supposing that there are n (n <
ny) available channels, the signals generated by n, sensors
should be seriously scheduled to avoid data collision. In
view of this, the MWTOD protocol is proposed to appropri-
ately arrange the data transmission at each #,. Let J(t,) =
{ki1(ty), k2 (L), . . ., ku(t,)} be the set of indexes of the sensors,
which are allowed to transmit the generated signals at #,,; each
of the authorized sensor will be assigned a dedicated channel
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for data transmission, and then, the scheduling rule of the
MWTOD protocol is formulated as follows:

. T
Ky (tm) = arg ?Elgf (yh(tm) - yh(tm)) w

X (Va(tw) = Y (tm)) (6)

where y} (#,,) indicates the latest transmitted signal from sensor
h before event-triggered instant #,; w = 1,2,...,n; W is a
given positive weight matrix; and Q; = {1,2,...,n,} and Q,, =
Q1 \ {ky_1(t,)} for w > 1. It is obvious that there are U
possible scenarios for J(t,), i.e., J(t,) € J = (JL I3, TY),
where U = C(ny,n) denotes the combination of n, choose n,
and each J' (t = 1,2,...,U) is a set of sensor indexes with
|J| = n.

Based on the MWTOD protocol and employing a zero-
order-holder (ZOH) as shown in Fig. 1, y,(t,,) (= 1,2,...,n,)
can be renewed as

ity = ok e T )
¥i(tm-1), otherwise.
Here, we assume that ¥,(fy) = y,(fy) for easy derivation.
Remark 2: In this study, the DETM is first implemented to
reduce the redundant transmission of the measurement signal
based on the condition (3), and then, the MWTOD protocol
presented by (6) is applied to enable that each available
channel is exactly matched with one sensor to avoid data
collision at event-triggering instants. The combined use of
the two strategies refines the original measurement signal,
which, in turn, informs the design of the subsequent SMC
method, so the effective SMC performance under the limited
communication bandwidth can be expected.

C. Formal Description of the FDI Attacks

For the sensors that are scheduled to transfer measurement
information, it is considered that the data transmission of them
is compromised by FDI attacks. Given the stochastic feature
of the attacks, a Bernoulli variable a(k) with the following
probability distribution:

Prob{a(k) = 1} =@, Problak)=0}=1-a ®)

is used to depict the occurrence of the FDI attacks, where
a € [0,1]. To be specific, a(k) = 1 indicates the suc-
cessful injection of the false data at time instant k, and
vice versa. Furthermore, an energy-bounded function Z(k) =
[Zi(k), oK), . .., T, (k)] ", which fulfills the following condi-
tion:

IZCON < (IMy ()l )

is adopted to characterize the attack signals. Under the effect
of the formulated attacks, y(#,,) given in (7) is updated as

if e J(t,)
otherwise.

y1(tm) + a'(tm)Il([m),

10
Vitm-1), (10)

Yiltm) =
To achieve an augmented formulation, the following matrix
is defined first:

n
Do,y = Z)(w,,,) (11
w=1
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where x. ) = diag{o(x,(t,) — 1),...,0(kw(tn) — ny)}, 0() €
{0, 1} is a Kronecker delta function, and ¢(t,,) = t if J(t,,) = J°
(t=1,2,...,U). Then, the measured output received by the
observer can be formulated as

y(tm) = q%(r,,,))’(%) + a'(tm)q)gc(t,,,)z(tm) + (i)(p(Im))_](tm—l)
where ®y,) = 1 = Dyy,).

(12)

D. Design of the Observer-Based Sliding Surface

Given the application of ZOH strategy, for k € [t,,tn+1)
(m=20,1,2,...), it can be found that y(k) = J(¢,,). Thus, with-
out loss of generality, the following derivation and analysis
will concentrate on the interval [#,, f,,+). For the envisioned
T-S fuzzy SPS, the observer with r rules is constructed as
follows.

Observer Rule i: TIF hy(k) is IC;; and hy(k) is K --- and
hy(k) is Ki;, THEN

R+ 1) = AEAK) + Bu(k) + Bi )V (h(k)
j=1
% Ly (k) = $(K))

J(k) = CiE (k) 13)

where i = 1,2,...,r; 2(k) £ [#T0) FK)]" € R+ and
$(k) € R™, respectively, represent the observations of x(k) and
y(k); (k) = @(t); and L; ) are the observer gains, which will
be designed shortly. By introducing the standard membership
function, the fuzzy observer can be given as

2(k+1) =Y Vilh(k)[AEs(K) + Bu(k)
i=1

+ By ) V()L 0 5(K) = 5(0)]
j=1

) = > Vilh(k)CiEi(k).

i=1

(14)

Based on (14), the fuzzy sliding surface function is then
designed as follows:

stk+ 1) =) > Vith(k)V (k)

i=1 j=1
X [G)?(k + 1) -G (Al + Bin,(p(k)
= BiLj 4 Ci) E-2(k)] (15)
where G is a real matrix which will be chosen to guarantee

that GB; is nonsingular and K, are the controller gains,
which need to be determined.

E. Problem Formulation

To achieve a simpler and more practical form of control,
the following fuzzy equivalent SMC law is devised by taking
the ideal sliding motion premise, where s(k + 1) = s(k) = 0
into consideration [13], [32]:

ttog (k) = DV (h(k)) [K o Ec (k) = LjgoF (K)] . (16)

j=1

Authorized licensed use limited to: Southeast University. Downloaded on April 24,2026 at 15:31:36 UTC from IEEE Xplore. Restrictions apply.



3154

Then, by replacing u(k) in both (2) and (14) with u,,(k), it can
be gotten that

x4+ 1) =YY Vih(k)V j(h(k)) [AiEx(k) + B;

i1 j=1
XK j o Esk (k) = BiLj o3 (k) + Diw (k)|

(a7
R+ 1) =YY Vilh(R)V (h(0)) [A; + BiK; )
i=1 j=1
= BiL; 0 Ci| Es2(k).
(18)

Letting e(k) = x(k) — X(k) be the observer error, and
recurring to (2), (12), (17), and (18), and then, it has

etk +1)=x(k+1)— &k + 1)

= Z Z Vi(h(k)V j(h(k))

i=1 j=1
X [A,Ege(k) + D,W(k) + BiLj,ga(k)CiEs)?(k)
= BiLj g3 (k)]

= Z Z Vi(h(k))V j(h(k))

i=1 j=1
X [(Ai = BiLj i@y x Ci) Ese(k)
+ BiLjy Py CiE:2(k)
+ (Di = BiLj oty Py Fi)W(K) = BiLj o)
(Do) X F(tm-1) + @(tm) Py (1)
~ Dy (k)] -
Defining £(k) = [§7(k) €"(k) 3"(t,-1)]", then an aug-

mented T-S fuzzy SPS can be inferred as follows:

Eh+1) =YY Vilh(k)V (k)

i=1 j=1

X [Fijié k) + (Evije + Eaijee) UK)]

19)

2(k) = Y Vilh(k)Hisé (k)

i=1

(20)

where

Uk = [w'ky "k ]

Hip = [HiE: HiE. 0]
[ ThijEe 0 0
Fije = | T2ijiCiEg TzijEe Taije
| Qe CiEs PpyCiEs Dy
[ 0 0 0
ijp=| Di=TsipFi  Tsip  —aTsije
L Qo Fi Dy APy
Ein=[0 0 Dy

Thije = Ai + BiKj o) — BiLj o) Ci

Taije = BiLjow®@otys  Tiji = Ai = BiLj oty Pyt Ci
Taiji = =BiLjgt®Potrs  Tsije = Biljoin Pyt

Dy = [0 ~aa)Te, @0, ]

ijt w(k)
a(ty =a(t,) —a, t=1,2,...,U.
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Based on the system (20), this article then devotes to design
appropriate observer and controller gains to ensure that the
system is asymptotically stable with guaranteed H. perfor-
mance and achieves the reachability of the sliding surface in
accordance with the designed sliding surface function (15). At
the end of this section, the following lemmas are presented to
assist the subsequent analysis.

Lemma 1 [33]: Given a full rank matrix B € R™*™,
the singular value decomposition (SVD) for which can be

expressed as
_olS|yr
B=0 |:Oi| v

where OTO = I and VIV = [, for matrices H > 0, D € R *¥"x,
and E € R™*" there has a matrix H such that HB = BH
holds if and only if
[P 0]
H=0 |:0 B i| O".

Lemma 2 [34]: Given a positive scalar & and symmetric
matrices Z; and Z,, if Z; <0 and Z, 4+ €Z, < 0, then it has

Z1+¢eZy, <0 for Vee (O,E].

III. PROPOSED SMC METHOD

In this section, the sufficient conditions for stabilizing the
SPS (20) are derived in Theorem 1 first. Then, the analysis
of the reachability of the sliding surface is presented by
Theorem 2. An observer-based T-S fuzzy SMC method is
finally given by calculating the observer and controller gains
in Theorem 3. The derivation also focuses on the interval
[tm’ tm-i—l)'

Theorem 1: Given scalars Y1 > 0, Y > 0, € >0, v > 0,
a € [0,1], observer, and controller gains L;, and K;,(j =
1,2,...,r;t = 1,2,...,U), the asymptotically stability with
guaranteed H,, performance of the augmented T—S fuzzy SPS
(20) can be achieved if there exist positive-define matrices
Y, with compatible dimensions so that the following matrix
inequalities hold:

Ciije =¥ B *
Kijie = |: it Fz,‘jt:iﬁ; + Tayi + As +]__} <0 (@D
where
Diijie = }“,'ijlf’hﬁjm, Daijee = £ i YnFije
I35 = gil;jt‘}’hglijt + ggi.;,‘l’hgzuz
Ein=[0 0 D
L {z = @(ty), if k€ [ty tysr — 1)
W(tyy1), k=t -1
[EICTO,CE, x *
A = | ETCTO,CE,  EICTO,CE, =
i 0 0 0
- F'O,GE.  F'®,CE, 0
Ay = | -M"MCE, -M"MCE. 0
0 0 0
[ FTO,F; * *
As=|-M"™™MF, M™™M -1 «

0 0 —
Authorized licensed use limited to: Southeast University. Downloaded on April 24,2026 at 15731:36 UTC from IEEE Xplore. Restrictions apply.



LI et al.: DYNAMIC LEARNING-BASED OPTIMAL SMC FOR FUZZY SPSs WITH FDI ATTACKS

EYHTH.E, # *
B=|E'HTHE, E'HTHE, =
0 0 0

_ T
F = diag{—y*1,0,0}
O =M"M + ysl,

a=1l-a i=12,...,r

Proof: We construct the following Lyapunov function:
Vitk) = £ (k) ¥:§ (k)

and then, define the forward difference of V;(k) as AV (k) =
Vitk + 1) = Vi(k).

According to (8), and further considering the event-
triggering condition (3) and the upper bound of the FDI attack
signals (9), it can be derived that

(22)

E{AV;(k)}
= E{&T(k+ DWék + 1) - E" W)}
< E{EN(k+ DWétk + 1) — €T W,k + (v(k)
= q(k)" M"M(y(k) = q(k)) = Z" (t;)L(tw)
+ 3y (k) x y(k) — q" (k)q(k)}

= E1Y ) Vih(k)V (h(k)
=1 j=1
X [Fiinet () + Erije + Exije) x UK)]"
X B [Fijeb®) + (Evijy + EijdU(K)] = €T (K)P,
x EX(k) + YT (k)(M™M + y3D)y(k)
+ ¢ (k)(M™M — Dq(k) - y" (k)M Mg(k)

—q" (M " My(k) = Z" (t,)Z(tn)

r r

= 3N Vi)V h) [T Mol (K]

i=1 j=1

(23)

where
() =["k) UK

M, = L A i}
YT Daie + A2 T+ As ]

Based on the control output given in (20), we then can
readily get

E{AV(k)} + 2" (k)z(k) — y*wT (yw(k)

<Y Y V()Y (k) [T 00X il ()]

i=1 j=1

(24)

Thus, if the condition (21) is satisfied, it is clear that

E{AV ()} + 25 (k)z(k) — y*w  (kyw(k) < 0. (25)

Then, while the external disturbance w(k) = 0, it can be easily
observed that E{AV;(k)} < 0 by using the Schur complement
method, which indicates that the system (20) is asymptotically
stable. Moreover, by summarizing both sides of (25) for time
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instant k£ from O to co with the zero initial condition, it can be
gotten that

D RGP <9 Y Iwol? (26)
k=0 k=0
which means that the H, performance with the
given disturbance attenuation level 7y of the system

(20) is assured. So far, the proof of Theorem 1 is
completed. [

Theorem 2: Given scalars 1 > 0, Y >0, &€ >0, v > 0,
d > 0, @ € [0,1], observer, and controller gains L;; and
Ki:(j=12,...,rt = 1,2,...,U), if there exist positive-
define matrices ¥, and Q with suitable dimensions, scalars
vi > 0 and v, > 0, which can ensure

GT0G <1 (27)
B'GTQGB; < w1 (28)
Xijie +2v1 (Mrijtg/\/lijm + -/\_[gjtj\_[Zijt) <0. (29)

Then, the state trajectories will be directed into the following
sliding domain:

2d2 V2
/lmin( Q)

C= 5@l sl < Ok) = Iyl (30)

by constructing the subsequent control law

u(k) = Y V(h(k)K,Esi(k) — d|ly (0)l| sgn(s(k)]  (31)

j=1
where
Nijie = [T172 T1T2 BiLy® TiF; -7 aYy]
Ny = [0 0 0 0 0 @n]
Ty =BiLj®;,, Yo=CkE; i=12,...,r
Proof: We define the Lyapunov function as
V(k) = Vi(k) + Va(k)
where V,(k) = sT(k)Qs(k). Based on (31), it has
stk+1)

- Z Z Vi(h(k))V j(h(k))

i=1 j=1
x [GX(k + 1) = G(A; + B;K;, — B;L;,C})E %(k)]

= Z Z Vi(h(k))V j(h(k))

i=1 j=1
x [G(AE:%(k) + Biu(k) + BiL;,(5(k) — $(k)))
—G(A;i + BiK;; — BiLj; x C)E (k)]

= Z Z Vi(h(k))V j(h(k))

i=1 j=1
X [GBiLj; (®(CiE-2(k) + CiEce(k) + Fiw(k) = q(k))
+ a(tn)®,Z(ty) + D, x )_’(tm—l))
~dGB; [y (k|| sgn(s(k))]
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r

> Vih()V j(h(k))

i=1 j=1
X [GNijie + Naiji) x £(k) — dGB; ||7 (k)| sgn(s(k))] (32)

where Ny = [0 0000 Ev(tm)‘I‘]].

Let AV,(k) = Va(k + 1) — V,(k), and according to the
conditions (27) and (28), it can be derived that

E{AVy(k)} = E {s"(k + 1)Qs(k + 1) — 5" (k) Qs(k)}

r

Z Z Vi(h(k)V j(h(k))

=1 j=1
{GWiijie + Naij)l (k) = dGB; [y (K| sgn(s(k)]*
O[GWNijie + Naij){ (k) — dGB; |[y (k)ll sgn(s(k))]

— 5" (k)Qs(k)}

<SE Y Y Vih()V j(h(k)2vi [(Niijee + Naij) ()1

i=1 j=1

X [(Nijie + Naij)Z ()] + 28*v2 |5 (O)I* = Amin(Q)

x |Is ()l

=Y D Vilh()V (k)20 " (k)

i=1 j=1
( lljteNUﬂE
= Amin(Q) lls (O . (33)

Then, by combining (24) and (33), it can be inferred that
E{AV(K)} + 2" (K)z(k) — y*wT (k)w(k)
= E{AVi(k) + 2" ()z(k) — y*wT (ow(k) + AV (k)

N3 iNaije) LK) + 2d%v, |5 (R

<)Y Vi)V (h(k)
=1 j=1
x ALK sl (k) + 2v1 LT ()
X (N eMNijie + NoNaije) L) + 202 |15 (01
— Anin(Q) lIs (OII*}

r

> Vilh(k)V j(h(k))

i=1 j=1
x AT (k) [Xijie + 2v1 (N e X Niijie + NoijiNoi )] £ (k)
— [Amin(Q) lIs B> = 2d* x v> [[F (K)IIP]} - (34)

Thus, if s(k) strays from the domain €, i.e., ||s(k)|| > O(k),
it follows from the condition (29) that:

E{AV(R)} + 2" (k)z(k) — y*wT (kyw(k)

<Y Y Vi)V (k)i (k)

i=1 j=1
X [Kijet 2vi (M e X Miigiet NojNaije) [ L) < 0 (35)

which implies that the state trajectories will be driven into the
domain €, and thus, the theorem is validated. ]
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It is noteworthy that the main results presented in Theo-
rems 1 and 2 are derived based on the given observer and
controller gains, and there are exist nonlinear terms in (29),
which makes it difficult to obtain observer-assisted controller
parameters via directly solving (29). Moreover, it can be found
that (29) is e-dependent, but the SPP & is hard to acquire
precisely in practice. In view of these, in Theorem 3, the
upper bound for the SPP g, i.e., & is introduced to get the
g-independent version of (29); meanwhile, the Schur comple-
ment method and linear matrix inequality (LMI) technology
are adopted to handle the nonlinear terms and then obtain
appropriate observer and controller gains.

Theorem 3: Given scalars ¢y > 0, ¥, > 0, & > 0,
v > 0a € [0, 1], the asymptotically stability with guaranteed
H., performance and the reachability of the sliding domain
¢ of the augmented T-S fuzzy SPS (20) can be achieved if
there exist positive-definite matrices ¥; = diag{¥y;, Yo, ¥3:}
and Y = diag{Y;, Y, .Y, Y} (¢t = 1,2,...,U), scalars vi > 0
and v, > 0, and matrices H;; and Z;;(i,j = 1,2,...,r) with
compatible dimensions, such that the following LMIs hold:

—Vll * T
<0 36
-l % |
[QGB,- Jo|s0 o
M-, * * * * x %]
0 A * * * * %
Fige  Eup Pu xox k%
0 Sipg 0 P o+ % x| <0 (39
Iy;5 ID; 0 0 Ay = =
laijté '/\[lljt 0 0 0 v *
L0 AZ, 0 0 0 o0 V]
with L;, = ¥;;'Z;;; and K, = ¥;'X;,, where
_ i :rliszé 0 0
Fipg = | T2ij:CiEz T3ij:Es Taije
_Yt®[C,'E§ Y[(D[C[Eg‘ YI(I)[
B 0 0 0
i = | YiDi = TsipFi Tsijp  —aTsije
L Y[q)[Fi _qu)[ &Y[q)[
[MC\E; MC\E; 0
Iz = | CiE; CE: 0
| HE:  HEs 0
[MF, -N 0
My=| F;, 0 0
L0 0 0
1,,,8 = [ 51612 73‘,7?2 BiZijz(I)z]
11,, [ sijeFi —7~§ijt C_Yﬁijt]
let = [0 0 Vd’d'higijzil
Tiije = YiAi + BiXij — BiZiyCi,  Taijr = BiZiji®,
Taij = YiAi = BiZiy®,Ci,  Taij = —BiZi®,
Tsiji = BiZij®:, Exije = [0 0 Tjijt] . T2=CiE:
. T
Dy=[0 -VadBizo)" Vadoly/]
Ay = diag{—y*1, -1, -1}
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1
A, = diag )1, ——1,~I
2 g{ 7 }
Pu = diag{Wiy — HelY:}, Yon — HelYs), Wan — HelYi})
V = diag{vil = HlY,}), HlY) =Y, + Y.

Proof: First, according to Schur complement, it is easily
observed that (27) and (28) can be guaranteed by (36) and
(37), respectively. Then, we rewrite (29) as

gijta +H, <0 (39
where

Gijie = Qijie + 201 (Ml;jtg-/vlijfé‘ + _2ijt~/\72ijf)

Qijie = [F”ﬂe AEE o
’ Daijee + A2 s + Az
Fre,F; * *
Ay = | -M"™MF;, M™™M =
0 0 0

H; = diag {_\Plz’ ¥y, —¥3, _7217 -1, _I} .

It is apparently that H, < 0, and thus, the following &-
independent condition (40) can be derived from (39) by
recurring to Lemma 2:

Gije + H: < 0. (40)
Based on (40), we can get
Xz +2v (NJ]Ej;g-/\/lijté + N;EijZijt) <0. (41)

Then, by using Schur complement, it can be found that (41)
holds if and only if

- * * * * * ]
0 Ay * * * *
Fie  Eujp =¥, = * * *
0 ggijt 0 - ‘PZI * * *
M i 0 0 A+ o« |<0
1
luijté 'N’Ibijz 0 0 0 - ;[ *
_ 1
b
i 0 N'zijz 0 0 0 0 - v_ll_
(42)

is satisfied, where

e = \/E[Tl‘i’z 1Y BiLj,t(I)t]
Nbj= V2[1riFi =1 ary]
N2, =2 [o 0 \/le].

By further premultiplying and postmultiplying the left-hand
side of (42) with diag{/,I,Y} and diag{/, I, YTy, respectively,
it has

P * *
Eoije Zan o+ | <0 (43)
Esje 0 Es
where
- _ [ o« - _ YiFine  Yi€uije
T |: 0 A1:| T 0 Y&

Eay = diag {-V,¥;,' Y], -, ¥, 'Y}
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Iz I
= — a b
=dijie = YN, lijtg Yle Jjt
b
0 Yf/vz:‘ jt

1 1
Es = diag {Ay, - Y,— 1Y, Y, —1IY ¢ .
V1 V1

For positive-definite matrices V), = diag{¥y;,, Y25, ¥3,} with
W > 0(f = 1,2,3), it can be known that ‘P;}l > 0. Hence,
we can derive that

W= YO (P — YT

=Wy -Y, - Y +Y¥3Y[ >0
which is obviously followed by —Y}I‘J?}, VANES Wi — HelY:)
According to the similar process, it is not hard to get

=Y, (1/yDIY] <viI = H (Y,
Given that the SVD for B; with full rank can be expressed

as B; = O ’g" Vi, where OTO; = I and VI'V; = I, thus for
D[[ O T - S, .
Y, =0; 0 E O;, it can be deduced that ¥, B; = B;Y,; with
it

Yi = ViN;'DyN;V! based on Lemma 1. Then, by defining
Ziy = YuLj. Xijo = YuK,, and substituting —Y,‘I’JZéY,T and
Y;B; in (43) with Wz, —H,.{Y;} and B;Y;, respectively, (38) can
be finally derived. Additionally, we can get that L;, = ¥;'Z;;
and K, = 17; Ix, i+ Therefore, the proof is accomplished. =

IV. DYNAMIC LEARNING-BASED APSO ALGORITHM FOR
OPTIMIZING THE PROPOSED SMC METHOD

As revealed by the above analysis, the sliding domain
actually refers to the region of the system state governed by
the SMC law, and thus, it is crucial to minimize the domain for
achieving desirable control performance effectively. In view of
this, we dedicate to design a dynamic-learning-based APSO
algorithm to optimize the presented SMC method in this
section. To be specific, some preliminary knowledge is briefed
first, which is followed by the introduction of the proposed
algorithm.

A. Preliminary Knowledge

For the APSO algorithm, the candidate solutions to a
problem with the fitness function Fit are treated as a swarm
of particles, and each particle is depicted by two attributes,
i.e., velocity and position. Focusing on the gth particle, the
velocity v, and position p, will be iteratively updated, and the
specific updating principle can be described as follows:

vl =V + ey (Pbest, ' — plt)
+ comy (Gbest'™! - plg_l)
Py =Py Ty

(44)
(45)

where ¢; and ¢, represent the acceleration parameters; m; and
7y € [0, 1] are the two uniformly distributed random numbers;
Pbesti,‘1 and Gbest'™' denote the local best position of the
gth particle and the best position of the entire particle swarm
during the first / — 1 iterations, respectively; 8! is the inertia
weight factor, which will decrease from Spax t0 Bmin according
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to the rule 8/ = (U = 1)/U)(Bumax — Bmin) + Bmin, Where U is the
maximum number of iterations.

Remark 3: Compared with the traditional PSO algorithm
with a fixed inertia weight factor, adaptive 8 is adopted in
the described APSO algorithm to enhance the applicability
of the algorithm. Moreover, as reflected in (44) and (45), the
movement of each particle is only affected by its own Pbest
and the Gbest without considering the influence of neighboring
particles, which will increase the risk of the algorithm falling
into local optimum.

In response to the mentioned risk, a dynamic learning
approach was presented in [29] to enable each particle prob-
abilistically learns the optimal information of other particles.
The dynamic learning-based updating rule for the velocity v,
and position p, is

vlg :ﬁlvé_l + cymy (Pbesté’1 - pé,_l)
+ comy (Gbest' ™" - pé‘l)
Py= Py Ty

(46)
(47)

where g = mod (g+Px*my,S) if a random number 3 satisfies
that 73 < Ki; otherwise, & = g5 Ki = by + ba(1/ \/T0): by
and b, are the weighting coefficients within [0, 1]; Té is the
ranking number of the gth particle in /th iteration based on its
fitness value, i.e., the value of Fit derived according to pé";
74 is a random number lies in [—1,1]; S is the total number
of particles; and P is the neighborhood size.

B. Algorithm for Optimizing the Sliding Domain

It can be observed from (30) that the optimization of the
sliding domain is closely related to the adjustable parameters
v, and Q. Meanwhile, it is worth noting that the selection of
& obviously affects the range of the sliding domain. Hence,
we then design a dynamic learning-based APSO algorithm
to search the optimal &, v,, and Q to minimize the sliding

domain. By setting Fit = /(2d2v,/Anin(Q)), the formulation

of the studied optimization problem can be given as follows:
min Fit
E2,0

s.t. the conditions (36)—(38). 48)

To solve the formulated problem, we take the combination
of & v, and Q as a particle, and thus, let p = [E,v,, O], and
the search space is defined as R = {(vg, polv, € [v,,V,], ps €
[p,.P,l.& = 1,...,8}. The algorithm will be implemented
Wi%hin U rounds, and in the /th round, for each particle, v,
and p, are first updated based on the dynamic learning rule
depicted by (46) and (47), and then, the fitness is calculated
based on the latest p, (we should note that the feasible solution
to the LMIs presented in (36)—(38) may not be found under
the p,, and then, the fitness is set to be a huge value N); if
more desirable fitness can be obtained based on the updated
Dg» then the local best fitness, denoted by Fit,, is improved and
the corresponding p, is saved as Pbesti,, which is followed by
a possible updating of the global best fitness, indicated by
Fit* and Gbest'. More specific description about the proposed
algorithm is given in Algorithm 1. Then, to calculate the
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Algorithm 1 Dynamic Learning-Based APSO Algorithm for
Optimizing the Sliding Domain

1 Given the system parameters A;, B;, Ci, D;, F;, H;, G, W
the positive parameters d, ¥1, 2, 7, &; the APSO-related
scalars b1, ba, c1, c2, Bmaxs Bmin, U, S, P;

2 Generating the initial vg and p(g’ in the given search space R,
setting Pbestg = Gbest’ = pg, and initializing the fitness
values F'ity and Fit™;

3forl=1;1<U;l=[0+1do

4 Gbest! = Gbest'™1;

5 forg=1,9g<S;g=g+1do

6 Pbestlg = Pbestlg_l;
7
8

Updating vﬁ, and ng based on (46), (47);
if LMIs (36)-(38) can be solved based on plg then

9 ‘ calculating the fitness J = 4/ /\2‘%21('(2‘.2);

10 else

1 | J=N;

12 end

13 if 7 < Fit, then

14 | Fity = J, Pbest, = P;
15 end

16 if Flity < Fit* then

17 | Fit* = Fity, Gbest' = Pbest.;
18 end

19 end

20 end

Algorithm 2 Calculation of the Gains L;; and K,

1 Given the system parameters A;, B;, Ci, D;, F;, H;, G, W;
the positive parameters d, 11, 12, 7y, &; the APSO-related
scalars b1, b2, c1, 2, Bmazs Bmin, U, S, P;

2 Obtaining the optimal &, 12, and @) via conducting
Algorithm 1;

3 Adopting LMI toolbox in MATLAB to solve LMIs (36)-(38);

4 while tmin > 0 do

5 Adjusting some positive and APSO-related parameters;

6 Recomputing the optimal &, v2 and Q;

7

8

9

Resolving LMIs (36)-(38);
end
Using SVD to calculate Yii;
W0 Lje =Y Zije, Kje = Yy, ' Xije.

observer and controller gains, Algorithm 1 is first conducted to
obtain the optimal parameters &, v,, and Q, and consequently,
LMI tools can be used to solve the LMIs (36)—(38) so as to get
the gains L;, and K;,. By referring to the existed researches
[35], [36], the detailed process can be found in Algorithm 2.

Remark 4: We note that the performance of the proposed
SMC method is influenced by some design parameters, such
as the parameters about the DETM, i.e., ¢ and y,, the
upper-bound of the SPP &, and the positive scalars vy, v,,
and Q. For ¥ (¥»), it can be observed from (3) and (4)
that the smaller the value of it, the more likely the event-
triggering condition can be satisfied. With more released data,
the improved SMC performance can be expected. However, i,
(1) should not be arbitrarily small as further reduction will
increase network traffic load. For &, it is generally acknowl-
edged that a smaller & typically leads to faster convergence of
the system to the sliding surface, which resulting in improved
SMC performance. For the positive parameters vy, v,, and Q, it
is challenging to identify clear patterns in their influence on the
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SMC performance. To address this, Algorithm 1 with the aim
ming,, o Fit is presented to optimize the SMC performance.

Remark 5: While the integration of the proposed DETM,
MWTOD protocol, and dynamic learning-based APSO algo-
rithm enhances the performance of the SMC approach in
complex environments, it is important to note that this
incorporation may introduce increased system complexity.
Fortunately, this challenge can be mitigated by leveraging tech-
nologies such as edge/cloud computing, parallel computing,
and software-defined networking, which can help manage and
reduce complexity, thereby ensuring that the proposed SMC
method remains feasible for real-time applications.

Remark 6: In this work, the SMC problem for fuzzy
SPSs subject to FDI attacks and communication constraints is
studied comprehensively. In contrast to the existing research,
which either uses DETM [19], [20] or WTOD protocol [13],
[14] individually to address the communication constraints of
fuzzy SPSs, this study integrates the proposed DETM and
MWTOD protocol to achieve enhanced bandwidth adaptability
and utilization. Although the combined DETM and WTOD
framework has been explored in [37], this study takes mul-
tichannel communication into consideration so as to provide
a more practical solution. To cope with FDI attacks, secure
SMC methods for various systems have been reported in the
literature [25], [38]; however, this work considers a more com-
plicated scenario where the system is driven by nonlinearities
and exhibits a two-timescale feature. Furthermore, this study
achieves the optimal SMC performance via a dynamic learning
technique, which is unexplored in [25] and [38]. Comparing
with [34], which also employs the APSO algorithm to enhance
the SMC performance for fuzzy SPSs, this article introduces
the SPP as an optimization factor to further improve the
system’s robustness in managing two-timescale dynamics.

V. NUMERICAL RESULTS

In this section, we conduct simulations over a PC plat-
form (CPU: i7-12700 2.10 GHz and memory: 32G) deployed
with MATLAB R2024a to demonstrate the feasibility of the
proposed SMC scheme. Specifically, we consider the F-404
aircraft engine system introduced in [39]. For the system, three
sensors are assumed to acquire the system state (i.e., n, = 3),
which is set as x(k) = [xl(k) xp(k) X3(k)]T with n; = 1 and
ny = 2, where x;(k), x2(k), and x3(k) represent the sideslip
angle, roll rate, and yaw rate, respectively. The system matrices
A;(i =1,2) are defined as

~1.46 0 2.428
A; = | 0.1643 + 0.56; —0.4+ 6; ~0.3788 | (49)
0.3107 0 —2.23

with 6; = —0.5 and 6, = —1 [39]. The other model parameters
are set as

[-0.1512  -0.0214  0.1052
B; =|[-0.3219 -0.1154 0.0945
| 0.0311 0.1652  0.1074
[0.1599  -0.1321  0.0251
B, = | -0.1009 -0.1234  0.1898
| 0.0225 0.1241  -0.1149

3159

System responses

-0.3
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Time (k)

Fig. 2. System state x(k) and observed state X(k).

x10°

Value

0 5 10 15 20 25 30 35
Time (k)

Fig. 3. Sliding domain O(k) and ||s(k)||.

TABLE I
DATA TRANSMISSION RATIO UNDER DIFFERENT ¥/

The value of 11 | The data transmission ratio
casel: ¢1=0.75 34.3%
case2: 11=0.45 51.4%
case3: 1=0.10 60.0%

C, = diag{0.18,0.12,0.17}, C, = diag{0.17,0.15,0.19}

H; = diag{0.08,0.12,0.18}, H, = diag{0.2,0.1,0.17}

D; = diag{0.5,0.5,0.5}, D, = diag{0.5,0.5,0.5}

F; = diag{-0.1,0.1,0.1}, F, = diag{-0.15,0.12,-0.19}
G = diag{0.1,0.5,0.4}, W =diag{0.1,0.3,0.25}.

The fuzzy membership functions are chosen as

P2
ity = OB gy = 1 vucn,
The number of available channels is supposed to be n = 2,
and then, it can be derived that U = 3. By setting the scalars
Y1 =015y, = 045,p = 1,y = 1,d = 0.1, and @ = 04,
and the proposed APSO-related parameters U = 150, § = 50,
by =0.1,b, =04, c1 =c2 =2, Brnax = 0.9, Brnin = 04, P =
8, R = {(vg, po)lv, € [-0.5,0.5],& € [0,0.4],v, € [0.5,3.5],
and Q € [0.1,4.5]}, Algorithm 2 is then applied to obtain the
observer and controller gains.

Based on initializing x(0) = [0.2 0.1 O.Z]T and x(0) =
[03 -03 O.ZS]T, the final simulation results are presented
in Figs. 2—7 and Tables I-III. Specifically, the system state
and its estimation are shown in Fig. 2; it can be found that
the observed state is gradually closing to the real system
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- = =g(k) under casel| |
——— g(k) under case2
g(k) under case3

R

5 10 15 20 25 30 35
Time (k)

Fig. 4. Trajectories of g(k) under different values of .

(k) under DETM

— (k) under SETM

Value

0 5 10 15 20 25 30 35
Time (k)

Fig. 5. Trajectories of g(k) under the DETM and SETM.

—— () under MWTOD |
_____ g(k) under WTOD

5 10 15 20 25 30 35
Time (k)

Fig. 6. Trajectories of g(k) under the MWTOD and WTOD protocols.
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Fig. 7. Trajectories of gi(k), g2(k), and g3(k).

state, which validates the efficiency of the devised observer;
furthermore, the system state converges to 0 within about
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TABLE I
AMOUNT OF DATA TRANSMISSION

Performance metrics DETM | SETM (¢p(k) = 1)
The number of transmitted packets 20 28
The data transmission ratio 57.1% 80.0%

TABLE III

MEAN AND VARIANCE OF SIDESLIP ANGLE UNDER
DIFFERENT ATTACK PROBABILITIES

Attack probability | Sideslip angle mean | Sideslip angle variance
a=0.2 0.01511 0.00395
a=0.5 0.01619 0.00413
a=0.8 0.01714 0.00457

20 time instants, which confirms that the stability of the
considered system can be guaranteed with the designed sliding
mode controller. The sliding domain O(k) obtained based on
the presented APSO algorithm and the corresponding ||s(k)||
are shown in Fig. 3; we observe that the reachability of the
sliding surface for the T-S fuzzy SPS can be achieved; thus,
the effectiveness of the proposed controller can be further
verified.

The presented SMC performance is achieved within the
communication constraints, which critically rely on the
designed DETM. It can be observed from (3) and (4) that
the smaller the value of (¢,), the more likely the event-
triggering condition can be satisfied. Table I shows the data
transmission ratio under three cases, and it confirms that a
reduction in ¥ leads to an increase in data release. With
more released data, the improved SMC performance can be
expected. Therefore, we then define g(k) = O(k) — ||s(k)|| as a
performance metric and compare the values of g(k) obtained
under the three cases. As verified in Fig. 4, the smallest g(k) is
achieved under case3, where 60.0% data packets are released
with ¢} = 0.10 (the similar results can also be obtained with
different values of ;). However, it is important to note that
Y1 (¥>) should not be arbitrarily small, as further reduction will
significantly increase network traffic load.

Moreover, by setting (k) = ¢, the DETM is reduced to a
traditional SETM. Then, Table II illustrates the amount of data
transmission under both the DETM and SETM. It can be found
that the DETM results in lower data transmission compared
to the SETM, which indicates a more efficient reduction in
network traffic load. Furthermore, as shown in Fig. 5, the
reduction in data transmission achieved by the DETM did
not cause a significant increase in g(k) compared with the
SETM. This demonstrates that the proposed DETM-based
SMC method effectively balances the mitigation of data traffic
with the enhancement of control performance.

Besides the DETM, the MWTOD protocol is also designed
to avoid data collision as well as improve channel utiliza-
tion. Thus, we then compare the SMC performance under
the MWTOD protocol with that of the traditional WTOD
protocol. As shown in Fig. 6, g(k) obtained under the proposed
MWTOD protocol is smaller than that derived under the
traditional WTOD protocol. The reason is that the MWTOD
protocol fully utilizes the available communication channels,
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which allows more measurement signals to be transmitted,
thereby improving the SMC performance.

Considering the stochastic feature of the FDI attacks, we
further conduct simulations based on multiple Monte Carlo
runs to analyze the mean and variance of the system sideslip
angle. As revealed by Table III, both the mean and variance of
the sideslip angle increase with rising attack probability, which
indicates that higher attack probability leads to greater system
instability. Meanwhile, the results also validate the significance
of the designed SMC method in maintaining the performance
of fuzzy SPSs under such attacks.

Finally, to demonstrate the efficiency of the proposed
dynamic learning-based APSO algorithm, we use g;(k), g2(k),
and g3(k) to denote g(k) obtained without optimization, under
the traditional PSO algorithm [40] and under our designed
algorithm, respectively, and display the trajectories of them in
Fig. 7. As shown, g3(k) is smaller than both g;(k) and 2,(k),
which reveals the superiority of the devised algorithm.

VI. CONCLUSION

In this article, under the scenario that the multichannel-
enabled communication network is hindered by limited
bandwidth and FDI attacks, the dynamic learning-based opti-
mal SMC method has been proposed for T-S fuzzy SPSs. To
be specific, to overcome the bandwidth limitations, the DETM
and MWTOQOD protocols have been introduced, which have
not only reduced the network traffic load but also ensured
collision-free data transmission and full channel utilization.
FDI attacks have been modeled using a Bernoulli process, and
an augmented model of the T-S fuzzy SPS with an observer-
based sliding mode controller has been developed. Then, the
approach for designing the observer and controller gain matri-
ces has been reported based on the stability and reachability
analysis of the formulated system. Furthermore, the dynamic
learning-based APSO algorithm has been designed to achieve
the optimal SMC performance. The simulation results have
been finally presented to demonstrate the effectiveness of the
proposed SMC method. We should clarify that the proposed
SMC approach is based on certain underlying constraints, i.e.,
the precise knowledge of the available channels, probability
and energy upper bound of the attacks, and system dynamics.
In the future, we will focus on developing methods to relax
these constraints so as to provide a more practical SMC
method. Additionally, we will explore more complex attack
scenarios to further enhance the robustness of the system.
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