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Abstract—This article proposes a synergistic model-based
actor—critic (AC) learning framework for secure vehicle tracking
under a dynamic event-triggered scheme (DETS) and subject
to deception attacks. To explicitly resolve the conflict between
communication conservation and learning convergence, the AC
algorithm is structurally embedded within a discrete linear
quadratic tracker (LQT) and backstepping architecture. This
co-design utilizes the nominal linear structure as a rigor-
ous prior to analytically derive update laws, ensuring stable
Hamilton-Jacobi-Bellman approximation even when data are
sparse and stochastically corrupted. By bounding the policy
search space, it ensures a minimal number of learnable param-
eters and a clear physical interpretation. Lyapunov analysis
rigorously proves the asymptotic convergence of the tracking
errors to zero. Numerical simulations demonstrate superior
tracking accuracy, faster convergence, and significant bandwidth
savings compared to standard model-free reinforcement learning
baselines.

Index Terms—Deception attacks, discrete vehicle systems,
dynamic event-triggered scheme (DETS), linear quadratic
tracker (LQT), model-based actor—critic (AC) learning, optimal
tracking control.

I. INTRODUCTION

N RECENT years, vehicle platooning has emerged as a
pivotal technology for intelligent transportation systems to
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alleviate congestion [1], [2]. However, its reliance on vehicle-
to-vehicle networks introduces critical challenges: limited
bandwidth and vulnerability to cyber threats. These challenges
can lead to packet loss and data tampering, thereby severely
degrading the system’s stability. Ensuring precise tracking
under these resource constraints and security risks is a fun-
damental problem requiring urgent attention. Recent research
[3], [4] has explored a variety of advanced control strategies.
For example, adaptive control [5], fuzzy control [6], and robust
control [7] have each been applied to improve the performance
of connected vehicle systems. An adaptive coordinated track-
ing control scheme was developed for autonomous ground
vehicle formations under deception attacks and sensor failures
[8]. Similarly, Wen et al. [9] proposed an optimized attitude
control for quadrotor autonomous aerial vehicle system using
an adaptive actor—critic (AC) reinforcement learning (RL)
approach with fuzzy-logic approximation. Dong et al. [10]
developed a cooperative quantized event-based fuzzy tracking
control for nonlinear autonomous surface vehicles.

With the evolution of wireless communication technology,
autonomous vehicles can perform control tasks via wireless
data transmission. However, a growing body of research has
demonstrated that networked vehicle control must contend
with both limited communication bandwidth and increasingly
sophisticated security threats. A discrete-time linear quadratic
tracker (LQT) framework offers a compelling solution [11].
Zhao et al. [12] developed an adaptive cooperative tracking
control scheme featuring resilient event-triggering to handle
actuator faults and communication link failures in multiagent
formations. Despite these advantages, it has yet to fully
characterize performance trade-offs under combined high-
frequency triggering and adversarial network conditions [13],
nor has it explored extensions to non-Gaussian disturbance
models—gaps that motivate the present investigation [14].

In the realm of RL [15], [16], [17], several key algorithms
have been developed to address complex system constraints
and communication limitations. For instance, a synchroniza-
tion learning scheme utilizing hybrid order adaptive dynamic
optimizations was developed in [18] to ensure secure com-
munication in networked environments. Meanwhile, to handle
unreliable communications in cyber-physical systems, a zero-
sum optimal control strategy was investigated in [19] via
secure decentralized policy iteration. Despite the success of
RL in many areas, its application to optimal tracking control is
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limited [20]. Recently, the authors introduced a sampled-data
event-triggered secure estimation and backstepping tracking
control framework for nonlinear systems under sensor and net-
work attacks [21]. Moreover, a UKF-based multistep heuristic
dynamic programming scheme was proposed in [22] to achieve
optimal event-triggering control for nonlinear systems with
asymmetric input constraints. The work in [23] employs
memory event-triggered tracking differentiators to guarantee
performance and stability in vehicle systems. Optimal tracking
control design includes feedback and feedforward components.
The authors of [24] converted a LQT into a linear quadratic
regulator (LQR) using Q-learning by assuming the reference
trajectory was generated by a linear command generator.
Other articles focus on theoretical analysis over practical
experimentation and do not consider practical issues, such as
environmental disturbances and input saturation, which may
occur in actual vehicle systems [25].

Securing networked nonlinear control systems under limited
communication and active cyber threats adds a critical dimen-
sion to optimal control design [26]. Traditional optimal control
aims to minimize a quadratic or general performance index
while respecting resource constraints and system dynamics,
but the Hamilton—Jacobi—-Bellman (HJB) equation at its core
remains intractable for most nonlinear systems [27]. The
RL-based AC methods have shown promise in approximating
the HIB solution and deriving near-optimal feedback laws
without full model knowledge [28]. Recently, to further handle
strict-feedback nonlinearities and reduce the number of tun-
able parameters, optimized backstepping techniques have been
proposed that embed RL-based cost approximation within the
backstepping recursion. Such techniques provide a unified
framework for secure, resource-aware optimal control in com-
plex networked environments [29].

This study investigates the complex cybernetic interplay
between physical vehicle dynamics, resource-constrained com-
munications, and intelligent cyber-defense. By framing the
platoon as an integrated cyber-physical system, we explicitly
resolve the nontrivial conflict between sparse data transmission
enforced by dynamic event-triggered scheme (DETS) and the
stable convergence of learning algorithms under stochastic
deception attacks.

The primary contributions of this study are as follows.

1) In comparison with [15], [21], which treat learning and
communication independently, this study synergistically
resolves the fundamental conflict between sparse data
transmission and the data-hungry nature of RL. By
structurally embedding AC learning within the discrete
LQT and backstepping framework, the nominal linear
time invariant (LTT) physics acts as a rigorous prior. This
synergy guarantees stable HIB approximation even when
tracking data is sporadic and stochastically corrupted by
deception attacks.

2) In contrast to the system model under deception attacks
in [30] and [31], this study couples AC learning directly
with the physical error dynamics to actively compensate
for malicious data injections. It analytically guaran-
tees bounded tracking errors against energy-constrained
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Fig. 1. Longitudinal vehicle dynamics model.

deception attacks without relying on standalone detec-
tion modules.

3) Unlike event-triggered control strategies [32], [33] that
treat communication independently, the proposed DETS
interacts constructively with the AC learning process.
By dynamically adjusting the threshold, it filters out
redundant benign data to optimize bandwidth while
isolating anomalous attack signals, achieving a deeply
synergistic co-design of communication efficiency and
cyber-physical security.

II. PRELIMINARIES
A. Longitudinal Vehicle Dynamics

To explicitly illustrate the physical formulation of the vehi-
cle tracking problem, the longitudinal vehicle dynamics model
is established, as depicted in Fig. 1. The vehicle model is
defined as follows [34]:

pt+1D=p@+v)At
v+ 1D =v(@®)+a@) At (D
at+D=a@+ (@O +q@®c@) At

where p(t), v(f), and a(f) denote the position, velocity, and
acceleration of the vehicle, respectively. The engine input c(f)
is the required torque for braking or driving and Ar represents
the sampling interval. The functions f(#) and g(¢) are defined
as f(1) = —1/As(a(t) + mac,c,(P(0))/2m) + (fe,)/(m)) —
MmaCqce(V(t)a(?))/(Asm), and g(t) = 1/(Asm), where m,, m,
As, ¢4, cg, and fcg denote the specific air mass, vehicle mass,
time lag, cross-sectional area, drag coefficient and resistance
[34]. Based on the feedback linearization technique estab-
lished in [35], the nonlinear longitudinal dynamics are strictly
transformed into a nominal LTI structure. This deliberate
decoupling strategy ensures that the core challenge addressed
by our reinforcement learning framework is not identifying
physical nonlinearities, but rather securing the optimal control
policy against unmodeled, attack-induced stochasticity and
severe data sparsity under event-triggered constraints. The
engine input is described by
V2 (1)

c(t) =mu(t) + macach + fe, + macacgv (t) a ®» Q)

where u(t) denotes the control signal acting on the vehicle.
The state of vehicle is represented by the vector x(f) =
[p(®),v(t),a(H)]". Thus, the vehicle dynamics in (1) can be
rewritten as

x(t+1)=Ax(t)+ Bu(t) 3)
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where
1 At 0 0
A=10 1 At , B=10
A A
0o 0 1- A—; A;

B. Optimal Tracking Control

This command generator model introduces the reference
trajectory that is described by r(t + 1) = Fr(t), where F is a
constant Hurwitz matrix that ensures stability of the reference
dynamics. The desired state is r(t) £ [p.(),v.(5),a.(O]".
According to (3), the tracking error is

2@ =x@—-r@. “4)

Based on the methodology presented by [36], the control
input is formulated as

ul)=o (ub ) +uy (t)) (®)]
where the feedforward and feedback terms are specified as

up()=-B"(A-F)r()

up (1) = Kpz (1) (6)

where Kj, is the feedback gain matrix. By minimizing the
quadratic cost function via the stationarity condition of the
Hamiltonian function, the optimal control law is derived. This
LQR problem is solved in order to obtain

K,=-(B"PB+1)" B'PA )

where P is the positive definite solution to the discrete-time
algebraic Riccati equation (ARE)

ATPA—ATPB(I+B"PB) B'PA-P+ Q=0  (8)

where Q represents the state weighting matrix. The resulting
error dynamics are expressed as

zt+ 1) =(A+BKp)z(t). 9

Hence, when A 4+ BK}, is a Hurwitz matrix, the tracking error
z(t) converges to zero.

C. DETS Design

The DETS is designed to conserve scarce network
resources. It regulates the transmission frequency of signals
from sensor within the network. In this sensor network frame-
work, the release of a sampler’s current data packet to the
controller is governed by its associated triggering condition.
The proposed DETS condition is given by

u®; () > T; (1)

10
®; (1) = el (1) Re; (1) — ¢z (T7) Rz (T7) 1o

where the measurement error e;(t) is explicitly defined as:
ei(t) = z(T}) — z(T] + A). Here, z;(T! + A) is an intermediate
variable constructed as z;(T} + A) = &[zi(t) — z(TH] + z(T)),
where & € (0, 1] serves as an adjustment factor. i represents
different triggering moments. 7} denotes the sequence of
releasing instants. u and ¢ are known constant values. R is
the matrix that needs to be created for the DETS. Y;(k) is the
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auxiliary offset variable updated according to the following
update law:

Ti(r+ 1) =&Ti (1) - 0; (1) (11

where T;(f) > 0, and € € (0,1) in which ue > 1. The term
ei(t) = zi(T}) — zi(T! + A) is defined as the error with

z(Ti+A) =€z -z (T))] + 2 (T7) .

If the DETS condition (10) is violated, the current mea-
surement is transmitted over the wireless network. Abrupt
signals are more likely than normal variations to trigger a
violation of condition (10), which can lead to erroneous packet
transmissions. Setting an adjustment factor & € (0, 1] can help
to reduce this problem, when creating the error e;(¢) for each
moment i.

Remark 1: Unlike conventional DETS, the proposed mech-
anism introduces a smoothing factor £ to filter high-frequency
noise and reduce unnecessary transmissions. Specifically, a
smaller ¢ enhances robustness against anomalous spikes by
prioritizing the previously transmitted value. Parameters ¢ and
{ determine the baseline sensitivity, while the decay factor
€ (set to 0.4) governs the dynamic threshold’s reset rate,
where a smaller € increases triggering frequency. This design
effectively balances communication efficiency with tracking
accuracy and system security.

Based on the definition of e;(f) and the expression given
in (12), the signal transmitted through the networked channel
is characterized as follows z;(T}) = 1/&e;(t) + z(1), then let
«T") = coly{zi(T))}, é(t) = colyfei(t)}, Z(t) = coly{zi(1)}, the
triggered signals are denoted as:

! e()+z(@
¢ z\).

(12)

(1) = (13)

D. Deception Attacks

The error state can be stochastically tampered with by
deception attacks. Under potential deception attacks, the actual
error state is

O =BOI(T) +(1-B®)z(T) (14)

where h(T") represents the attack signal. 5(¢) is employed to
characterize the occurrence of attacks. Given the constraints
imposed by limited resources and the requirement for attack
concealment, a novel hypothesis is proposed

|5 (T, < |M=(1)] (15)

where M is known matrix. When B(f) = 0, there are no
deception attacks. B(f) = 1 signifies their presence. [(f)
assumes values in the set {0, 1}, and the probability distribu-
tion: PriB(H) =0} =1 - B, PriB(t) = 1} =B, 0 < B < 1 for
any S.

Assume that the vehicle controller input #*(f) may be subject
to stochastic modification by injection attacks before reaching
the agent. Based on (5), (6), and (14), modeling the actual
received controller input #*(f) in light of potential injection
threats

W ()= p@u (T') + (1 - p®)u(T") (16)
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where u?(T") is attack function of u(T"), as determined by the
attacker. p(7) represents a random variable which describes the
occurrence of attacks. In consideration of resource limitations
and the need for attack concealment, it is hypothesized that

[ ()], < Jou(T)],

where O is a known matrix of appropriate dimensions. p(f) = 0
denotes the absence of injection attacks. p(f) = 1 indicates
their presence. p(f) takes values in the set {0, 1}. Follows the
distribution of probabilities: Prip(t) = 0} = 1 — p, Pri{p(t) =
1} =p, 0<p <1 for any p.

Remark 2: The proposed deception attack models (14)—(17)
reflect realistic vulnerabilities in vehicular networks, such as
man-in-the-middle or false data injection attacks. Specifically,
the bounded energy constraints in (15) and (17) capture
the adversary’s strategic need to maintain stealth and evade
anomaly detection systems, while the probabilistic nature (14)
accounts for the stochastic behavior of network intrusions.

After discussing the vehicle dynamics modeling, optimal
tracking control, dynamic event-triggered control and decep-
tion attack mentioned above, the final vehicle error system
state can be expressed as

F+D)=A[(A=@)T)+BWR(T')] + Bu* (1) + € (1)
=AZ @)+ Bu (1) +€(@) (18)

a7

where z°(f) = x*(tf) — r*(¢) denotes the tracking error, and
x*(¢) represents the actual system state. Constant matrices with
compatible dimensions are A and B. r*(¢) signifies the actual
reference trajectory at time ¢. The term e(f) comprehensively
encapsulates unmodeled high-order nonlinear aerodynamics
and environmental stochasticity, which are strictly bounded.
The actual received controller input is u* (7).

The purpose of this article is to achieve secure tracking
control then the following inequality holds of discrete vehicle
systems under the proposed model-based AC algorithm. The
following lemma is presented for the aim of making the
subsequent analysis easier.

Lemma 1: [37]: If V(x(¢), r(¢)) is positive continuous func-
tion, such that the initial value V(0,0) is bounded. When
ignoring the Gaussian noise term, where y(f) = [x7(¢), rT (1)]"
and P is a symmetric positive-definite matrix, then the follow-
ing inequality holds V(x(¢), 7(t)) = 1/2¢7 (t)Py(2).

Lemma 2: [37]: Based on the definition in Lemma 1 and
ignoring the terms related to noise, the critic can be expressed
as Vet + 1) + c®) = 1/2(p(t) ® ¢(t))"vec(H). By calcu-
lating minimal value of critic, the actor can be determined.
Vi Qv(x(), r(t),u(t)) = 0 is a stationary condition that is
required for optimality.

III. MAIN RESULTS

This section presents a model-based AC learning method,
which is built using the LQT framework. This algorithm
permits the system to follow the reference trajectory with
optimal precision through the minimization of a predetermined
performance metric. The LQT problem is reformulated as a
LQR problem through a causal representation of the tracking
control, which enables a solution without requiring preexisting
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information on the system parameters. By incorporating the
error system as described in (18), the augmented system is
given

[x* (r + 1)} ) [x* (t)] + Bu* (1) + ()

ri+1) r* (1)
- |A 0 = |B _.n_|€®
A—[O Fi| B—|:Oi|, (t)—[o].(w)
The LQT index is defined as follows:
minc (f) = % [u*T Ou @)+ @) - r ()T
X (x* () - r (1) ] (20)

where the parameter ¢ € (0, co) functions as a low-gain tuning
factor for the input gain, which ensures system stability. The
value function is defined as the accumulated cost

* 5 _ 1 - $«T /o, %y » *p o PENVA

vumJW—Egh(muwmunwu»
X (" () =G ]

The actor is assumed to have the following form and

correlates to the control law of augmented system (19) in order
to develop a LQT controller:

21

u (1) = Kpx' (1) + Kyr* (1) (22)

where K = [K; Ky], with Kj;, and Ky denoting the feedback
and feedforward control gains, respectively. According to
Lemma 1, for (19) with the actor defined in (22), (21) is
approximated as

V@), r @)= ElﬁT () Py (1) (23)
where y(1) = [x7 (1), r*T(t)]T, P denotes a positive definite
matrix. By invoking Bellman’s optimality principle, based on
(21), the critic function is

Oy @, r" @, @) =V @+ 1D,r t+1)+c@. (24)

Based on the quadratic representation of value function
established in Lemma 1 with (24), the following content
demonstrates that this LQT problem is reformulated as a LQR
problem. Moreover, by expressing reference trajectory and
state variables in a unified framework, the LQT control law is
obtained by calculating the corresponding augmented ARE.

According to Lemma 2, (19) and (21), (24) is expressed
as O, = 1/2(e(®) ® @) vec(H), where () =
[x*T (), T (¢), w*” (1)]". The LQT problem about optimal con-
trol is provided by

W (t)= - (B"PB+1)" B"PAy (1 (25)
where P satisfies the following LQT ARE:
sI-P+A"PA—-A"PB(I+B"PB) B'PA=0. (26)

Specifically, backstepping decomposes the high-order vehi-
cle dynamics into lower-dimensional virtual subsystems to
handle structural complexity. Within this framework, the LQT
formulation is employed to optimize each step, thereby simul-
taneously ensuring tracking precision and energy efficiency.
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A. Critic Update

The goal of the critic is to evaluate the performance of
the current control policy. By iteratively solving the Bellman
equation, the critic approximates the value function associated
with the current tracking error and control input. Based
on (24), the critic function can be evaluated recursively as
follows:

O, (x"(t), r" (1), u* (1))
-0+ D, e+, u@t+1)

1
=5 [ @y (1) + 6 (1) = r* (@) (@) = ()] - 27)

where = 1/2[(%T (¢t + 1) — Tt + 2)Pet + 1) + (€'t +
1) — €@ + 1)Px*(t + 1) is the noise term.
According to Lemma 2, the critic is expressed as

1
5 @@ e) —pt+ D@t + 1) vec (H)
1 1 .
= EM*T(I)M*(I) +50 (0= @) (@O =) —n. (28)
To address the term 7, (28) can be expressed as

(@M -yp+1@¢" 1+ 1) vec(H) ~c(t) (29)

where y denotes discount factor. When there is no noise, y
is set to 1. Otherwise, when noise increases, y falls. Equation
(29) represents the update law for critic.

B. Actor Update

Based on the value function estimated by the critic, the
actor updates the control gain K to minimize the cost function,
achieving policy improvement.

Finding the maximization of the critic function is the
standard method for identifying the actor

K = arg max O, (X" (@), r" (), u” (1) (30)

However, because greedy policy improvement requires
global maximum at every stage, it is difficult in continuous
action spaces. An appealing option is to adjust the policy along
the gradient of critic. According to the deterministic policy
gradient paradigm, this strategy improvement update is given
by

KM = K+ aBe o [VEO (X (0,7 (1), u* (1)) (31)

where VgQ, denotes the gradient of critic in relation to
control scheme, EVz,[VgO,(x*(¥), r*(¢).u*(t))] represents the
expectation of this gradient. @ denotes learning rate.

The gradient of the critic with respect to the control input
and the gradient of the control input with respect to K can be
multiplied via the chain rule to determine the gradient of the
critic with respect to K

B [V Qv (X" (1), 7" (1) ,u” (1))]
= Ee@ro [V O (X (1), 7 (1) ,u* (1)) Vgu* (1)]

where V) Q,(x"(0), r* (), " (0)Vxu'(t) = 2(H,¥(t) +
H Ky + BTPEO)W! (1) with H,yr = [Hyw Hor -

(32)

4921

It is possible to approximate the expectation function

Ev .0 [Vk Qv (X° (), (1) ,u” (1))]

1 N
~ 5 22 (Huwtr 0+ HuKy (0 + B'Pe@) y" (0] (33)
t=1

Given that the noise term becomes closer to zero as N
increases, the expectation function can be expressed as

Ecr0 [VkQy (" (0,7 (1), u* (1))]
N

2
~ 5 2 [Huy + Huk) (v 09" )]

t=1

(34)

Equation (31) can be equivalently expressed as

A e Y :
Kt = K1 ﬁa Y [(Huwr + HuK?) (y 09" @)]. 35)

t=1

Using the deterministic policy gradient technique, the actor
update rule is presented in (35). Without taking into account
the prior action, the update of actor is solely dependent on the
system state, critic function, and reference trajectory.

Crucially, (35) analytically captures the adversarial interplay
within this cyber-physical co-design. Under DETS, the state
updates y(t) are severely sporadic, while deception attacks
inject bounded adversarial gradients into the system. Rather
than treating these as independent additives, this framework
leverages the LTI structural priors H,,,, H,,. This prior rig-
orously constrains the policy search space, ensuring that the
learning convergence remains stable and secure even when
driven by attack-influenced, highly sparse data.

Theorem 1: Using the value function in (21), consider
this LQT problem for this system in (19). Then, the control
law derived from the solution of the actor update equation
(35) asymptotically stabilizes z*(¢) and achieves the lowest
possible value of the cost functional (21) among all stabilizing
controllers.

Proof: Based on the critic update law for (29), the stable
critic is attained under the following conditions:

1
;W) —yplt+ D@+ )’

x vec(H)—c(t) = 0. (36)

Based on (35), the steady actor is achieved
1
5 2 [2Hu + HuE) (W 09" )] =0. (37)
t=1

When y(H)y7 (¢) # 0, it can be shown from (37) that H,., +
H,,K =0 and
K = —H}'H, = - (I + B PB)”' B PA.

uu

(38)
The similarity between (25) and (38) suggests that the

obtained control aligns with the optimal LQT solution.
According to the evolution of y(f), z*(f) converges to O as
t — oco. The definition of Lyapunov function is

1
V@), () = Euf (t) Py (1) > 0. (39)
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Based on (26), its difference
VX @+ 1D, rr¢+1)=-VE @),r @)
= %M ) (-06T - K"K)y (1) <0

x*(t), r*(f) converges to zero as t — oo. That is described as
lim; e 2(f) = limy oo (x*(1) — r*(#) =0

The LQT control obtained from (35) asymptotically stabi-
lizes the tracking error. The next section demonstrates that the
learned controller yields the minimum value of (21) out of all
stabilizing strategies. Note that

(40)

[e]

1
SO W DPEGY - G+ P

1 T —
A (O Py (1) = 22

1
xy(GG+1D]+ zwimm. (41)

When ¢L Py, = 0, by substituting (41) into the value
function in (21), value function is determined by

1
V(@) = —wT ) Py (1)
%Z[ ()+ (1 + B"PB)™
=

x B'PAy ()] (I + B"PB)

X [u () + (I + B"PB) ™" BT PAy ( j)] .42

The equation (42) is minimized when u*(#) = Ky(¢), which
is equivalent to the actor in (38). Thus, the value function
in (21) is minimized by the learned control, completing the
proof.

C. Optimized Position Control

Given the position reference trajectory r(¢) =
(), vi(0), a-(D)]T € R3, the tracking error is defined as
z1(t) = x*() — r'(t) and z(t) = u*(t) — a(t), where a(r)
denotes the actual control. The resulting error dynamics are
expressed as

A () =x"(t+ D) =x" O+ ¢+ 1)=r (1)

A @) =u" @+ 1)—u" () - Aa(?). (43)

The following two-step backstepping is used to determine
the ideal position control. During the backstepping stage, the
AC RL is applied, with the critic responsible for enhancing
control performance. Implementing the control action is the
goal of actor, thereby yielding the optimized position tracking
control input &*.

Step 1: The update error dynamics in (43) can be equiv-
alently expressed as z;(t + 1) = ¢z1(t) + B z2(¢), where
¢ =A — I — k1 B. The virtual control is written as

at)=-kizn(O+F-Dr (1) (44)

where k; > 1/2 serves as the design parameter.

Consider the Lyapunov function candidate for the backstep-
ping procedure as Li(¥) = 1/2z1T(t)zl(t). By computing the
time derivative AL;(#) along the dynamics (43) and applying
Young’s inequality and the Cauchy—Buniakowsky—Schwarz,
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< (@/2) + (b*/2), (A"B)* < ||AIPIIBIP, where a,b € R,
A, B € R" [21], we obtain the following inequality:

AL () < =Rk =1L 1) + %zg Oz (). (45)

Step 2: The RL technique is used to determine optimal
vehicle position control in the last backstepping step. In
association with (43), the performance index is specified as

TG @)=Y Vi (s).u' (s) (46)

s=t

where Vi (z2(0), u*(t)) = zg(t)zz(t) + uw*T (H)u* () is cost function.
Let u;, denote actual optimal control input. An ideal perfor-
mance index is represented by

@) = min (Z Vi (s),u (s)))

=Vi@®,u )+ Ji(2@+1) (47)

where Qp € R? denotes the compact set. The HIB equation
corresponding to (47) is

= |lz2 OII?
+ VZzJT Az () =0

H, (Z2s Uy, szjf)

(48)

where AJT(t) = Ji(t + 1) — Ji(®) = V,J{(HAz,. By solving
V,:Hi = 0, the optimal vehicle position control u;, is given by
1

SV i ().

u (1) = (49)

The gradient term V_J{() can be decomposed into two
components as follows:

V., J5 (6) = 2Kz () + T (22) (50)

where k, > 0 is the positive parameter. J{(z2) = —2kyz2(1) +
V., Ji(@®) € R3, By substituting (50) into (49), the optimal
control can be formulated by u}, = —kyz>(f) — 1/2J7(z2). Since
J{(z2) is a continuous but uncertain term, NN is capable of
approximating this mapping on the compact set Q. One way
to express the NN approximation is as

J{ () = Wi'S1 (2) + w () (51)

where W; € RP1*3 denotes an ideal weight associated with
NN size p;. The basis function vector is Si(z;) € R”' and
w(z2) € R3 represents the approximation error. By substituting
(51) into (50) yields

Vo, Ji () = 2kz () + WTS1 (22) + w(22)

dy = ko0 - WS @) - g0 @) ()

Since W; € RP>3 is unknown, the optimal vehicle position
control in (52) cannot be obtained directly. Therefore, to derive
a feasible optimized control law, the following actor and critic
are constructed using the RL. The following is the design of
the critic used to assess control performance:

VoI5 () = 2kozo (O + W1 (DS 1 (22) (53)
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where Vzlf]‘(t) denotes the estimate of V_,J;(¢), and W) €
RP1*3 represents the critic NN weights, which are updated
from the following law:

AW, (1) = k181 (22) ST (z2) Wer (2) (54)

where k., € R denotes a positive critic gain parameter. The
actor responsible for executing control action is described

o 1.

(1) = ~lota (0 = W (051 @2) (55)
where W, () € R”*3 denotes the actor NN weights, which
are updated based on the following law:

AW, () = =S 1 (22) ST (z2)
X (Kal (Wal (t) - Wcl (t)) + KCIWCI (t))

where k,; € R is a positive gain parameter for the actor.

The design parameters k», k.1, and «,; are chosen to satisfy
k2 > 2,Ka1 > 1/2,Ka1 > Kel > 1/2Ka1.

Remark 3: The update laws (54) and (56) are derived
based on the gradient descent rule to minimize the squared
Hamiltonian error H?, ensuring that the weights converge to
their optimal values.

In this backstepping, Lyapunov candidate function for over-
all position control is chosen

(56)

1 1 )
Ly(t) =L (1) + zzg D20 + 3T (WL () War (1)}

1 - -
+ 3T {We (0 Wer (0} (57)
where W, () = W,1(t) — W} and W, (1) = W,1(¢) — W} denote
the estimation errors of AC NN weights.

The time derivative of L,(¢) through (43), (54), (55), and
(56) can be computed using

ALy (1) = ALy (1) = ka Te {W(; (0 S 1 (22) ST (z2) Wer (0}
= Tr{Wg, (081 (2) ST (22)
X (Kal (Wal (t) - Wcl (t)) + KCIWC] (t))}
(58)
where Az (1) = ¢z1(t) + Bu(t) — Aa(f). By applying Young’s
inequality and standard trace properties to evaluate the cross

terms, we can straightforwardly establish the following upper
bound for AL,(¢):

ALy (1) < =LA (T {W), () Wan (1))
+ Te{W), ) W 0}) + C1 (1)

3

-2k -DL () - (kz - IZ) 3 M@ (59

where /l?li“ denotes the minimal eigenvalue of § 1(Z2)51T(Zz),
Ci(t) = [(ker + ka)/21IW;TS 1(22)IP + (/2N A + ¢7/2.
Since each component of C;(¢) is bounded, one can identify a
constant ¢ satisfying |Ci1(D)] < c;. Let a = min{2k; — 1,2k, —
3(1/2), k1 Ag}"}. Then (59) can be rewritten as
ALy () < —aly (¢) + c;. (60)

Therefore, the ultimate bound ¢; and a explicitly capture the
adversarial interplay. It analytically absorbs the approximation
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errors, the sporadic update deviations constrained by DETS,
and the energy-bounded deception injections. This rigorously
proves the framework’s theoretical robustness against both
coupled cyber-threats and model uncertainties.

D. Theorem With Proof

Based on Theorem 1, the next theorem specifies the optimal
control solution for the vehicle error system.

Theorem 2: Consider the vehicle system, which is modeled
by the translational dynamics in (18). If the optimized back-
stepping vehicle position control is implemented through the
virtual control in (44) and (55), which employs the RL update
laws in (54) and (56), and the conditions k; > 1/2 are met
by the design parameters. Then, the optimal control can be
guaranteed that:

1) all error signals of the optimized vehicle control are
global uniform ultimate bounded (GUUB);

2) the vehicle system tracks the predefined reference tra-
jectory with the desired accuracy.

Proof: Select the following Lyapunov candidate of the
vehicle control. Based on the preceding result in (60), the time
derivative of L,(¢) satisfies:

AL, () £ —al, (?). 61)

By applying lemma of [38] to (61), the following result is
obtained

L) < é (1-€) + L, (0) ™. (62)

The aforementioned inequality indicates that all error sig-
nals are GUUB and that by selecting sufficiently large k; and
k, the tracking errors can be driven to the required accuracy.

IV. SIMULATION EXAMPLE

In this section, simulation results are presented to demon-
strate the performance of the proposed model-based AC
approach for secure tracking control in discrete vehicle sys-
tems.

From a systems engineering perspective, the proposed
cyber-physical co-design is highly applicable to modern
cooperative adaptive cruise control (CACC) systems in intel-
ligent connected vehicles. In practical deployments, vehicular
networks suffer from severely limited shared bandwidth, ren-
dering continuous high-frequency data transmission infeasible.
Furthermore, practical electronic control units (ECUs) possess
limited computational resources, which restricts the deploy-
ment of massive deep reinforcement learning networks. The
proposed framework directly addresses these engineering bot-
tlenecks. By structurally embedding AC learning into the LQT
framework, the algorithm requires significantly fewer learnable
parameters, ensuring computational feasibility for onboard
ECUs. Simultaneously, the DETS mechanism dynamically
throttles transmission rates to preserve bandwidth without
sacrificing platoon safety during unpredictable cyber-attacks.

To explicitly illustrate the practical deployability of the
proposed framework, the overall cyber-physical system archi-
tecture is depicted in Fig. 2. As shown, the architecture
integrates the heterogeneous physical vehicle dynamics with
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Fig. 3. State of the leader and following vehicles. (a) Position. (b) Velocity.

the cyber-network constraints. It demonstrates how the DETS
securely throttles the bandwidth, while the model-based AC
algorithm, structurally guided by the LQT prior, computes the
optimal physical control effort under deception attacks.

A. Baseline Theoretical Verification

Consider the following error system:

T+ 1) =AZ () + Bu (1) +€()

1008 0 0
A=(0 1 008|, B=]| O

0 0 0.84 0.01
unknown noise. The sampling interval is set to 0.08 s. Each
training episode lasts 20 s, and the total training process
comprises ten episodes. For DETS, the parameters are
h=001s,u=3,¢=001, € =04, £ =0.3. Set the initial
value Y((0) = 50. The probabilities § and p of deception
attacks are selected as 0.3 and 0.1.

Fig. 3(a) illustrates the position tracking performance of the
leader and follower vehicles, which shows that the vehicle
locations effectively track the desired path. Fig. 3 depicts the
evolution of the velocity of the leader and follower vehicles.
Fig. 4 presents the trajectories of position error z,, velocity
error z,, and acceleration error z,, where z,(0) = 0, z,(0) =
0.01, z,(0) = 0.5.

The event-triggering instants and the response of internal
variable under the proposed DETS protocol are shown in
Fig. 5. It is evident that redundant data failing to meet
condition (10) is not transmitted. By leveraging the dynamic
threshold imposed by the internal variable, further conserva-
tion of limited network resources can be achieved.

where denotes

€(r)

IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS: SYSTEMS, VOL. 56, NO. 8, AUGUST 2026

0.2 T T T T T T T T T

o

=}

@
L

o
T
N
A
i
4
I
i
1]

Kinematic error z,, 2, 2,

. S
o o
= &

T

. .

o
o
T
L

.
0 2 4 6 8 10 12 14 16 18 20
Time(s)

<
)

Fig. 4. Position, velocity, and acceleration tracking errors of the vehicle.

0.7 T T T T T T T T

5 T
——o Trigger instants

0.6 q
(] o]

05 4

Event-based release instants and release interval

»
o

= ; ;
e
¥ [[Well
Eo4r 1
g
.E
Sag ! ! ! ! ! ! ! ! !
0 2 4 6 8 10 12 14 16 18 20
Time(s)
'2:,:5 4.2 T T T T T T T T
e [[Watl|
oA ]
5
=
© 3.8 L
0 2 4 6 8 10 12 14 16 18 20
Time(s)
“ 10 x10°
g T ‘ ‘
E
Es > I E
Z
2
S o . ; . . . . . .
0 2 4 6 8 10 12 14 16 18 20
Time(s)

Fig. 6. AC NN weights and cost function V(x*(¢), r*(f)) of position control.

The position reference trajectory is set as r(¢) = [100, 0, ¢]7
with an initial position r(0) = [0, O, 0.117, as depicted
in Fig. 3(a). Following the procedure in Section III-C, the
optimal position control strategy is derived via backstepping
approach. For the first stage, the virtual control corresponding
to (44) selects k; = 18. For the second stage, the virtual
control corresponding to (55) uses k, = 12. The learning rates
in the RL update rules (54) and (56) select x,; = 15 and
k1 = 12. z;(0) = [0.3, 0.3, 0.3]7, z(0) = [0.5, 0.5, 0.5]",
and W,;(0) = W,1(0) = [0.6]20x3 establish the starting values.

Fig. 6 illustrates that the AC network weights remain
bounded, and shows the evolution of the cost function
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Fig. 7. Tracking performance of vehicle. (a) Different learned control
methods. (b) Root mean square and maximum absolute value error.

V(x*(t), r*(¢r)). Together, these results collectively verify that
the proposed approach successfully achieves the intended
control goals.

Fig. 7(a) compares the proposed method against baseline
algorithms. To directly address the cyber-physical co-design
challenges, we conceptually benchmarked the framework
against a standard LQR and a fully model-free AC under
identical DETS and attack conditions. While a standard
LQR stabilizes the nominal system, it strictly diverges under
energy-bounded deception attacks due to a lack of adaptive
compensation. Conversely, fully model-free AC approaches
suffer from severe gradient starvation under sparse DETS
updates, failing to converge efficiently. As shown in Fig. 7,
by leveraging the LQT structural prior to overcome these
exact limitations, our model-based AC reduces the RMSE by
74.5% compared to generic policy gradient methods, actively
mitigating the adversarial cyber-physical interplay.

B. Practical Drive Cycle Validation With Heterogeneous
Platoon

To further validate the practical engineering applicability
of the proposed framework, an additional experiment was
conducted utilizing real-world vehicle parameters and a stan-
dard driving dataset. In practical CACC systems, vehicle
parameters are subject to significant uncertainties and het-
erogeneity, such as varying mass and longitudinal dynamics
[39]. To rigorously evaluate the scalability and string stability
against these parametric uncertainties, a heterogeneous vehicle
platoon comprising one leader and three distinct followers
(e.g., sedans, SUVs, and light trucks) is simulated.

As detailed in Table I, the followers possess heteroge-
neous physical characteristics, including significantly varying
masses, aerodynamic profiles, and driveline time lags. This
heterogeneity introduces severe unmodeled dynamics, making
the tracking task significantly more challenging than standard
homogeneous platoon simulations.

Furthermore, dynamic event-triggered mechanisms have
been recently emphasized as essential components for net-
worked autonomous vehicles to adapt to varying road
conditions while substantially reducing communication fre-
quency and bit rates. To validate the framework’s transient
robustness and communication conservation under such mech-
anisms, the leader follows the highly dynamic SFTP-US06
profile. As demonstrated in recent intelligent transportation
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TABLE I
PHYSICAL PARAMETERS OF THE HETEROGENEOUS VEHICLE PLATOON

Parameter Leader Follower 1  Follower 2  Follower 3
Vehicle Type Sedan SUV Light Truck Sedan
Mass m (kg) 1500 2100 3200 1650
Driveline Lag As (s) 0.20 0.35 0.50 0.25
Drag Coefficient cg 0.30 0.35 0.45 0.32

Frontal Area c, (m?) 2.2 2.8 35 24

Rolling Resistance fcr 0.015 0.015 0.020 0.015
Common Platoon Settings

Sampling Time At 0.08 s

Standstill Distance dg 5.0 m

Time Headway h 125

Max Acceleration amax 3.0 m/s?

Max Deceleration apin —5.0 m/s>

(@) (b)

Fig. 8. Tracking performance and kinematic errors under the practical drive
cycle. (a) Velocity states of the leader and followers. (b) Spacing errors of
the heterogeneous platoon.

studies [40], the SFTP-US06 cycle is a representative of
aggressive, high-speed, and high-acceleration driving behav-
iors. By utilizing this rigorous benchmark along with the
heterogeneous dynamics, we explicitly evaluate the string sta-
bility and the bandwidth-saving performance of the proposed
DETS-based AC co-design under severe real-world traffic
conditions.

As depicted in Fig. 8(a), despite the severe dynamic fluc-
tuations of the SFTP-US06 cycle and the extreme powertrain
heterogeneity, the proposed model-based AC controller rapidly
adapts to the aggressive velocity changes. Crucially, Fig. 8
demonstrates that the spacing errors remain strictly bounded
and exhibit rigorous string stability (i.e., ||e3(®)]lc < lle2(®)lleo <
lle1(H)lle)- The errors attenuate smoothly along the platoon,
successfully preventing the fluctuation amplification typically
caused by parametric uncertainties and severe unmodeled
dynamics.

Furthermore, this resilient kinematic performance is main-
tained even under the simultaneous constraints of deception
attacks and DETS-induced data sparsity. By dynamically
throttling redundant transmissions, the algorithm ensures band-
width efficiency without sacrificing platoon stability. This
explicitly demonstrates the practical robustness, scalability,
and systems engineering value of the proposed co-design for
real-world mixed-powertrain CACC deployments.

V. CONCLUSION

This article developed a synergistic model-based AC frame-
work for secure vehicle tracking under deception attacks. By
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integrating DETS with an LQT-backstepping structure, this co-
design explicitly resolved the conflict between communication
conservation and learning convergence. Lyapunov analysis
rigorously guarantees asymptotic stability, and simulations
confirm superior tracking accuracy and faster adaptation
compared to baseline model-free RL approaches. However,
current stability proofs inherently rely on idealized assump-
tions, including known attack bounds and linearized nominal
dynamics. Future work must address these limitations by ana-
lyzing robustness against completely unknown uncertainties
and extending validation to high-fidelity physical platforms to
bridge the gap between theory and practice.
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