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Privacy-Protected Formation Control for Unmanned
Surface Vehicles: A Neural Predictor-Based
Noncooperative Game Framework
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Abstract—This paper proposes a formation control strategy
based on noncooperative game framework for unmanned surface
vehicles (USVs) in the presence of eavesdroppers. Firstly, the in-
teractions among USVs during formation control are modeled
as a noncooperative game. A privacy-protected estimator is then
developed for each USV by employing a twin-network structure,
so as to effectively estimate the actions of other USVs while pre-
venting information leakage incurred by eavesdropping attacks.
Additionally, a novel neural predictor is designed using an accel-
erated learning-boosted echo state network (ALESN) to approx-
imate unknown system parameters with enhanced convergence
rate and prediction accuracy. On the basis of the estimator and
predictor, a distributed formation control method is subsequently
devised via seeking the Nash equilibrium of the formulated game.
The implementation of the control method only requires local
information exchanged between neighboring USVs, and thus the
desired computational efficiency and scalability can be achieved. A
simulation example is finally provided to validate the effectiveness
of the reported privacy-protected formation control approach.

Index Terms—Unmanned surface vehicles (USVs), formation
control, twin-network, privacy-protected, noncooperative game,
Nash equilibrium.

1. INTRODUCTION

NMANNED surface vehicles (USVs) are maritime vessels
U that can operate autonomously according to predefined ob-
jectives or be remotely controlled by human operators, enabling
them to carry out various missions at sea independently [1], [2].
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By integrating psychical components and onboard communi-
cation systems, USVs can be driven by dedicated control al-
gorithms to execute increasingly complex tasks with minimal
human involvement [3], [4]. As a result, they hold significant
potential for applications such as marine resource exploration,
environmental monitoring, maritime search and rescue, and wa-
ter quality sampling [5], [6], [7], [8]. It is now widely recognized
that the formation control is a crucial prerequisite for mission
success [9], [10]. Thus, various formation control methods have
been proposed in the literature. In [11], based on designing
appropriate performance index function, an optimal control
strategy is proposed to achieve prescribed performance-based
formation control of USVs. In [12], a fuzzy logic system is
developed to reconstruct the unmodeled dynamics and external
disturbances of the controlled USVs, so as to cope with the
formation control problem of multiple USVs with sensor faults.
In [13], the authors explore the adaptive formation control
problem of underactuated USVs by employing an updated first-
order filter and adaptive estimation. However, the objectives of
USVsmay conflict during the collaborative execution of specific
tasks [14], and thus the research interest in using game theory
to depict the interactions among USVs is growing.

Game theory has been extensively applied to solve cooper-
ative and competitive problems in diverse applications [15]. In
particular, noncooperative game has become a powerful tool
for analyzing situations where players act independently to
maximize their individual objectives by taking the influence
of other players into account [16]. Focusing on the formation
control of USVs, noncooperative game models have been em-
ployed to mitigate actuator faults, uncertainties, and external
disturbances [17], [18]. Furthermore, a fully distributed esti-
mation strategy based on this theory is presented in [19] to
ensure formation control between the target and the followers.
The mentioned studies assume that the data exchange between
USVs are secure without any information leakage, however, in
practical USV missions, the communication channels are likely
to be compromised by eavesdropping attacks, which will lead
to the instability in formation control of USVs.

To effectively resolve the problem of information being easily
intercepted during transmission, privacy protection mechanism
has become a prominent research focus [20]. The basic op-
eration of privacy protection is to transform critical data into
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an alternative form using encryption algorithms, and then the
original data can only be recovered by the holders of the correct
decryption key [21], [22]. Related research has advanced across
multiple fields [23]. In [24], the authors employ a hybrid en-
cryption approach which combines asymmetric and symmetric
encryption algorithms, and apply it for the first time to multi-
agent systems for enhancing communication security. In [25],
a privacy-preserving distributed algorithm based on partially
homomorphic encryption is designed to protect sensitive infor-
mation of power system states. Nevertheless, due to the exposed
propagation characteristics of maritime wireless signals, com-
munication signals between USVs and their neighbors are highly
susceptible to interception by attackers. Traditional encryption
methods may not be suitable in this context, as maritime inter-
ference can cause synchronization failures in encryption keys,
which will compromise the reliability of the communication. In
addition, more complex encryption techniques, such as homo-
morphic encryption, are computationally demanding and may
introduce significant delays, which could disrupt the formation
balance. This motivates our work to develop a cost-efficient
privacy-protected formation control strategy for USVs to miti-
gate the impact of eavesdropping attacks.

Besides the privacy-preserving issue, the difficulty in acquir-
ing accurate system parameters also presents a great challenge
to the formation control of USVs. Notably, neural networks
have emerged as a powerful solution to overcome the challenge
due to their universal approximation capabilities and adaptive
learning properties [26]. In [27], a prescribed performance con-
trol strategy based on neural networks is introduced, which
enables efficient trajectory tracking control for USVs despite
model uncertainties and environmental disturbances. In [28],
a radial basis function neural network (RBFNN) is employed
to approximate the unknown dynamics of USVs, which is fol-
lowed by the development of a novel adaptive tracking control
scheme. Although these studies offer valuable approaches for
formation control of USVs in diverse scenarios [29], the issue of
slow convergence of neural networks in complex environments
remains unaddressed. Unlike traditional neural networks, echo
state network (ESN) trains only output weights, significantly
enhancing efficiency. Therefore, this work adopts the ESN to
address unknown USV dynamics.

On the basis of the above observations, this paper dedicates
to develop a distributed control method within noncooperative
game framework for formation control of USVs with uncertain
parameters and eavesdropping attacks. The major contributions
of the work can be concluded as follows.

1) Designing privacy-protected estimator under eavesdrop-
ping attacks: A privacy-protected estimator is devised for
each USV to estimate the actions of other USVs, and
then facilitating the formation control of USVs, where
a twin-network structure is incorporated to guarantee the
confidentiality of the data throughout the process.
Proposing novel neural predictor for unknown system
dynamics: To effectively approximate the dynamics of
USVs with unknown parameters, a neural predictor based
on an accelerated learning-boosted ESN (ALESN) is de-
signed, in which the ALESN can significantly enhance the
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convergence speed and prediction accuracy by integrating
advanced learning techniques.

3) Developing distributed formation control strategy based
on Nash equilibrium seeking: A noncooperation game
model is firstly established to capture the interactions
among USVs. Then, a distributed formation control
method for the USVs with the designed estimator and
predictor is proposed by seeking the Nash equilibrium in
the constructed game.

The remainder of this paper is organized as follows. Section II
presents the description of the USVs and noncooperative game
model, along with a detailed problem formulation. The design
and analysis of the envisioned distributed formation control
method are provided in Section III and Section IV, respectively.
Simulation results are discussed in Section V and the conclusion
of the paper is given in Section VI.

II. PROBLEM FORMULATION

In this section, the system dynamics and communication
topology of USVs are firstly introduced. Then, the investigated
problem under the noncooperation game framework is specifi-
cally formulated.

A. Description of the USVss

The considered system is assumed to be composed by M
homogeneous USVs as shown in Fig. 1. The M USVs exchange
information through a communication network, and the inter-
action topology is described by a directed graph G = {P, E'},
where P = {1,..., M} denotes the set of M USVs, and E C
‘P x Prepresents the set of directed edges. Anedge < 7,7 >€ E
indicates that USV; can receive information from USV;. The
corresponding adjacency matrix of G is denoted as V' = [p;;] €
RM>M "where p;; = 1 if < i,j >€ E and p;; = 0 otherwise.

The Laplacian matrix of G is defined as £ = [I;;] € RM*M|

where lij = —Pij and l” = Z;vil Pij-

The kinematics and kinetics of each USV; (1 <i< M) is
depicted as

{fh' = R(Z/Ji)lfi (1

M;v; = 7; + fi(vi) + w;
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where 7; = [z, y;, ;)T € R? with z;, y; being the two-
dimensional position and v; represent the heading angle mea-
sured in the earth-fixed coordinate system; The vector v; =
[wi, vy, ri]T € R? denotes the surge, sway, and yaw velocities;
M; € R¥3 is the inertia matrix; f;(v;) € R? represents an
unknown nonlinear term (e.g., Coriolis and centripetal forces,
hydrodynamics); 7; € R? is the control input vector and w; €
R3 is the uncertain and bounded environmental disturbance;
R(1;) € R represents the rotation matrix with the following
form

cos(vp;) —sin(y;) 0
sin(¢;)  cos(yi) 0
0 0 1

B. Noncooperation Game Model

In this study, a noncooperative game is constructed to depict
the interactions among the considered M USVs, and the spe-
cific game modelis describedas G = {P, {O; }iep, {Ji(n) }ier},
where P is the set of players, i.e., the M USVs; ©; = {n;|n; €
[7:,min, Mi,max]} Tepresents the set of possible actions of USV;
(n; is viewed as the action of USV; in the game); J;(n) :
O X ... x O — Ris the cost function in terms of the action
vector ) = [0y, ...,nn) € R*M. Within the game framework,
the overall formation control objective is to ensure that USVs
can maintain the desired formation pattern during operation; in
addition, some of the USVs have their individual aims that main-
tain a specific displacement relative to the reference trajectory
1o. The specific formulations of the two kinds of objectives are
introduced as below.

1) To achieve the overall formation control objective, it
is necessary to minimize the formation error with respect
to neighbors for each USV, which can be formulated as
min;ep Z;‘il pi;llmi — nj — dij||*, where d;; is the desired for-
mation displacement between USV; and USV ;.

2) To achieve the described individual objective, it is required
to minimize the tracking error with respect to the reference
target for each corresponding USV, which can be formulated as
min;ep, |7 — 1o — dio||?, where Py indicates the set of USVs
with individual objectives, and d; is the desired displacement
between USV, and the reference target with trajectory 1.

By integrating the objectives, the cost function in the game is
specifically defined as

Pij Gi
Uy Z “lni =i — digl* + 5||7h' — 1o — dio||*

2

where 7, ; € R? represents the action of USV; observed
by USV; and n_; = [niT’l, . 77751'71:77;”17 c niT,M]T €
R3M=1; ¢; € {0,1} is the tracking weight of USV;, ¢; = 1
if 7 € Py and vice versa. Then, it follows from (2) that

VJi(nisn-i) szg =iy — dig) + Gi(mi — 1m0 — dio)-

3)
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Remark 1: The first two terms in (2) correspond to the
overall formation and individual control objectives, respectively.
Notably, both are assigned equal weights of 1, implying equal
contributions to the total cost, though these can be adjusted
according to practical needs. Furthermore, the fact that d;o — d o
may not equal d;; indicates a potential conflict between these
two objectives.

III. NASH EQUILIBRIUM-BASED CONTROL METHOD

Within the noncooperative game framework, we firstly design
a privacy-protected estimator that protects the exchanged infor-
mation using a twin-network structure. Then, an ALESN-based
neural predictor is proposed to approximate the unknown dy-
namics of USVs. Finally, a distributed formation control method
composed by two control laws is developed via employing a
Nash equilibrium seeking strategy.

A. The Twin-Network-Based Privacy-Protected Estimator

In this study, it is assumed that each USV can not directly
obtain the actions of other USVs. Thus, an action estimator
is designed by using estimation signals from its neighbors.
Moreover, due to the unshielded propagation characteristics of
maritime wireless signals and the high computational burden
of traditional encryption methods, USV formations require a
lightweight and efficient privacy mechanism to mitigate the
risk of information leakage caused by eavesdroppers in the
communication network. Towards this end, a privacy-protected
mechanism based on a twin-network structure is implemented to
ensure data security [30]. The structure means that the estimated
values of each USV are derived from both the physical layer and
twin layer estimations. Specifically, for USV; (1 < j < M),
Nk € R (1 < k < M) denotes its estimation for 7, at the
physical layer, meanwhile, a virtual value hi € R3 is generated
accordingly at the twin layer (7); ; is referred to as 7); and it is
assumed that 7); = 7; and h; = hj). Then, instead of sending
7;,% and hi to its neighbors, e.g., USV;, USV; will transmit the

following masked information ¢} i’f and qﬁif over the network.

k
{qffm = ik — Thi, + 1}

k N
@i = Bhi + T + pi

“)

where Y and 3 are positive scalar coupling gains designed offline
before deploying; the signals p " and p . are private, bounded
masking signals known only to the sender USV;.

Based on receiving the masked information from neighbors,
the estimator for each USV; is designed as

A i n,k
Th' k= —(Nix —Thy) + Z =1 Pm(ﬁﬂ
i tn,k (5)
(Tnl k + ﬁh’ ) + E =1 pﬂq]%z :

According to the estimated actions of USVs, the cost function

(2) is updated as
=>_ Sl =i —d

j=1

Giy
il + > i =m0 = diol|?

(©)
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T
where s = i il e i) € RO,
It follows from (6) that

Z pis (7

VJi (1,1 Mo — dio)-

(N

Remark 2: Given that eavesdropping attacks, which are
inherently difficult to model mathematically, are considered in
this study, the active privacy-protected mechanism based on the
twin-network structure is employed to mitigate the leakage of
sensitive information. In the mechanism, the virtual value hi
has no practical meaning. With this mechanism, external eaves-
droppers who intercept the transmitted signals qJ i ¥ and q;if
still can not uniquely determine the meaningful estimated value
7);,%- The reason is that the two equations given in (4) are driven
by multiple variables, and then it is computationally impossible
to accurately recover the confidential information without the
knowledge of these parameters. Moreover, compared to tradi-
tional encryption methods, the twin-network framework effec-
tively reduces computational overhead while ensuring privacy
protection.

—Mij — dig) + Gi(hi —

B. The ALESN-Based Neural Predictor

In practice, USVs are generally subject to various exter-
nal uncertainties and exhibit complex nonlinear characteristics.
Therefore, this study propose an ALESN-based neural predictor
to forecast the kinetics of USVs. To be specific, the kinematic
equation of USV; is firstly rewritten as

v = Fi(v;) + M '7; (8)

where F;(v;) = M; ' (fi(v;) + w;). As shown, F;(v;) consists
of the unknown nonlinear term f;(v;) and positional disturbance
w;, so an ESN introduced in [31] is adopted to approximate it as
follows.

Fi()=W:TX; +¢ )

where W € RM>3 s the ideal output weight matrix of the ESN;

X; € RM is the reservoir state; €; € R? is the approximation
error, satisfying ||e;|| < e} withe} € RT.

Given the difficulty in acquiring the exact value of W},
an adaptive law based on accelerated learning is proposed to
estimate it with improved convergence speed.

Zi = —bi&i Xip]
(10)
W = —¢;(Wi — Z))
where W; € RM*3 s the estimation of W}; &; = m is a

scaling factor; b; and ¢; are positive tuning parameters; ¢; is an
auxiliary variable which will be explained shortly. Consequently,
the ALESN-based neural predictor for the kinetics is constructed
as below.

v; = M, ' + (11)

where 7, € R3 is the estimation of v;; K =
diag{k%i,kvyi,kni} S R3X3 with kuﬂ‘, ky’i, and kr,i being

WX, — Ko
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positive control gains; 7; = ; — v; denotes the prediction
error. Furthermore, according to (8), (9) and (11), it has
i = WEX; — K — & (12)
Where.VT/i = Wi — W, and ¢; in (10) is thereby defined as
i = U; + K10
Remark 3: ESN eliminates the input training process via
a reservoir structure with fixed input weights. Compared to
fuzzy systems [32] and RBFNN [33], ESN requires fewer
tunable parameters, which reduces complexity and enhances
efficiency. Moreover, the accelerated learning technique demon-
strates superior convergence speed compared to traditional gra-
dient descent-based methods [34], [35]. The accelerated learn-
mg introduces a two-stage update, i.e., the intermediate state
-0, X P T while the weight estimate W; tracks Z; via c;.
This decouples W; from instantaneous nonlinear dynamics so as
to oscillations and accelerating convergence. By incorporating
the derivative term (;, Z; can pre-adjust the weight update
direction, then reduce lag and improve dynamic prediction.
The normalization term &; further limits large updates, thereby
enhancing numerical stability.

C. The Formation Control Method Based on Nash
Equilibrium Seeking

In this subsection, the distributed formation controller is
designed for each USV by using a Nash equilibrium seek-
ing approach. For the established noncooperative game, a
strategy profile n* = (nj,...,n;,) is called a Nash equilib-
rium if there is no USV can decrease its cost by unilater-
ally changing its own action. In other words, for V i € P
and V n; € ©,, it has J;(n},n";) < Ji(ni,n*;), where n} €
R® denotes the optimal game solution of USV; and n*, =
T Do oy 71T € R 1A Nash equi-
librium exists in the game G if for V ¢ € P, ©; is a nonempty,
convex, and compact subset of R, and J;(7;, 7—;) is convex and
continuously differentiable [36]. According to the description on
G, it follows that a Nash equilibrium solution must exist. Then, a
Nash equilibrium seeking strategy 1 = 0;¢(7);) is used to obtain
the optimal game solution of USV, where §; € R**3 is a given
gain matrix; ¢(7;) = VJ;(7;, 7—;) which has been derived in
(7). It is evident that the gradient is Lipschitz continuous.

Based on the Nash equilibrium seeking strategy and the
designed estimator and predictor, the formation control method
is subsequently devised in two steps.

Step 1: The kinematic error is defined as e; | = RT () (s —
n; ). Taking the time derivative of e; , it can be obtained that

R (43 (mi R (4;);.
Based on (13), the kinematic control law is formulated as follows
R (i) (m —n;) + RT (i)

i,2€4,1 — :
where K; » = diag{ky. i, ky,i, kyp,i} € R¥3 with k. ;, K, ;, and
ky i being positive control gains. Additionally, for avoiding
the complex derivation of «;, a linear second-order filter is

)+ v — (13)

€i1 =

(14)

oy = —
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introduced as follows.

afi = Gfd 15)
Qfd; = —2CiWn,i Qfd; — wfm (af,i - ai)

where oy ; € R3 and « fdyi € R3 are the estimations of «; and
dy;, respectively; wy, ; > 0 is the natural frequency of the filter;
¢; > 0 is the damping ratio.

Step 2: The prediction kinetic error is defined as é;, = ; —
oy 4, and taking the time derivative of é; », it yields that

bip =M1 + WI'X; — K; 195 — 0vfq,i (16)

Based on (16), the following kinetic control law is developed.

i = M, <_Ki,16i,2 ~ WX, + Qg — 6i,1> (17)
where e; >, = v; — oy ;. Finally, by referring to (13), (14), (16)
and (17), a dynamic error system can be established as below.

{éi,l =—Kisei1 +€ip— 1 +a (18)

€inp = —I 160 — €

where a; = ay; — a;.

IV. PERFORMANCE ANALYSIS

In this section, the effectiveness of the presented estimation
method is firstly demonstrated in Theorem 1. Then, we show
that the prediction error system (11) and dynamic error system
(18) are input-to-state stable (ISS) in Theorem 2. The following
assumption and lemma are stated to facilitate the subsequent
analysis.

Assumption 1: The communication network G' which gov-
erns the USVs forms a strongly connected graph.

Lemma 1([30]): The matrix Dy = [y | @ oy is Hur
witz if Assumption 1 is satisfied and the positive scalar gains Y,

[ are selected such that

19)

S (o . “1)x _
where 6 = max; W; the matrix ﬁf’[k] € RIM-D)x(M-1)

is obtained from the matrix .« € RM*M by removing the k-th
row and k-th column, and .7 is defined as

M
- ijl Pil P21 PM1
P12 - 2%1 Pj2 PM2
o = _ Jf
M
P1M P2M - Zj:l PiM

Theorem 1: Under Assumption 1, the devised estimator (5)
can effectively estimate the actions of USVs if sufficiently large
gains T and (3, which satisfy (19), are chosen.

Proof: To simplify the proof, we treat the relevant three-
dimensional parameters as one-dimensional. The derived results
can be easily extended to the considered three-dimensional
scenario by using the Kronecker product.

12141

_ LetTy = [, bt ges M1 ks -+ Ana] T € RM ™! and
hy = [h), ..., hE=U R RMIT € RM1] then the com-
pact form of the estimator dynamics can be written as

M = DTy, + B — Y Aghie — Y By hy + 64

hi = Bty + Yty + Y Bugnw + BB h + 64"

(20)
where 87" = [07", ... 00" 0y ..., 001" and &) =
[0, Oy Ok, 0T with 67" = 30T pjip?”t and

o = EJMZI pjip’%; the vector Ay, € RM ! is obtained from
By = [pr1,-- -, pem|’ by removing the k-th element. Under
Assumption 1, it is known hat the matrix M[k] is Hurwitz [37],
and it has &y 1y = — A

Defining the estimator error vectors as

{ei?,, =T — Ly—1mk

7 (1)
ei’fh = hk — 1]\1_|hk..

Taking the time derivative of e], , it yields that
&y, = ey, + (A1 + Bk — La—17k
- T.@f[k]effh + 00" = Y (A Lar—1 + By e
= .@f[k]eﬂ; — Ty e?fh + 07" — Lar— 1. (22)

Similarly, it can be ca}lculated that &}, = Bope]y, +
Yo/ er’, + 01" — 1ar-1hy. The error dynamics €}, and é{,
can be combined in a compact form as

el o e O — Lpp_ g, 3
atn = =[xl etn + St —1 h ' (23)
k.h k.h k M-11tk

Let. €, = [eZTln’eth}T and 6k = [52” — 1M—17'7k,5§€n —
17 1hi]T, then (23) can be updated as
€, = (I)[k]ek + 8. (24)

The solution to (24) can be given as

t
e, = exp(Ppyt)er(0) +/ exp(Ppy(t — 7))k (7)dr. (25)
0
Then, it can be computed that

lim flex || = Tim [|exp(®pt)er(0)+

/0 exp(@py(t — 7)8u(r)dr].  (26)

By applying Cauchy-Schwartz inequality and noting from
Lemma 1 that @) is Hurwitz with satisfied conditions, it

has  limy e [|e]| < limy o || fy exp(@py(t — 7))8(7)d7]].
Given that 7, hy, pfz and pﬁ”l are all uniformly bounded,
the vector 0, is also uniformly bounded. So there exists a
constant vector & such that || [ exp(®(t — 7))8x(7)d7|| <

I fot exp(®py(t — 7))ddr||. Thus, one can obtain that
limmy o [Jex]] < limyo || fy exp(®py (t — 7))ddr|| <

— . _ k !}C
| = @381, where matrix @, = (7 %] and of, 0}, 0%, 0}
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are  given by o¢F = yf[;]] — Y2(Bjy) + Tatyy)
08 = V(B + Y2oy) ', ok = ~Y (B + T2edf) ",
and ¢f = (B + Y2)))~'. We can further write the

of (1<I<h as of =5, oF = gy,
o = T%IBJZ{[;]I, and ¢f = T%HB"Q{[/;]]‘ Consequently, the

estimation error e; can be driven to an arbitrarily small
neighborhood of around zero by selecting appropriate gains Y
and [ that satisfy the condition given in (19) (it is important to
emphasize that the gain parameters do not need to be excessively
large, as doing so could lead to unnecessary signal redundancy
and computational burden). This ensures the efficiency of the
proposed distributed estimator (5).

Theorem 2: For the USVs formation with kinematics and
kinetics described by (1), incorporating the ALESN-based neu-
ral predictor depicted by (11), and the distributed control laws
outlined in (14) and (17), the error dynamics presented in (11)
and (18) reveal ISS if Assumption 1 holds.

Proof: Firstly, the ISS of the prediction error system (11) is
demonstrated. We define the following Lyapunov function.

1,

= —_pl .
K2 K2
2 2

1 . 1 i
Vi + 12 = Wil + 12 - WillE @)

Taking the time derivative of V) ;, we get

Vii=0l(WIX; — K i —€5)

+ b%tr([Zi — W + Wi]T(—bifiXiSO?))
+ ;tr([Zq; — WP [(=bi& Xipl) + ci(W; — Zi)])~

(28)
The equation can be further written as
Vii=vl (e; — Ki i)

2(31'

bi&:

+&; {tr( —2(pitei)p; —tr ([Wi — Z) Wi - Zi]))

= 21Xl e (07 - 227 W: - 2]
+4tr([vifi - Zi]TXigoiT>}. (29)
When ¢; > 2b,, it has
Vi < —=din (K ) |73 + ||l 0sl| — Z(Zfi Wi — Zi||%
—&lloil® — & lleill — 2(10: — Wi pl| X
< —Amin K 175> + (|73 [ls ]| = ZZ& Wi — Zil[%
< —ai1|Gill* + [|Gillll s (30)

ch:fi} and G; = [||7], [|W; —

Zi||r]*. Noting that |G| > ZL‘%’“?H, it follows that V;,; <

|G;||>. Then, the prediction error system is ISS. Fur-
thermore, it has |G;(t)|| < max{w;([|G:(0)[|,2) + 2:(llill)},

where a; 1 = min{Amin K; 1,

Qi
2
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Fig. 2. The communication graph G.

where @, (-) and 7;(-) represent a class JCL function and a class
K function, respectively.

Then, we prove the ISS of the error system depicted by (18).
For this, the following Lyapunov function is constructed.

(L Lo
V= Z SCineilt 5€in¢in ).

i=1

€29

The time derivative of it is
M
. T
Vo = Z (_ei,1Ki,26i,1

i=1

T ~ T ~ AT A
— € \Vitea; — ei,szei,z) .

(32)
Letting Z = [EY ..., Ef;]"with E] = [e]|,é],]", one can
obtain
M
Vo< =l 2P+ 1121 (ol + llal)
i=1
< —ecllZ? + [1Z||[T] 33)

where ¢, = minf\il {hmmin (K 1); Amin(Ki2)} and U = col(Uy,
- Un) with Uy = [[5], Jaz]). Due to [T < e Z]/2
which implies that V5, < —c, || Z||? /2, the error system governed
by (18) is ISS, and it has ||Z(t)| < max{wz(||Z(0)|,t) +
9z([|U])}, where @z (+) and 77 (-) represent a class K.£ function
and a class K function, respectively.

V. SIMULATION RESULTS

In this section, a simulation example is provided to vali-
date the effectiveness of the estimation-based formation control
method. The example involves 4 USVs (i.e., M = 4) with the
communication topology G as shown in Fig. 2. The detailed
model parameters of the USVs are set as described in [38].
The 4 USVs are required to track the reference target with
the trajectory 79 = [6 + 15sin(0.02t),6 + 15 cos(0.02t),0]7.
The tuning parameters in the adaptive law (10) are given as
b; =1 and ¢; = 1. The designed gains are selected as p; ; =
diag{1, 1, 1}, §,=diag{0.5,0.5,0.5}, K, ; = diag{2,2,2} and
K;, = diag{1, 1,1}. The desired distance between each USV
andits neighbors are setas di» = [—10,0,0]7, dy4 = [0, 10,0]7,
d3; = [0,—10,0]” and dy3 = [10,0, 0], which define the ex-
pected formation that we aim to achieve. The initial conditions
are given as 7;(0) = [5,24,0]T, n2(0) = [11,25,0]7,73(0) =
[3,20,0]7, 74(0) = [8,19,0]Tand v;(0) = [0,0,0]. For the
privacy-preserving estimator, we set 5 =4 and T = 2. The
signals p';, pl; are configured as a combination of sinusoidal
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signals [30]. This configuration is chosen due to the low commu-
nication and computational overhead associated with sinusoidal
signal combinations. Additionally, this approach helps meet the
requirements for attack resistance.

Based on the above experimental setup, the simulation results
are specifically presented in Figs. 3— 12. Fig. 3 shows the motion
trajectories of the 4 USVs and the reference target, where the
circles on lines denote the initial positions and the green dashed
quadrilaterals outline the geometric formation maintained by the
4 USVs during their motion. It can be observed that the 4 USVs
maintain an efficient formation and achieve satisfactory tracking
performance, which demonstrates the validity of the designed
control strategy. We would like to note that there is some
deviation between the actual and desired formations, as well

100

I
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I
140

I
160

I
180

200

Time (s)

Fig. 6. 712 and the corresponding masked information.

as between each USV’s trajectory and the reference trajectory.
This is because the cost function of each USV represents a trade-
off between the overall formation objective and the individual
tracking objective. In view of this, we adjust the weights in the
cost function (2) to enable that each USV focuses on one of these
two objectives, then present the corresponding results in Figs. 4
and 5, respectively. Specifically, Fig. 4 reveals that the expected
formation of USVs can be successfully achieved by considering
only the formation objective. Meanwhile, Fig. 5 demonstrates
that each USV can accurately follow the reference target by
considering only the tracking objective. These results highlight
the flexibility and practicality of the proposed control strategy.
Fig. 6 illustrates the efficiency of the described privacy-
protected mechanism. As we mentioned before, each USV sends
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the masked information rather than the actual local estimation
signals to its neighbors under the mechanism. Thus, Fig. 6
displays the estimation generated by USVy, i.e., 7; 2, and the
corresponding masked information transmitted to USV3, i.e.,
pn,2 tn,2 ~ pn,2/ tn,2 .
¢35 and g 3. Here, 0iage/y /v (4550 7y /01D =310y 0) 100
dicates the 15¢/274 /374 component of 75 (¢ /q\":3), re-
spectively. As shown, the masked signals significantly differ
from the meaningful estimated value, and then the data security
can be efficiently assured. Fig. 7 compares the trajectories of
USV, under the proposed and ideal scenarios. Despite a minor
initial deviation, the gap diminishes over time, validating the
effectiveness of the designed estimation and control methods.
Fig. 8 shows the kinematic and kinetic errors of USVy,i.e., e
and é; 5, and it can be seen that the errors gradually approach
0, which verifies the stability of the error system depicted by
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(18). Fig. 9 presents that the actual velocity v closely follows
the commanded velocity «, and thus the effectiveness of the
devised control method is further validated. Fig. 10 compares
the output of the ALESN, i.e., F)(+) defined in (9), with F} ().
It shows that F (v), which consists of the unknown nonlinear
term and positional disturbance, can be well approximated by
the ALESN. Furthermore, to assess the effectiveness of the pro-
posed ALESN-based neural predictor, a comparative analysis
is conducted against the traditional neural predictor reported
in [39], and the fuzzy predictor given in [19], by using the
same adaptation gain. As shown in Figs. 11 and 12, it can
be observed that the proposed ALESN-based neural predictor
outperforms both the traditional neural predictor and the fuzzy
predictor in terms of convergence speed and prediction accu-
racy. Additionally, compared with the traditional ESN predictor,
the ALESN-based predictor introduces only a minor increase
in computational overhead for weight updates; in contrast to
the fuzzy predictor, the ALESN-based predictor leverages a
fixed reservoir and a concise update law, ensuring lower over-
all computational cost. Overall, the ALESN-based neural pre-
dictor offers a more efficient and scalable solution compared
to both the traditional ESN neural predictor and the fuzzy
predictor.

VI. CONCLUSION

In this paper, a noncooperative game-based formation control
approach for USVs is proposed by taking eavesdropping attacks
into account. Specifically, based on a twin-network structure, a
privacy-protected estimation method is designed for each USV
via utilizing the information received from its neighbors. In the
method, given that the masked information is transmitted over
the communication network to support action estimation, the
data leakage to both eavesdroppers and malicious neighboring
USVs is effectively mitigated. Moreover, ALESN-based neural
predictors are developed to predict the kinetics of USVs with
unknown system parameters. By incorporating ESN with ac-
celerated learning technique, the performance of the predictors
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can be significantly consolidated. Then, a formation control
strategy is devised based on seeking the Nash equilibrium of
the constructed noncooperative game, with the aim of mini-
mizing the combined formation and tracking errors. Finally,
simulation results demonstrate the feasibility, flexibility and
practicability of the proposed USV formation control approach.
Future research will aim to develop resilient cooperative control
strategies for USV formations operating within more compli-
cated network environments, and incorporate diverse adver-
sarial models to evaluate and enhance the robustness of the
system.
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