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Decentralized Event-Driven Reliability Control
Using Reinforcement Learning: A Homomorphic
Encryption Scheme

Jian Liu
Engang Tian

Abstract—This article investigates the decentralized adaptive
event-driven (AED) reliability control problem for nonlinear inter-
connected systems (NISs) with privacy-preserving. The decentral-
ized optimal control strategy for the whole system is formulated
by the optimal control for nominal subsystems, where an AED
homomorphic cryptosystem is implemented for each subsystem
to alleviate network burden while achieving security by encrypt-
ing transmitted signals. The Paillier cryptosystem with additive
homomorphic properties is introduced to conceal the original
data. Therefore, the transformed Hamilton-Jacobi-Bellman equa-
tions (HJBE) are constructed to facilitate cooperative optimization
across subsystems within the framework of reinforcement learning.
Subsequently, we leverage single critic networks to derive solutions
to the HJBE, utilizing the experience replay approach for weight
updates. Furthermore, by virtue of the Lyapunov function, the
derived decentralized control law can force the whole NIS to be uni-
formly ultimately bounded stable. Eventually, numerical examples
of NISs are provided to illustrate the effectiveness of the proposed
optimization algorithm.

Index Terms—Adaptive event-driven (AED) reliability control,
nonlinear interconnected systems (NISs), Paillier mechanism,
reinforcement learning (RL).

I. INTRODUCTION

NTERCONNECTIONS exist in networked systems, partic-
I ularly in large-scale sophisticated systems such as intelli-
gent transportation systems, power systems, and ship autopilot
systems [1], [2], [3], [4], [5]. These systems inherently ex-
hibit complex dynamics due to the coupling effects between
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subsystems, where the behavior of one component may sig-
nificantly influence others. Such characteristics pose critical
challenges in designing reliable controllers, particularly when
faced with nonlinear dynamics. Therefore, the decentralized
control algorithm that only utilizes local signals for local con-
troller design was proposed to address this problem, see [6] and
[7]. Besides, matched [8] and mismatched [9] conditions for
interconnections are two notable types. To improve the reliability
and applicability of the controller, the work of [10] employed
the decentralized control algorithm to derive the solutions to
the asymptotic stability of the whole system with matched
interconnections. Under mismatched situations, by virtue of
auxiliary subsystems, Yang et al. [11] discussed the event-driven
reliability control issue. Moreover, the meaningful topic of
reinforcement learning (RL) had sparked much interest in solv-
ing optimal control problems. As mentioned in [12] and [13],
adaptive dynamic programming and adaptive critical design are
both synonymous with RL. Within the framework of RL, the
core actor-critic architecture is implemented to address optimal
problems, where can derive approximate optimal solutions to
the Hamilton—Jacobi—Bellman equation (HIBE).

The integration of decentralized and optimal control into
a unified framework presents a significant research topic. To
the best of the authors’ knowledge, the early foundational
contributions of the relevant pioneer Saberi could be found
in [14]. Subsequently, the research on decentralized optimal
control issues sprang up like mushrooms, see [15], [16], and
[17]. More concretely, Mukherjee and Vu [18] discussed the
distributed learning control issue within the RL framework,
where interconnections are linear and subsystem models are
unknown. Narayanan et al. [19] proposed an approximate decen-
tralized optimal control strategy with uncertain dynamics, where
each subsystem was formulated by the noncooperative dynamic
game. Further innovations included time-delay tolerant adap-
tive tracking controller [20] and actor-critic architecture-based
solutions addressing control constraints [21]. Along this line, in
this article, we endeavor to design an appropriate decentralized
robust control algorithm for nonlinear interconnected systems
(NISs) in the critic-only architecture.

The optimal control algorithm utilizing the RL technology
for NISs has a strict requirement in computing capability. Be-
sides, limited resources of communication bandwidth may be
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exhausted, which has attracted significant attention, especially
in networked dynamics. Therefore, only signals (or events) that
satisfy presumed conditions can be released and collected for
controller updates, which is the so-called event-driven mech-
anism [22]. Specifically, the only local tracking error vec-
tor rather than all surfaces is required to design event-driven
conditions in [23]. To solve the optimization problem under
resource constraints, the triggering condition associated with
sampling errors was designed in [24], where errors would be
bounded. Furthermore, Wang et al. [25] proposed the dynamic
event-driven strategy for partially unknown NISs drawing sup-
port from the dynamic variable, which involved historical re-
leasing values. Taking [26] as an actual industrial application,
the computational burden could be efficiently diminished. The
general characteristic of [23], [24], and [25] is that triggering
conditions are primarily associated with the targeted system
stability, with a secondary focus on reducing redundant trans-
mission and computational costs. Then, this article proposes a
decentralized adaptive event-driven (AED) control policy for
NISs to mitigate the burden of communication networks, where
the AED condition does not rely on the derivation of system
stability.

The critical issue arising from networked systems is not
only limited communication resources, but the top priority of
data security, which has emerged as a crucial determinant of
reliability in safety applications. Recently, from the perspective
of the attacked party, to guarantee the system stability, security
strategies had been explored and analyzed by targeting several
typical attacks, such as deception attacks [27] and denial-of-
service attacks [28] establishing periodic or aperiodic [29], [30],
[31] and Bernoulli distribution models [32] to represent charac-
teristics of attacks. From another perspective, Zhao et al. [33]
attempted to disrupt switch system stability through cooperative
attacks. Sui et al. [34] discussed the vulnerable systems with two
communication channels being attacked. The above-mentioned
results mainly target the attack or attacked aspect utilizing
intercepted data rather than security for transmitted signals.
Therefore, privacy-preserving technology, converting data into
ciphertext by various algorithms, is employed to prevent the
leakage of original data. As an efficient method, difference-
private would inject noise into transmitted data, where the
privacy level was associated with noise intensity [35], [36].
Nevertheless, compromising data utility to achieve privacy in-
evitably degrades control performance and undermines system
reliability under high-noise scenarios. Therefore, to reconcile
reliability with practicality, Paillier cryptosystem for public key
encryption is introduced to control loop. Specially, since the
limitation that only integer data can be encrypted [37], [38],
the data (or message) is operated by the quantization function
and then encrypted by public keys. Only the corresponding
private key can recover ciphertext even in the worst scenario
where the attackers intercept all ciphertexts. To the best of
the authors’ knowledge, the decentralized event-driven relia-
bility control for NISs is rarely reported within the critic-only
architecture.

Inspired by the forgoing discussion, we strive to delve
deeper into the decentralized reliability control issue within the

framework of RL. Specially, the Paillier cryptosystem is utilized
in obtaining the optimal control law. Then, the major contribu-
tions are threefold.

1) The aspects of privacy-preserving, reliability, and resource
constraints are considered. By utilizing the Paillier cryp-
tosystem, the reliability control law can be obtained with a
slight compromise in optimal control performance within
the framework of RL.

2) Compared with the existing encryption approach [39]
that focuses on the constraints of limited bandwidth, an
event-driven Paillier strategy is proposed to derive further
transformed HJBE and control law, balancing compu-
tational efficiency with reliable control objectives. Fur-
thermore, the quantization technique is incorporated to
process control signals under integer constraints, while
quantization-induced accuracy loss is rigorously analyzed
to ensure reliable control performance against bounded
quantization errors.

3) To enhance the robustness of designed control framework,
rather than relying solely on real-time data [40], [41], the
data from historical records is incorporated to relax the
persistence of excitation condition during the optimiza-
tion of Hamiltonian approximation errors. Furthermore,
leveraging the concurrent learning method, solutions to
the transformed HIBE are derived to synthesize encrypted
control laws. Rigorous stability analysis demonstrates
that the closed-loop system achieves uniformly ultimately
bounded (UUB) stability, thereby ensuring reliable con-
trol performance under quantization and encrypted signal
constraints.

The rest of this article is organized as follows. In Section II,
the problem formulation and the AED Paillier algorithm are
presented. The sufficient conditions for ensuring the UUB sta-
bility for NISs are provided and the RL algorithm is proposed to
solve the optimal control problem in Section III. In Section IV,
simulation results demonstrate the effectiveness of the proposed
AED Paillier algorithm. Finally, Section V concludes this article.

Notations: The notations used in this article are standard.
V X (t) denotes the derivative of X to ¢. The symbol col; ;Y]
is the column vector {Y7,Ys, ..., Y}

II. PROBLEM FORMULATION
A. System Description

Consider the NIS composed of N subsystems below, given as
follows:

() = fu(w, () + g.(x.(8) (w. () + x.(x(8))) (D)

where z,(t) € R"= denotes the local system state and z,(0) =
x, o is the initial state of ¢th subsystem. u, (t) € R™ stands the
control input and x,(x(¢)) € R™x represents the matched in-
terconnection with z:(¢) = coly_, y{z,(¢)} being the whole state
vector. Moreover, f, : R"» — R" and g, : R"» " —
R"e. XM are polynomial mappings. Similar to [21] and [42],
regarding the gentle assumption of interconnection for NISs, we
present the following:
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Assumption 1: Forevery 1 € {1,2,...,
X.(z(t)) € R" satisfies

N}, interconnection

eys

k=1

[Ix.(x ek (e (t (2)

where Y, is a positive constant and «,(+) is class K function.
Denoting oy (24 (t)) = max{a,, (2 (t))}, subsequently, we
have

I

k=1

X, (@ e (g (t (3)

~ Xk @k (Tr (1)) - e
where Y, > Tor(en(®) (f is a positive constant.
esi

This article aims to gn an optimal decentralized encryp-
tion control law for NISs, which guarantees UUB stability and
achieves information security. Since the existence of intercon-
nection items, directly obtaining the solution to the decentralized
encryption control problem is challenging. Then, motivated
by [43] and [44], the solution to N decentralized encryption
control problems over nominal subsystems related to (1) is given.

B. Problem Formulation

The local nominal dynamics corresponding to the cth subsys-
tem in (1) can be described as follows:

@, (t) = fulw) + gu(w)ud(t). Q)

Define the corresponding local value function as follows:
00
Viw) = [ et 0T (9Pan(s) + ul ()R (s)
t
x,)]ds (5)

where b, > 0 denotes the discount factor and P, and R, are
positive definite matrices. The reason for introducing the decay
item e~ (5% is to ensure the convergence of the value function
V.(x,). Therefore, the optimal value of the above function is
characterized as follows:

Vi) =

+ JLOZ?(

min

L L 6
o i Vil (©)

where ®,(€2,) is an admissible set of control policy w, ().

With the aid of Bellman optimality theory, the following
HIBE is established and the optimal value function can be
derived as follows:

min
u, €@, (Q,)

HL(va‘/L*('TL)7uL(:EL)) =0 (7)

where H,(z,, V" (x,),u,(z,)) denotes the Hamiltonian function
and is governed as follows:

Ho(z, V) (20), w(2))
= (VV (@) (fu(x.) + g.(x)u
+ x:‘PPL;cL + uTRLuL + oLcuf (z,). ®)

D) =0V (x,)

In view of the method in [25], one has

OH, (., V) (), u,(z,))
8uL(:UL)

=0. C))
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Together with (7)—(9), the optimal control can be derived as
follows:

uy(z,) = —fR gl (x,)VV* (x,). (10)

Remark 1: Note that the optimal control strategy ) (z,) in
(10) is a classical form that is discussed and applied in nu-
merous systems. It is precisely attributed to excellent control
performance that the NISs can achieve the desired stability. As
mentioned before regarding concerns for privacy-preserving and
communication burden, an event-driven decentralized reliability

control policy is designed utilizing RL technology.

C. Decentralized Event-Driven Reliability Control Law
Design

To further alleviate the communicational and computational
burden, this article employs an adjustable threshold-boosted
event-triggered mechanism. Furthermore, to avoid valuable in-
formation leakage, the plaintext (i.e., processed information) is
encrypted by using public and private keys at the sender. Sub-
sequently, the plaintext is recovered by the decryption function.
The specific details can be listed as follows.

The improved triggering conditions are expressed as follows:

U, (v, 2) = v (tTh+ k,h)®,v,(E7h + k,h) — 0,(Eh + k,h)

xl(tTh + k,h)®,(t7h + kh)z, (t7h + k,h)
(11)
where k, = {1,2,3,---}, handis the sampling period, v, (t"h +
k.h) = x,(tTh + k,h) — z,(t]h) is the difference between cur-
rent instant ¢ h 4 k,h and last sampling instant ¢] h. Further-

more, the adjustable threshold ¥, (¢ h + k, h) is in pace with the

state values of the triggering instant and defined as follows:
19 + (19 _ ,19 ) —h, (v (tTh+k,h)®, v, (tTh+k,h)

12)

9, (t;h + k.h) =

where 9, and 1, are given constants. i, is an adjustable factor.
Moreover, the sequence of sampling instants is governed as
follows:

t;h = th+ min{k.h|@, (v, 2,) > 0. (13)

Therefore, for all ¢ € [t7h,t71h), the control law (10) can be
rewritten as follows:

u, (2. () = u;(x. (/)

:—%Rzlg%(t:h»vw<~u<tfh>>~ (14

Moreover, the event-driven Hamiltonian function can be de-
scribed as follows:

Ho(2,, V] (20),u (2. (8 R)))
= (VV (@) (fu(@) + gu(@ ) (@, (] 1))
+ (uy (2 (8 )T Row (2, (87 1) = 0,V ()

+ xZFPL:UL + Ubaf(:m). (15)
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Algorithm 1: AED-Paillier Algorithm for NISs.

1 Encoder: Quantization via (16);

2 Encryption: Choose large prime numbers v, and w,;

3 if v, and w, are prime numbers then

4 2, 4= VW,

5 A« lem(v, — 1, w, — 1);

6 Define £,(y) = y;l;

7 Randomly select G, € Z.> such that ged (L, (G}
mod 22),2,) = 1;

8 | <+ (LG mod z2))"! mod z,;

9 end
10 Public key: (z,,G,);
11 Private key: (A, p,);
12 Randomly select §, > 0 € Z_2;
13 Ciphertext:

€, + Encry(q,(z,(t7h))) = G ez mod 22,
14 Decryption: Plaintext:

jL(t) — Decry(%) — ,UJL‘CL(%AL

2
A mod 2z7) mod z,.

Remark 2: To further alleviate the burden of communi-
cation and computation, this article deploys a decentralized
event-driven scheme in (11). Based on this, the event-driven
Hamiltonian function can be expressed. More concretely, when
U, (v,,2,) < 0 holds true, the value of control signal can hold
at t7h and received by plant is v/ (x,(t7h)).

To prevent information leakage and achieve security for the
NISs, this article introduces the Paillier mechanism, which sup-
ports unlimited encryption and has excellent privacy-preserving
standards.

Notice that the vast majority of encryption algorithms only
operate on integer types. Therefore, for each subsystem, we
employ a decentralized encryption approach with the quanti-
zation function to convert decimal types to integer types. To be
specific, when the triggering conditions are met, the plaintext
x,(t) is initially derived by manipulating x,(¢) through the en-
coder function. Following subsequent encryption and decryption
procedures, the recovered plaintext is obtained. Eventually, the
signals for optimization are generated under the influence of the
decoder function.

The quantization function Q,(z,(t'h)) = [q,(z,1(t/R)),
q.(@,2(t7h)), ..., q.(z, p,, (t7h))]T is first employed, where
jth component of Q,(z, (¢ h)) can be represented as follows:

hbgL) (hb - %)Eb < T, < (hL + %)EL
_QL(_xL,j)7 Ly, S _%EL

QL(CUL,J’) = {
(16)

where 7, and ¢, are integer and given quantization parameters,
respectively.

Subsequently, as described in Algorithm 1, the ciphertext €,
is calculated by Qf‘(mL(t‘rh))fft mod z2, where z, and &, are
positive integers. By virtue of the privacy key and decryption
function, the plaintext message can be recovered. Furthermore,
it is apparent that the Paillier mechanism gives rise to partial pre-
cision loss. To address this concern, we define the quantization

Public Key

aQan

xtl
I e (O e v e Contl L)
S| Q,(x,(t7h)
xln
Secure Channel 4
H
Fig. 1. Block diagram of the AED-Paillier algorithm.
errors as x4, (t) = z,(t) — Z,(t), which yields
Fqu(t) = &,(t) — 2,(1). (17)

Fig. 1 plots the block diagram of the AED-Paillier algorithm,
where the public key is public and the private key must be strictly
confidential. The quantization error is defined as x4, = z, — Z,.
According to the quantization function in (16), it can be inferred
that when (i, — %)& <z,; < (h,+ %)éb,itis quantified to the
value ,{,. In this case, the error strictly satisfies ||zq,|| < 3¢,
which means that the maximum quantization error is bounded
by half the quantization parameters.

From (14)-(17), for all ¢ € [t"h,t""'h), the event-driven
encrypted control law is derived as follows:

ACAGNEEHCATAD)

1
= 5 R0/ @@ R)VV (@(th).  (8)
Thus, we represent the AED Paillier-based Hamiltonian function
as follows:

Hb(xuv;*(xb)7ut(i‘b))
= (V‘/;,*(xb))T(fb(xL) + g.(@)u, (7,(t]h))) — bV, ()

+ x?PLxL + (uf(a?b(tfh)))TRLuf(iL(tfh)) +o.0%(x,).
(19)

D. Stability Analysis

In what follows, the stability of NISs with the event-driven
Paillier mechanism will be discussed. The following assump-
tions are represented before proceeding further.

Assumption 2: The nonlinear function g,(x,) is bounded.
9.(x,) < g,.m. where g, pr > 0 is a constant. The values of
V*(z,) and VV,*(z,) are bounded and satisfy ||V,*(z,)|| < (,.m
and [|[VV*(z,)|| < C.em» Where (, ., >0 and ¢, ¢, > 0 are
constants.

Assumption 3: The control law «(+) is Lipschitz continuous
on admissible set ®,(€2,), that is, there exists a constant K,
such that

|lu; (@) = u; (O)]] < Ko

a—b||.

Theorem 1: Consider the N subsystems and the value func-
tion (5). The considered NIS is guaranteed to be UUB stability
if Assumptions 1-3 hold and the following sufficient condition
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holds:

biGum + N+ Cemgins + sKal?
C, _ C,, g(,,M i Q) ZO (20)
)\min(PL) - ﬁLkmax(RL)K%M

U Amin (2,)

Proof: First, choose a Lyapunov function as L =

SN V¥ (x,). Next, its time-derivative is as follows:

N
L= AWV (@) (ful) + g.(x)u; (Z.(t7h))

+g.(z)x.(z))} 21
According to (8), we can deduce
(V‘/L*(xL))T(fb(xb) =+ gb(a:L)uf(a:L))
= bL‘/L*(xL) - xLTPLxL - (UT)TRLUZ( - O-La?(xL)' (22)

Therefore, from (10), we can further derive that

N
L= Z{bLVL*(xL) —0,02(zx,) — 2T P, — (u)T R’

+ (VVL*(IL))TQL(IL)XL@) - (v‘/l,*('rL))TgL(IL)
x (ug(2,) = w(z(t;h) + u; (z(tTh)) — ui (2.(t)))}

N
< Z{bLVL*(xL) - xTPLxL - ULaLQ(xL) + (VVL*(CUL))T

X gu(w)x () + (u; (2,) — uj (2, (t]h)" R, (u] (z,)
—u;(z,(t7h))) — (VV ()" g () () (z(t] h))
—uy(Z,(t;h))}
N
< Z{bLCL,m - )“min(PL)HxLHz + C/,Q,emgLQ,M - (ULO[?(‘TL)
=1
1 1
- §Xf(x)XL($)> + )‘maX(RL>Kq2¢*HVLH2 + ngéf}
(23)
Furthermore, with the aid of Young’s inequality, i.e., 2ab <

a® + b2, we handle the interconnection item o,a2(x,) —
3xF (z)x.(z) by defining as follows:

o = diag{o1,09,...,0n}
1 = diag{11,12,...,1x}
- b b b 24
a(x) = [~aa(21), —an(ws) - -, 24)

*OfN(afN), 11, ].2, ey ].N]T.

Then, we further derive
N
L<y {%,m — hanin(P) |22 — (&7 () Xéi(x) — N)
=1

1
VL||2+*

1
+ §<L2,emgi]v1 + AHI&X(RL)KS* 8

3*63} (25)

IEEE TRANSACTIONS ON RELIABILITY, VOL. 75, 2026

where

B X11  X12 X1"N
~ g *
X = |, 2= ¢ :
L&“gﬂ% 1] ~ -

XN1  XN2 XNN

From (21)—(25), we have

N
L< Z {bLCL,m = Amin(P)||z.|1 + N + CzemgiM
=1

+ Amax(R) K2

1
v||? + K,%J?} (26)

8

which further indicates

N
. 1
L S Z {bLCL7m + N+ CLQ,engM + g 5*6?

1=t

)\‘maX QL
G hma (R K2, Amax(2)

() Amin<1%>>||oct|2} |

27)

Therefore, when (20) holds, L < 0 can be achieved while z, ¢
C.,, where C,, is governed by the following:

bLCL,m + N+ CLZ,emng,]W + %K?ﬂé%
9 masx (£2,
)\min(PL) - ﬁLAmaX(RL)K?L*))tmT((QL))
(28)

Co, = 22| <

By virtue of the Lyapunov approach, the considered NISs are
guaranteed to be UUB stability. This completes the proof. W

III. MAIN RESULTS

The critic-only neural network is first utilized to establish the
optimal value function for solving the AED Paillier-based HIBE
and addressing the encrypted control problem. Then, the specific
stability discussion of NISs with Paillier and AED strategies is
presented.

A. Local Critic Neural Network for Solving the HIBE

For solving the HIBE, we employ the single critic neural
network primarily with the approximation property. For the cth
subsystem, we present the local value function as follows:

‘/L*(‘TL) = Wcj:(bcb(xb) + %L(«TL)

where W,, € R", ¢, (x,), and ¢, (z,) denote the ideal weight
vector, undetermined activation function, and approximation
error, respectively. Furthermore, n., is the number of hidden
neurons. The partial differential of V*(x,) at x, yields

V‘/L*('TL) = V¢£($L)WCL + VCCL(-TL)-

(29)

(30
Bearing the control law (18) in mind, there holds

u, (Z)= u (Z,(L h))

= SR )V @)
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R 9. (@, (t]0)V e, (Z.(t 7)) Wes

— fR gl (x,(tTh)) Ve, (T, (t7h)). 31)

Since the unavailability of weight vector W,,, obtaining the
control law «*(Z,) in (31) presents significant challenge. Thus,
we approximate the value function (29) as follows:

‘A/L*(:EL) = W3:¢CL(xL)

where WCL stands the estimation of weight vector W,,. Follow-
ing (30) yields that

(32)

Vi (2,) = VoL (@) We. (33)
Substituting (33) into (18), it follows:
0, (%,) = _*R (xA(trh))v‘A/L(jL(t:h))
R 9! (@, (tTh)V L (F () Wer (B4

Noting from (19) and plaintext message in Algorithm 1, the local
approximate Hamiltonian gives

ﬁb(mu ‘Z(%)ﬂ%(ﬂ?b(tlh)))
= VVLT(xL)(fL(irL) + g.(,) 0, (Z.(t,h))) — bb‘A/L(xb)
+ 2l Px, + 4l (2,(t7h)) R4, (2,(t7h)) + 0,02(x,). (35)

Defining ey, as error between H(-) and H(-) with
Ho(z,, Vi (x,), ul(Z,(t]h))) = 0, we present the error ey, of

e = Ho(w, Vi(w,), 0, (E,(t7h)))
= M@, V' (@), u; (Z.(t]h)))
= VI (@,)(fi(2) + g.( )i, (E,(t] ) = bV, (2,)
@ (2,17 R) Ry, (2,(17h)) + 0,07 (x,)
=Whe, +6, (36)

where o, = Voo (2, (t7h))(f.(z.) + g.(z.)0(Z.(t]h))) —
bide,(x,) and 0, =2l P, +al (Z,(t"h))R,a,(Z,(tTh)) +

+z, Tpx, +

o.a2(x,).
As stated in [11], forcing u,(Z,(t]h)) towards
u(z,(t]h))G.e., €y, — 0) is the purpose of this article.

Furthermore, to tackle the problems of reduced available data
and precision loss caused by Paillier and sampling mechanisms,
motivated by [42], the historical data is utilized. Thus, the
objective function &, is updated as follows:

_ z(: tY hft(c:Ls

1 N (1)
emem + = Z etsh= te%gL S€Hu,s (37
which historical data is utilized
EHL’S = Wg;pb,s + eb,s (38)

where ©us = —b.0e(T0s) + Ve (z, s(t)R)) (fu(T0s) +
9u(w,,5)t, s (T, (t]h))) and 0= -Tz:SPLuTL,s +
ﬂT(i.L(t:h))RLﬁL (T, (tTh)) + Ut,sais(mL,S)

Applying the gradient descent approach, the tunning law is
expressed as follows:

N.(t)
X K, agb s
We, = — -
‘ (1+plp)? o Wes Z:: I+ @L s, s)? OWe,
N.(t) e
) ——_— Z _KupuseTt €He,s
Q+plp)? ™ = +plps)? 7
(39
Then, defining the weight error W,, =W,, — WCL, we have
W o HL@@LT N.(t) HL@L,sszet;h_t ~
A+plp)? = (1+elp.5)?
tih—t
KL@L Lpb Se s
+ CL + CL,S 40
(1+ o/ p.)? Z 1+pmms)29 0
where = Voo (2.)(f(2.) + 9.(x.)0 (T, (t]h))) — b,
(Z)CL(:L'L) and Oci,s = _v¢cb(xb,3)(fL('rL,S) + gL(xL,S)’ELL

(jl(tfh))) - bL¢CL(xL,S)-

B. Effectiveness Analysis

In what follows, the stability in the sense of UUB for NISs
with an event-driven Paillier mechanism is first presented. Fur-
thermore, we give the following assumption for simplicity of
analysis.

Assumption 4: <., (x,), Ve, (z,), and V., (z,), are norm-
bounded as chL (xL)H < Sce,M» vam (mL)H < v(cb,]\/fv and
||V¢CL($L) H < V¢CL,M’ where Sce,M» V§CL7J\4’ and V¢CL,]W’ are
positive constants.

Theorem 2: Consider the ¢th nominal subsystem with event-
driven Paillier strategy under Assumptions 1-4. The UUB sta-
bility of the subsystem can be achieved if

€,,1
{ >0
€.,1
B
where

Eu1 = bLgL’m + %Amax(R ))Lm?n(Rb)gi]y[vggL7M +
NL(t)Q?m)+%)‘max(RL)K3*£%
8L72 = )"Inin( ) — 3/19 )"IIIaX(R )KQ* )\max( )

(41)

S+

U Amin (2,)
ol oe N, (t) ol Loc.,sets" !
= Tigtonr T 221 (heTpr?
5L,3 - %)‘-mm(%) - %)‘-max(R ))"I_nm(R )gL NIV¢CL M-

Proof: The following Lyapunov function is selected:

LL = LL,l + LL,2 + LL,3

— V(@) + V(@ (tTh)) + %tr{WCTLWCL}. 42)

Situation 1: When the triggering condition of (11)
VU, (v,,2,) < 0holds [i.e., t € [t"h,t7T1h)], this leads to

LL = Lb,l + LL,S- (43)
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For the first term of the right, bearing the i,(t) = f.(z,) +
g.(x,),(Z,(t7h)) in mind, L, ; can be continued as follows:

Lb,l = (VVL*(.IL))T(fL(Z‘L) + gL(xL)ﬁL(a?L(tfh))). (44)
Recalling (8) and (10), one achieves
LL,l §bLV1,*(93L>*$TPLxL - (uf(zll))TR,,uf(xl) 010‘2(x/)
—((VV (@) g () (u (x,) — @ (Z.(t] D))
<bV(z.)— x,TP,x, - ULO‘?(IL) - (ﬁb(i,‘(tfh)))T
x R, (Z,(t]h))+(u; (IL)*ﬂL(iL(t:h)))TRL(UT(xL)
—4,(Z,(t;h)). (45)
For the last term, by using (34), we present
||} () — @ (Z.(t7h))|]”
< 3(Ifu; () — wy (w (E )P + || (. (27 )
—u; (Z,(t] )1 + ||ug (.(¢7R)) — @ (&, (7))
3 ~
< Z)Lm (R, )QL (VR e, mlWVall? + V%?L,M)
L3R + 3K2 2. (46)
Then, (44) can be further derived as follows:
LL,I S bLCL,’n’L - )Vmin(PL)HxL”Q + S)VmaX(RL) H2
+%)Lmax(RL)K12L*£? + %AmaX(R ))\‘m%n(RL)gLQ,M

X (V2 plIWell? + V<2 ap)- (47)

Notice that the time derivative of V,*(x,(¢7h)) is 0. Therefore,

based on the time derivative of L, 3, we have

N.(t) T _tih—t
Ke§u,s§, s€7°

(1 + plpus)?

K, @/T

wl,3 < —WI{ e We,
(1+pl0)? ;

— cL

o o N.(t) L
+W,, s Ocit o ——5 Ocu,s
(1+pl'p.)? ; (1+ 9/ 00s)?
(48)
which further yields
T N.(t) thh—t
RL@L@ K @L SpL se °
VI RS
s=1

L <—W, ey
' (1 + prL)Q (1 + pb,sphs)

CcL

N, (t) tih—t
LQCL SQCL s€7°

2(1 + pL,spL,S)

T
Ry0¢, 0ct

S _|_
2+ oo T 2

< i)V~ (4 Ni(D)22) 49)

By combining (44)—(49) and Assumption 4, there holds
LL = LL,l + LL,3

3
é bLCL,m + Z)"maX(R ))"m?n(RL)gszggL,M
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v 3
+ S (L No(0)h) + Trmax (RIKZE
3 - A Q)
- )‘«min PL - 719L)\max R K2 e L 2
(a2 = 20, R 222 |
K, 3 9 9
- (E)Lmin(jﬁ) - Z)‘maX(R ))‘mm(RL)gL,M
X V‘lszL,M)HWCAF
= e1 — el ® — el Wl (50)

Then, L, < 0 holds if there are either x, ¢ Qx or W,, ¢ 0 P,
where (), and QWCL are governed as follows:

QmL = {xL ] < \/g}
O, = {War Il < 22}

Situation 2: When the triggering condition (11) ¥,
(v,,2,) > 0holds [i.e., t = t"T1h], this leads to

(1)

AL, = V(@ () — V2 (a7 ) + V, ((740)
ViR + g tr OV ()W (1)
— S OVE ()W (17 1))) (52

where z} (t) = lim;_,g+ 2 (t’”h +X).
Then, for all % € [0, t’"“h t"h), we have

LLJ(tfh) + LL,3(t:h) > LL71(t:h + 7{) + LL73 (t’fh + X)
(53)

which letting 2 — 07 yields
L,1(t;h) + L, 3(t;h) > K11%1+ Loa(tih+ i)+ L, s(t;h + %)
—

=L,1(t]th) + L, 5(t]h). (54)

Recalling the definition of L, 1 (¢) and L, 3(t) in (41), it follows:

Vi (1) + DV (6 W (1)

<V (z,(tTh)) + ftr{WT(xL(tr ))VVCL (z,(t]h)). (55)
Furthermore, in the light of the analysis in Situation I for t €
[t"h,tTT1h), we conclude
Vi (@ (6" h) < V(@ () h)). (56)
Together with (55), it can be derived that LL < 0. Thus, the UUB
stability can be guaranteed.
Based on the aforementioned analysis in Situations 1 and 2,
the nominal dynamics can be UUB stability under the event-
driven Paillier mechanism. The proof is completed. |
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Fig. 2. Curves of first subsystem state x1 (¢) and quantified values Z1 (¢).

IV. SIMULATION RESULTS

In this section, To illustrate the availability of the designed
optimal control law, an NIS with matched interconnection (mo-
tivated by [10]), which have the following form:

[ 10%12 - 101’11

fl ('1;1) = 2
_0.5$12(COS(1‘11 + 2)) — 5(3;‘11 + $12)
[ 101‘22

x =

f2( 2) 0.5$22(Sin($21 + 1))2 — 5$22 — 105821‘|

0 B 0
9= cos(z11) + 2 92 = sin(zg1) + 1

Xl(.i?(t)) = ($11 + 1‘22) Sin2($12) COS(21‘21)
xa(x(t)) = 0.5(x12 + 22) cos(e®2 4 0.5x3,).

Letz, = [2,1,7,2]" and then, the initial values of states are cho-
sen as z1 = [—3.5; —0.5]7 and 25 = [~6.5; —1.5]T. The ma-
trices and scales related local value function are selected: P, =
100diag{0.45,0.63}, P, = 100diag{0.54,0.35}, Ry = Ry =
10, by = by = 0.2, and 07 = 09 = 9. Furthermore, critic-only
neural network (32) is employed to address the AED Paillier-
based HIBE, where the activation function for «th subsystem is
governed by ¢, (7,) = [12, 2%, 2,170, T,10%, 22 7,2]T. Be-
sides, let learning rate be k1 = ko = 0.01, and the initial val-
ues of associated weight vectors are given as Wcl = ch =
1111 1%

The parameters related event-triggered mechanism are cho-
sen as hy = 0.2, ¥; = ¥y = 0.001, ¥; = ¥y = 0.005, Q; =
diag{0.4,0.6},and Q5 = diag{1.5,0.6}. Motivated by [45], the
parameters related Paillier scheme are chosen as v = 52 bits and
w = 58 bits. As for the AED-Paillier mechanism, the public and
private keys are 110 bits. As for quantization function (16), we
set/, = 1.

Figs. 2-8 show the simulation results, where the responses
of state vectors are plotted in Figs. 2 and 3, and the responses
of weight vectors are shown in Figs. 4 and 5. Specially, the
convergences of the two subsystems are plotted in Figs. 2
and 3, where can clearly observe the relationship between

Time (s)

| | | |
0 1 2 3 4 5 6 7
Time (s)

Convergence of system states and plaintexts

Fig. 3. Curves of second subsystem state x2(¢) and quantified values & (¢).
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Fig. 5. Responses of weight vector Wa(t).

original state vectors x,(t) and the quantified vectors Z,(t).
As expressed by the quantization function (16), this is similar
to a rounding operation with the error not exceeding % For
example, the values belonging to (—0.5,0.5) can be quantified
as 0. Furthermore, the performances of weight vectors W,
are plotted in Figs. 4 and 5, which converge to Wy =
(0.99983,1.00272, 0.99978,1.00013,1.00004]7 and Wj =
[1.00281, 1.03449, 0.99016, 0.99218, 1.00227]7, respectively.
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Meanwhile, under decentralized optimal control law, the two
subsystems are stable around 3.5 s and 4.5 s, which can be de-
picted in Figs. 2 and 3. In addition, the effectiveness of sufficient
conditions (20) and (41) can be ensured by adjusting the values
of related parameters. Moreover, Fig. 6 depicts the decentralized
optimal control inputs for two subsystems with the AED-Paillier
encryption scheme. Eventually, the curves of control inputs
and u9 tend toward zero. Figs. 7 and 8 present the release instants

IEEE TRANSACTIONS ON RELIABILITY, VOL. 75, 2026

of the AED scheme and the curves of dynamic thresholds 94 (¢)
and J5(t). The data will be encrypted by Algorithm 1 and
broadcast to the limited communication networks only when
the conditions (11) are satisfied. Contrariwise, the information
can not be transmitted. The simulation results illustrate the
availability of our proposed algorithm.

V. CONCLUSION

This article addresses the decentralized reliability control
problem for interconnected systems within the framework of
RL. To mitigate network burdens and achieve security, the AED-
Paillier cryptosystem is provided in the communication chan-
nel. Furthermore, for each nominal subsystem, the local value
function incorporating quantization parameters is constructed
and the solutions to corresponding local HIBE are derived.
Furthermore, to enhance the security of interconnected systems
and achieve privacy-preserving, an AED-Paillier scheme that
maps transmitted data to ciphertext space and restores plaintext
through a specific decryption procedure is adopted. With the aid
of Lyapunov theory, the UUB stability of the whole dynamics
is guaranteed. According to simulation results, the security
and effectiveness of the provided AED-Paillier cryptosystem
and control algorithm are verified. How to extend the encrypted
optimal control algorithm and make it suitable for sophisticated
systems with cyberattacks is future work.
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